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2 As a Mikrotik [Dealer We Set Up: our- goals
— HHelp ours customers — providers to:
- Have their networks up to date
- Use all advantage of Mikrotik
- Have a serious SUPPORT in time of need

o Make a god SALES

o Actual Network growing rate for a average
provider is about a 100% per year in
count of customers
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= Network design

-~ Computing| power:
- Adding new segments
- In-coming / Out-coming throughput

— Network Security

o And this is the Time for us to HELP
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JVVEraremelping ro inarselttiensiiorall
Internet /- NetWork proViders

- Starting with a provider withia couple off
Access Point’s and ending ....

o In next frames we will show how to
analyze and implement higher security in
a low cost (provider) environment

o With a great success!
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3rd location

N 1th location

£ | Hacker

ARgIyZIng prowiem

Cisco main: reuter withn
bandwidth: management
Up eqgually tc h custc
to 256kbps
Causes that, Main connect is
not used in 70% of time and
in busy hour is overloaded

Bridged network is overloaded

because of internal traffic
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- Combination of Long Uplink's and Client stations
is causing “lagging” — high response time
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2 WDS network causes very highr bandwidth
demand and high response time

> Security breach on all levels, MAC logging,
o WEP sniffing, IP packet sniffing etc..
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Rebuild network haraware topology:

- Change Main router to Mikrotik router
o Change Main site to center of network
o Change to Routed network

> Change wireless security to WPA2

o Upgrade 2.4GHz technology to 5GHz
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D

Replace switches with RB4:
Redundancy — Ring connec
- Backup Line —automatic sel
- Main router Backup
o HTTP and POP3 Proxy
> Fiber Optic Backbone
2 Managed Switches

4 cards
[ion
ection
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J AAA s a protocol for applications such as network
access or IP'mobility. It is intended to work in both' local
and roaming situations so we used

MIKROTIK USER MANAGER

> Authentication to devices attached to a LAN port,

> If accepted, the server will then Authorize
access and give out IP address

> Accou nting data can by used in any application
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RIMANAGER

2 Mikrotik Main Router withr User Manager
Dackage is a separate package and they

MUST have same version.

=)|| Disable | | Urinstall | | Unschedule | | Downgiade |

[Mame = \arsing Bl Timie: [5ct
{ & usermanagsr 12938 o d24/2006 16:01:06 ]
& mouteros-w86 2938 Mo/ 24/2006 16:01:50:
# @ wielesslegacy (2335 | Mow/24/2006 160040
& wireless 2938 Mon/24/2006 15:53.56
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M Terminal

tt hh
ARRD tC hh
A bl tt  hh hh ee LIELE ooao 33383
An Ak tttt hbhh h e @& LI IXr oo 00 35
AAARRARE  TT  hh h eeeee  EXrrr oo 00 35883
Al Ak tt  hh h ee rr rr oo 0o 33
Al Ak £ttt hh hh EEEE L rr 0000 33383
lbuducnost Router0s 2.9.3%9 (c) 1993-Z006 . lbuducnost. sk

erminal wtl0Z detected, using multiline input mode
[aduwinflbuducnost] > tool user-manager customer add login="adwin™ password="admin”
permissions=ommer

[adninflbuducnost] > l
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Créate Ju of = urnorued fOULELS.

iest WILL be ignered.

20 =

Per page!
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= 7 Name A W 1P Address W Shared secret A\ Log events
= M Sibak 85,248 / none
[~ Dolna Zdana :85.24_8 |none

[~ Hlavny 5,248 [none

I Lovess B 240

Users | .ancaZ B5.248 nane

[T |Lu¥ Panelak nowvy 85.248 none

[T P.0.Hviezdoslava 85.248 none
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OR=IVANAGER=US

CUSTOMER

14 FUTURESHOR



User Name

Password

Private Information:
First Marme:

Last Mame:

Fhone:

Location:

Ernail:

: [martin.krug

: [martin

I

[Martin

|Krug

[+421905449052

[zwoLEN

|krug@futureshop.sk

IP Address:

Pool Name:

Download limit: [0
Upload limit: [0
Uptime Limit: [0s
Rate limits: [
Rate limit: R [1M | T [Lm |
Burst rate: R [4M | T fam |
Burst threshold: R [128k | T [128k |
Burst time: R [60s | T [60s |
Priority: m
Min rate: R [256k | T+ [258kK |
add time: [unlimited 7]

15

| Status:

| Bouters

| credits
Users

| Sessions

| customers

| Reparts
Logs:

; Logout

i i 4t s s i e e o e

CUSTOMER
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WV Username &
lugovit. benadik
lubos kost:
uraj.pracko
riroslay.ivan
anos.richal

mriroslay.ivan2

marek.stepo
lubos.stipks

7 Prepaid
[y

Lunfifnited
2 Lunlirnited
urdirnited
urnlirnited
unfirnited
unlimited

ch unlirnited

mulos . vals

unlirnited
unlimited

latnerava unlimited
Customers

Anheisla ritara)
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Perpage: |20

[T Viegin& [V Public ID & ¥V Parentst |V Permissions /&

I™ administratar

administrator | Owner

[Edit
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nnnnnnnnnnnn

ervice omain

ElRadius Server <10.0.0.12>

General | Status |

B N BNcel H
sers W o0 T lngin
- i Apply
I hotspat I™ wiicless | Interfaces  Secrets | Prof\les| Active Connections|

Tools | | B iy Dizable IE‘ E @ ﬂ_nm
Mew Terminal Called ID: I—I Carmmend t
Telhet Domair: |'| T Il PPP Authentication & Accounting [ %]
Pagsword I
e I J1000.12 Remove = 0K
ertificate v Accounting

Secret |main-local -
Make Supout.rif I M
Marial Authentication Port [1812 Inteim Update: I Apply
Exit

Accounting Port: |1813
Timeaut: IBUD mg

v &ccounting Backup

Realm: I

[disabled
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2 Security on wireless WPA2 with AES

o Active scripting for Firewall building to
prevent Hacker attacks, do not close ports
1700, 1813 and 1812 for AAA

> For bandwidth combination of HTB — tree
queue and PCQ scheduler for P2P users.
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Interfaces

Wircless Interfaces | Secrets | Frafiles | Active Connections |

Bt IEI rF’F'F'oE Server-ﬂ FPTF Server | L2TP Server
|Name ¢ |T_l,lpe |User |Ca||er|D ‘Uptime Encoding |MTU [|
DR ¢-&<pppoe-branislav mlynars PPPaE in branislay 00:-4F-53:00: 021645 1480
Flauirg I DR ¢-&<pppoe-jozef wais: PPPGE in jozefwaiz  O0:0E:ZEAE.. 161320 1480
DR 4-&<ppposlubos kostas PPPoE in lubos.kosta | 00:4F 62: 04 18:01:27 1452
Ports DR ¢-&<pppoedudovit benadik> PPPoE in ludavitbe... 00:027257... 1d 05:43:.. 1372
Queues DR ¢-&<pppoe-miroslay. pruzinas PPPoE in mirozlay.pr... 00:027258... 031650 1360
DR 4-&<pppoe-robert. ciermy:> PPPoE in rohart ciaran O0-4F-E2-04 11-7211 1457

!

Drivers DR 4&<pptpwn_ker UGN M New PPPoOE Service

System ¥

PPPOE Serve Service Mame: IsawiceS oK,
Files =
| ENEE Intertzce: [T~ |
Log Service .. 4 |Interface Max MTL | Max MRU
SNMP @ servicel  etherl 1483 1458 Max MTU: 1488
@service?  sther2 1488 1488 Max MAL: [1488 =
sz @ serviced  sthaid 1488 1488 = Disable
R adius @ serviced  etherd 1488 1482 Keepalive Timeout |7|1U Copy
Tools ¥ 4
Default Profile Idelaull j
R
Mew Terminal
[ One Session Per Host
Vizliet Max Sessions l7|2
P - Authentication ———————————
Certificate I~ pap I~ chap
4 ake Supaut.rif ¥ mschapl ¥ mschap2
Manual
[dizabled

) con

FUTURESHOP

[ImplEmenting

/.

- Project of Routed network’s Topology:

o To replace, or change technology like this
takes approximately about 3 months

> Running two installations/configurations
at the same time old one and new one

20 FUTURESHOP



maintenance

o Equipment exchange on MAIN Site can
take only 5 minutes to Router adjustment

> Tools for troubleshooting LOG separate
for UM and Mikrotik OS
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EUROPEAN LLAW = [0 Store

communication. Inrsome:
different, check with your lo: J
authority.

2 Use backing tool to prevent possible data
lost, in case of problem.
— /system backup save name=xxxxxx

o export USER Manager separately
— /tools user-manager export file=xxxxx
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240

3rd |ocation

> Better network performance
2 Higher QOS

FUTURESHOPR
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CUStOMErS DENETt

- User Mobility - AAA
- Anywhere in network

o Added new features
o IP Telephone priority HIGH
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UStOMER'S PERENE

o Better Customer Suppo
o Lower Service respond time
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concitsion anaf@UESINONS

— Make sales

> QUESTIONS ?

FUTURESHOPR

Thank you'!

Any other comment?
Write to Us.

FUTURESHOP
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