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Andrés Castro Valencia
Compania: Intelioffice S.A. (Colombia)
MikroTik Certified Trainer
MikroTik Certified Consultant
Trabajando en Networking desde 2002.

Especialidades: Enlaces inalambricos de
Larga Distancia y Alta Capacidad, Disefio
de Redes, Redes Malladas, QoS (Mangle y
Queue Tree), Tunnels (EolP, L2TP, PPTP),
Politicas de Ruteo, Ruteo Estatico y OSPF.
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Long Distance Wireless Multi-Links

Objetivos

Laboratorio con Bonding
Graficas de la solucion
Requerimiento de equipos
Datos tecnicos del caso
Pasos para construir Multi-Enlaces con Protocolo Bonding

Applicacion con OSPF (Cliente en Argentina)
Graficas de la solucion
Requerimiento de equipos
Imagenes de la Red y Configuracion
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Objetivos

Dar a conocer los diferentes alcances del
RouterOS de MikroTik al implementar
Enlaces Multi-Links con Protocolo Bonding.

Breve resena de Enlaces Multi-Links con
Protocolo de Enrutamiento OSPF (Load
Balancing) y como trabaja este con
MikroTik RouterOS.

Aprender sobre las diferentes soluciones
complejas que pueden ser disenadas con
MikroTik.
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Grafica de la Solucion con Bonding

P-P 1 = 40-50 mbps

'I;otal a:)prox. ; ; Total aprox.
;50'“ II;S to _ P-P 2 =40-50 mbps 160mbps to
00mbps 200mbps

P-P 3 = 40-50 mbps

P-P 4 = 40-50 mbps
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Requerimiento de Equipos

Side 1:
Un (01) Router x86: CPU Intel Dual Core 2.6GHz, 1024MB
RAM, 5 LAN.
Cuatro (04) MikroTik RB433AH con Atheros CPU 680MHz y
802.11n Wireless Mini-PCI Cards.

Cuatro (04) Swivel Antennas 5GHz 5dBi.

Side 2:
Un (01) Router x86: CPU Intel Dual Core 2.6GHz, 1024MB
RAM, 5 LAN.
Cuatro (04) MikroTik RB433AH con Atheros CPU 680MHz y
802.11n Wireless Mini-PCI Cards.

Cuatro (04) Swivel Antennas 5GHz 5dBi..
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Datos técnicos del caso

Ubicacion
Laboratorio Local
Tipo de Configuracién

Ambos lados: Core Routers: Bonding con Link1, Link2, Link3 y
Link4 como interfaces esclavas.

Bonding Mode: Balance-rr

Software Version: 3.27 (x86) Routers y 4.0 Beta 4 RB433AH
Band: 5GHz-Only-N

Frequency: 5180, 5290, 5500 y 5800 MHz

Nstreme: Dynamic Size

Tx Power: Default

ACK Timeout: Dynamic

Router AP: AP-Bridge

Client: Station-WDS
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Pasos para construir Enlaces Multi-Link

Instalar y configurar cuidadosamente cada Enlace Inalambrico
Configurar en cada Router la Interfaz Bonding
Adicionar las Interfaces Wireless como Esclavas al Bonding

[0 admin@190.60.225.38 (MikroTik} - WinBox v3.27 on x86 (6]
< || ca
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PPP |___|Name Type L2MTU [T R Tx Packet p/s) |Rox Packet [p/s) | T Drops | Rox Drops | T Ermors |Rx Emors
i <4bbondingl  Bonding Obps 1478 bps

Bridge 4i#cther] Ethemet 1600 24 7kbps 8.6 kbps

5 | tipether? Ethemet 1600 Dbps 320 bps
| 4ipetherd Ethemst 1600 Dbps Obps

IPvE 4ipetherd Ethemet 1600 Obps Dbps

Roui tisethers Ethemst 1600 Dbps

outing

System 5 | Interface <bondingl >

Queues Genersl Bonding | Traffic
Files
Log
Radius

Slaves: |ether2

ether3
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= =
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etherd

Tools Disable

New Terminal ctherl

ISDN Channels Mode: il_:al_ange m
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Comment

] [+ [« [+ [#]
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g
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Exit

Link Monitoring: |none
Transmit Hash Policy: ;Iayerl
Down Delay: lo

Up Delay: D|
LACP Rate: [30s

running
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Pasos para construir Enlaces Multi-Link

IMPORTANTE !!!

Cada enlace inalambrico debe ser configurado de forma
adecuada, estos deben estar bien sincronizados

El protocolo bonding hace trabajar todo el Multi-Link de
acuerdo al link de menor capacidad de ancho de banda
Por ejemplo, si tenemos en los links 1, 2 y 3 un throughput
real de 40mbps en c/u, pero el enlace 4 solo tiene 20mbps,
entonces, el Bonding reconoce para cada Link 20mbps en c/u
sin importar que las otras interfaces tengan un BW mayor
Para este tipo de solucion es necesario obtener en lo
posible, el mismo ancho de banda en cada Link
inalambrico para tener como resultado el mejor
rendimiento en el total de ancho de banda

Bonding es el unico protocolo que permite realizar
fisicamente agregacion de interfaces
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[E admin@190.60.225.38 (MikroTik) - WinBox v3.27 on »86 (x86) [=x [Ecm]
EoaiRe] CPU{72% [vl Hide Passwords H (%)

Interfaces | Interface List

Interface | Ethemet EolP Tunnel IP Tunnel VLAN VRRP Bonding
Bridge + al [y

-
Mesh —

MName Type L2MTU Fx x Packet (p/s) |Rx Packet {p/s) |Tx Drops |PRx Drops | Tx Emors |Rx Erors
FPP R 4pbondingl  Bonding 13538 13511 o o
Bridge 4ipether] Ethemet 1600 77 Z¥bps 7.3Kbps 7 8
P 4ipether? Ethemet 1600 23.2 Mbps 240 Mbps 4513 4448

4ipetherd Ethemet 1600 23.9 Mbps 24.8 Mbps 4513 4 666

IPvE 4pctherd Ethemet 1600 Obps 0 bps o o
Routing +{retherd Ethemet 1600 243 Mbps 23.3 Mbps 4513 4 396

System 5| Bandwidth Test ==

Queues Test To: |10.20.30.1
Files

Wireless

Protocol: € udp

Log T e: | 1500
Radius 1500
Tools
Direction: | both
New Terminal

ISDN Channels TCP Connection Court: |20

Make Supout nf Local Tx Speed:
Manual

Exit

Remote Tx Speed:
User:

Password:

: |53.6 Mbps/52.8 Mbps
: |44 8 Mbps/42.7 Mbps

WRx 629 Mbps

unning...
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Aplicacion real con OSPF

Breve presentacion del Cliente:

Compania: SOLUNET SRL GROUP
Ubicacion: Buenos Aires, Argentina

Actividad Comercial: WISP

Tipo de Clientes: Residencial and Corporativo
Numero de Clientes: 5.000

Experiencia: Mas de 10 anos vendiendo soluciones de
comunicaciones y conectividad en Buenos Aires

Relacion con Intelioffice S.A. (Colombia): Intelioffice de
Colombia ofrece servicios de asesoria y capacitacion para

el mejoramiento de la Red WISP de SOLUNET SRL de
Argentina
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Grafica de la Solucion
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Requerimiento de Equipos

Torre Gora:
Un (01) Router RB1000 4 LAN.

Dos (02) MikroTik RB433AH con Atheros CPU 680MHz y
Cuatro (04) 802.11a Wireless Mini-PCIl Cards Ubiquiti XR5.

Dos (02) Dual Polarity Antennas 5GHz 32dBi Hyperlinktech.

Salida Salto de Radio 1:
Un (01) Router RB1000 4 LAN.

Dos (02) MikroTik RB433AH con Atheros CPU 680MHz y
Cuatro (04) 802.11a Wireless Mini-PCIl Cards Ubiquiti XR5.

Dos (02) Dual Polarity Antennas 5GHz 32dBi Hyperlinktech.
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Imagenes de la Red y Configuracion
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Imagenes de la Red y Configuracion
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Dude Manager Multi-Link
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Registration del Point to Point Activo

= admin@1 0,10, 60,12 (5R-ToCa -Microcentro-l) - WinBoxvd. 2% on RE436 (mipsbe)

([ G 134d 03:06:37 Memory:|114.5 MiB
=

Interfaces
Wireless Interfaces | Mstreme Dual | Access List  Registration | Connect List | Security Profilss

Bridge == | || |00 Resst

IMesh Radio Mame MAC Address Imterface |ptime AP W...|Last Activit...| Signal Strengt... | Ta/Fx Rate

P 4 SR-1{Amiba) 00:15:60:63:EE:76 SR-1{Amba) 134d 03:... yes no 0.000 -52 54Mbps*2/36Mbps*2

= 45 5R-2{Abajo) 00:15:60:64.BE:D0  SR-2{Abajo) 5d 15:01:.. yes no o010 -43 54Mbps*2/54Mbps™2
orts

Cueues

Drivers ]

System General | 802.1x Signal | Nstreme = Statistics oK
Files

Log

il

W AP Glient =004 5:60:64- B>

General | 8021 Signal | Nstreme | Statistics

L]

e [0 O Aoaea . [
Last Activity: |0.000 = Remave Last Activity: |0.010s Femove

Signal Strength: |-52 dBm Signal Strength: |43 dBm
SHMP . Reset Reset
Tx Signal Strength: |-53 dBm Tx Signal Strength: |-42 dBm

Copy to Access List Copy to Access List
Signal To Moise: |53 dB

Users
Radius Signal To Moize: |33 dB

Tools
New Teminal

Telnet

T/Rx CCQ: |9

P Throughput:

Signal Strengths

ot |
Copy to Connect List

MAL Fing

TR CCQ:

P Throughput: |55

Signal Strengths
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MAC Ping
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= &Mbps : ]
Certificates IMbps
Stores 12Mbps
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Imagen de la Interfaz Wireless

F:g admine1 0906098 (SR-Tota-Microcenined) - WinBoxv3.47 on RES3 3 (impsbe),

| 32d 14:12:42 Memory

Irterfaces [ : =
B Wineless liables,

Wireless g |
Interfaces | Mstreme Dual | Access List  Registrtion | Connmect List | Security Profiles
Bridge i T

T

Mesh L - ) ) y y )
P | [RadioMame |MAC Addess | : \W...| Last Activit..| Signa] Sisee Thx Rate ™

- 3{Amba) C0:15:6D:EIEETA S Blno.  no 0000 o 0000 Mbps/AMbps N
Routing & SR-4{Abaja) 00:15:60:63.EE.72 5 j J: 005 Wbpe/54Mbps

Parts

Queties
Drivers
System
Files
Log
SHMP
Users
Radius
Tools
New Teminal
Telnet

Password
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Imagen nstreme

Después de varias pruebas concluimos que la mejor configuracion
del nstreme en este caso es con la politica dynamic size
El protocolo nstreme nos permite obtener un mejor desempefo en

cada enlace inalambrico

006090 SRAoCa-Microoentno ) - WinBox va:23-on RBA3S5 (mipshe),
[22d 14:28:34 Memony:1

—_—
=

Interfaces | Nstreme Dual  Access List | Registration | Connect List | Security Profiles

ARP  |Mode |Band |Freguen.. |SSID

+-|=| [¢|[x] [a] 7]
4970 SR-3

| Mame Type .T:c_ |Rx 'Tx Pac... :Hx Pac... M-*-.C Address |
R 4S5R-2{Amba) Whreless {Atheros ARS... O bps Obps a 0 00:15:6D:63:EE:71  enabled bridge 5GHz
R 4#SR-4{Abgjo) Wircless (Atheros ARS... O bps 784 b e
M initerface =SR-3 {Arriba)=

WDS Mstreme | Tx Power Status | Traffic | ...

[w Enable Nstreme
[w Enable Paling
|| Disable CSMA

1} ¥
i F‘u:.l [ Disable

. =
Framer Limit: | 3200 Comment

Tarch

Scan...
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Configuracion Interfaces OSPF

Configuramos OSPF en cada RB433 para obtener Balanceo de
Cargas entre las interfaces inalambricas

El area debe ser solo una para todas las interfaces inalambricas

En este esquema, el protocolo OSPF hace el balanceo de todo
el trafico adicionando el ancho de banda de todas los Enlaces
Inalambricos, de tal forma que los suma todos

A6, 14 (SRTeta-Microcentrod) - WinBoxvai 772 on REA33 (mipsbe)

{32d 14:25:24 Memory;114.3 MiB CPL; 5%

1 OSPE
Interfaces | Metwordcs - Areas | Area Ranges | Viual Links  Meighbors | NBMA Neighbors | LSA&  Routes  ASER Routers | QSPF Routers
o | || | OSPF Settings

I3 —Trienace - C051 ) Pnont)I ;A'J_rtherrtic:...:.-&erherﬂicatio... 'Network Typ , |Area _.Neig...__.-.St.':'ne
D &3 5F-2{Amiba) 10 1 none broadeast 0.00.1 1 backup

O #BSR-(fbap) 10 1 nane broadcast \\_y 1 backup
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Imagen Interface EolP

En este caso tuvimos que usar un Tunnel EolP entre cada
interfaz ethernet de las RB433AH

El cliente tiene configurada su Red en Modo BRIDGE

min@310,30.60.31 (SH-dota-Microcenirol) - Winboxws. 4dion RE433 (impsbe)

N = | T
[Name I Tins- | [T Pac... [Rx Pac...| ks
WiinctSRMeesbulaserns . 7 ol Tunnd ™ | 26idbgs . Bbps. .3 . ]

4 TunelEosip-aMicrocentro ! J bps

:2 tems out of &
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Tracking Connection Core Router A

IP

Rlouting
System
Queues

Files

Log
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Exit
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150.0.166.4:124
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190.0.165.188:1107

150.0.168.222:41264
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4128.208.114:62134
74.152.189.200:4501

[Connection Marc

HTTP-L7
Resto-UDP-P2P-L7-5
Resta-UDP-P2P-L7-5
Resta-TCP-P2P-L7-5
MSN-L7

MSN-L7

Resto-UDP-P2P-L7-S
Resto-UDP-PZP-L7-5
HTTP-L7

Resto-UDP-P2P-L7-5
HTTP-L7

Resto-TCP-P2P-L7-5
Resta-TCP-P2P-L7-5
Resto-UDP-P2P-L7-5
Resto-UDP-P2P-L7-5
Resto-TCP-P2P-L7-5
Resta-TCP-P2P-L7-5

HTTP-L7

Resto-TCP-P2P-L7-5
Resto-TCP-P2P-L7-5
Resto-TCP-PZP-L7-5
Resto-TCP-PZP-L7-5
Resto-TCP-F2R-L7-5

Resta-UDP-P2P-L7-§
Resto-UDP-P2P-L7-5

Resta-TCP-P2P-L
Resto-TCP-P2P-L
Resto-UDP-P2P-L7-5
Resto-UDP-P2P-L7-5
Resta-TCP-P2P-L
Resto-TCP-PZP-L7-5
Resto-UDP-P2ZP-L7-5
Resto-TCP-P2P-L7-5
Resto-UDP-P2P-L7-5

Resto-UDP-P2P-L7-5
Resta-UDP-P2P-L7-
Resto-TCP-P2P-L7-5
Resta-TCP-P2P-L
Resto-TCP-P2P-L7-5
HTTP-L7
Resto-TCP-P2P-L7-5
Resto-TCP-P2P-L7-5
IMax Entries: 524288

[TCP Site |
established

established
established
established
fin wait

7 established
established

established

established
established
established

established
established
close wait
established
4 established
established
established
established
0 established
close
established
0 fin wait
established
established

established
8 established
established

established
2 established

18 established

3 gymrecei...
close wait
£ established

established

18 established

7 established
established

7 synrecei...

} established
06:55:36 established
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Tracking Connection Core Router B
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Mesh

IP
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Files

Log
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Exit
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|Sre. Address
150,0.162.125:80
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[Proto... | Connecti.. [Connecti.. [P2P [ Timeout

6 tcp).

2219

51

[TCP State |
established

150.0.162.11
150.0.162.10
150.14.23.23
200.69.65.45

0.162.12

180.141

190.0.162.117:80

190.0.162.121:80
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200.42.101.109:3557
200.
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Grafica MRTG del Enlace Multi-Link

El cliente trafica datos por este Multi-Link Inalambrico en horas
congestionadas de hasta 80mbps de throughput efectivo

Esta Grafica MRTG nos muestra el trafico de datos pasando
por el Multi-Link cada 48 horas

Last 48 Hours
S Minutelz)] Averages

[ ——
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