Calidad de Servicio

Implementacion de un Sistema de QoS en
RouterOS

Presentacion: Mario Clep
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Introduccion

e Nombre: Mario Clep
marioclep@mikrotikexpert.com

e Profesion: Ing. en Telecomunicaciones
e Empresa: MKE Solutions

e Consultor 2009
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Objetivos
e Introducir el concepto de Calidad de Servicio

e Mantener la esencia de una QoS simple pero efectiva
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Calidad de Servicio

“El Santo Grial de las redes de computadores es
disenar una red que tenga la flexibilidad y el bajo
costo de la Internet, pero que ofrezca las garantias
de calidad de servicio extremo a extremo de la red
telefonica.”

S. Keshav: 'An Engineering Approach to Computer
Networking’, 1997

http://www.cs.cornell.edu/skeshav/book/slides/index.html
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Calidad de

e Concepto

¢ Es realmente necesaria?
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Fuente: Universidad de Buenos Aires
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Calidad de Servicio

e Clasificacion de las aplicaciones

Tolerantes a pérdidas

Intolerantes a
pérdidas

Elasticas Datos UDP: DNS, Datos sobre TCP: FTP,
SNMP, NTP, etc. Web, e-mail, etc.
Tiempo Flujos Multimedia en | Emulacidn de circuitos
Real modo ‘streaming’, (simulacién de lineas

videoconferencia,
telefonia sobre
Internet, etc.

dedicadas)

e Cada caso de QoS es diferente del resto

Fuente: Universidad de Buenos Aires
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Calidad de Servicio

Ventajas

e Mejora el rendimiento
e Evita la monopolizacién de trafico
e Da un valor agregado al cliente

e Permite la priorizacion de aplicaciones sensibles

Desventajas

e Aumenta considerablemente el uso del CPU

e Es necesario un conocimiento total de la red
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Lo que hay que saber

e Diagrama de Flujo = http://wiki.mikrotik.com/wiki/Packet Flow
e Simple Queue = Queue = Simple Queue

e Marcado de Trafico = IP = Firewall> MANGLE

e HTB -> http://wiki.mikrotik.com/wiki/HTB

e Arbol de Encolamiento = Queue - Queue Tree
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Diagrama Simplificado

OUTPUT
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INTERFACE
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Mangle HTB
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Diagrama Simplificado

OUTPUT
INPUT INTERFACE "
INTERFACE I
Ma!gle } Router Out-Interface T
Prerouting ‘ \ = HTB |
l Mangle Mangle ' T T '
Input Output I
Global-In * Global-Out
Global-Total Mangle Mangle Global-Total
Forward | | Postrouting
e Hay 5 lugares donde marcar e Hay 4 lugares donde limitar
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Diagrama Simplificado
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Diagrama Simplificado
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Simple Queue

e Limitacion SIMPLE de trafico

e Cada cola simple puede presentar 3 colas separadas

e Las reglas validan de la misma manera que en el Firewall

M Queue List

Simple Queues | |nterface Queues  Queus Tree | Queus Types
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Mangle — Marcado de Paquetes

e MANGLE permite asignar determinadas marcas a los
diferentes paquetes IP, que luego serdn usadas en el
encolamiento.

e |[dentifica los flujos y los convierte en bi-direccionales.
Segun donde se encole, se trabajara sobre el upload ¢ el
download.

e Permite modificar: DSCP, MSS & TTL

Objetivo: Armar un plan de priorizacion en base a todo el
trafico que se conoce.
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Mangle — Marcado de Paquetes

DNS SSH Temp

skype > Telnet HTTP requests
VoIP sFTP —_— HTTPS
Linage 2 online server » ¥ :
inage 2 online server
DNS HTTP requests World of Warcraft online server
SSH . ; — Other online game server
ideo conferences
—
World of Warcraft online server VaIP P
e s [
Other online game server Video conferences
P2 P ICMP  mails ! VPN MSN
HTTPS [ — >
Telnet mails
VPN » HTTP downloads
FTP
LoE R sFTP  FTP

HTTP downloads

"8 P2P

Marcado y monitoreo de trafico restante

\
Fuente: Janis Megis — MUM USA 2009 Presentation M,K/"O_'.



Mangle — Marcado de Conexion

I Mangle Rule <80

General |.-’-‘-.u:|'-.:'ar'n::ed Extra  Action  Statistics

[ o]

Chair: |prerouting [=] || Cancel |

Sro. Address: | AR

Dst. Address: | |~ | Disabe |

Protocok: [1[6 [tcp) |3]a | Comment |

Src. Part: | - | Copy |

Dst. Part: [ |80 A | Remove |

Ary. Part: | | > | Feset Counters |

P2F: | |~ | [ Resetan counters |
In. Interface: | -
Out, Interface: | s
Packet Mark: | -
Connection Mark: | -
Routing Mark: | s
Connection Type: | -
Cornection State: | -

Il New Mangle Rule x|

Gereral  Advanced Extra  Achon |Stati$tics

ak,

Actior: |mark connection

Cancel

MNew Connection Mark: |htt|:|I:

Apply

Fazsthrough

Digable

Copy

Femove

Reszet Counters

| Comment

Reszet All Counters

dizabled

dizabled
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Mangle — Marcado de Conexion L7

I New Mangle Rule Il New Mangle Rule

General Advanced |E:-:tra Action  Stahizhcs

[ o |
Sro. Address List: - | Cancel |
Dst. Address List: | | - | Apply |
Layer? Pratocal |:||HTTF"-http " ¥ | 'Y | Dizable |
| Camrnent |
Cantent: | | -
. | Copy |
Connection Bytes: | | -
| Remaove |
Per Connection Clazsifier: | | -
Srz. MAC Address: | | - | Pesst Dowiiiats |
| Reset Al Counters |
Cut. Bridge Port: | | -
In. Bridge Port: | | -
Ingress Priority: | | -
DSCP (TOS): | v
TCP MSS: | |~
Packet Size: | | -
Randam: | -

General  Advanced Estra  Achon |Statlstlcs

Action: |mark Connection

Cancel

MNew Connection Mark: |htt|:uE

Apply

Fazsthrough

Dizable

Copy

Remove

Rezet Counters

| Comment |

Fezet All Counters

MIKI’ on i1k



Mangle — Marcado de Paquetes

I Mangle Rule <= I MNew Mangle Rule E

General |.-’-'-.u:|vanu:eu:| Extra Action  Statistics General Advanced Extra  Action |Statistics

o | o |

Chain: | prerouting =] | Caricel | Action: | mark packet [Ed | Cancel |

Src. Address: | |v | Apply | Mew Packet Mark: |Htt|:|F||:|w ||3| | Apply |

: [ | Passthrough

Dst. Address; | R | Disshle | assang | Dizable |

Pratocal: | - | Cornrnet | | Comment |

Sric. Part; | | - | Copy | | Copy |

Dist. Part: | | - | Remowe | | Remaove |

Ary. Port | | v | Reszet Counters | | Reszet Counters |

P2P: | |v | Reszet All Counters | | Feszet All Counters |
In. Interface: | | b
Out. Interface: | | b
Packet b ark: | | b
Connection bark; |:||htth: ||$ -
R auting k4 ark: | | -
Connection Type: | | -
Connection State: | | -

dizabled dizabled
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Mangle — Marcado de Paquetes

M Firewall x|

Filter Fules  MAT  Mangle |Servic:e Portz  Connections  Address Lists | Laper? Protocols

IEI IEI . @ . . | = Reset Counters || 00 Reset Al Counters ‘ | Find | |a|| " ¥ |
|.-’-'-.|::t||:|n |Ehaln |Src Address |Dst. Address |F'n:|h:| |Src Port |Dst Fort | Mew Packet Mark  |Bytes Packets |V|
Htt|:u Connection
EI S mar... prerouting G [tcp] a0 4357 B 7B
o Hitp Flow
1 A mar.. premouting http_F a7 KB 130
2 Meszenger Connechion
2 S mar.. premuting G [tcp] 1863 e 0
.2 Meszenger Flow
3 A mar... prerouting mzn_F e 0
i Log
4 &4 log  prerouting 7h.2KiB 1204
.2 Resto Connection
] A4 mar.. premuting 184 4 KiB 2 557
2 Resto Flow
5 A mar_ premuting atros_F 174.7 KiB 2463
7 iterng
"I
MNow /222009174735 firewall info prefouting: in:ether] out:(none], src-mac 00:0c:42:0d:37:5a, proto TCP (ACK FIM], 192.168.77.1:21-: 192 168.77. 245:46330, len 32 ;l
Mo /222009174735 firewall info prerouting: in:ether] out:[none)], sre-mac 00:0c:42:0d:31:5a, prato UOP, 192 168.77 1:161-:192. 168 77 245: 43028, len 57
Mo /22/200917:47:35  firewall info prerouting: inether] out:[none], sre-mac 00:0c:42:0d:31:5a, prato UDP, 192 168.77.1:161-> 192 168,77 245: 43028, len 57
Mo /22,2009 17:47:35  firewall info prerouting: inether] out:[none], sre-mac 00:0c:42:0d:31:5a, prato UDP, 192 168.77.1:161-> 19216877 245: 43028, len 57
Moy /22,2009 174735 firewall info prerouting: inether! out:[none], sre-mac 00:1c:bf00:29:(8, proto TCP [ACK], 192.168.77. 2541 224->192.168.77.245:8291, len 20
Moy /22,2009 174735 firewall info prerouting: in:etherl out:[none], sre-mac 00:0c:42:0d:31:5a, proto UDP, 192 168.77.1:161-> 192168, 7 7. 245: 43028, len 55
MNow /222009174735 firewall info prerouting: inether] out:[none], src-mac 00:0c:42:0d:31:5a, proto UDP, 192.168.77.1:161-:192.168.77. 245: 43028, len 57
MNow /222009174735 firewall info prerouting: inether] out:[none], src-mac 00:0c:42:0d:31:5a, proto UDF, 192.168.77.1:161-:192.168.77. 245: 43028, len 55 j
Mo /222009174735 firewall info prerouting: in:ether] out:[none], sre-mac 00:0c:42:0d:31:5a, prato UOP, 192 168.77 1:161-:192. 16877 245: 43028, len 57 hal
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HTB (Hierarchical Token Bucket)

e Permite crear una estructura de colas jerarquicas, cada una con
diferente prioridad.

e Permite ordenar y darle forma a todo el trafico saliente.
e RouterOS soporta 3 HTB virtuales, mas una por cada interfaz.

e Cada HTB permite una doble limitacion, CIR & MIR.

e CIR: limit-at en RouterOS - Escenario del peor caso
e MIR: max-limit en RouterOS - Escenario del mejor caso
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HTB (Hierarchical Token Bucket)

Queue01 tiene 2 hijas
* Queueon2

e Queueos

Queueo02 tiene 2 hijas
* Queueo4

e Queueos

( Max-limit=10M

Limit-at=6M
Max-limit=10M

"Queuel1”

parent=Local-interface

\

C Limit-at=4M
Maue-limit=1

)

"Queue02"
parent=Queuel1

Limit-at=2M
Max-limit=10M
Priority=3

(

Limit-at=2M
Max-limit=10M

Prio rilts

"Queue03"
parent=Queue01

"Queue04"
parent=Queue02

"Queue05”
parent=Queue0?2

&
Fuente: Valens Riyadi — MUM USA 2009 Presentation M,Kro T




HTB (Hierarchical Token Bucket)

C Max-limit=10M ) "Queue01"
parent=Local-interface

Limit-at=4M
Max-limit=10M

"Queue02"
parent=Queuel1

Limit-at=2M
Max-limit=10M
F'rioriﬁ

Limit-at=2M
Max-limit=10M

Limit-at=6M
Max-limit=10M
Prigrity=3

Priority=1

7
"Queuel3" "Queued4” "Queueds"
I nner Q ueue parent=Queue01 parent=Queue02 parent=Queue02

e Tienen al menos una hija
e Responsables de la distribucidn del trafico
e Puedenreservar algo de ancho de banda

&
Fuente: Valens Riyadi — MUM USA 2009 Presentation M,Kro T



HTB (Hierarchical Token Bucket)

"Queue01”
parent=Local-interface

Limit-at=4M
Max-limit=10M

"Queue02"
parent=Queue01

Limit-at=2M

( Limit-at=6M ( Limit-at=2M )
Max-limit=10M Max-limit=10M Max-limit=10M
Priority=1 iori Pricrit{=5
7
"Queue03" "Queue04" "Queueds"
Le af Q ueue parent=Queue0d1 parent=Queue02 parent=Queue02

e Mas bajo nivel

e No tienen hijas

e Requieren packet mark

e Son las que realmente consumen el ancho de banda
e Todas son tratadas porigual

&
Fuente: Valens Riyadi — MUM USA 2009 Presentation M,Kro T




Queue Tree
e Es unidireccional y puede usarse en cualquiera de las

HTBs disponibles

e Todo el trafico es procesado simultaneamente

e Necesariamente todas las leaf queues tienen que tener
una marca de paquete previamente configurado

e Debido a que el CIR se entregara si o si, la prioridad se
encarga de distribuir el trafico restante.

e La prioridad solo funciona:

e Paralas coletas “hojas”, la prioridad en las ramas
no tiene importancia

e Solo si se especifica max-limit
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Queue Tree

B Queue List m M Queue <web navegacion > download:
Simple Queuss | Interface Queue:  Hueue Tree General | Statistics | (1] 4 |
gn T |= 00 Feset 4 Mame: |web navegacion > download | Cancel |
Mame Parent Parent: | usuarios_in ¥ | Apply |
2 wzuanios_in LAM — .
£ dnz » download LELIaNos_in Packet Marks: | HttpFlow hall I | Disable |
£ ftp > downlaod LELENoE_in
& otroz > download LIELIanos_in Queue Type: | default-zmal ¥ | Copy |
£ p2p > download LELENoE_in o
£ voip » download LIEUANOE_iRn Priarity: | B | Remaove |
£ vpr > download LzUanos_in
& web navegacion » download Lzuanioz_in Limit &t | 24 & hitz/e | Reset Counters |
2 uzuanios_out WA
E dns < uphjad ugua[igs_gut M ax Limit; | 3763k A hits/s | Reset All Counters |
£ ftp < upload LzUanios_out . .
& otros < upload LEUanios_out Burst Limit ¥ bits/s
& F'EF' < upload usuar!ns_cuut Burzt Threzhold: * hits/s
£ voip < upload LELanos_out
£ vpn < upload Lizuaniog_out Burst Time: * =
£ weh navegacion < upload LELanos_out
<

e CIR(parent) = CIR(child1) +...+ CIR(childN)
e MIR (parent) = MIR(child1) & ... & MIR (parent) = MIR(childN)
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Calidad de Servicio

- X =

Feset Counte 192.168.77.
192.168.77.

Reset Al Counters

Tarch

192.168.77.

- . tiemp
192.168.77.1: bytes=3

tiempo=14ims TTL=64

Gereral Advanced  Statisics  Traffic | Total  Total Statistics 13%'12333 %
Target Upload Target Dawnload ig% 'igg '33 ) %

Rate: |B.1 kbps 110.9 kbps 132-168.7%. 2

: P hrin

Packet Rate: |13 p/s 13pfs 192 _168.77. 2
13aDle 192.168.77. 2

192.168.77. 2

192.168.77. 2

192.168.77. 2

A il g ey
M7« 1109 kbps i 192 .168.77. 2
2

2

2

2

2

2

2

2

2

2

R Packets: 13 p/s
T Packetz 13 pds |

-

192.168.77.
192.168.77.
192.168.77.
192.168.77.
192.168.77.
192.168.77.
122.168.77.
192.168.77.
192.168.77.
192.168.77.
122.168.77.
192.168.77.
192.168.77.

Gereral | Advanced  Statistics  Traffic | Total  Total Statistics %
2
2
2
2
2
2
2
2
2
2
2

192.168.77. 2
2
2
2
2
2
2
2
2
2
2
2
2
2

Target Upload Target Download Cancel
Rate: | 7.7 kbps 147 .9 kbps

Packet Rate: |14 p/fz 18 p/z

Apply

Dizable

Comment

b R

Caopy

e ) ==
-S| IFHARAIT

192.168.77.
192.168.77.
192.168.77.
192.168.77.
192.168.77.
192.168.77.
192.168.77.
192.168.77.
192.168.77.
192.168.77.

by
o
s
w“
x

Rieset All Counters

Torch

L
192.168.77.1: bytes=3

tiempo=2ms
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Calidad de Servicio

2ms

Ims

9.6ms average jitter, 0.8% packet loss

Click to starttest |

A

Fadio guality

{

=
S TT=

10 ms

Packet loss

/ Standard gquality

20 ms

2%

Broken sound

40 ms

h
=

10 %

WolP unsupported
hyvConnection Server tm) 8.20
2 1988- 2008 Yisualware

_ SunJdava 1.60_16

50 %

Server: http://myvoipspeed.visualware.com
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Graph

L 4
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=]
Summary

Advanced

Graph

L ]
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Summary
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Calidad de Servicio

Advanced Statistics

VolIP test statistics

Jitter: you --= server

Jitter: server--= you
Packet loss: you --= SBMVEF
Packetloss: semver--=yaou
Packet discards

FPackets out of order
Estimated MOS scare

VolP test statistics

Jitter: you --= server

Jitter: server --= yau
Packet loss: you --= senver
FPacket loss: semver--= yaul
FPacket discards

Fackets out of order
Estimated MOS scare

2000 ms

of Rendimiento

7.0 %
off

0.0 % Sin QOS

0.0 %
3.3

2ams

e Rendimiento

0.0 %

o con QoS

0.0 %
4.1

Server: http://myvoipspeed.visualware.com
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Calidad de Servicio

CPU con QoS

Last update: Wed Oct 14 18:07:17 2009

CPU sin QoS

Last update: Sun Oct 18 22.02:28 2009
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Informacion Complementaria

e Janis Megis - MUMO09 Qos:
http://www.tiktube.com/?video=247

e Valens Riyadi - MUMo09 HTB:
http://www.tiktube.com/?video=253

e Protocol Information:
http://en.wikipedia.org/wiki/List of TCP_and UDP port numbers

e HTB:
http://wiki.mikrotik.com/wiki/HTB
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Preguntas’??

MUCHAS GRACIAS

Mail: marioclep(@mikrotikexpert.com
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