Analizar y controlar el MTU / MSS
bajo un ambiente routerOS
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Quien presenta?

Luciano Gabriel Chersanaz

= Integrador IT & networking CEO en
Ubnet Datacenter

= Uso activo de router0S desde 2006

= Colaborador activo en comunidad
mikrotik Argentina, 4000+ usuario§§{§

Ubnet

DATA CENTER

= Linux Certified Consultant




Itinerario

eCaso de éxito!

*Analisis prolijo y sencillo sobre 1la
fragmentacidén protocolar
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funciona!

Nv2 si
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Nv2 si funcional /¥

Punto a Punto interprovincial

Distancia: 64km

Condicion topografica: mar 96% / tierra 4%
Altura punto A: 130m snm

Altura punto B: 64m snm

Viento: seco, con una media de 50km/h
Temperatura agua: 8°-12°

Diferencia entre pleamar y bajamar: 3,10 m

Humedad relativa: 65% invierno - 5% verano
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Nv2 si funciona!

Caracteristicas Generales v
Equipamiento

RB532A + Ubiquiti XR5 + Sélidas 32dbi SimplePol
RB433AH + Ubiquiti XR5 + Sélidas 32dbi SimplePol
Gabinetes estancos metalicos Genrod

Uptime Promedio: 7 dias

Uptime Maximo Registrado: 21 dias

Tiempo entre reasociaciones: 10 ~ 12 sec

CCQ promedio: 93/95%
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Hide Passwords B (2

Inketfaces Interface List frominal x| L x|
: 5 ; : [adminBvwv.mikrotikroutsr.com] > ping 10.8.1.1 - BT = ime=2 -
Wireless Interface |Ethérnét | EolP Tunnel 1P Tunnel VLAN VRRP  Bonding | 10.8.1.1 £4 byte ping: ttl-£3 time=10 ms 2 ig g i i Ez :gz: EELE? Ei::;g = [
Bridae 7 10.8.1.1 £4 byte ping: ttl=€3 time=1£ ms lu.allll £4 b 1263 ti =
2 10.8.1.1 E4 byte ping: trl=é3 time=10 ms -8.1. yte ttl= tJl-mE 2 ns
Mash 10.8.1.1 £4 byte ping: ttl-£3 time-14 ms 10.8.1.1 64 byte ttl=E63 time=24 ms
[Name - [Type Lz [ [ [TxPac... |RxPac,.,| 10.8. 1.1 €4 byte ping: ttl=63 time=3 ms 10.8.1.1 €4 byte ttl=£3 time=9 ms
IP Pl R £2bridge-1 Bridge 1600 127 Mbps 12.5Mbps 123z 1233 t0-8-i-L €4 byte ping: tel=es cime=ll ms 10.8.1.1 4 byte ttl=E3 time=55 ms
o 10.8.1.1 €4 byte ping: ttl=£3 time=14 ms 10.8.1.1 €4 byte ttl=F3 time=1%5 ms
Fautin | R #iestherl Ethernet 1600 12,6 Mbps 896.0 kbps 1227 958 10.8.1.1 £4 byte ping: ttl=e3 time=11 ms i xi
a 2B, : = T
Hiether? Ethernet 1600 0 bps 0 bps ] 0 10.8.1.1 E4 byte ping: tel-£3 time=17 ms 10.8.1.1 &4 byte ttl=63 time=23 ms
System ¥ ethers Ethernet 1600 Obps 0bps 0 g 10.B.1.1 £4 byte ping: tel=£3 time=1& ms 10.8.1.1 €4 byte ttl=g3 time=17 ms
= 10.8.1.1 E4 byte ping: ttl=E3 time=ll ms 10.8.1.1 E4 byte ttl=63 time=Z1 ms
CueLes R dPwan Wireless (Atheros AR, 2290 293.2kbps 12,7 Mbps 954 1229//)0'8.1.1 £4 byts ping: ttlec3 time=l5 ms 10.8.1.1 64 hi:e e N
b *riads] WDS 0 bps 0 bps 0 0]10.8.1.1 €4 byte ping: ttl=£3 time=5 ms 10.8.1.1 £4 byte CLI-£1 time—20 me
Files 10.8.1.1 £4 byte ping: ttl=£3 time=15 ms S ¥ 5 RN
10.6.1.1 £4 byte ping: ttl=e3 times=7 ms 10.8.1.1 €4 byte ttl=63 time=23 ms
Log 10.6.1.1 £4 byte ping: Crl=£3 time=1I ms 10.8.1.1 &4 byte ttl=E3 time=15 ms
- 10.8.1.1 E4 byte ping: ttl=£3 time=1E ms 10.8.1.1 E4 byte tEl=63 mns
Radius 10.8.1.1 £4 byte ping: ttl=63 time=5 ms 10.8.1.1 E4 byte trl=£3 ns
10.8.1.1 €4 bYTe ping: trl=63 time=14 ms =
Tools & 10.8.1.1 E4 byte ping: ttlee3 time-18 ms 20.8.1-1, 6% hyte Lrd ol as
e 10.8.1.1 €4 byte ping: ttl=£3 time=12 ms 10.8.1.1 E4 byte ttl=63 ns
10.8.1.1 €4 byte ping: tcl=£63 time=8 ms 10.8.1.1 64 byte ttl=£3 bt
Make Supout, rif 10.8.1.1 €4 byte ping: ttl=£3 time=10 ms 10.8.1.1 64 byte ttl=F3 ns
10.8.1.1 E4 byte ping: trl-E3 cime=l5 mS 10.8.1.1 &4 byte ttl=63 i S ms
Manual 10.8.1.1 E4 byte ping: ttl=£3 time=0 nz i
0.8.1.1 54 hyte ping: trl=563 time=12 ma A1 othd hyre Lot i i
Exit 6 items 26 packets transmitted, € packets received, 0% packet 1 10.8.1.1 &4 byte ttl=eE3 time=18 ms
round-trip minfavg/max = 7/12.0/18 ms = 10.8.1.1 €4 byte ttl=E3 time=IZ ms
10.8.1.1 E4 byte ttl=£3 time=IZ1 ms

Interfaces ! Hstreme Dual | Access Lisk  Registration |lf0_nne&t List E.:Secur'ify. Profiles'_|

(=] [7] [ rosst |

|Radi0 Mame  + |MAC Address |InterFace |Uptime |.C\P | |Last Activi...|5ignal Streng... |Tx,|'Rx Rate
4PO01SEDE, .. 00:15:60063:39:79 wWan 02756 ves no 0.010 -57 15.0Mbps/18.0Mbps

10.8.1.1 €4 byte ping: ttl=£3 time=18 ms

27 packets transmitted, Z7 packets received, 0% packe
round-trip min/avg/max = 9/22.3/55 ms
[adminfwww.nikrotikrouter.com] > [J

Terminal '

update-stats-interval=disabled default-authenticat ;I
default-forwarding=yes default-ap-tx-limit=0
default-client-tx-1limit=0
Proprietary-extensions=post-2.9.25 wmm-support=dis
hide-ssid-no security-profile=default
disconnect-timeout=9s on-fail-retry-time=400ms
preamble-mode=both compression=yes allow-sharedkey
station-bridge-clone-mac=00:00:00:00:00:00 tdma-de
tdma-override-rate=disabled tdma-override-size=0
tdma-period-size=10 nvi-queus-count=2 nvi-gos=defa
nvi-cell-radius=£4 nvI-security=disabled
nvZ-preshared-key="" hw-retries=15 frame-lifetime=
adaptive-noise-immunity=none
hw-framentation-threshold=disabled
hw-protection-mode=-none hw-protection-threshold=0
frequency-offset=0 j
-

-

=- [Q quit|D dumplup]
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Uptime promedio
Sefial promedio
Throughput

Icmp eco

RESULTADO

sz 51 funC1ona!.,'M’

CDMA/CA

/ ~ 20ms
Pérdida bajo carga

CCQ =93 /7 95 %

10 dias
60 dbm
5 mbps half TCP

Nv2 TDMA -

Uptime promedio = 7 dias
Sefial promedio = 60 dmb
Throughput = 16 mbps half tcp
Icmp eco = 9 ~ 28 ms

Pérdida bajo carga = < 2%

CCQ = ?

MEJORA SUPERIOR AL 100% !!!
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PDU: Analisis y control bajo rOS

OBJETIVOS

= Comprender el MTU/MRU/MSS

= Como recurrir al PDU para una comunicacion
sana y eficiente

- e

N1t Or 7€ v



PDU: Analisis y control bajo rOS

“RECUERDE, la mayoria de los
problemas son el resultado de una
solucion previa”

Steve Disher, MUM CZ 09°
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PDU: Analisis y control bajo rOS

cCuando se torna necesario el
planteo de analisis? SIEMPRE

cEs absolutamente necesario contar
con herramientas especializadas? NO

cEs router0S flexible y nos permite
modificar 1los parametros necesarios?SI
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PDU: Analisis y control bajo rOS

Marco tedrico

- MTU =
- MRU =
- MSS =
- PDU =

unidad maxima de transmicion

unidad maxima de recepciodn

tamano maximo de segmento
unidad de datos de protocolo

JQue funcidén de routerQS trabaja sobre

el PDU? R: IPv4 options

. A
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PDU: Analisis y control bajo rOS

MTU & MSS

= Comprendemos el data payload (DP) de un paquete IP como el
tamafo del paquete (PL) menos el tamano de la cabecera IP

DP = PL - IPHL

= donde PL se definiria como MTU, maximo tamano sin recurrir
a la fragmentacidéon. - PL = MTU

DP = MTU - IPHL
= Encapsulamos IP sobre TCP
DP = TCPHL + MSS
= Combinando las ultimas dos ecuaciones deducimos:

MSS = MTU - IPHL - TCPHL

N1t OT 3¢



PDU: Analisis y control bajo rOS

I'CF packet lengih
TCPHL M55
) PL=MITU .
IPHL Dp
pli
IPHL dp;
pl:

IPHL dp;

W

IPHL | dp;




PDU: Analisis y control bajo rOS

MTU & MSS

Tipicamente, las cabeceras TCP e IP ocupan
20bytes c/u

MSS = MTU - 40

S1 el paquete contiene especificadas las IPv4
options, incrementa el overhead

MSS = MTU - 40 - OP
Generalmente el tamano de las OP son 2 bytes

Ej: timestamps, etc
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TIP!

= En la mayoria de los sistemas operativos tales
como:

» Windows (2000, XP, SERVER)

« Distros GNU/Linux orientadas a servidor
~ BSD

v Unix

v Cualquier otro sistema que haga uso avanzado del
protocolo Ipv4 acompanado de una capa de transporte

Podemos encontrar soporte para TCP options
adicionales, incrementando el overhead!

NiktOrm sikc



PDU: Analisis y control bajo rOS

MSS: NEGOCIACION

(1) INTERCAMBIO VALOR MSS
(2) VALOR MAS PEQUENO

(3)[N:1HEHHHE:am4m1
ICMP tipo 3, codigo 4 —»error

DF=0 » ack=0K!

/

ICMP tipo 3, codigo 4 —= error

valor ICMP & analisis TCP 4_‘

\aju5te TCP —* ack=0K!

- —
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PDU: Analisis y control bajo rOS

MSS: NEGOCIACION

v ¢ Cuando podemos setear DF=0 ?

R: Cuando se conoce con certeza la topologia y arquitectura
iIntermediaria entre los host intercambiantes

« ¢ Como es el proceso de Negociacion?

R: Transparente al usuario final

« ¢ Puede un fallo ser denotado?

R: afiramtivo! , aumento CPU, falla en streaming, carga de
paginas, latencia y su consecuente jitter.
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PDU: Analisis y control bajo rOS

| New Firewall Rule 5 5| New Firewall Rule Sl

General |.Podva'1ced Edra Action Statistics | 0K | General | Advanced | Exra Adion|&ajyjcs

Chain: [#]| |  Canca | e

Sre. Address: | v ey |

Dst. Address: | |~ [ Deabe |

Protocal: | v ||  Commemt |

Src. Port: | |+ | Copy |

Dst. Part: | | 7 | Remove |

Py Pot: | |7 | [ ResetCounters |

P2P: | | | [ Reset Al Courters |
In. Interface: [||wan P
Out. Interface: | v
Packet Mark: | |-
Connection Mark: | -
Routing Mark: | |~
Routing Table: | |-
Connection Type: | |
Connection State: | v

disabled | disabled
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PDU: Analisis y control bajo rOS

SI DESEARAMOS ALGO MAS AVANZADO SIN
RECURRIR AL DROP

chain=prerouting action=strip-ipv4-options
chain=postrouting action=strip-ipv4-options
chain=output action=strip-ipv4-options
chain=input action=strip-ipv4-options

WN -0

0 chain=prerouting action=strip-ipv4-options protocol=tcp ipv4-options=any
1 chain=postrouting action=strip-ipv4-options protocol=tcp ipv4-options=any
2 chain=input action=strip-ipv4-options protocol=tcp ipv4-options=any

3 chain=output action=strip-ipv4-options protocol=tcp ipv4-options=any



roS

ajo

trol b

-
O
o
>
4
4

- Ana

PDU

)

'y g

1K1 O

J
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Nivel de Transporte
Conexion de extremo-a-extremo

y fiabilidad de los datos




PDU: Analisis y control bajo rOS

SI DESEARAMOS ALGO MAS AVANZADO SIN

RECURRIR AL DROP

chain=prerouting action=strip-ipv4-options
chain=postrouting action=strip-ipv4-options
chain=output action=strip-ipv4-options
chain=input action=strip-ipv4-options

WN-~O0O

0 chain=prerouting action=strip-ipv4-options protocol=tcp ipv4-options=any
1 chain=postrouting action=strip-ipv4-options protocol=tcp ipv4-options=any
2 chain=input action=strip-ipv4-options protocol=tcp ipv4-options=any

3 chain=output action=strip-ipv4-options protocol=tcp ipv4-options=any
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VALORES OPTIMOS

TRES OPCIONES

= SIMPLE

= INTERMEDIO

= AVANZADO

- I
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VALORES OPTIMOS

= SIMPLE = AUTOMATICO

-

NO REQUIERE INVESTIGACION

/

—» http://lwww.elifulkerson.com/projects/
MTU rOUte mturoute.php




VALORES OPTIMOS

= INTERMEDIO

windows

ping [-f] [-] <tamaho de paquete>] [host]
ej: ping -f -1 1480 http://www.google.com
(result = "Packet needs to be fragmented but
DF set.")

GNU/Linux (ubuntu en mi caso particular)

ping [-M do] [-s <tamaho de paquete>] [host]
ej: ping -M do -s 1480 http://www.google.com
(result = "Frag needed and DF set")

Mac (leopard en este ejemplo)

ping [-D] [-s <packet size>] [host]
ping -D -s 1480 http://www.google.com
(result = "frag needed and DF set")
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s Slsershegarciazping —f -1 1465 yahoo.com

inging yahoo,com [69.147.114,.224] w:th 1465 bytes of data:
Packet needs to be fvagnentﬂd but DF set.
acket needs to be fragmented but DF EEf

Packet needs to be fragmented but DF set.
acket needs to be fragmented but DF set,

Ping statistics for 69,147.114,.224:
Packets: Sent = 4, Eeceived = B, Lost = 4 (188X loss),

:HUEEPEHEQaPGia}Ping -f -1 1464 yahoo.comn

47.114,224]1 with 1464 byte
q: hgtEE 1464 time=162Ms

% ata:
% a4 bytes=1464 time=1494ns
.

]

? Hahuu.uun [69
'EP u o .114.
epl frnn 59 14? 114.
'Eplg from 69.147.114.224: butes=1464d4 time=150ns
eply from 69,147.114.224: bytes=1464 time=178ns

ing statistics for 69,147.114, 224

Packets: sent = 4, Kecelved = Lost = B (8% loss),
ApproxXimate round fﬂlﬁ times in Hllil seconds

Minimum = 144ms, Haximnum = 178ms, Average = 197ms
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VALORES OPTIMOS

= AVANZADO

[admin@MikroTik] tool sniffer> set streaming-server=192.168.0.240 %
\... Streaming-enabled=yes file-name=test
[admin@MikroTik] tool sniffer> print
interface: all
only-headera: no
memory-limit: 1000KiB
meEmOry-3croll: no
file-name: test
file-limit: 10KiB
streaming-enabled: yes
streaming-server: 192.168.0.240
filter-stream: yes
running: no
[admin@MikroTik] tool sniffer> start
[admin@MikroTik] tool sniffer> stop

COMANDOS

/ tool sniffer start, / tool sniffer stop, / tool sniffer save

- I

N1t O g€ s




VALORES OPTIMOS

= Frame 274 (58 bytes on wire, 58 bytes captured) # Frame 140 (60 bytes on wire, 60 bytes captured)
® Ethernet II, Src: c2:03:0f:6c:00:00 (c2:03:0f:6cC:00: = Ethernet II, src: c2:04:12:40:00:00 (c2:04:12:40:00:00) |
® Internet Protocol, src: 3.3.3.3 (3.3.3.3), Dst: 1.1. = Internet Protocol, src: 3.3.3.3 (3.3.3.3), Dst: 1.1.1.1
= Transmission Control Protocol, Src Port: 11610 (1161 = Transmission Control Protocol, 5rc Port: 11610 (11610),
Source port: 11610 (11610) Source port: 11610 (11610)
Destination port: bgp (179) DestTination port: bgp (179)
<S5ource or Destination Port: 11610= <Source or Destination Port: 11610>
<Source or Destination Port: 179> <Source or Destination Port: 179
[stream index: 5] [5tream index: 3]
<TCP Segment Len: 0= <TCP Segment Len: 0=
Sequence number: 0 (relative sequence number) Seguence number: 0 (relative sequence number)
Header length: 24 bytes Header length: 24 bytes
# Flags: 0x02 (5YN) F Flags: 0x02 (5YN)
wWindow size: 16384 Window size: 16384
F Checksum: Oxfcff [validation disabled] F Checksum: 0Oxfces [validation disabled]
= options: {4 bytes) = options: (4 bytes)
<TCP M55 Gptiﬂﬂ: True> <TCPF M55 Optﬁﬂﬂ: Truas
Maximum segment size: .SggbytES Maximum segment size: ﬂbyteg.
-
R1 R2 R3

interface FastEthernetd/e
ip address 12.8.8.2 2559.255.255.8@

ip tcp adjust-mss 518

W\ —
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VALORES OPTIMOS

1) R3 requests connection

SYN, M55=518 ~ff———— 5YN, M55=536

ACK h ACK

2) R1 requests connection
SYN, M55=536 — e SYN, MS5=518

SYN/ACK, M55=510 S SyN/ACK, M55=518

ACK #— ACK

R1 R2 R3
@ -

interface FastEthernet@/8
ip address 12.8.8.2 255.255.255.8

-

ip tcp adjust-mss 518 —
s Ni<ktOrm sc

)



AJUSTE FINAL

5] New Mangle Rule @ | Mew Mangle Rule
General |Mva'1c:ed Extra  Action  Statistics | oK | General Advanced | Extra  Action Statistics
Chain: |Furward " ¥ | | Cancel | Src. Address List: |
Src. Address: | | 7 | Apphy | Dist. Address List: |
Dst. Address:
= | | v | Disable | Layer? Protocal: |
Protocal: | |"’ | Commert | Content |
Src. Port: | | | Copy | Connecion Bytes: |
Dst. Port: | | - | Remove | Connection Fate- |
AL | | - | T | Per Connection Classifier: |
P2F: | |+ | Reset All Courters | Src. MAC Address: |
In. Interface: | | -
Out. Interface: |:||pppue-out2 " ¥ | A Out. Bridge Port: |
In. Bridge Port: |
Packet Mark: | B g
Connection Mark: | | - Ingress Priority: |
Routing Mark: | | DSCP (TOS}): |
Routing Table: | | TCP MSS: []|1410-65535
Packet Size: |
Connection Type: | | hd . |
ndom:
Connection State: | | hd
—«— TCP Fags
TCP Fags: |:||5'_.rr|
[ Irvest
—w— |CMF Options

J change NS5 forward b tep) OppO-... 0B 0
J change NS5  forwand b tep) oppoe-.. 22686 4



AJUSTE FINAL

| New Mangle Rule
General MAdvanced Bdra  Action |.'§tatiﬁic:s

B

oK

Action: |change M55

Cancel

New TCP MSS: |1440]

Apphy

Dizable

Comment

Copy

Remowve

Reset Counters

Reset Al Counters

dizabled

- —
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MATERIAL DE CONSULTA

= RFC 1191 — path MTU discovery

http://tools.ietf.org/html/rfc1191

= RFC 879 — TCP segment size y relacionados

http://tools.ietf.org/html/rfc1191

PDU y protocolo de comunicacion de datos

http://html.rincondelvago.com/protocolos-de-comunicacion-de-datos.html

= ROUTEROS PACKET SNIFFER

http://wiki.mikrotik.com/wiki/Manual: Tools/Packet_Sniffer

- —
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http://tools.ietf.org/html/rfc1191
http://tools.ietf.org/html/rfc1191
http://html.rincondelvago.com/protocolos-de-comunicacion-de-datos.html
http://wiki.mikrotik.com/wiki/Manual:Tools/Packet_Sniffer

Preguntas?

MUCHAS GRACIAS !!!

lucho 012®@&hotmail.com

Viikroik User Meeting in Argentina
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