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* Estudos de caso

* Implementacao

* Consideracoes finais
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A Empresa

* A mais de 13 anos na atividade de provedor de internet para
Carazinho e regiao do planalto médio gaucho;

* Pertencente ao Grupo Razaoinfo de Passo Fundo/RS;
* Empresa lider do segmento Internet dentro da regido Norte do

Rio Grande do Sul com foco em prestar um servico de qualidade
e com alta tecnologia;
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Estrutura

* Mais de 1Gb de link contratados com operadoras Telecom,
* Utilizacao de AS e BGP com operadoras;

* Fibra-optica para a entrega principal de link;

* Redundancia no recebimento de link através de radios de
frequéncia fechada;

* Hardwares mistos dentro do Data Center;

* Mais de 50 POP’s para distribuicdo de sinal;

* Ampliando backbone Gpon para entrega de fibra optica;

* Atualmente usando apenas FTTB e “FTTC”;
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Estrutura antiga de rede

* Toda a rede em bridge;
* Autenticacao do cliente através de IP;
* Controle de MAC por access-list;

* Seguidas quedas de rede por looping e/ou “estouros” de
broadcast;

* Performance baixa;

* Laténcia alta;
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As alternativas - Parte |

* Segmentar a rede;
* Roteamento nas células;
* Hostspot no escritorio;

* PPPoE no escritério - Solugdo adotada em paralelo com a
estrutura antiga;
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Resultado - Parte |

* De inicio funcionou bem:;
* Um unico servidor nao atendia toda a demanda;
* Necessario direcionar os clientes para um segundo servidor;

* Rede estava crescendo muito rapido e problemas se
agravando;
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As Alternativas - Parte |l

* Concentrar clientes PPPoE na célula;
* VLAN das células até os servidores;

* Segmentacao fisica da rede (Isolar as células por porta de
rede em cada servidor);

* MPLS/VPLS (Criar uma “nuvem” MPLS e fazer o tunelamento
da célula até cada servidor) sendo esta a adotada;
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MPLS

* O MPLS (Multiprotocol Label Switching) € um protocolo de
roteamento baseado em pacotes rotulados;

* O objetivo de uma rede MPLS nao € o de se conectar diretamente
a sistemas finais. Ao invés disto ela € uma rede de transito,
transportando pacotes entre pontos de entrada e saida;

* Padrao que foi feito com base em diversas tecnologias similares
desenvolvidas por diferentes fabricantes. Ele ¢é referido por
documentos do IETF como sendo uma camada intermediaria
entre as camadas 2 e 3, fazendo com que estas se “encaixem”
melhor:;
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Rede Bridge
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Rede Bridge

* Impossivel montar a nuvem MPLS em uma rede sem
equipamentos que suportem o protocolo MPLS;

* Rede vulneravel até mesmo a problemas com virus nas
maquinas ligadas diretamente na rede;

* Clientes finais nao devem ficar ligados diretamente no core da
rede, evitar de todas as maneiras deixar que qualquer
dispositivo que nao tenha como finalidade o transporte aos
clientes estarem no core;
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Rede |deal
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Rede |deal

* Independente da forma como o link chega até o n6 de rede
que atende o cliente, sera necessario um equipamento que
suporte o protocolo MPLS;

* Cliente final com computador isolado por roteamento ou NAT
seja na antena(casa) ou no roteador(prédio);

* Somente equipamentos da empresa no core de rede,
impedindo qualquer tipo de looping tipico em redes Bridge
causados até mesmo por um cabo com as 2 pontas ligados no
mesmo Hub.
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VPLS

* VPLS, ou Virtual Private LAN Service, € usado para “emular”
uma rede local sobre uma rede MPLS;

* Na visado do cliente toda a rede do provedor € vista como um
grande “Hub”;

* Toda comunicacao entre os pontos interligados é feita a nivel 2
da camada OSI. O provedor de servicos analisara o pacote
apenas até a camada de enlace, ignorando completamente as
informacdes no cabecgalho da camada de rede.
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VPLS — Visao do provedor
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VPLS — Visao do cliente
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Vantagens e Desvantagens

* Carga de CPU mais baixa que uma rede puramente roteada, o
roteador somente analisa o rotulo do pacote e encaminha ao
tunel via MPLS.

* Fornece transparéncia a uma rede roteada, com seguranca
efetiva, e com possibilidade de contingencia;

* Requer alto conhecimento técnico;
* Requer analise de MTU de toda a rede para que seja possivel
estabelecer os tuneis;
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Casos de estudo

CLOUD CORE ROuUTER

Servidor PPPoE

PTP de fibra
Empresa, prédios, POP..
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Casos de estudo

_;" mm
N |
F R, ! |l;-"J' J
" ! /
/ Servidor PPPoE 2
r
HIl .~

Enlace com SEXTANT, SXT, RB+Cartao.. )
OmniTIK

Autenticacao através de MPLS/VPLS



%/

wave: cc MUM Brasil - 2013

Comunicacoes

Casos de estudo

RB750 ("Switch”)

Enlace com Rocket M5, Tl, AirFiber, Licenciado...

BaseStation |
o an
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Configuracao — Servidor
* Adicionar interface LOOPBACK;
* Atrelar endereco /32 a LOOPBACK;

Interfaces
Wireless ‘ Bridge | Ports Fiters MAT Hosts Interfaces
Bridge « & = | % O |T | Seting Wireless Bridge |Ports  Fiters MNAT Hosts
PPP Name Type L2 MTU [Tx Fx Tx Pac... |[Rx P Bridge L | | T | Settings
R  4+tLOOPBACK Bridge 65535 Obps Obps 1]
e = - —— PPP Name Type L2MTU [T Fx T Pac... R
P ¥ | Interface <LOOPBACK: Mesh R +tLOOPBACK Eridge 5535 0bps 0 bps 0
IPv6 r General | STP | Status | Traffic P mm I amp |3
MPLS 1
el OOPBACK] Cancel IPvE ey
Routing [ e e = | = v % O T
System e s o : briees * Address Networl Inteface -
MTU 15DD RDLﬂlng P DHCP G|en‘t i — — — — 1
Queues
Files L2 MTU: |65535 System I DHCP Relay

log MAC Address: Queuss DHCP Server g 1111
e e = T e Network: [1.11.1 a

: |enabled
Tools I e - Remove Log Firewall Interface: |LOOPBACK ¥
New Teminal Tims Radius Hotspot
Make Supout rif Tools I IPsec

JEre] Mew Terminal Neighbors
Exit Make Supout rf Packing

Exit Routes
SMB enabled
SNMP

enabled unning Candires
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Configuracao — Servidor
a interface em bridge com o destino a ser

* Adicionar endereco
configurado;

Interfaces
Wirgless
Bridge
FPP

Mesh

T
IPvE
MPLS [
Routing [
System )
Queues

Files

Log

Radius

- | i

Tools [
New Teminal
Make Supout rif
Manual

Exit

Bridge | Ports
&k

Name
R 4+HLOOPBACK

ARP
Accounting
Addresses *
DHCF Client
DHCF Relay
DHCF Server
DNS

Firewall
Hotspot
|Psec
Meighbors
Packing

Pool

Routes

SMB

Fiters MAT Hosts

=1 || | Settings
Type L2MTU | Tx
Bridge 65535

Obps

= | «[x% |9 |T

Address Networl

: New Address

Address: [192.168.0.1/24]
MNetwork:

Interface: |etherd - Clientes WVPLS

enabled

R Tx Pac... |[Rx|
Obps 0
=] [E3
Interface

*|

g &
2

oK
Cancel

ply

Disable
Comment
o)

Remove
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Configuracao — Servidor

* Menu: MPLS->MPLS;

* Adicionar a interface LOOPBACK em LDP Interface com seu
endereco /32 da LOOPBACK;

Inteffaces
Wircless ‘LDP Interface | LDP Meighbor  Accept Fiter  Advertize Fiter  Forwarding Table MPLS Intefface  Local Bir
Bridge o |- % DT MPLS Settings LDP Settings
PFP Inteface Hello Interval |Hold Time | Transport Address | Accept Dy...
Mesh LOOPBACK 00:00:05  00:00:1% 1111 yes
IP r | MPLS Interface <LOOPBACK>
I

et ' Interface: [LOOPBACK :
MPLS # [ #

MPLS Hello Interval: |00:00:05
it Y s i Hald Ti 00:00:15

old Time: |00:00:
System M wPLS Ty
Oueues Transport Address: | 1.1.11 -
Flos v| Accept Cymamic Meighbors
Comment
Log
. Copy
adius

Tools I
MNew Teminal enabled

Mzalra Sormead Af
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Configuracao — Servidor

* Menu: MPLS->MPLS;

* Acessar LDP Settings selecionar ENABLED;

*LSR ID e Transport Address devera ser o endereco /32 da LOOPBACK;

Interffaces
Wireless LOP Interfface | LDP Meighbor | Accept Fiter  Adwv iter Forwarding Table MPLS Inteface  Local Bi
Bridge ek (| | 5| | MPLS Settings || LDP Settings
PFP Interface Hello Interval |Hold Time | Transport Address | Accept Dhy...
Mesh LOOPBACK 00:00:05  O0:00:15 1.1.11 yes
I 5 LDP Settings of %]
MPLS r LSRID: [ 1.1.11 -
Routing [
Transport Address: | 1.1.1.1 -
System I Apply
Path Vector Limit: | 255
Gueues
Elos Hop Limit: | 255
Log Loop Detect
Hihs lUse Explicit Mull
Digtribute For Default Route
Tools li
Mew Terminal

Malra Sorea d Af
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Configuracao — Servidor

* Menu: MPLS->MPLS->MPLS Interface;

* Todos equipamentos da bridge estado adequados para suportar MTU
maior que 15007

Intefaces
Wireless LDF Inteface  LDP Meighbor  Accept Fiter  Advertise Fiter  Forwarding Table MPLS Intefface | Local

Bridge |- T ‘
PFF |r&a.:e MPLS MTU

Mesh al 1500

IP "

IPv§ r

e r nterface: EMN | +
i b MPLS MTU: 1500
e
CGueues

Files S
= Remove
Radius default

Tools ¥

...... jp -
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Configuracao — Servidor

*L2MTU
http://wiki.mikrotik.com/wiki/Manual:Maximum_Transmission_Unit_on_RouterBoards

RouterBoard

RB Groove series
RB Metal series
RB SXT series

RB SXT Lite series
RB SXT G series
RB750

RB750UP
RB751U-2HnD
RB OmniTik series
RB951-2n
RB951Ui-2HnD
RB750GL
RB751G-2HnD
RBA51G-2HnD
RB1200
RB1100AH
RB1100Hx2
RB1100AHx2
CCR series

CR5125-24G-15

MTU description
ether1:2028

ether1:2028

ether1:2028

ether1:2028

ether1:4076

ether1:4076; ether2-ether5:2028

etherl:4076; ether2-ether5:2028

etherl:4076; ether2-ethers:2028

etherl:4076; ether2-ether5:2028

etherl:4076; ether2-ethers:2028

etherl:4076; ether2-ether5:2028

etherl-ether5:4074

etherl-sether5:4074

etherl-ether5:4074

etherl-ether5:4078, ethert-ether8:4080, ether9-ether10:9116
etherl-ether10:9498, etherll:, etherl2-ether13:9116
etherl-ether10:9498, ether11:9500, ether12-ether13:9116
etherl-ether10:9498, ether11:9500, ether12-ether13:9116
etherl-ether12:10226

etherl-ether24:4064, sfp1:4064

RouterBoard
RB411 series

RB433 series
RB450

RB493 series
RB411GL
RB433GL
RB435G
RB450G
RB493G
RB711 series
RB711G series
RBSDOD
RBO11G
RBO912UAG
RB2011 series

RB44Ge

)id Products

RouterBoard

RB60D series
RB1000
RB1100
RB750G

MTU description
ether1:1526

ether1:1526; ether2-ether3:1522
etherl:1526; ether2-ether5:1522
ether1:1526; ether2-ether9:1522
ether1:1524

etherl-ether3:1524
etherl-ether3:1520
etheri-ether5:1520
etherl-ether9:1520

ether1:2028

ether1:4076

etherl-ether2:9500; ether3:9116
ether1:4076

ether1:4076
etherl-ether5:4074; ether6-ether10:2028; sfp1:4074

etherl-etherd:9116

MTU description
etherl-ether3:9500

etherl-etherd;9500
etherl-ether10:29498; etherll-ether13:9116

etherl-ether5:1524

Autenticacao através de MPLS/VPLS



%/

wave: cc MUM Brasil - 2013

Comunicacoes

Configuracao — Servidor

* Menu: MPLS->VPLS;

* Adicionar uma nova VPLS com o IP da LOOPBACK do destino;
* Designar um ID (Ro6tulo) para esse tunel;

Interfaces

Wireless ‘VPLS BGP VPLS Cisco BGP VPLS

Bridge & = | F

PPP Name Type L2ZMTU [Tx Fx Tx Pac... |Fx Pac... | Tx
Mesh

IP

S ____
IPvE I General | Status  Traffic

[
RN MPLS Name: [vpls1 - POP1
Routing I Traffic Eng
Type: |VPLS
System I | wpLs HEE

MTU: (1500
G

Log MAC Address: |02:D2:A4:AE0A22

Radius ARP: |enabled +
ey Remote Peer: [1.1.1.2 Torch
ISDN Channels g 11 =

KVM Cisco Style

Makee Supout i Cisco Style ID: [0

Marual

Exit Advertised LZMTU: | 1500
PW Type:  tagged ethemet & raw ethemet

enabled
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Configuracao — Servidor
* Menu: IP->Routes;

* Informar a rota de onde esta a LOOPBACK do outro equipamento;
* Obs: Pode ser implementado OSPF;

Interfaces
Wireless ‘Routes Mexthops Rules VRF
Bridge L ] =l T
PFP Dst. Address Gateway Distance  |Routing Marc | Pref. Source
Mesh A L
TR — Y
General | Attibutes oK
IPvE [ Accourting
MPLS | Midosses Dst. Address: [1.1.1.2 -m
— = -
Routing b | mee Gateway: [192.168.0.2 s 5
System I DHCP Relay RPN 3
Queues DHCP Server
Type: |unicast ¥
Files DNS
-C
Log Firewall Distance: - itd
Radius Hotspot Scape: |30
Tools (BT
et Target Scope: |10
Mew Terminal Neighbars
Make Supout rf Packing ED Rk A M
Marual Poal Pref. Source: hd
Exit Routes «
SMB
SNMP
Services =
Socks Dppos-EI6ETE9E02E= reachable ] T0107.71
TFTP <pppoe-82026165068> reachable ] 10.101.11
<pppoe-4 7643684045 reachable 0 10.101.1.1
Teffic Flow | an N1 QACANNE rmmmbekle n nnt 11
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Configuracao — Servidor

* Menu: PPP->PPPoE Server:

* Adicionar um novo servidor PPPoE ao tunel VPLS criado;

* Poderia ser um Hotspot, ou até mesmo um IP na interface VPLS;

Interfaces
Wirgless ‘nterface PPPoE Servers | Secrets | Profiles  Active Connections
Bridge L T
PER '- Service ... |Interface Maxx MTU |Max MRU [MRRU | Defautt Prof
i | New PPPoE Service
IP ¥
o N Service Name: |PPP|
v
o N Interface: | upis? - POPT £
Routing I+ Mz MTL: | 1480 Fpply
System [ Max MRL: | 1480 -
-Dlsable
Copy
Files - 2
Keepalive Timeout: 10 -
Remove
o [ Remove |
- Default Profile: |defaut ¥
Radi
i v| One Session Per Host
Tools I3 .
Max Sessions: -
New Teminal
il il Authentication
Make Supout rif viipm ¥ chap
Manual v| mzchap v| mschap?
Exit
enabled
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Configuracao — Destino
* Adicionar interface LOOPBACK;
* Atrelar endereco /32 a LOOPBACK;

Interfaces
Wireless ‘ Bridge | Ports Fiters MAT Hosts
Hidge « *| =] |v]%] D ? SEihgE | Intertaces
FRR Name Type L2MTU [Tx Rx TxPac. [ReP |2 gy
Mesh R +:LOOPBACI Bridge 65535 Obps Obps 0 i s
" ’ “I3 Mesh
IPv6 ": General | STP  Status  Traffic =1 « [ ane
:l:::ﬂg If Hame. m &’ MPLS " Accounting
System 1 jap=s tdas 52 System I | Addresses *
Queues MTU: 1500 & Queues DNS Address: |1.1.1.2
Files L2 MTU: 65535 [ Files Firewall Netwark: [1.1.1.2 -
Log MAC Address: 2 LDQI IPsec Interface: |LOOPBACK L
Radius ARP: |enabled ¥ A% Radius Neighbors
Tools ¥ Admin. MAC Address: - & Taols I3 Packing
New Teminal & Mew Teminal Poal
Make Supout rif | | CD Routes
Manual F4 MetaROUTER SMB
Exit #L Partition SNMP
| o Make Supout rif Services enabled
& Manual Settings Titems (1 selected)
@ Exit Socks
enabled unning
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Configuracao — Destino
* Adicionar endereco a interface em bridge com o servidor;

|8 Intefaces

@ Dridge

== Switch

“I3 Mesh IEE
SR — I + =g

77 MPLS I Aecourting dress Networl Interface >

557 System I Addresses *

&8 Queues DNS Address: [192.168.0.2/24
[ Files Firewall Metwark: ¥ -Cancel
- Log i Interface: |etherl - Link com Servidor *
L Radius Meighbars

2%, Tools I Packing
|| Mew Teminal Poal
B CD Routes
=4 MetaROUTER SMB

fg Partition SMMP
| Make Supout rif Services enabled

9 Manual Settings MR |

B & Socks
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Configuracao — Destino
* Menu: MPLS->MPLS;

* Adicionar a interface LOOPBACK em LDP Interface com seu endereco /
32 da LOOPBACK;

"L Rttt
== Switch
“Te Mesh
o N ‘ LDF Interfface | LDP Neighbor Accept Fiter  Advertise Fiter  Forwarding Table = MPLS Interfac:
_‘13;"‘ 1
5 MPLS h e l (= | %| 3 | | MPLS Settings || LDF Settings
e Traffic En Interface Hello Interval  |Hold Time | Transport Address | Accept Dy...
b Stk LOOPBACK 00:0005  00:00:15 1112 yes
g Queues VPLS
| Files
| Log .
. Radius Interface: |LODOPBACK ¥ oK
-
N Tools ! Hello Interval: 00:00:05 Cancel
New Terminal
I e Hold Time: |00-00:15 E
9 | CD
'_'__" S Transport Address: |1.1.1.2 - II
=4 Meta izable
‘_ = v| Accept Dynamic Meighbors
Vs Partition e
= Make Supout rif Coy
& Manual
E Edt 1 item (1 seleq Remove
enabled
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* Menu: MPLS->MPLS;

* Acessar LDP Settings selecionar ENABLED;

*LSR ID e Transport Address devera ser o endereco /32 da LOOPBACK;

o =
== Switch
“Ts Mesh
= . N LDF Interface | LDP Neighbor  Accept Fitter Adverwner Forwarding Table = MPLS Interfac
> MPLS h M OMPLS l wh (= o % | |T | MPLS Settings DP Settings
5 System M Trffic En Interface Hello Interval |Hold Time | Transport Address | Accept Dy...
o Al LOOPBACK 0000:05  00:00:15 1112 yes
Q Queues VPLS
(B8l Files | LDP Settings =E
= tog ¥ Enabled
i Radius
S LSRID: |1.1.1.2
&, Tools
Transport Address: |1.1.1 21 i
|| New Terminal Apphy
¥ LCD Path Vector Limit: | 255
F4 MetaROUTER Hop Limit: | 255
#2 Parition Loop Detect
| Make Supout 1 Use Explicit Mull
5 " I Distribute For Default Route
anual
@ Exit 1item (1 selected)
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Configuracao — Destino

* Menu: MPLS->MPLS->MPLS Interface;

* Todos equipamentos da bridge estado adequados para suportar MTU
maior que 15007

Intefaces
Wireless LDF Inteface  LDP Meighbor  Accept Fiter  Advertise Fiter  Forwarding Table MPLS Intefface | Local

Bridge |- T ‘
PFF |r&a.:e MPLS MTU

Mesh all 1500

IP I
IPvE ¥
e r Interface: |ETIIII | +
i b MPLS MTU: 1500
o 1
Gueues

C
Files el
= Remaove
Radius default
Tools I

...... jp -
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Configuracao — Destino

*L2MTU
http://wiki.mikrotik.com/wiki/Manual:Maximum_Transmission_Unit_on_RouterBoards

RouterBoard

RB Groove series
RB Metal series
RB SXT series

RB SXT Lite series
RB SXT G series
RB750

RB750UP
RB751U-2HnD
RB OmniTik series
RB951-2n
RB951Ui-2HnD
RB750GL
RB751G-2HnD
RBA51G-2HnD
RB1200
RB1100AH
RB1100Hx2
RB1100AHx2
CCR series

CR5125-24G-15

MTU description
ether1:2028

ether1:2028

ether1:2028

ether1:2028

ether1:4076

ether1:4076; ether2-ether5:2028

etherl:4076; ether2-ether5:2028

etherl:4076; ether2-ethers:2028

etherl:4076; ether2-ether5:2028

etherl:4076; ether2-ethers:2028

etherl:4076; ether2-ether5:2028

etherl-ether5:4074

etherl-sether5:4074

etherl-ether5:4074

etherl-ether5:4078, ethert-ether8:4080, ether9-ether10:9116
etherl-ether10:9498, etherll:, etherl2-ether13:9116
etherl-ether10:9498, ether11:9500, ether12-ether13:9116
etherl-ether10:9498, ether11:9500, ether12-ether13:9116
etherl-ether12:10226

etherl-ether24:4064, sfp1:4064

RouterBoard
RB411 series

RB433 series
RB450

RB493 series
RB411GL
RB433GL
RB435G
RB450G
RB493G
RB711 series
RB711G series
RBSDOD
RBO11G
RBO912UAG
RB2011 series

RB44Ge

)id Products

RouterBoard

RB60D series
RB1000
RB1100
RB750G

MTU description
ether1:1526

ether1:1526; ether2-ether3:1522
etherl:1526; ether2-ether5:1522
ether1:1526; ether2-ether9:1522
ether1:1524

etherl-ether3:1524
etherl-ether3:1520
etheri-ether5:1520
etherl-ether9:1520

ether1:2028

ether1:4076

etherl-ether2:9500; ether3:9116
ether1:4076

ether1:4076
etherl-ether5:4074; ether6-ether10:2028; sfp1:4074

etherl-etherd:9116

MTU description
etherl-ether3:9500

etherl-etherd;9500
etherl-ether10:29498; etherll-ether13:9116

etherl-ether5:1524
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%/

wave: cc MUM Brasil - 2013
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Configuracao — Destino

* Menu: MPLS->VPLS;

* Adicionar uma nova VPLS com o IP da LOOPBACK do servidor;

* Designar o mesmo ID para esse tunel que ja foi colocado no servidor;

+ =)

== Switch
“15 Mesh Name Type L2MTU [Tx Rx Tx Packet (p/s
= 1P r Mew Irterface
e T Gener | St | Trfe
ids System I Traffic En
L g
Mame: |wpls1- SERVIDOR PPFOE Cancel
Q Queues VPLS ‘
B8 Fies Te: [VPLS
MTU: (1500
i L2 MTU:
=
&, Tools ¥ MAC Address: |02:4F:B5:54.68:A8
opy
B New Teminal ARP: |enabled >
-
_Fl___| MetaROUTER Remate Peer: |1.1.1.1
#Z Partition VPLS ID: |11 A
. Make Supout rf
L Cisco Style
M |
) uin Cisco Style 1D: [0
E e
Advertised L2ZMTU: | 1500
PW Type:  tagged ethemet * raw ethemet
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Comunicacoes

Configuracao — Destino
* Menu: Bridge->Bridge;
* Adicionar uma nova bridge;

MUM Brasil — 2013

| Interfaces

%2 Bridge ‘Bridge Pots Fiters NAT Hosts

5= Switch Ik = | Settings

“15 Mesh Name Type L2MTU [Tx

& 1P O 1 rterface D - :
g7 WELS " || General |sTP | Status | Traffic b
;Zij:s : Name: |BRIDGE_CLIENTE_VPLS
i Fies Type: |Bridge Bpphy

.| Leg MTU: (1500
o Radius L2 MTU:

%, Tools r MAC Address:
N e oot ARP: |enabled 3

o et Admin. MAC Address: -
= MetaROUTER
% Partition

= Make Supout rif

& Manual

[ Ex
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%/

wave: cc MUM Brasil - 2013

Comunicacoes

Configuracao — Destino

* Menu: Bridge->Ports;

* Adicionar a bridge que acabou de ser criada as interfaces onde os
clientes estdao conectados e juntamente a isso a VPLS criada;

| Interfaces
22 Bidge < idge Pots |Fiters  NAT | Hosts
== Switch & = |7
il 1= ___|Interface # | Bridge Priorty fh... |Path Cost  |Horizon | Role Root Pat..
=1 r New Bridge Port =] {E3
' MPLS ¥
: General | Status oK General | Status OK
iy System I3 - _
@ Guowes nteface: T2 - s Iteface: |ether2 - CLIENTES S
Bl Fles Bridge: |BRIDGE_CLIENTE_WPLS ¥ Apply Bridge: |BRIDGE_CLIENTE_VPLS ¥ Apply
£] Log Priorty: (80 hex Priorty: (80 hex
. Radius
- Path Cost: |10 Comment Path Cost: |10 Comment
A Tools [+ . .
| MNew Teminal Rl i e o
o s Edge: |auto ¥ -w Edge: |auto ¥ -w
-
28 Bt i ST Point To Point: |auto ¥ Point To Point: |auto ¥
'ﬁ Partition — —

Extemal FDB: |auto * Exemal FDB: |auto ¥
|4 Make Supout rif
& Manual
B e

| enabled enabled
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Comunicacoes

Configuracao — Destino

* Menu: IP->Routes;

* Adicionar a rota default, caso ela nao seja o mesmo servidor que
estamos estabelecendo o tunel, informar a rota 1.1.1.1 -> 192.168.0.1;

| Interfaces
22 Bridge ‘Houtes Nexthops | Rules VRF
= Switch & =T
13 Mesh Dst. Address Gatew: Distance  |Routing Mark | Pref. Source
P <l AR
7 MPLS I Accourting General | Attributes I:
T I
;S““e"‘ [ ccie=ses Dst. Address: [0.0.0.0/0 I
Queues DNS
Gateway: [152.168.0.1 s [
|| Files Firewall
|| Log IPsec Check Gateway: > I:
_':‘_1 Radius Neighbors Type: |unica st = E
A, Tools ¥ Packing |:
|| New Teminal Poal Distance: -
|
= 1CD Routes Scope: |30 I:
4 MetaROUTER SME Target Scope: |10
#& po
L athicn SHilE Routing Mark =
| 4 Make Supout rif Services
Pref. Sourc:
& Manual Settings
[ §= Socks
TETR
Traffic Flow
UPnP enabled
Neb Proxy
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Comunicacoes

Verificar — Servidor
* O tunel deve ter sido estabelecido, vamos verificar;

| Interfaces @E
#n Bridae LDP Inteface  LDF Meighbor | Accept Fiter  Adverise Fiter  Forwarding Table MPLS Inteface | Local Bindings | Remote Bindings
L =] | T

“15 Mesh
O
x Transport Send Targeted |Peer Local Transport | Addresses -
EahlE 0T 1112 yes 11120 1144 1112 19216802,

== Switch

7 MPLS
i5¢ System

Q Queues
|| Files + &l | T

Log Mame Type L2 MTU [Tx Rx Tx Packet (p./s) Rx
RS 4pvpls - POP WFPLS 1500 B 3.7 Mbps 254 4 kbps

| (el | e

VPLS | BGP VPLS Cisco BGP VPLS

L Radius

A Tools I
| Mew Terminal
= L.CD

=4 MetaROUTER
lg, Partition

| Make Supout rif
& Manual
E ea

1item out of 15
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Comunicacoes

Verificar — Destino
* O tunel deve ter sido estabelecido, vamos verificar;

| Irterfaces @E
@5 Bridge LDP Inteface LDF Neighbor | Accept Fiter Adverise Fiter  Forwarding Table MPLS Inteface | Local Bindings ~ Remote Bindings
L & | T

“18 Mesh
]
\J Transport Send Targeted |Peer Local Transport | Addresses hd
gl 1P N S EREE] yos 11110 1112 1111, 192.168.01,_

== Switch

™
) MPLS b
i System r

& Queues

Files

VPLS |BGP VPLS Cisco BGP VPLS

L =T
Log MName Type L2 MTU |Tx R T Packet (p/s) R

RS 4Pvpls - PPPoE Server VPLS 1500 254 4 khps 3.7 Mbps 250

_':EL Radius

2, Tools [+
|| New Terminal
B | CD

F5 MetaROUTER
#2 Pariition

| o Make Supout rf
& Wanual

E B

1item out of 15
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Comunicacoes

Pronto!

Apos estas configuracdes temos a rede com um tunel VPLS sobre MPLS
onde os clientes finais somente “veem” o trafego passante pelo tunel,
sendo assim, isolados da estrutura de transporte da rede (core) e de
outras células, prédios ou qualquer coisa fora do tunel.

Obs:

O tunelamento s6 se torna 100% eficiente quando é feito na rede inteira,
quem esta dentro de um tunel somente prejudica o trafego daquele tunel!
Se existirem clientes diretamente ligados ao core de rede e estes por
acaso derem um problema (looping, equipamento com problema, etc.) que
seja possivel prejudicar o core, ira prejudicar os tuneis criados.

Cliente no core: NAO!

Autenticacao através de MPLS/VPLS
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Comunicacoes

Obrigado!

Eduardo Braum — Gerente Tecnologia de Informacao — (54) 8429-2425
eduardo@wavetec.com.br

Fernando Klabunde — Supervisor de Rede — (54) 8429-2429
fernandok@wavetec.com.br
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