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Quem sou eu?

« Graduado em Direito

e Graduado em Analise e Desenvolvimento de
Sistemas

 Pos-Graduado em Seguranca da Informacao
e Funcionario Téecnico — UEPB
e Gerente de Tl — VOAX



Agenda

 Porque?

e O que é?

e O que nao e?

e Openflow?

* Mikrotik RouterOS?



Porque?

* Arede € parte critica para praticamente tudo.



Porque?

. Arodnd oo ail ; =
- Ossificagao da rede.

- Protocolos nao muito manipulaveis

- OSPF
. 1SIS
- BGP




 Demora na padronizagao

- IPv6 RFC 2460 Dec 1998 (obsolete RFC 1883 -
Dec 1995)



Porque?

* Equipamentos rodam codigos proprietarios dos
fabricantes.




Porque?

tabricantes:
. Dificulta a Implementacao de novos protocolos.




Porque?
tabricantes:

» Agilizar operacoes.
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Porque?

e Caso NICIRA

|
Nicifra

http://www.ukfast.co.uk/blog/2012/08/08/vmware-to-acquire-silicon-valley-startup-nicira/



Porque?

e CasoNGIRA
e Caso GOOGLE

GO 816 OpenFlow @ Google

http://www.opennetsummit.org/archives/aprl2/hoelzle-tue-openflow.pdf



Conclusions

e OpenFlow is ready for real-world use

e SDN is ready for real-world use
o Enables rapid rich feature deployment
o Simplifies network management

e Google's datacenter WAN successfully runs on
OpenFlow
o Largest production network at Google
o Improved manageability
o |Improved cost (too early to have exact numbers)




O que €7

o Separacao do Control Plane / Data Plane

Switch

Control Plane

Build information
ARP, routing pmtucnl-s._,
MAC Learning
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Data Plane
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L2/L3 forwarding tables
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O que €7

« Software Defined Networking
 Redes Definidas por Software

Application tier

Controller tier

I | Flow

Data plane tier

big switch




O que nao €7

e Simplesmente fazer a rede rodar em maquina
virtual



O que nao €7

. Simol X I | .
virtual
» Aplicacao que automatiza a configuracao



O que nao €7

—— — ; s

 API que fala com servicos e gera um script
para configuracao da rede



Openflow?

* Projeto Open Source.

_OpenFIuw Cnntmller]

OpenFlow Protocol (SSL)

Contrul Path GpenFIuw ‘
Data Path (Hardware) ‘




Openflow?

» Centralizador de decisoes logicas.

L]
+ Protocolo
.;' OpenFlow

 OpenFlow
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de fluxo

OpenFlow basico




Openflow?

D BentralisalE do-deristaaltaEas:
e Protocolo padrao(APl).



Um pouco mais de Openflow

* Volta as origens (Controle fim a fim)
e Servicos dentro da rede

Pay-per-use
portal app.




Um pouco mais de Openflow

e Como funciona?

1) Communicaion
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Um pouco mais de Openflow

e Controladores?




Um pouco mais de Openflow

« Cabecalho / Match

Field

WViihen applicable

Motes

Ingress Port

All packets

Numerical representation of incom-
ing port, starting at 1. This may be
a physical or switch-defined wvirtual
port.

MNMetadata
Ethernet source address

Table 1 and abowve
All packets on enabled ports

Can use arbitrary bitmask

Ethernet destination address

All packets on enabled ports

Can use arbitrary bitmask

Ethernet type

All packets on enabled ports

Ethernet type of the OpenFlow
packet payload, after VLAN tags.
802 .3 frames have special handling.

WLAN id
WLAN priority

MPLS label

All packets with VLAN tags
All packets with VLAMN tags

All packets with MPLS tags

VAN identifier of outermost VLAN
tag.

VAN POP field of outermost
WILAN tag.

Match on outermost NMPLS tag.

MPLS traffic class
IPv4 source address

All packets with MPLS tags
All TPwvd and ARP packets

Match on outermost MPLS tag.
Can use subnet mask or arbitrary
bitmask

IPv4 destination address

All TPv4 and ARP packets

Can use subnet mask or arbitrary
bitmask

IPvd protocol / ARP opcode

All TPv4 and IPv4 over Ethernet,
ARFP pachkets

Only the lower 8 bits of the ARP op-
code are used

IPv4 ToS bits
Transport source port / ICMP Type

Transport destination port [/ ICMP
Code

All TPwv4 packets

All TCP, UDP, SCTP, and ICMP
packets
All TCP, UDP, SCTP, and ICMP
packets

Specify as 8 bit value and place ToS
in upper 6 bits.

Only lower 8 bits used for ICMP
Ty pe

Only lower 8 bits used for ICNMP
Clode

http://archive.openflow.org/documents/openflow-spec-v1.1.0.pdf




Um pouco mais de Openflow

 Tabela de Fluxo 1/4

Controlador

Camada de
Software

Tabela de Fluxo (TCAM)

Org Dst |Org [Dst [sport dport

Camada de - = ;
BT port
Hardware




Um pouco mais de Openflow

 Tabela de Fluxo 2/4

Contadores de pacotes € bytes

. Encaminhar pacote para porta(s)
. Encapsular e encaminhar para o controlador
. Descartar pacote

. Enviar para o fluxo normal

ARG FAPAEAP-4):4
Org Org Dst | tipo ID Org Dst | Prot | sport | dport




Um pouco mais de Openflow

 Tabela de Fluxo 3/4

Comutacao

Switch [MAC |MAC [Eth LAN cp CP
Port [src dst ype Src Dst Prot [sport [dport
00:1f:..

Comutacao de fluxos

Switch MAC |MAC [Eth LAN |IP P IP CP CP ~
Acao
Port [src dst ype |[ID Src Dst Prot [sport [dport

port3 00:20.. 00:1f.. 0800 vlanl 1.2.34 5.6.7.8 4 17264 80 porta 6

Firewall

Switch [MAC |MAC [Eth CP CP
Port src dst ype Src Dst Prot [sport [dport

descarte




Um pouco mais de Openflow

 Tabela de Fluxo 4/4

Roteamento

Switch MAC |MAC [Eth P IP CP CP
Port rc dst ype st Prot port [dport

* * ook * 5.6.7.8 * * *

Comutacao de VLANSs

Switch tvmc MAC II!Eth P ECP ECP

Port rc dst ype Prot port [dport

* 00:1f. * * *




Mikrotik Router

?
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