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Objetivos e Importancia de una WLAN exitosa

Rendimiento/Capacidad

Mikrotik + WLAN= Mejores Resultados
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Objetivos e Importancia de una WLAN exitosa

. Estabilidad

Gereral B02 1 Signal | Nstreme NV2 @ Statistics

Last Activity: |0.630s

TR Signal Strength: |-41 dBm
Toa/Roc Signal Strength Chil: |-42 dBm
Jo/Fx Signal Strength Ch1: |-50 dBm_,

ime=1ms TTL=128
O i = TTL=128 TR Signal Strength Ch2:
Tx: 198.8 kbps i s TTL=128
= = ignal To Noise:
.H; 4.0 Mbps i TTL=128 Signal To M 64 dB
. s TTL=128 T
7.1b4% hytes= ime=1ms TTL=128 [Tx/Fx CCQ: [100 %

192 168.14%. 164 bytes= time=1ms TTL=128
192 .168.149.164: hytes= time<{ims TTL=128 P Throughput: | 72856 kbps
192.168.147.164: hytes= time=1ms TTL=128

192 168 .149 164: =32 time=1m=s TTL=128 Signal Strengths

192 168 .149 164: =32 time=1ms TTL=128

192 _168.149 .164: =32 time=1ms TTL=128 Rate | Strength Last Measured
192 168 .149 164: =32 time=1ms TTL=128 1Mbps 47 00:01:52 .40
192 168 .149 164: =32 time<ims TTL=128 HT203 42 00-02-48 01
192 168 .149 164: =32 time<ims TTL=128 HTo04 41 AR A £
192 168 .149 164: =32 time=1ms TTL=128 &= = ::-:“:;*
192 168 .149 164: =32 time<ims TTL=128 EMbps | 40 00:01:49.56
192 168 .149 164: =32 time=1ms TTL=128 12Mbps -39 00:00:23.22
192 168 .149 164: =32 time=%m= TTL=128 Z4Mbps | -39 00:03:00.59

192 .168.149 .164: = time=2mz TTL=128
192 .168.149%.164: = time=1ms TTL=128
192 .168.149 .164: = time<{ims TTL=128
192 .168.149%.164: = time=3ms TTL=128
192 .168.149 . .164: = time<{ims TTL=128
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Objetivos e Importancia de una WLAN exitosa

T H 4dH12:46

e  Confiabilidad " Wifi Analyzer ®@ ®

v Connected to: test (d4:ca:6d:
IP address: 192.168.149.161

¥ test (...)
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File View WiFi Feedback Help WPAZ2
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Wi-Fi Adapter: Intel(R) Dual Band Wireless-N 7260 Wi-5py: None
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)% del éxito del proyecto
Ada escenario es diferente
ita sorpresas desagradables
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Recomendaciones de Diseno

« Escenario actual de las WLAN:

e La cobertura no lo es todo

« Alta densidad y alta capacidad

 Contraintuitivo

e |Interferencia.

* Dispositivos cliente
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Recomendaciones de Diseno

Evalle la infraestructura existente, limitaciones y mejoras

« Desempeno de la infraestructura

« DHCP y DNS confiables

e Switch Administrables WLLEL o 4 o
« Control de trafico \ “a
+ Cableado y Energia Iy T
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Recomendaciones de Diseno

« Establezca necesidades del cliente :

e Asesoria vs Limitaciones.

» Genere un checklist.

« Escuche y asesore al
cliente.
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Recomendaciones de Diseno

« Ancho de banda disponible y la estabilidad del servicio del ISP.

e DOWNLOAD SPEED
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Recomendaciones de Diseno

« Evalue el entorno en busca de posibles fuentes de interferencia
u obstruccion y establezca la disponibilidad de espectro.

Por Sergio Acuia sergio.acuna@aquicknet.co QuickNET.co




Fuentes de interferencia

Radio-enlaces

2.4 GHz Band
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Fuentes de interferencia

Telefonos inalambricos

2.4 GHz Band
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Fuentes de interferencia

Dispositivos desconocidos
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Funcionalidades Mikrotik

Manipulacion de MCS/Datarates

* Modulation and Coding Scheme: Esquema que
combinaciones de modulacion y codificacion que
permiten que la comunicacion se adapte a las
condiciones del enlace.

* La manipulacion de gl
MSC No es compatible richiis
con CAPsMAN gt e

A
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Data rate
MCS | Spatial  Modulation Coding
) 20 MHz channel
index streams type rate
800 ns Gl 400 ns GI

0 1 BPSK 1/2 6.5 7.2

1 1 QPSK 1/2 13 14.4

2 1 QPSK 3/4 19.5 21.7

3 1 16-0AM 1/2 26 289

4 1 16-0AM 34 39 433

5 1 64-QAM 213 52 578

B 1 G4-QAM 34 585 G5

7 1 64-QAM 5/6 G5 7272

+
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65-72.2 mbps

58.5 - 65 mbps
52 - 57.8 mbps

39 - 43.3 mbps

26 - 28.9 mbps
19.5 - 21.7 mbps — 15.8%
6.5-7.2mbps —
49.9%
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Manipulacion de MCS/Datarates

HT HTMCS |WDS Mstreme Tx Power Cument Tx Power Status .

Mikrotik permite manipular
el conjunto de MCS que el
AP utilizara para transmitir

Imteface <wlan1:

Wirgless Data Rates | Advanced HT HTMCS WDS  MNstreme | ...

Fate

— default &+ configured

Supported Rates B:

Supported Rates A/G:

Basic Rates B:

Basic Rates A/G:

TMbps

&EMbps
24Mbps
1Mbps

EMbps
24Mbps

ZMbps ib.BMbps T1Mbps

SMbps 12Mbps 18Mbps
36Mbps 43Mbps 4Mbps

2Mbps 5. 5Mbps 11Mbps

SMbps 12Mbps 18Mbps
36Mbps 43Mbps 54Mbps

HT Supported MC5:

HT Basic MCS5:

MC50
MCS5 2
MCS 4
MCS 6
MCS 8
MCS 10
MC512
MCS 14
MCS 16
MCS5 18
MCS 20
MCS 22

MC50
MCS 2
MCS 4
MCS 6
MCS 8
MCS 10
MCS 12
MCS 14
MCS 16
MCS 18
MCS 20
MCS 22
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Ejemplo 1

Manipulacion de MCS/Datarates

Interface <wlan1=

HT HTMCS |'WDS Mstreme Tx Power Cument Tx Power Status

HT Supported MCS: | iMCS D

Permitir solo Modulacion 64QAM. s 2

Util para escenarios de alta densidad ANCS 14 v

HT Basic MCS5: MCS 0

Inteface <wlanl1= MCS 2

Supported Rates B:

Supported Rates A/G:

Basic FRates B:

Basic Rates AG:

Wireless Data Rates | Advanced HT HTMCS WDS  Mstreme

1Mbps

EMbps
24Mbps
1Mbps

EMbps
24Mbps

ZMbps 5 5Mbps 11Mbps

SMbps 12Mbps 18Mbps MCS 16
36Mbps [ 48Mbps v B4Mbps MC5 18

2Mbps 5. 5Mbps 11Mbps MCS 20

SMbps 1Z2Mbps 18Mbps
36Mbps 43Mbps BdMbps
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MC51
MCS 3
MCS 5
MCS 7
MCS 9
MCS 11
MCS 13
MC5 15
MCS 17
MCS 15
MCS 21
MCS 23

MC51
MCS 3
MCS 5
MCS 7
MCS 9
MCS 11
MCS 13
MCS 15
MC517
MCS 13
MCS 21
MCS 23
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Manipulacion de MCS/Datarates

[EEET. Ejemplo 2

HT HTMCS |WDS Mstreme Tx Power Cument Tx Power Status

(Imcs2 [wmcs3 2 - /
i Permitir solo Modulacion 64QAM y
W/ MCS6 [w/MCST 16QAM.

[Imcsg [IMCS9
[1MCS 10 [v MCS 11
[w] MCS 12 [ MCS 13
[w] MCS 14 [w] MCS 15
[Imcs16 [ImMCs 17
[Imcs18 [ImMcs 19
CIMcs20 [ MmCs 21

[ImMcs22 [ImMCs 23 Interface <wlanl:

HT Basic MCS: [ IMCS0 [ MCS 1

I:l MCS 2 I:l MCS 3 Wireless Data Rates |M'U'EIHCE.‘d HT HTMCS WDS Mstreme

[Imcs4 [MmMcss - Rate

[IMCs6 [IMCST " defaut & configured

[IMcse [IMCS9

[IMCS 10 []MCS 11 Supported Rates B: [| 1Mbps  [12Mbps [ 5.5Mbps [ ] 11Mbps

LImMCs12 [IMCS 13 Supported Rates A/G: [ 16Mbps [ | 9Mbps [ 1 12Mbps [ ] 18Mbps

S EE: 1; S EE: E v Zkjilbps [v] 36Mbps (vl 48Mbps [v] 54Mbps
Basic Rates B: [ | 1Mb 2Mb 5.5Mb 11Mb

[IMcs 18 [1Mcs 19 asic Rates B: [ ] Mbps  []2Mbps [ ps [ 11Mbps

CIMcs 2o [ Mcs 21 Basic Rates A/G: [ |EMbps [ | 9Mbps [ ] 12Mbps [ | 18Mbps

[Imcs22 [IMmCs 23 [ ]24Mbps [ ] 36Mbps [ ] 48Mbps [ | 54Mbps
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Manipulacion de MCS/Datarates

Ejemplo 3
Permitir solo Modulacion 16QAM.
Para entornos hostiles

Sacrifica rendimiento

Wireless Data Rates | Advanced HT HTMCS WDS  Nstreme
Rate
(— default &+ configured

Supported Rates B: 1Mbps ZMbps 5.5Mbps 11Mbps

Supported Rates AYG: EMbps SMbps 12Mbps 18Mbps
v| 24Mbps  |v| 36Mbps 43Mbps BdMbps

Basic Rates B: 1Mbps Z2Mbps 5 5Mbps 11Mbps

Basic Rates AG: &EMbps SMbps 12Mbps 18Mbps
24Mbps 3EMbps 42Mbps BdMbps

Interface <wlan1=

HT Supported MCS:

HT Basic MCS:

MCS 100 v
MCS 12
MCS 14
MCS 16
MCS5 18
MCS 20
MCS 22

MCS 0D
MC52
MCS 4
MCS5 6
MC5 3
MCS 10
MCS 12
MCS 14
MCS 16
MC5 138
MCS 20
MCS 22
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MC51
MC53
MCS5 5
MCS5 7
MCS 9
MCS 11
MCS5 13
MCS5 15
MCS5 17
MCS 13
MCS 21
MCS5 23

MC51
MC5 3
MCS 5
MC57
MC53
MCS 11
MCS5 13
MCS 15
MCS 17
MC5 15
MCS 21
MCS5 23

HT HTMCS |WDS Mstreme Tx Power Cument Tx Power Status
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Interfface <wlan1: Interface <wlan1:

WDS | Nareme | T Power Cursrt T Power |5 WDS | Nareme | Tx Power Curet T Power | i

- Cumrent Tx Powers - Cumment Tx Powers
|Rate  + |Tx Power |Real Tx P...|Total Tx ... | |Rate  # |Tx Power |Real TxP..|Total Tx ... |

Mbps 26dBm  26dBm  29dBm 1Mbps 5dBm  5dBm  BdBm
2Mbps 26dBm  26dBm  29dBm 2Mbps 5dBm  5dBm  BdBm
5 5Mbps 26dBm  26dBm  29dBm 5 5Mbps 5dBm  5dBm  B8dBm
11Mbps 25dBm  25dBm  28dBm 11Mbps 5dBm  5dBm  B8dBm
EMbps 27dBm  27dBm  30dBm EMbps 5dBm  5dBm  B8dBm
IMbps 27dBm  27dBm  30dBm IMbps 5dBm  5dBm  B8dBm
12Mbps 27dBm  27dBm  30dBm 12Mbps 5dBm  5dBm  B8dBm
18Mbps 27dBm  27dBm  30dBm 18Mbps 5dBm  5dBm  B8dBm
24Mbps 27dBm  27dBm  30dBm 24Mbps 5dBm  5dBm  B8dBm
36Mbps 25dBm  25dBm  28dBm 1| 26Mbps 5dBm  5dBm  B8dBm
43Mbps 23dBm  23dBm  26dEm 1| 48Mbps 5dBm 5dBm 8dBm
54Mbps 22dBm  22dBm  25dBm | | 54Mbps 5dBm  5dBm  8dBm
HT20-0 27dBm  27dBm  30dBm ' | HT20:0 5dBm  5dBm  B8dBm
HT20-1 26dBm  26dBm  29dEm 1| HT20-1 5dBm  5dBm  8dBm
HT20-2 26dBm  26dBm  29dBm 1 | HT20:2 5dBm  5dBm  8dBm
HT20-3 26dBm  26dBm  29dBm || HT20:3 5dBm  5dBm  8dBm
HT20-4 26dBm  26dBm  29dBm ' | HT204 5dBm  5dBm  8dBm
HT20-5 26dBm  26dBm  29dBm ' | HT20-5 5dBm  5dBm  8dBm
HT20-6 23dBm  23dBm  26dBm 1| HT206 5Bm  5dBm  B8dBm
HT20-7 20dBm  20dBm  23dBm ' | HT20:7 5Bm  5dBm  B8dBm
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Funcionalidades Mikrotik

. Control Intensidad de Sefnal RX
« Util para mitigar la conexion de los vecinos
« Control clientes por intensidad de senal.

 Desconexion por umbral
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mplo:

Wireless Tables
Nstreme Dual Accsss List | Registrstion Connect List  Securty Profiles  Channels
= ||| 52 i
MAC Address |Intefface | Signal Strength Range | Authertication |Forwarding

Ireless access-list
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Funcionalidades Mikrotik

. Control de Trafico

 Todo el QoS de RouterOS en el AP

« Control de tiempo al aire

« Balance de trafico
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Queue List

Mﬁm| lﬂa:eﬁm|ﬂneﬁae GHETW|

| = T
| Type Name | Kind Rate T
| |” pco-download-default pcg 10M
* pocg-upload-default pcq M

Iﬂiﬂ:ﬂ&m|ﬂn¢'ﬁnﬂ|&nﬂl’mﬂs|

T | | 00 Reset Counters

00 Reset All Counters

=] ]38
#

[ Target | Upload Max Limit

| Download Max Limit |P

i queue

192.168.0016 |5M

15M

O
MIKros
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Clueue List
Simple Queues  Interface Queuss  Queus Tree | Qu
[#||=] [~llEe] [=] ] /o0 Reset Coun

| Name ¢ | Limit At .. |Max Limi...|#
_____ & TOTAL_W 15M 1
& TOTAL D 15M
£ 1_ACK_D 500k 15M
& 1_DNS_D 100k 15M
& 1_ICMP_D 100k 15M
£ 1_VOIP_D 500k 15M
£ 4 IPSEC_D 100k 15M
4 RDP_D 100k 15M
& 4 WINBOX_D 100k 15M
&5 HTTP_D 100k 15M
£ 5 OTHER_D 100k 15M
&6 _HTTP_BIG_D 100k 15M
& 6_MAIL_D 100k 15M
£ 7 OTHER_BIG_D 100k 10M
£ TOTAL_U 5M 1
& 1_ACK_U 500k 5M
£ 1_DNS_U 100k 5M
& 1_ICMP_U 100k 5M
£1_VOIP_U 500k 5M
&4 IPSEC_U 100k 5M
&4 RDP_U 100k 5M
£ 4 WINBOX_U 100k 5M
&5 HTTP_U 100k 5M
5 OTHER_U 100k 5M
&6 _HTTP_BIG_U 100k 5M
&6 _MAIL_U 100k 5M

£ 7 OTHER_BIZ_U 100k &M




ewall de hardware (RB951G)

Feature Atheros8327
Port Switching yes
Port Mirroring yes
Host table 2048 entries
Vilan table 4096 entries
Rule table 92 rules
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Firewall de hardware
Ejemplo: (RB951G)

Switch Rule <> =l E3 Switch Rule <> (] B
| ey
Suecr: ST+ TICHIECY | [ cancel |
- = [ | Redirect To CPU
Ports: |switchlcpu || % | % Applhy
|—| \—‘ ] Mimor
Src. MAC Address: |:| bt i
Cisabl i
Dt MAC Add - =D Set New Dst. Ports
; ress:
MAC P I Copy Mew Dst. Ports: | -
woool |7 | [ Remowe | |
Remove Remaove
~w- VLAN NewVLANID: [ |~=
-l — ”:i =
New VLANFrioriy: [ |
Src. Address: [152.168.00/16 | =
Dst. Address: (8888 -
Potoc: ||~
ScPot:[ |~
DstPot:[ |+
psce: [ |~
- P&
|enabled |enabled
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el roaming??
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Manipulacion de MCS, Control de potencia TX,
Access list wireless.

Trayectoria de
Desplazamiento

Zona de
Cobertura

AP2

Sticky Client
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Ch1, 20Mbit's Ch44, 7OMbit/s

Ch11, 20Mbit/s Ché, 20Mbit/s Chag, 70Mbit's  Ch40, 70Mbit/s

Total 2.4Ghz Capcity = 60Mbit/s Total 5GHz Capcity = 210Mbit/s
Assuming mix of G/N 1x1:1 Clients) (Assuming 11n 2x2:2 Clients)
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Como mejorar la capacidad?

* Reduzca la interferencia co-canal

=
o
-
o
-
=)

* Optimize al maximo el reuso de canales
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Aproveche el entorno.
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Velocidad Real

DATA RATE DESEMPENO
802.11N 800NS TIPICO APROX
Gl 1SS 20MHZ

65mbps 31.0 mbps
58,5mbps 30.0 mbps
52mbps 28.0 mbps
39mbps 22.5 mbps
26mbps 16.5 mbps
19,5mbps 13.0 mbps
13mbps 9.0 mbps
6,5mbps 4.5 mbps
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Preguntas ?7?

Muchas
Graclas
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