Dude Workshop
MUM Prague 2009

by Patrik Schaub

FMS Internetservice, www.fmsweb.de
info@fmsweb.de, Phone: +49 761 2926500

FMS | www.fmsweb.de

= ——

llllll
Ay
,,,,,

[ |
......

copyright FMS 2009



Contents

1. About FMS

2. Dude intro

3. Dude and secure SNMP
4, Charts and datastores

FMS | www.fmsweb.de



FMS | www.fmsweb.de

About FMS

m Founded in 1999

Distribution, http://shop.fmsweb.de
Consulting, http://www.fmsweb.de
Training, http://www.mikrotik-training.de
Support contracts

m Running a smal datacenter
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New: mikroCase enclosures

For RouterBOARD, ALIX and ITX
Integrated power supply
Integrated DSL modem possible

Up to two mainboards
and two DSL
modems in 1U
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New: mikroCase enclosures

m Distributor and reseller inquiries welcome
m Custom designs possible

DSL Modem RB493 + DSL Modem
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mikroCase distributors

m www.wirelessconnect.eu (Ireland, UK)
m www.mdbrasil.com (Brasil)
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A powerfull network monitoring system

Graphical representation
Monitoring

Notifications

Statistics

Central admnistration
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The Dude's architecture

Client / Server modle

Multilple clients can connect to one server
Server on Windows, Linux, MAC and RouterOS
Client on Windows, Linux, MAC and Webclient
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Quick start for first time users

m Create a device manually

m Or use auto discovery
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SNMP Basics

Simple Network Management Protocol

Vendor independent management
Read and write device statistics and configuration
Major versions 1, 2c, 3

Supported by many network devices, Linux, BSD,
Windows ...
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SNMP & security

m ,Security is Not My Problem™

m Little security in vl and v2c
(2p and 2u are rarely used)

Clear text community string (,username")
Limiting access by IP adress

m Major security changes in v3
Authorisation (User + Pass) with MD5/SHA1
Encryption with DES
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Public read access critical?

m YES, e.g. monitoring
CPU load during DOS attack

HDD space of /var to find out when no more
logs can be written

Get details about internal network structure

TIP: NEVER USE STANDARD COMMUNITY
»,PUBLIC* or ,,PRIVATE"




Who supports SNNMP v3?

m The Dude does
m net-snmp does
m Many network devices do

m And what about RouterQOS... ?

FMS | www.fmsweb.de
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Interfaces
Wirelezs

Bridge

IP
Fouting
Puarts

LIELIES
L MR cuMP Server
Dinivers

System

Files

Bl SNMP Settings
R adiuz iEnabled
Taools Contact Info: |www.fmsweb.de

New Terminal Location: |MLUM Prague

Telnet

=
Fa

Cancel

i

Apply

Pazzword

Certific:ates
- b New SMMP Community
Malke Supout. rif

-~

t arme: |

b anual
Exxit Address: |EI.EI.E|_E|£EI

[ Pead Access

A

Cancel

Apply

Remove
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MikraTik Router0d Z.9.51 (c) 1999-2008 http: /

Terminal wtl0:2 detected, using multiline ianE mode
[adnin@MikroTik] > Jsnmp print
enahled: yes
contact: "wwr. fmsweb. e
location: "MIOM Pracue'

Il Terminal

[aduin@MikroTik] > #snmp print
enahled: wyes
chtgct: :www.fmsweh;de" contact: "ww. fmsweb. de”
lecation: "MUM Frague location: "MIOM Pracue™

engine-id: " : :
% engine-id: "7
ENJ1NeE-N0O0LT3 . :
ﬁ EnglnE—}JDDtS: 3
1me-Tr1naan.

o time-window: 0O

Lry —Slﬂg: 5.0.0. trap-sink: 0.0.0.0
tr:r;cfﬁzzzizn: trap-community:  {unknowm)

[ dmm Lrap-wversion: 1

adwInklikrols

[aduinfMikroTik] > [

[adninfMikroTik] > fsnmp print
enabled: yes
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I11

IIT FRE. ERE. 000 000
IIT FKEK FFK  FFEREER ooo o aoo
IIT FEK KKK EFRFE FERE 000000

MikroTik Fouter03 2.9.51 (c) 1999-2Z008 http: / SNMP community
Settings

Terminal wtllZ detected, using multiline input node
[aduindMikroTik] > /fsnmp community print wvalue-list
name: "public”
addre==: 0.0.0.0/0
read-access: yes

[adminAMikroTik] > |

I Terminal

5 : 4 ' ! h [adninfMikroTik] > /enmp community print walue-list
[adninfMikroTik] > fsnmp community print walue-list name: "public”

ddnamez nghélg . address: 0.0.0.040
address: 0.0.0.0/ fecurity: none

=D e (e read-access: yes
read-access: yes

inteoneas d Write-acces3: ho

authentication-password: : e ——— ]

o authentication-password: 7
ENCEYpLlon-password:

encryption-password: ”7
authenticatlon-protocal:

— T —————— authentication-protocol: MDS
) W encryption-protocol: DES
[ocmintiiaroly [aduinBMikroTik] > ]

rrrer
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SNMPv3 Workshop

Create SNMPv3 profile on the Dude
Create SNMPv3 user on RouterOS

Create SNMPv3 user on Linux net-snmp
SNMP walk the devices with the v3 profile



S Dude SNMPv3 Profile - msweb.de

= admin@localhost - The Dude 3.1

)

(] “eferences || &2 Local Server || Help |
e gelns o=
|Eu:un . ;

] Address Lists . ' ' ' _
& Adrins | - __ "~wation s i
= ] Charts - i |
B CPU-Graphs Chart : W' EI| Server | Agents S_I,lslu:ug | Map | Ehart| Report | Dlsu:u:uverl RouterC
£ Chart1 Chart - i
5 Client Count Mau...
] Devices
[ Files fo-SHp
B Functions
= Histamy Actions EI': D New Snmp Profil _ o] x|
Lirksz -—-—-
= % Logs 1 M arrie: |V3 default J =3
oE - W] -prf® 1
g gjﬁ; we-public Yerzion: |3 TI
£ Evert Aorne Port: 161 Apply
B Mib Modes Uszer Mame: |v3user R
1 ] Metwork baps : _ SMEVE
E tUIM Prague 1 Prafiles: Security: Iprwate j Copy
] MUM Prague #2
Auth Methad: | shat EHilEnae

] Metwork Map

B Metworks bl P s I—
B Motifications
(] Outages Crypt Method: |des hd
B ] Parels
] RouterdS Upgrade Crypt Pasaward: Ixxxxxxxx
B admin —
] test 127.0.01 4| Tries;
E Emb?a Ty Timeout; 3EIEIEI —_—
ervices

] Taols




Z@S ROS SNMPV3 User

SNMP - Basic configuration

[admin@fmsweb.de] > /snmp set enabled="yes"
contact="info@fmsweb.de" location="Prague*

SNMP - User with authentication and encryption

[admin@fmsweb.de] > /snmp community add
name=v3user security=private authentication-
protocol=SHA authentication-password=12345678
encryption-protocol=DES encryption-
password=87654321 read-access=yes
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Overview

1.Create SNMPv3 user with read/write access as template
2.Create SNMPv3 user with read access from template
3.Change passphrases for new user

4.Delete or disable SNMPv3 template user
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TEMPLATE USER RO USER
Name: fmsinit v3user
Type: read/write read only
Auth protocol: SHA SHA
Enc protocol: DES DES
Auth pass: 02345678 12345678
Enc pass: 07654321 87654321

Examples done on Debian Etch:

Config file: /etc/snmp/snmpd.conf
Persistent data file: /var/lib/snmp/snmpd.conf
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Step 1/4: Create template user:

1.Shut down snmpd:
/etc/init.d/snmpd stop

2.Configure as rw user
add line to /etc/snmp/snmpd.conf:
rwuser fmsinit priv

3.Create user
add line to /var/lib/snmpd.cont:
createUser fmsinit SHA b2345678 DES b7654321

Start service and test the user
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Step 2/4: Clone user from template user:

1.Configure as rw user
add line to /etc/snmp/snmpd.conf:
rouser v3user priv

2.Clone user on command line

# snmpusm -v3 -u fmsinit -n "" -l authPriv -a SHA —A
L2345678 -x DES —X b7654321 localhost create v3user
fmsinit

Restart service and test the user
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Step 3/4: Change passphrases for new user:

1. Change authentication passphrase:
# snmpusm -v 3 -u fmsinit -n "" -l authPriv -a SHA —A
02345678 -x DES —X b7654321 localhost -Ca passwd
2345678 12345678 v3user

2. Change encryption passphrase:
# snmpusm -v 3 -u fmsinit -n "" -l authPriv -a SHA -A
02345678 -x DES —X b7654321 localhost -Cx passwd
7654321 87654321 v3user

Return value: SNMPv3 Key(s) successfully changed.

Test the user with new passphrases
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Step 4/4: Disable rw template user:

1.Disable rw template user
remove line at /etc/snmp/snmpd.conf:
rwuser fmsinit priv

(or disable with comment “#”)
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ooo Sekkings

R - Test SNMPv3 profile

Reprobe

Ack i":qﬁl' Snmpwalk
Unack, :

Upgrade ¥ [ winbox

Force Upgrade  # TerminAl

= Snmp Walk 217.22.206.7

From: Iserver j EI Cid: I

Te: |217.22.2007 g3w|  Timeout [3000
Profile: [v3FMS =1 Tries: [E
List | Tree Table
¥3-FMS - Snmp Profiless, _ o] x| Mo Ia" j =

# |Did Name: [3-FMS Type [Value -

1 izo.org.dod.internet. momt. mib-2. spstemn. sysDescr.] - actet sting router

2 izo.org.dod. internet. mgmt. mib-2. system. sps0bject 0.0 S = object id iz0.org.dod. internet. private. enterprizes. mikrotik. milroti. .

3 izo.org.dod.internet. marnt. mib-2. systern. sysUpTime. spsUpTim Fort: |11 tirneticks 10d 08:51:16.00

4 izo.org.dod.internet. gt mib-2. zystenm, syzContact. 0 octet string infolaifmzweb. de

5 izo.org.dod.intemet. mgrt. mib-2. system, sysMame. 0 User Mame: |fmsv3 S octet zhing HEF frwlan Backbore Stella

B izo.org. dod.internet, ramt. mib-2, system, syzLocation. 0 . - octet string HEBF Freiburg

7 izo.org. dod.internet. mamt. mib-2. system. sysServices. 0 inteqer a

3 izo.org. dod.internet. gt mib-2. interfaces. (] umber. 0 e Iﬁ integer K

3 izo.org.dod.internet. marnt. mib-2. interf aces. if T ableifE ntry. iflnd et il integer 1

10 ?su:u.Drg.dnd.?nternet.mgmt.m?l:u-2.?nterfaces.?ﬂable.?fEntr_l,l.?fInu:I Atk Passward: Ixxxxxxxx !nteger 2

11 iz0oorg. dod.internet. mamt. mib-2. inkerf aces. i T able. (€ ntrw.iflind inteqer 3

12 izo.org.dod.internet. marat. mib-2. interfaces. ifT able fEnt.fDe: Cropt Method: | des - octet string etherl

13 iz0.org dod.internet. mamt. mib-2. interfaces. T able. fE ntn. D e: actet string wlan

14 iz0.org dod.internet. mamt. mib-2. interfaces. T able. fE ntn. D e: Crypt Pasaword: I actet string bridae

15 iz0.org. dod.internet. mamt. rmib-2. interfaces. T able. fFE ntoe T o e m inteqer ethernetCzmacd [6]

16 iz0.org. dod.internet. mamt. mib-2. interfaces. T able. € nto T op [l inteqer ieeeB0217 [71]

17 !3:::.u:-rg.dud.!nternet.mgmt.m!b-E.!nterfaces.!fTaI:uIe.!fEntr_l,l.!fT_l,lp Try Timeout: [3000 - !nteger bridae [209]

18 iz0.org. dod.internet. mamt. mib-2. interfaces. i T able. ifE nioe.ifkd b inteqer 1500

19 ivn arn dad intermet rmamt mike? intefaces 1T ahle B et kb intaner RN
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Basics / Charts

M
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Basics / Datasources

m Data sources: ,
are named sources of j
data — =
fetch data by snmpor "= .
build in functions e g
hold information about g

interpretation of data

default datasources for
services and links
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Workshop: PPPoOE Server Chart

=loj x|

Target: . _. e

m Create a single PP e
overview chart fora - A

PPPOE Server B V% N O

m Include:
Total number of active users
Bandwidth Rx, Tx
CPU usage
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Workshop: PPPoOE Server Chart

m Create 4 Datasources:
active PPPoE Sessions
CPU usage
Tx Bitrate
Rx Bitrate

m Create chart with 4 sources
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Workshop: PPPoOE Server Chart

1. Data Source - active PPPoE connections:

not available by SNMP
build in functions will be used

function ,,ros_command()" executes script on
device

script returns number of active PPPoE
connectsion
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New Data Source

@ | Preferences ||C) Local Server || Help |

o] —
nten:ddren o i |[ 3 TR, E E Mame; INetc:Dm PPoE Sessions Cancel

-tcom PPoE Sessions - Data Source

eneral | Chart | Data

FHjsl)

. Type: Ifur'u:tiu:un j Apply
1 -
] Linkga#alitst HEF - HaF Chart ping & Helene - Uplink Data: Igauge [abzalute value) j A
] Metcom PPRoE Server Chart ping & Rappen - Restaur SliAld
B fr-wlan PN Server Chart ping (& Rappen - Rezeptin Scale Mode: ImultipI_I.J j Mates
] Devices ping (@ HaR - Rezeption
& Files ping @ HaFi - 2. 06G Seale: |1.000
] Functions ping @ Hak - 4. OG Unit I L
B History Actions |
B Links ; Rate: |none o
55w = o [# | 2
B Mib Hodes o i
=l |Tii:;_mem_uﬁge Device: [NetCom - PPPoE AC =l = .
E D-Met GmbH ELm ros_command("/system script run session-moniteor') ;I
B Local string_substring Eors
B Testmap ztring_size '
EI? Htraiort Itd. string_find LI
ebworks string_compare ;
B Motifications snmp_wirgless_link_ts_rab o B :
B Outages shmp_wireless link_rs_rab
] Panels snmp_wireless_link_info |
=] F"':'t'?$ b snmp_uptime
£ Services = snmp_name
B3 Tanl zhmp_location
- . snmp_description
_— s — - shmp_contact
| = raurid return number rounded to nearest integer
= = =7 roz_command returns output of router0S scnpt passed as first argurment
: . rate calculates and returns parameter change speed within give...
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New Data Source

Type: function
=
D a ta . a b SO I u te Data: [gauge (sbsolute value) ﬂ ananan

Scale Mode: I mltiply

DeVice . [Choose] Scahla: [1-000

Type: Ifunction

it I
Riate: Inone j
Device: [NetCom - PPPoE AC =l [a (=l
ros_command{"/systen script run session-monitor" 1 ﬂ
Code:
.-
Interval: |3D S

Code: '

ros_command("/system script run session-monitor")
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Create RouterOS Script

Wireless
x|
Eridge i ;
- pts | Jobs
P [+[=)¥
Fouting I- Harne: 4 |Elwr'|er Last Tirme Started |Hun Count ||"l"|
ohatzanfang admir Sep/03/2008 12
Parts jtor-pppoe-clients admin Sep/22/2008 12:65:27 16
Hueles re S Linter admin Sep/01/2002813:05:19 16
- - — e i
Drrivers "W script < session-monitor =
System T Identity Mamme: Ok,
Files Clack
I 5 Caticel
Log NTP Client Cwner: |au:|m|r'| |
_ Pali Appl
SHMP Fezources Palicy \i
Usare " reboot read IZ
= el write: policy S
adiiz Packages bet [] password Remowve
Tools I Auta Upg sniff
Mew Terminal Logaing 4 itemsz [1 sele I@
Telnet Hislor Last Time Started: |Feb/21/2009 22,5342 |
Passward ; Fun Count: | 4548 |
Certificates %
b arial Watchdag

Source: /ppp active print count-only where
service="pppoe"
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Workshop: PPPoOE Server Chart

2. Data Source - CPU Usage

available by SNMP
OID can be easily found with:

print oid



FMS | www.fmsweb.de

M Terminal x|
[adnin@Bithlon XP 2200] |
Flagz: D - dynamic, X - dilzab - runmning,
0 R ;> Externe Hetzwerkkarte
name=,1.3.6.1.2.1.2.2.1.2.1 mtu=,1.3. 6 1.2.1.2.2.1.4.1
mac-address=.1.3.6.1.2.1.2.2.1.6.
oper-status=.1.3.6.1.2.1.2.2.1.8
B Terminal packets-in=.1.3.6.1.2.1.2.2.1.11.
[adunin@athlon XP ZZ00] /3ysStem Fesources prlnt E;zﬁzi;lg;tl i
uptime: lwldlOh43uz0s Pz ¥
versiom: "3.11" discards-out=.1.
free-memory: 1002916kE RCAESERE L. 3
total-memory: 1036405kE
o E. " AN 1 R ;;; OnBoard Interface
cpu—cnuﬁt: 1 name=.1.3.6.1.2.1.2.2.1.2.2 mtu=,1.3.6.1.2.1.2.2.1.4.2
cpu—frequency: 1791 MHz mac-address=.1.3.6.1.2.1.2.2.1.6.2 admin-status=.1.3.6.1.2.1.2.2.1.7. 2
cpu—luad: G oper-status=.1.3.6.1.2.1.2.2.1.8.2 bytes-in=.1.3.6.1.2.1.2.2.1.10.2
free—hdd—space: 51231KE packets-in=.l.3.6.1.2.1.2.2.1.11.2 discards-in=.1.3.6.1.2.1.2.2.1.13.2
tntal—hdd—space: 121215kE errorz-in=.1.3.6.1.2.1.2.2.1.14. & bytes-out=.1.3.6.1.2.1.2.2.1.16.2
write-sect-since-rehoot: 6814412 PAERESRUES L3 Aol 2ot Ll Tos
P PR SRS LA O EALY TS0k dizcards-out=.1.3.6.1.2.1.2.2.1.19.2
3 S e errors-out=.1.3.6.1.2.1.2.2.1.20.2
architecture-name: xEE _:J

board-name

2
1
[adninMathlon XP 2200 fsystem resource:= print oid ‘

uptime: .1.
total-hdd-space:
used-hdd-space:
total-memory:

T
w

cn-:n-:n-
[

XN
= =
[ X
tn fn o o-
0 0 b )
Lo
=~
w1 oin
L

[admin@aty F LT
[admnin@athlon XP Z2Z00] /3ysStem Fesources 0
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New Data Source (SNMP)

CPU Usage by SNMP

= Netcom PPPoE CPU - Data Source

General |I:hart Diata Ok

FE= | etcom PPPoE CPLU

Type: |znmp oid j Apply
Data: |gauge [abzolute value] j o
E

Scale Mode: | mulkiply

Cancel

feltlle

Seale: [1.000
Urit: |%
Rate: Inu:une j
Address: E £

Agent; | default j EI
e ool

0ID; |izo.omg. dod.internet. mgmt. -2 host. hiDevice. hiProcezzorT able hiProcessorE ntre. hiProc

Interval: Im x| =z
P

|_g|:|t value: 13
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Workshop: PPPoOE Server Chart

3. and 4. Data Source — Tx Bytes and Rx Bytes
available by SNMP

Differences:

Delta value, use ,Data:Delta™

set Rate to , second"

scale with ,, Scalemode:Divide" and
Scale:"12500" (*8 *10/1076)
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Workshop: PPPoOE Server Chart

New Chart

® admin@10.10.0.63 - The Dude 3.1

| Freferences ||' Local Server || Help |
ﬁ

Data Sources

| Caontents
] Address Lists

£ |Motes

HBF - HaR Linkgualitat
-HaFR Fx/T= Chart HEF - HaR Rx/Tx

F - Rathausz Linkqualitst Chart HEF - Rathaus ' et
Mew Chart

BF - Rathaus Rx/Tx Chart HBF - R athaus
= HEF - Rathausplatz CPU Chart HBF - Rathaust  General | e
] HEF - Rathausplatz Multipoint Rs/Ts HARF - B athaisr
] Metcom PPPaE - Active User Chart . Metcom PPPoE Oy

5 Metcom PPPE CPU Chart [ setings ” T

] Metcom PPPoE Overview Chart L
e G| o o :
T »s DT =
% El-ilsr:s:f:itiuns o

[ Lirks =
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Workshop: PPPoOE Server Chart

HELCUIN rrruc Lrg

t Chart Metcom PPPoE Owerview

ik

Add S (BMGERGR, W ~ vetcom peror overview thart _ialx|

Z:;tg::r-[:- . Neteom FRPoE Cvenvigin EREE] |.-’-'-.ppearann:e | i
d a ta tl:hart | Settings || * Tools | Mame: INethm FPPoE Owverview el

t Jart g Netcom PPPOE Ses IEI ¢
S O res # | |5':"-"'3'E’ |N|:utes o
75 . 1 MNetzom PPPoE Sessions B

to | - Metcam PPPE Rix

3 Metcom PPPoE Tw

=0 4 Netcom PPPoE CFU -
C h a rt ™ Mew Chart Line _ o] x| ; —

Line Style

= e
o 100

el

Remove
Line Opacity:
: by
ranzparent opagque
Fill Style: | solid =] | Motes
|20

Fill Opacity: - }
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Workshop: PPPoOE Server Chart

Result:

® MNetcom PPPoE Overview Chark ) f_IEIEFJE_l
| Settingz || * Tools ] l"\Ecale: Ihu:uur "I

@ H=tcom PPoOE Sessions @ vetcom PPPoE Bandbreite (Rx) (1710 Mbitss)
[ Netcom PPPoE Bandbreite (Tx) (1710 Mbit/s) () Netcom PPFoOE CPU (%)
100

| | |
- o e '*’—\f\ - [
. e, A W%Wvﬂa—’\z—ﬁ
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Remark: On this server Rx = Tx
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Charts and Datasources — further hints

Charts for CCQ values and links details

ros_command (":local f [/interface wireless
registration-table find mac-address
=00:0C:42:3A:26:26];:put [/interface wireless
registration-table get $f rx-ccq];")

See all possible values: print stats where
mac-address="00:0C:42:3A:26:26"

tx-signal-strength, signal-strength, signal-to-noise
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Charts and Datasources — further hints

WLAN Example 1

= HBF - Rathaus Linkqualitit Chart
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Charts and Datasources — further hints

WLAN Example 2
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Thank you for listenin
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