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TIP: NEVER USE STANDARD COMMUNITY 
„PUBLIC“ or „PRIVATE“
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SNMP – Basic configuration

[admin@fmsweb.de] > /snmp set enabled="yes" 
contact="info@fmsweb.de" location="Prague“

SNMP – User with authentication and encryptionSNMP – User with authentication and encryption

[admin@fmsweb.de] > /snmp community add 
name=v3user security=private authentication-
protocol=SHA authentication-password=12345678 
encryption-protocol=DES encryption-
password=87654321 read-access=yes
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Overview

1.Create SNMPv3 user with read/write access as template
2.Create SNMPv3 user with read access from template
3.Change passphrases for new user
4.Delete or disable SNMPv3 template user4.Delete or disable SNMPv3 template user
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TEMPLATE USER RO USER

Name: fmsinit v3user
Type: read/write read only
Auth protocol: SHA SHA
Enc protocol: DES DES
Auth  pass: b2345678 12345678Auth  pass: b2345678 12345678
Enc pass: b7654321 87654321

Examples done on Debian Etch:

Config file: /etc/snmp/snmpd.conf
Persistent data file: /var/lib/snmp/snmpd.conf
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Step 1/4: Create template user:

1.Shut down snmpd:
/etc/init.d/snmpd stop

2.Configure as rw user
add line to /etc/snmp/snmpd.conf:add line to /etc/snmp/snmpd.conf:
rwuser fmsinit priv

3.Create user
add line to /var/lib/snmpd.conf:
createUser fmsinit SHA b2345678 DES b7654321

Start service and test the user
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Step 2/4: Clone user from template user:

1.Configure as rw user
add line to /etc/snmp/snmpd.conf:
rouser v3user priv

2.Clone user on command line2.Clone user on command line
# snmpusm -v3 -u fmsinit -n "" -l authPriv -a SHA –A 
b2345678 -x DES –X b7654321 localhost create v3user 
fmsinit

Restart service and test the user
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Step 3/4: Change passphrases for new user:

1. Change authentication passphrase:
# snmpusm -v 3 -u fmsinit -n "" -l authPriv -a SHA –A 
b2345678 -x DES –X b7654321 localhost -Ca passwd
b2345678 12345678 v3user

2. Change encryption passphrase:
# snmpusm -v 3 -u fmsinit -n "" -l authPriv -a SHA –A 
b2345678 -x DES –X b7654321 localhost -Cx passwd
b7654321 87654321 v3user

Return value: SNMPv3 Key(s) successfully changed.

Test the user with new passphrases
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Step 4/4: Disable rw template user:

1.Disable rw template user
remove line at /etc/snmp/snmpd.conf:
rwuser fmsinit priv

(or disable with comment “#”)(or disable with comment “#”)
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CPU Usage by SNMP

214.2.12.2



FMS | www.fmsweb.de

/������(������7��	�0	�������

�����������������������I (8�+0��
�����*8�+0��

� �7��&��&���0�����

��##������
!��##������
!

� ��&���7�&�� ��
��<����!��&��=
� 
���*�������<
�����=
� 
��&��%����<���&�$���!��7���=�����

���&�!=
�?JJ=�3KL�K
J"
JMN5



FMS | www.fmsweb.de

/������(������7��	�0	�������

��%������



FMS | www.fmsweb.de

/������(������7��	�0	�������

���
����

����

����
�����



FMS | www.fmsweb.de

/������(������7��	�0	�������

*�
�&�!

Remark: On this server Rx = Tx
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