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About me

* Alex Vishnyakov, Mikrotik trainer, Cisco
CCNP, FreeBSD, Linux

* Main areas — BGP and dynamic routing,
MPLS, security

* Currently working as ISP network team
leader, Skywire Technologies Pty, South
Africa
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Network description

* B2B only services in SA

* Presence in all big cities of SA, more than 1500
Km wide network

* Over thousand of mid-size/large enterprises

* Last mile services for 2nd largiest Telco in SA
* Transit of IPv4, L2 and BGPv4 for small ISPs
* Many VPNs for corporates

* Over 100 big towers and several hundreds of APs
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Tasks and goals

Transit and last mile services for ISPs :

1. Provide hundreds of L2 tunnels for Large ISP

2. Provide L3 transit and BGPv4 transit for several smaller ISPs
3. Separate transit IPv4 traffic from our own IPv4 traffic

Internet and voice services for end users :

4. Provide VPN site to site tunnels for customers between
branches. Point to point, point to multipoint.

5. Separate Voice, Internet and Management traffic and routing



TaSk 1 (solution: eoip, 12tp, vlans - ?)

1. Provide hundreds of L2 tunnels for Large ISP (last mile)

s

INTERNET - BGP

VOIP - PSTN Large ISP network
termination



Task 1

1. Provide hundreds of L2 tunnels for Large ISP (last mile)
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TaSk 2 (solution: static routes, ospf - ?)

2. Provide L3 transit(last mile) and BGPv4 transit for several smaller ISPs

5Ghz s Kl = ————— (E m
'TL ~ y
CPE

"— L3 routing @

(([g} %/% 7/-— \—@ &/ INTERNET-BGP
r ‘ {(I ) & @ —
’-E_u‘.'.s_l_? peering

small ISP network

VOIP -= P3TN Large ISP network

termination



Task 2

2. Provide L3 transit(last mile) and BGPv4 transit for several smaller ISPs
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TaSk 4 (solution: eoip, 12tp, ipip, gre, pptp, ipsec - ?)

4. Provide VPN site to site tunnels for customers between branches.
Point to point, point to multipoint

INTERNET - BGP

VOIP - PSTN Large ISP network

termination
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Task 4

4. Provide VPN site to site tunnels for customers between branches.
Point to point, point to multipoint
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TaSk 3 y 5 (solution: different routers, PBR - ?)

3. Separate transit IPv4 traffic from our IPv4 customers

5. Separate Voice, Internet and Management traffic and routing

Management
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TaSk 3 y 5 (solution: different routers, PBR - ?)

3. Separate transit IPv4 traffic from our IPv4 customers

5. Separate Voice, Internet and Management traffic and routing
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MPLS iIs the solution

One common, vendor-independent, strong
technology for tunnels = MPLS

What customer thinks about What ISP owner thinks about What vendors thinks about

| of B ] of B MPLS
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P and PE routers

Cisco, Juniper — not cheap at all
Linux, BSD — no stable implementation
Mikrotik — CCR routers
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MPLS on Mikrotik

(before we started ...)

Results of tests and case studies :

- Stable VPLS, MPLS switching, L2 tunnels

Presentations from MUMSs of Tierry Wehr
(2014), Tomas Kirnak (2013), Pat Harris (2013)

- Unstable VRFs ?
http://forum.mikrotik.com/viewtopic.php?t=73820
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Implementation output
(... after we finished)

VPLS

- L2 tunnels are stable, both MP-BPG and LDP based

- Be careful with MTU on switches

VRF

- By itself is stable in latest RouterOS version (>6.5)

- PPPoE cannot bind to VRF dynamically — we use DHCP

- Traceroute inside VRFs not shown— we don't propogate TTL

- VRF route leaking issues — we use additional routers

- Route withdraw. Sometimes VRF has static/dynamic routes withdraw
problem ... (we don't use dynamic routing between PE-CE). — we have
connected routes mainly + work carefully with redistribution of static

- VRF BGP path selection has issues with choosing right BGP metric — we
use filter with distance manipulation 18



MPLS topology
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MPLS topology
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Let's implement MPLS

Steps :

1. Bring customer on L2 to PE router

. OSPF on Distribution/Core layer

. LDP activation between PE, P routers, MPLS tags
. IBGP, Route reflectors configuration

. MP-BGP activation

. L2 VPLS configuration (LDP based)

. VRF configuration(L3 tunnels, isolation of traffic)

N OO O A W DN
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Step 1 — L2 bridging

Bring customer on L2 to PE router

Advantages:

- no need for /30 networks, can be used /24 for all users on one PE

- each customer appear on PE as interface, so we can put him to VPLS or VRF
- different VLANS for different services

- VRF works fine in that setup :-)

Disadvantages:
- Large L2 domains (broadcasts)

- CPEs on one L2 line (can see each other)

ToDo:

- No «default forward» on wireless

- Port isolation (PVLAN isolated) on switches, split horizon on bridges
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Step 2 — OSPF In

core/distribution

OSPF =] E3
MAreas  Area Ranges  Vitual Links  Neighbors NBMA Neighbors  Sham Links LSA Routes |.PL5 Border Rowters  Area Border Routers g
7 [Find___| [al =i
|Instance |Fu‘ea |Dst Address |Gatewa:,.f |Irrterface |I:nst |State / | il

I defaut  backbone 172.16.0.11 102540145 wlan0186-.. &1 intra area
I defaut  backbone  10.254.2.96/25 102540113 wlan0150-.. 100 intra area
P defaut  backbone  10.254.0.16/25 102540113 wlan0150-.. 50 intra area
P defaut  backbone  10.254.1.32/2% 102540145  wlan-0186-.. 30 intra @

P defaut  backbone 102542152/239 102540113  wlan0190-.. 70 intra area
P defaut  backbone 102541.112/23 102540113  wlan0190-.. 140  irtra area
P defaut  backbone 10.254.0.24/29 102540113 wlan-0150-.. 40 irtra area
P defaut  backbone 172.16.134.0/24 102540113  wlan0190-.. 110  irtra area
P defaut  backbone 172.16.0.22 102540113 wlan-0150-.. 13 irtra area
P defaut  backbone 172.16.0.24 102540145  wlan-0186-.. &1 irtra area
I defaut  backbone  10.254.1.40/29 102540113 wlan-0150-... 100  intra area
P defaut backbone 10.254.1.208/29 102540113  wlan0190-.. 80 irtra area
Pdefaut  backbone 172.16.140.0/24 102540145 wvlan0186-.. 41 irtra area
P defaut  backbone 172.16.0.29 102540113 wlan0150-.. 31 irtra area
P defaut backbone 10.254.0.8/29 102540145 wlan-0186-.. &0 irtra area
P defaut  backbone  10.254.0.32/29 102540113 wlan0150-.. 40 irtra area
P defaut backbone 102540112725 0000 vlan0150-.. 20 intra area
P defaut  backbone 172.16.0.1 102540113 wlan190-.. A intra area
P defaut  backbone 102541240023 102540113  wlan0190-.. 100  intra area
P defaut  backbone 10254.0.104/23 102540113  wlan0190-.. 51 intra area
P defaut  backbone  10.254.0.64/29 102540145  wlan-0186-.. 31 intra area
I defaut  backbone 172.16.0.7 102540145  wlan-0186-.. 51 intra area

| Edefaut  harkhone I0PRA1 AR ANFRANIAR  wand1BR- 110 intrs &rea
136 tems




Step 3 — LDP activation

MPLS

LDP Inteface LOF Neighbor |.Pu::c:&pt Fiter ~Advertise Fiter Forwarding Table MPLS Inteface  Local Bindings  Remaote Bindings
(=] ][] Find
|T|T:|nspnrt |Send |F'eer |Luca| Transport |Addresses ! | |T_‘
Do 1721602 no 172.16.0.2:0 172.16.0.8 5.9.91,10.50.101.82, 10.50.101.226, 10.254.0.4 10.2...
DOT 1721603 yes 172.16.0.31:0 17216.0.8 10.10.16.113,10.10.16.133, 10.10.102 .4, 10.10.144 5...
DOT 17216012 yes 17216.012:0 1721608 10.10.148 241, 105556 2, 10502195, 1090252 1.
Do 17216041 no 17216010 1721608 10.254.0.1, 10.254.0.17, 10.254.0.25, 10.254.0 33, 10....
4 tems
' = 24



Step 3 — MPLS tags

MPLS

LDP Inteface LDP Neighbor Accept Fiter Advertise Fiter Forwarding Table |MF'L5 Inteface Local Bindings  Remote Bindings

7|

InLabel  |Out Labels Interface Nexthop 'Destination Bytes  |Packets |
6780 vian-0186-Randb... 10254.0.145  10.254.1.72/29 0 0
6781 vian-0186-Randb... 10.254.0.145  10.254.1.64/29 0 0
g782 119 vian-0186-Randb.. 102540.145  172.16.140.0/24 0 0
6783 118 vian-0186-Randb... 10.2540.145  172.16.0.4 0 0
7189 vian-30-Panorama... 1043.100.17  10.90.50.0/29 0 0
7191 4318 vian-0190-Panora... 10254.0.113  172.16.142.0/24 0 0
7183 4314 vian-0190-Panora... 102540.113  172.16.139.0/24 0 0
715 4856 vian-0190-Panora... 102540.113  172.16.137.0/24 0 0
7199 4495 vian-0190-Panora... 102540.113  172.16.2554 0 0
7202 281 vian-0190-Panora... 10254.0.113  172.16.132.0/24 0 0
7214 4857 vian-0190-Panora... 102540.113 17216029 0 0
7219 4915 vian-0190-Panora... 102540.113  172.16.0.2 0 0
7220 4815 vian-0190-Panora... 10254.0.113  172.16.0.21 0 0
7221 2831 vian-0190-Panora... 10254.0.113  172.16.0.20 0 0
724 4319 vian-0190-Panora... 102540.113 17216015 0 0
7226 4545 vian-0190-Panora... 102540.113 17216012 0 0
7229 90 vian-0190-Panora... 102540.113  172.16.06 S0 0
7232 vian-0190-Panora... 102540113 172.16.0.1 0 0
7234 vian-0190-Panora... 102540.113  10.254.2.144/29 0 0
723 vian-0190-Panora... 102540.113  10.254.2.128/29 0 0
7237 vian-0190-Panora... 10254.0.113  10.254.2.120/29 0 0
7241 vian-0190-Panora... 10.254.0.113  10.254.2.56/29 0 0
7242 vian-0190-Panor... 10254.0.113  10.2542.48/29 0 0

387 tems
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Step 4 — Address family

MP-BGP configuration

BGP Peer <BGFP_PAMORAMA =

General Advanced |5talzus| o
Address Families: ip || ipve 2vpn vond || [2vpn-cisco oo
Updake Source: |Loopbackl ¥ A
Apply
iCisco WPLS MLRI Length Format: | auko bits *
Disable
i_amrment




Step 5 — iIBGP RR

Instances VRFs Peers |Networks Agaregates  VPMN4 Routes  Adverisements

[#][=] [~][] | Refresh || Refresh Al || Resend | Resend Al | Find

Na... Instance \Remote Address / |Remote AS | TCP MD5 Key |Nexthop Choice | Multihop |Route ... |Remote ID | Uptime v
#3R default 172.16.0.4 37678 T defautt no yes 17216.04 dl =
#T default 172.16.0.5 7678 T defautt no yes 17216.05 3d (
#2P default 172.16.0.6 A7675 = default no yes 17216.06 3d [
#2M default 172.16.0.7 7678 T defautt no yes 17216.0.7 3d (
#:R default 172.16.0.8 7678 T defautt no yes 17216.08 3d (
2N defautt 172.16.0.9 A767H T defautt no yes 172.16.05 L\’

#T default 172.16.0.10 7678 T defautt no yes 172.16.0.10 3d (
#20 default 172.16.0.11 7678 T defautt no yes 172.16.0.11 3d (
#:5 default 172.16.0.12 7678 T defautt no yes 172.16.012 3d (
#2H default 172.16.0.14 7678 T defautt no yes 172.16.0.14 3d (
#21. default 17216015 A767H = default no yES 17216015 3d [
#:C default 172.16.0.16 7678 T defautt no yes 172.16.0.16 3d (
$2W default 17216017 37675 T default no yes
#3W default 172.16.0.18 37675 = default no yes
#2H default 17216015 37675 T default no yes
#21. default 172.16.0.20 37675 T default no yes
&30 default 17216021 3e7h = defautt no yes
$P default 17216022 37675 T default no yes
#V default 17216023 37675 T default no yes
$1K default 172.16.0.24 37675 T default no yes
$C default 172.16.0.25 37675 T default no yes
#2L. default 172.16.0.26 37675 = default no yes
#15 default 17216027 37675 T default no yes
#N default 17216025 37675 T default no yes
#3C default 172.16.0.30 37e7h defautt no yes
$2E default 172.16.0.31 37675 T default no yes
$P default 172.16.0.32 37675 T default no yes
&N default 172.16.0.33 37675 T default no yes
$3F. default 172.16.0.34 37675 T default no yes
#3F. default 172.16.0.35 37675 T default no yes
$1A default 172.16.0.36 37675 T default no yes
$2W default 172.16.0.45 37675 T default no yes
#20 default 172.16.0.46 37675 = default no yes
$2W default 172.16.047 37675 T default no yes
$C default 172.16.0.48 37675 T default no yes
#34 default 172.16.0.45 37e7h = defautt no yes
#715 default 172 16.0.51 A7R7R = default no no

SRR AP R AP R R R R g g

172.16.0.18 di
172.16.0.1% i
172.16.0.20 i
172.16.0.21 3di
172.16.0.22 i
172.16.0.23 i
172.16.0.24 i
172.16.0.2% i
172.16.0.26 i
172.16.0.27 i
172.16.0.2% i
172.16.0.30 3di
172.16.0.31 i
172.16.0.32 l
172.16.0.32 i
172.16.0.34

172.16.0.35 1d
172.16.0.36 1d
172.16.0.45 i
172.16.0.46 i
172.16.0.47 i
172.16.0.48 i
172.16.0.4% 2d1
172160 51 N -




Step 6 — VPLS setups

VPLS | BGP VPLS (Gisco BGP VPLS

[#][=]
\Name /| Type L2ZMTU | Tx Rx Tx Packet fp/s)  |RxPacket fp/s) | Remots Peer |VPLSID |+

R 4pwpls-3414.. VPLS 4470 D bps Dbps 0 017216047 34141 .

R 4pwpls-3510.. VPLS 470 520 bps 520 bps 1 117216025 38100 |

R 4pwpls-3518.. VPLS 4470 Dbps Dbps 0 017216047 35181

R 4pwpls-3538.. VPLS 4470 Dbps 456 bps 0 1172.16.05 35381

X 4bvplsECN-.. VPLS 0 bps 0bps 0 017216012 34001

R <4pvpls-Mire-.. VPLS 4470 Dbps Dbps 0 0 1721605 313101

X 4bvplsVan-. VPLS 0 bps 5.4 kbps 0 717216036 40021

R 4pvplsvlan-.. VPLS 470 Dbps Dbps 0 01721608 36571

R 4pwpls3399.. VPLS 4470 76.6 kbps 1038.2 kbps 79 122 17216020 3399:3399

R 4pwpls_340.. VPLS 4470 520 bps 1032 bps 1 21721608 34011

R 4bwpls_340.. VPLS 470 624 bps 1192 bps 1 1172.16.0.8 3404:1

R 4pwpls_340.. VPLS 4470 Dbps Dbps 0 017216032 34051

R 4pwpls_340.. VPLS 470 Dbps Dbps 0 01721609 34061

R 4pwpls_340.. VPLS 4470 624 bps 456 bps 1 117216036 34071

R 4pwpls_341.. VPLS 1500 Dbps Dbps 0 01721609 34131

R 4bwls_341.. VPLS 4470 520 bps 520 bps 1 117216036 34161

R 4pwpls_341.. VPLS 4470 Dbps Dbps 0 01721609 34181

R 4bwls_341.. VPLS 4470 Dbps 456 bps 0 117216036 34131

R 4pwpls_342.. VPLS 470 Dbps 480bps 0 117216048 34291

R 4bwls_344. VPLS 1500 Dbps Dbps 0 017216020 34401

R 4pwpls_350.. VPLS 4470 520 bps 520 bps 1 11721608 35071

R 4pwls_350.. VPLS 470 Dbps Dbps 0 0 172.16.0.8 3508:1

R 4pwls_352.. VPLS 1500 912 bps 912bps 1 1172.16.09 3520:1

R 4pwpls_352.. VPLS 470 Dbps Dbps 0 01721609 35231

R 4pwls_352.. VPLS 4470 624 bps Dbps 1 017216047 35241

R 4pvpls_353.. VPLS 4470 1144 bps 520 bps 2 117216047 353010

R 4bwls_353.. VPLS 4470 Dbps Dbps 0 01721609 35391 |

RS <4pwpls_355.. VPLS 4470 Dbps Dbps 0 017216015 38581 |

H| $pvpls 355 VPLS 4470 0 bps Dbps 0 017216036 35561 | .

* »
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Step 7 — VRF setup

Route List =l E3
Routes | Nexthops Rules VRF
(| =] ||| 52 T | Find | |INTERNET E2
|Dsi. Address |Gatewa1_f |D1'siar1ce |Hnuting Mark |F‘re|". Source |Cumment -
DA F0.000/50 172.16.0.6 recursive via 10.254.0.113 wlan-0190-Pancrama. .. 200 INTERNET *
DAb P 105556.0/24 172.16.0.12 recursive via 10.254.0.113 vlan-0190-Panoram... 200 INTERNET ]
DA P 41.78.184.0/30 172.16.0.6 recursive via 10.254.0.113 wlan-0190-Fancrama... 200 INTERNET
DAC P 41.78.184.28/30 vlan-222-\Weame-Cresta-Intemet reachable 0 INTERNET  41.78.184.25
DAb [ 41.78.184.32/30 172.16.0.51 recursive via 10.254.0.113 vlan-0190-Panoram... 200 INTERNET
DAb [ 4178.184.56/30 172.16.0.21 recursive via 10.254.0.113 vlan-0130-Panoram... 200 INTERNET
DAb [ 4178.184.60/30 172.16.0.21 recursive via 10.254.0.113 vlan-0190-Panoram... 200 INTERNET
DAb P 4178.184.72/30 172.16.0.26 recursive via 10.254.0.113 vlan-0190-Panoram... 200 INTERNET
DAb [ 4178.184.76/30 172.16.0.26 recursive via 10.254.0.113 vlan-0190-Panoram... 200 INTERNET
DAC P 4178.184.128/29 vlan803_INTERNET_VRF reachable 0 INTERNET  41.78.184.129
DAb P 41.78.184.136/30 172.16.0.21 recursive via 10.254.0.113 vlan-0190-Panoram... 200 INTERNET
DAb P 41.78.184.140/30 172.16.0.9 recursive via 10.254.0.113 wlan-0190-Pancrama... 200 INTERNET
DAC P 4178.184.144/30 vlan803_INTERNET_VRF reachable 0 INTERNET  41.78.184.145
DAb P 41.78.184.148/30 172.16.0.5 recursive via 10.254.0.113 vlan-0190-Pancrama... 200 INTERNET ]
DAb P 4178.184.152/29 172.16.0.12 recursive via 10.254.0.113 wlan-0190-Panoram... 200 INTERNET
DAb P 41.78.184.160/30 172.16.0.11 recursive via 10.254.0.145 vlan-0126-Randburg... 200 INTERNET
DAb [ 41.78.184.176/29 172.16.0.16 recursive via 10.254.0.113 vlan-0190-Panoram... 200 INTERNET
DAC P 41.78.184.184/29 wlan-4021-IntuateIntemet reachable 0 INTERNET  41.78.184.185
DAL P 41.78.184.212/30 172.16.0.24 recursive via 10.254.0.145 vlan-0186-Randburg... 200 INTERNET
DAb P 41.78.184.240/30 172.16.0.19 recursive via 10.254.0.113 vlan-0190-Panoram... 200 INTERNET
DAb P 41.78.184.248/30 172.16.0.5 recursive via 10.254.0.113 vlan-0190-Pancrama... 200 INTERNET
DAb [ 4178.185.20/30 172.16.0.51 recursive via 10.254.0.113 vlan-0190-Panoram... 200 INTERNET
DAb | 4178.185.24/30 172.16.0.51 recursive via 10.254.0.113 vlan-0190-Panoram... 200 INTERNET
DAb |+ 4178.185.28/30 172.16.0.21 recursive via 10.254.0.113 vlan-0190-Panoram... 200 INTERNET
AS > 41.78.185.32/30 41.78.187.136 on INTERNET reachable vlanB03_INTERN... 1 INTERNET
DAb [ 41.78.185.48/29 172.16.0.14 recursive via 10.254.0.113 vlan-0190-Panoram... 200 INTERNET
DAb [ 41.78.185.76/30 172.16.0.19 recursive via 10.254.0.113 vlan-0190-Panoram... 200 INTERNET
DAb [ 4178.185.80/29 172.16.0.23 recursive via 10.254.0.113 vlan-0150-Panoram... 200 INTERNET
DAb [ 4178.185.96/28 172.16.0.9 recursive via 10.254.0.113 wlan-0190-Pancrama... 200 INTERNET
DAb P 4178.185.112/29 172.16.0.5 recursive via 10.254.0.113 wlan-0190-Pancrama... 200 INTERNET
ik b A1 90 10E 310 17 A0 D e v civse arie AT FEA T A1 il mm MAGA Dmim e 0N INTEDRCT
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Step 7 — VRF setup

Route List

Routes |Nadi1ops Ruks VRF

#]|=] [2]% [Frs__] [ore E
|Dst. Address |Gatewa}r Distance |Huuting Mark + |F'ref. Source  |Commert |"l’

DAb P 0.0.0.0/0 172.16.0.10 recursive via 10.254.0.113 vlan-0190-Panoram... 200 VOICE

DAb P 172.18.128.0/30 172.16.0.10 recursive via 10.254.0.113 vlan-0130-Panaram... 200 VOICE

DAb 172181283227 172.16.0.12 recursive via 10.254.0.113 vian-0190-Panoram. . 200 VOICE

DAb P 172.18125.0/24 172.16.0.14 recursive via 10.254.0.113 vlan-0190-Pancram... 200 VOICE

DAC [ 172.18.130.0/24 vlan802_VOICE_VRF reachable 0 VOICE 172.18.130.1

DAb 172181320724 172.16.0.20 recursive via 10.254.0.113 vlan-0130-Panaram... 200 VOICE

DAb [ 172.18133.0/24 172.16.0.9 recursive via 10.254.0.113 vlan-0130-Fanorama... 200 VOICE

DAb P 172.18134.0/24 172.16.0.47 recursive via 10.254.0.113 vlan-0190-Panoram... 200 VOICE

DAb P 172.18.135.0/24 172.16.0.16 recursive via 10.254.0.113 vlan-0130-Panaram... 200 VOICE

DA 172181370724 172.16.0.23 recursive via 10.254.0.113 vlan-0130-Fancram... 200 VOICE

DAb P 172.18.138.0/24 172.16.0.32 recursive via 10.254.0.113 vlan-0190-Panoram... 200 VOICE

DAb P 172.18.135.0/24 172.16.0.21 recursive via 10.254.0.113 vlan-0130-Panaram... 200 VOICE

DAb 172181420724 172.16.0.15 recursive via 10.254.0.113 vlan-0130-Panaram... 200 VOICE

DAb [ 172.18143.0/24 172.16.0.22 recursive via 10.254.0.113 vlan-0190-Panoram... 200 VOICE

DAb [ 172.18.150.0/24 172.16.0.48 recursive via 10.254.0.113 vlan-0190-Panoram... 200 VOICE

DAb P 172.18.151.0/24 172.16.0.23 recursive via 10.254.0.113 vlan-0130-Panaram... 200 VOICE

DA P 172.18.1520/24 172.16.0.36 recursive via 10.254.0.113 vlan-0130-Fancram... 200 VOICE
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Conclusion

Prerequisites
>At lease MTCINE training

Advantages:

>Not expensive solid MPLS solution

>Fast, reliable L2 tunnels

>Use VRF if you have similar setup to ours
*>Smart routing and TE can be implemented

Disadvantages:
>Not full L3 VRF features (route leaking, route withdraw)
>Don't provide L3 site to site tunnels over MPLS yet

31



MPLS on practice

Thank you

alex@skywire.co.za
alex@Isp-servis.cz
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