Organization: Micronet
Prezentator: Davit Sikharulidze
Job: CEO In Micronet

Using MikroTik from 2008
Organization was founded in February of 2008



Our Main Inventory

Switch 24 ports with 1 gbps speed each

5 pcs of Supermicro Server with Hardware Configuration
2 X Quadcore Processors

8 GB RAM

500 GB HDD

2 X Nics 1 gbps each



Running Services On Server

Server 1

1. Tunnel Server (All connections from
different places are coming here)
2. Client Server

Tunnel and Client Server CPU Load with traffic 300 mbps

Percemt

Server 2 Server 3
1. Linux (Cent OS) For 1. BGP Server
billing. 2. Management Server

2. Elastix
3. Dude



BGP

Border Gateway Protocol



Our Usage On BGP Server

PCI
uss
CPU: Inted(R) CPU
CPU Count: @ :
IRQ
cPU =
CPU Load B8 %

Free HDD Space: 9754 MB
Total HOO Size: 10214 M8

Sector Writes Since Reboot: |43 289
Total Sector Writes: 43 289
Architecture Name: [x86

Board Name: x86
Verson: [5.15

Resources for BGP Server



BGP Load Balancing

Route Fiter <37.75.132.0/22> =l E3
Matchers BGP Actions EGP Actions OK
; SetBGPWeight: |l e | [ Cancel |1 |Aton
' discard
Set BGP Local Pref. v Apply accept
accept
Set BGP Prepend: 2 + A TETE discard
Set BGP Prepend Path — P ot
Set BGP MED v
5 Copy accept
w- Set BGP Communties [ o accept
v Append BGP Communities S accept
discard
37.75.128.0/21
accept
37.75.128.0/22
accept
37.75.132.0/22 discarc
discard




Our Usage On BGP Server

Route List =B
Routes Nexthops Rues VRF

Dst. Address Gateway Distance |Routing Mak || v

There are too many routes to show them al

Please specfy more specfic Dst. Address fiker

Or dick here 10 saa tham al

¢ *

fems out of 856029

We have 856023 Records



Intedace List =8

rtedace Ethemet EolP Tumel IP Tunnel GRE Tumnel VLAN VRRP Bonding LTE
) §
Name Type MTU L2ZMTU Tx Rx T |TxPac... RxPac... |Tx[ ¥
eEEntsss——— 1500 800.1kbps 1027Mb.. 1589 9156 About 300 mbps
R et 1500 161 Mops 494Mops 115947 6162 .
———— 1500 12298k.. 414Mbps 423 5794 Traffic
R 1500 1686NMb... 152Mbps 18527 1277
G 1500 230Mbps 35 Mbps 257% 1659
. .
Stems cutof 9
Queue List =] E3
Simple Queuss  Intedface Queues Gueue Tree | Queus Types
Ll ( T Reset Courters || 00 Reset All Counters
Neme Parert {Lmt A b_|Max Uimt _|Avg R |Quoued Bytes |Bytes | Packets -~ Queues for Global
@ Accord gobal-out ( 44 3kb 0B 21.2GB 21101 . . el
B Oownboad gobslot  ( 40M 53M 50.1M 4678 5454 .. 53650 Limiting
£} Download .. global-out | 55M 57M 383 M 85KB 3834 . 41580
@ 0RG Jobal-out ( 1144 bps 0B 149GB 12363

4 tems 9.0 KB queuwed 11 packets queved



Percemt

Percemt

CPU Load Of Virtual Machine Running BGP Server
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Price Compare

Our Option Cost is about 6000$%

The same solution with CISCO or
with other brand with the same

throughput

The price will be Minimum 15

000%
+ System Servers



Dude



Charts for some of our device
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Panels For Monitoring Network

P [ |
N B me[ o] [y | s | B MG o frew [ =] ooy | Semocs | M@ |ow maec [ ] [ e
(Tume  * Address (Evet 4| Tme ©|Evet 4 Tme ° Evet =
Nov/28... 10.4.80.15 Service http on koda_H4 - 1048015 153923  <22>sSMTP[25988]: Sert mal for roct @radus micronet ge (221 2.0.0 dosn J 15:38:58 <78>crond|1448]: (astensk) CMD (var _{
Nov/28... 10.4.80.16 Service ssh on Koda_H10 10.4.80.16s 15:39:21 <22>sSMTP[25988]: SSL connmaction using RC4-SHA | 1535:59  <78>crond[1437]: froot) CMD (/usr/bin
Now/28... 192.168.138.131  Service ssh on Kumis_S2 152.168.138 153920 <22>4SMTP[25588]. Crasting SSL connection 10 host | 153137 <22postix/smip]1403] 070CEI4ISO
New/28... 152.168.138.181  Service ssh on koda 51 152.168.138.1¢ 153920 <T8>cond[25986) oot) CMD (fusr/bin/pho /var/www/Mmi/microrst/sms; | 153059 <T8>cond[1405]: oot) CMD (usr/bin
Now/28... 192168138135  Service Mip on Kumisi > koda 152 168 153823 <22aSMTP[25582] Sent mad for roct Sradus micronet ge (22120 0closin | 1530141 <Z2postin/gmgr(3121) 070CE34350
Now/28.. 192168138135  Service sah on Kumis > koda 192.168.1 15:38:20 <22>4SMTP[25982): Creating SSL connecton 1o host | 15:25:59  <78>crond[1394]): foot) CMD (Ausrbin
Nov/28.. 106805 Service ping on 10 £ 80 5is now up ok 15:38:20 <22>sSMTP[25982]: SSL connection using RC4.SHA | 152529  <21>squaner1392]: done indexing ma
Nov/28.. 106805 Service prg on 10 6.80.5 s now down __i | 153820 <78>crond|25380]): froot) CMD (fusr/bin/php /var/www/html/micronet /sms | . 15:25:29  <21>squatter1392]: Indeng madboxe
Nov/28.. 106802 Service hitp on Batum_MH1- 106802k 15:38:19  <182Zxogger: 92.241.79.134 - - [03/Dec/2012:15:4500 +0400] "GET /micre || 15:25:29  <23omaster{1352} about to exec /usy
Nov/28.. 106.80.3 Service hitp on Bstumi_H2- 106803k 15:38:19  <182xogger: 52.241.79.134 - - [03/Dec/2012:154500 +0400] "GET /micre || 15:2529  <23omasterf2355] process 1332 exte
Nov/28.. 106802 Service ping on Batum _H1-1063802 1538.08 <182xogger. 109.234.117 82 - - [03/0ec/2012:15.44 45 ~0400] "GET /mc 152058 <78>cond[1384]). fjoot) CMD (fusr/bin
Nov/28.. 106803 Service ping on Batum_H2- 10680 3 153807 <182ogger: 109.234.117 82 - - [03/0ec/2012:15:44 43 +0400] "POST /mi || 1511558  <78>crond[1375): froot) CMD (fusr/bin
Nov/28.. 106802 Service ssh on Batumi_H1-10680240 15:37:23  <22aSMTP[25971): Sent mad for roct Eradus micronet oo (22120 0ciosin | 151458 <22>postio/smip|1351] B64C434354
Now/28.. 106802 Service ping on Batbume_H1- 106 80.24 153720 <22>3SMTP[25971]: Creating SSL connection 10 host | 151458 <22>postioc/smep|1352) AEFF534294!
Now/28... 106803 Service ping on Batums _M2 - 1068034 153720 <22>sSMTP[25971): SSL connection using RC4.SHA | 15:14:02  <22postin/gmgr{3121) AEFF534394
Novw/28... 106802 Service http on Batumi_M1- 106802 % 153719 <78>crond[25969]: froot) CMD (fusr/bin/php var/www/html/mcronetsmsy || 15:14:02  <2Z:postin/gmgr{3121] BS4C434334
Nov/28... 106802 Service ssh on Batumi_H1-1068028s 1537.00 <182xogger: 213.131.41.178 - - [03/Dec/2012:1543 41 +0400] "GET /mc | 15:10:53 <78>crond[1344]: froot) CMD (fusr/bin
Novw/28... 106.80.3 Service http on Bstumi_H2 - 10.6.80.3 & 153700 <1825ogger. 213.131.41.178 - - [03/Dec/2012:1543 41 +0400] "GET /mc 151029  <21>_cyrusdb|1342] chedpontng
Now/28.. 1921681991 S~.- -mn on 92 6° 199 Nisnows 153552 <182>bm 109.234.117 82 - - [03/Dec/2012:15.43.32 +0400] "GET /mic _ || 151029  <21>c8_cyruedd]1342] done chackpe
. - A, AN an Sae - T A, AN . FRLUBLTELRE o) AR s PRI AT AN AN SPAPRY o i AL ) P LR T b b L L I e -
< L T V— » [_r - » K™
Local LMEEks —-! RadisBasue ==
; =1 [ | [ ' [ === [ 1T
=@ (60X | senge | | Oscover | ~Toc 4]/ pre [ =] ooy | Sewss | (B
2 Tme U Address | Evvl -
152213 9318, mwsom foot) CMD funpans /etc/cron houry) F

142213 9318 <78Bcrond[24911) foct) CMD funpans /et /cron houry)
13:22:13 93.18... <7B>crond[24804] foot) CMD frunpans /etc/cron houry)
12:22:14 53.18... <7B>crond[24697) foot) CMD fun-pants /etc/cron hourly)
11:22:14 53.18... <7B>crond[24550f foot) CMD funparts /etc/cron hourdy)
10:22:13 53.18... <7TB>crond[24483) foot) CMD funpats /etc/aon hourdy)
09:22:14 53.18... <TB>crond[24376]) foct) CMD fun-pats /ete/cron hourdy)
08:2214 5318 <TBcrond[24269] foct) CMO funpants /ete/cron hourly)
07:22:14 9318 <78>crond[24162) foot) CMD funpans Jetc/cron hourly)
06:22:14 3218 <78>au1424055t M)Cﬂowmmmm




Link functionality

@ Add Link
Links can be static things on map, or they can show
some statistics about some interface, here you can
set how ink should be managed
Device: |RB433 -

Mastesing Type: |simple




Dependencies

gk Add Device
gk Add Dependency




Any actions on network

Jl26 15:21:18
26 15:21:18
26 152122
A6 15:21:22
A26 15:21:26
Jl26 1521:26
261521 N
Jul26 152132
Jul27 18.05:38
Jul27 18:18:41
Jul27 18:23.53
Jul/27 183711
Jul/27 18:37:18
M/27 183723
Q27 183745
/27 183356
Q27 183508
27 183N
J27 18:39.28
Jul27 18:39.40
Jul/30 111857
Jul31 125138
Jul3) 1251:38
Jul/31 125143
Jul31 125143
Jul31 125147
Jul/31 125148
31 12515
A1 125152
31 13:.0157
31 130232
31 130238
Jul/31 13.04.36
Aug/03 11.45.06
Asp/03 11453
Aug/311.4528
Aug/03 11:4526
Aug/03 11:4555
Aug/03 13:05:36

Auam 00 80,4290,
o~
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Devica Roxi_M - 152 163 202 27 changad

Link added
Link changed

Dewvice Roa _M - 192 168 202 27 changed

Dewice 192.168 202 32 added
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SNMP and DUDE

fteface b Rose Ap Budgefdd Somage Cou Wirsless Qaton  Repeteston Table  Sivple Queve  Dhop Lease
L =0

eaatiNe BOF4 04 Jos 257)
UbigutiNe E4 BT AT Ancasien (14)
0272238 95BF  Jod (257)
sauttNe E4B1 B0 Andasionn (14)
UbiautiNe E4 B23C  Jod 257)
UbiqutiNe SCCO 63 Ancasioen (14)
UbiautiNe 5C 3066 Jow (257)
UbagutiNe E4 B2 3A  Jod 257)
UbiqutiNe ECAF FE  Ancasioen (14)
UbiquttNe E4B2 78  Jow (257)
RegtiNe F2FB 19 Jod 257)
UbiqutiNe SC 3138 Jow (257)
UbiqutiNe 5C. 3728 Jow (257)
WiauttNe E4 BOC3  Jeod (257)
UbiqutiNe E4 B280  garadoid (296)
UbiqutiNe BOFEBS  Andasioen (14)
Uit F2FBCD  Andasien (14)
UbiquitiNe 5C:31:37  Jowi 247)
UbiqutiNe F2FC.40  Jow (257)
UaatiNg E4 B2 7A  kartors (10)
UsautiNe BOFICO  Jowd 257)
UbiqutiNe E¢B20¢  Ancasien (14)
UbigutiNe 5C: 3050  Jow (257)
UagtiNe E4 B2CC  Joud (257)
UbiquitiNe SC-DZBF  Jow (257)
UbiquttNe SC: 3009 Jow (257)
UiatiNe BOFOSF  garadels 296)
UbiqutiNe ECAF EE  Jow (257)
UbiautNe E4B201  Ancasken (14)
WigtiNe SCCOAC  Jod 257)

LR 2BBRRABBBIIIIIJIIFIIIYISAL




Interface view, using dude with snmp

Gerers Poling Services Outages 570 Rowe0S Matory Tools
refoce o Rowe Ap BndgeFd Sorage Cpu Winless Sation  Regatration Teble  Sevple Gueus  Dhep Leams

NS w

Name Type MTU Tx Rate Rx Rate

Joua (257) weafZ11 1500 255 Mogs 509 <bos
Ardzsieen (18) weeE0211 1520 1.61 Mga 117 kbps
ether1 (1) ethermat coma 1500 Meabos 645 Moos
ether? () ethewt carra 1500 232 ktxe 4 2 kdpe
wantora (10) weell21) 1500 928sbps 179kbps
paeadoki (256) weaE021Y 1500 Nibpe 5 Vkioe
bedge1 252) brdge 1500 307 bpe 12 1xbos

bedge (354) brdoe 1500 4 bos Obos



Questions?



