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", Routers & Wireless

home ware  hardware  support = downloads  purchase training

Upgrading RouterOS

If you are already running RouterOS, upgrading to the latest version Is simple. Just
one click, and RouterOS will find the latest version, show you the changelog, and offer
to upgrade. You can do this from Winbox, console, Webfig or QuickSet.

Simply click "Check for updates" in QuickSet, Webfig or Winbox packages
menu.

Download MikroTik software products

RouterOS

Please choose your instruction set:
mipsbe  CRS series, RB4xx series, RB7xx series, RBOxx series, RE2011 series, SXT, OmniTik, Groove, METAL, SEXTANT
¥6.20.1 o v5.26 va.az
Main package g Hetirata: = ]

Extra packages ! v 1

Wireless CAPSMANY2 PaMAN fasture o

Netinstall

Changelog z

MDS

x86 PC / X86, RB230 series

ppc RB3xx series, RE600 series, RBS00 series, RB1xxx series

admin@4C:5E:0C:04:F9:90 (MikroTik) - WinBox v6.23 on RB951Ui-2HnD (mipsbe)

Hide Passwords [ ()

RouterOS Default Configuration

The following default configuration has been installed on your router:

Wireless Corffiguration
mods: ap-bridge;
bandl:  Zghzbig/n:
ht-chains: two;
ht-extension: 20/40mhzt-above:

WAN (gateway) Configuration:
etherl {renamed with extension “gateway’),
enabled;
NAT: enabled;
DHCP Client:  enabled;
LAN Configuration:
H Log LAN Port bridgeocal;
switch group:  ether2 {master). ether2, etherd, etherb
M Radius Irenamed with extensions “masterdocal’ and “slavedocal)
o LAN IP 192.168.88 1;
A Tools L DHCP Server:  enabled: v
Wew Terminal

;

'i‘ Partition
| Make Supout if

WinBox v3.0beta3

Connect To
Logn
Passwod |
Note
Gow| [

Managed Meighbors |

Keep Password
Secure Mode

["] Load Previous Session
Open In New Window

Check For Updates

|MAC Address /[P Address  [ldentty  [Vesn [Boad [ [¥]

1item (1 selected)

HPOTH ENADH

Xpnon moL Mikrotik RBISTUI-
2HnD router.

Emiokewn TAG emMoNUNG
|IOTOOEAISAG TG Mikrofik

(At //www.mikrotik.com/do
whnload) yia katePaopa NG

TEAELTAIOG AVAPABUIONG.

KaTepaopa kal avolyua 1S

epappoyns WinBox.

[lpwTn cLVSECH OTO router.

Alaypadn apxIKwy: PLBUICE

(Remove Configuration). 2
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admin@4C:5E:0C:04:F9:90 (MikroTik) - WinBox v6.23 on RB951Ui-2HnD (mipsbe)

Safe Mode Hide Passwords [ (5}
i

237KB  Jan/02/1370 00:01:46
Jan/01/1570 00:00:03

|| New Terminal
¥ MetaROUTER
#2 Pariition

| Make Supout if

16.0 MiB of 128.0 MiB used

- O x

Hide Passwords [ (2]

Routerboard O] x|
Routerboard

Model: |351U-2HnD
Serial Number: |5581043655F4

Settings
Curet P [ = |
] ings

PoE Setti
o e [ |
UUSE Power Reset

= MetaROUTER
#2 Partition

| ) Make Supout sif

ANABAOMIXH

> XIAAIO | METAPOPA TOL
TTOKETOL AVAPABUIoNG 610
Files 1oL router e drag) &
drop. Emmavekivnon Tou
router (System > Relboof)

> XIAAIO 2 (XHMANTIKO):

AvapaBuion Firmware
(System > Routerbboard >
Upgrade). Emavekivnon tou
router (System > Reboot)

> EAeyXOG ETTITLXOLC

avapabuionsg
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<) admin@4CSE0C04F3:90 (MikroTik) - WinBox v6.29.1 or

ONOMATOAORIA MY IKEYHY
8 AANAATH KOAIKOY.

’“ > ANGYH GVOUATOS

OLGKELNG. MEVOL: SysTent

= |dEenTiTy.

mmmmm

e (€] admin@4C:5E:0C:04:F9:90 (MikroTik) - WinBox v6.

AANAYH KOPIOL KWOIKOL TOL
roufer. Mevou: System >
Passwora.

ionan
Author: Markos Papadatos WI
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> [[POETOINAGIA TOL MOUTET YIA EVELQYONOINGH KAl XPRoen
0IaPoPETKOL DHCP Server ava Bopa (Interface).

> AvvaToTNTA SNUIOLPYIAG TTOAAGY. (4 TN CLYKEKPILEVA
TTAPOLOIACH) LITOSIKTLGYV. (Subnets) pe SlIadoPETIKA IP Pools
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admin@4C:5E:0C:04:F9:90 (MikroTik) - WinBox v6.29.1 on RBS51Ui-2HnD (mipsbe)

NP@EICIMANXIA

¥ Interfaces
1 Wireless Interface <etherl>

=B
S5 Bidge General ‘Bhund Overall Stats  Foc Stats | T Stats
= PPP (E A ther1-Office |

=2 Switch Type: [Ehem
f=lticay MTU
P

Disable
L2 MTU: |1558

Comment
Max L2 MTU:

& Syom WAC Address: |4C-5E-0C-04:F9-8F Torch | |RePacketis) | |~|

iyt i Cable Test
& Oucues ! ARP: [enable =
Biink.

> MEeTovouaoia 1wy BOEGY.
P o e I | (Interfaces) amo ether(x) kai

A Tools
B New Terminal

iyl wildn o€ ELKATAVONTA

#5 Pariion

et OVOMATA AVAAOYA UE TO
EI60C TOLG.

0

- 0
L e H
Reset MAC Address 0

0

> Xpnon tns Bvpac 5 (ethers)
%E admin@4C:5E:0C:04:F9:90 (MikroTik) - WinBox v6.29.1 on RB951Ui-2HnD (mipsbe) P YIO O'UV6 EO'r] O'TOV 'ITO poxo Ua
PPP.
‘;?Mﬁh 4 Iu EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE [
| o el > Evgpyorrc?lr]cm TOL Wian|
R e (wireless interface) yia

Hpwianl Wireless (Atheros ARS. 2290
A Radius

A Tools r

B New Terminal

75 MetaROUTER

#% Parition

| 4 Make Supout rf
New WinBox
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ORIMOX P
AIEYOYNYEGON

[+][=] (=] (=] [7]

DHCP Clent
DHCP Relay

= > OpIoLos eLEPOLE IP

e = SIELBLVOE®Y. AVA BbPA

e (interface). Mevob: IP>

5 Addresses.

- i
Settings Netwark: v

= btce

TFTP
Traffic Aow
UPnP

- > Xpnon tou IP Range:

192.168.1.1/24 via 1nv. etherl,
192.168.2.1/24 yia TRV, ether2,
192.168.3.1/24 yia TnV: ethers,
192.168.4.1/24 yia TRV ether4.
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#% Partition

| 2 Make Supout.if
New WinBox




o — ENEPFOMNOIHYH DHCP
EEIDIMW SERVER

> Evepyomoinon DHCP Server

DHCP Relay

oo ava Bopa (inferface). Mevou:

Firswall

- = P> DHCP Server > DHCP
SETupP.

> Eupavion 1oL ooTouL IP

admin@4C:5E:0C:04:F9:90 (MikroTik) - WinBox v6.29.1 on RB951Ui-2ZHnD (mipsbe) : Rgnge OVCI] eopg (in'l'erfgce)
ods Hide Passwords [ (T ' |
KATA TNV EYKATAOTAGH TOL
DHCP|NM‘_-, ey | [Optans)| [Onten ca=) Jsi
e (oo oo DHCP Server.
ff ,‘ - > XPNOIUES ETAOYEG KATA TNV
eykaraoTaon (IP Range,

Lease time, etc).

|| New Terminal

= MetaROUTER

#2 Parition

| Make Supout if
New WinBox
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l‘lr)oe rougvlg TOL [OUTEr YIA GLVOEGH GTOV. TAPO)
XPNon covoeons PPPOE.

> ATTOPAITNTEG PLBMICEIS YIA TNV OWOTH GLVEECH TOL roufer Kal
TV LTTOSIKTOWY. PAG 61O 61adikTLO (DNS, NAT, efc,
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[0 New Terminal

¥4 MetaROUTER

#% Parition

|3 Make Supout i
New WinBax

EoIP Tunnel
IP Tunnel

GRE Tunnel

VLAN

VRRP

Bonding

Bridge

Mesh

Virtual Ethernet
YPLS

Traffic Eng Interface
PPP Server

PPP Client

PPTP Server Binding
PPTP Client

SSTP Server Binding
SSTP Client

L2TP Server Binding
L2TP Client

OVPN Server Binding
OVPN Client

PPPOE Server Binding

PPPGE Client

Virtual AP

@ New Teminal

(B MetaROUTER

#5 Parition

| Make Supout if
New WinBox

1598
1598
1598
1598
1598

admin@4C:5E:0C:04:F9:90 (MikroTik) - WinBox v6.29.1 on RB951Ui-2HnD (mipsbe)

""tﬂffﬂﬂ?‘ﬂhund EolP Tunnel  IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE

(=] [=][5¢] =] [7]

il || New Interface

General |[id0\1 Status  Traffic:

Name:

Trpe
ewo ]
MocMTU: (1480 e
MerMAU. 1420 |

L T

mofaces: [herbnan  [3]+

PPPoE Scan

New Interface

General Disl Out | Status | Trffic

e ¢
L

User:

Password: [~~~ |a

Pofie: defak %]

KeepaiveTmeout: 60 [
[] Disl On Demand

[] Use Peer DNS
Add Defautt Route

Defaut Route Ditance:
- Mlow

mschap2 mschap1
chap pap

ENEPTONOIEYH PPPOE

XY INAEXEY

> Evepyomoinon PPPoE Client
VIG OLV.EECH OTOV: TIOPOXO
infernet. Mevou: Inferfaces > +
> PPPoE Client.

> EmAoyn tou inferface ethers-
Wan, OTTGG EIXE ETTIAEXOEI
VOPITEPA YIA TOV: OKOTIO ALTO.
> Eicayoyn 1@V credentials tTov
TTAPOXOL (Username,
password) oTnv kapTteAa Dial
Out.
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admin@4C:5E:0C:04:F9:90 (MikroTik) - WinBox v6.29.1 on RBI51Ui-2HnD (mipsbe) - O

¥ MetaROUTER
#2 Parition
|2 Make Supout sif

FtecRues NAT |Mangle Senics Pots Commections Address Lists | Layer7 Frotocole

EE BD ] [7] MIwmnwn

" Accourting

" Addresses

" Cloud
DHCF Client
DHCP Relay
DHCP Server
DNS

I | Firewal
Hotspot
IPsec
Neighbors
Packing
Pool
Routes
SMB
SHNMP
Services
Settings
Socks
TFTP
Traffic Flow
UPnP
Web Prosgy

- 0 X

Hide Passwords [ (T)

ENERPTONOIEXHE IDINS' &

EIREVVALL NAT

Evepyomoinon 1oL DNS. Mevo:
IP"> DNS. AnAwon DNS Servers
(1. 8.8.8.8, 8.8.4.4) kal emAGYH
7oL Allow Remoie ReqUESTS.

Evepyomoinon kavova kirewall
NAT: srenat masquerade.
Mevou: IP > Firewall > NAT > + >
Chain: srcnat, Action:
Masguerade.

To router pag Kabwa kal KOBE
LTTOSIKTLO TTOL SNUIOLEYNOC AL
exel ToooPaon oT1o SiadikTuitl

|on|an
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> EVEPYOTOINGH TOL AGLEUAETOL SIKTVEDL! (WIAn) TEL eUTEr.

> XPNon MepIoCOoTERGY. TOL VOGS AOLPMAT®Y. SIKTUGV. [UE
S10poPETIKA SSIDs Kal K@EIKOLG TTPOCHRACNG.

fonan

Wi
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ENERTONOIHXE
HAPAMETPORNOIXH WIEAN

admin@4C:5E:0C:04:F9:90 (MikroTik) - WinBox v6.29.1 on RB951Ui-2HnD (mipsbe)
Hide Passwords [l ()

Meﬁtﬂ‘ummd Access List  Registration  Connect List  Security Profiles  Channels '
(=] [¢]] () [¥) [ o [ s [t [ e | > Evepyprro]non WD WL'.A\N'
S 1) W — T, . Mevou: Wireless. APXIKEG

EmAoyec: Mode: ap bridge,
Band: 2GHz-B/G/N, SSID: SSID]

N onénmoTe embuEiTe. Ol
s — ETTITTAEOV. ETTI)\OY("ZQ oLVaTal VA

1 )
e —— IMTAPAUEIVOLY: OTA APXIKA
L L
:
e defC]UH' SeTTII’]gS
T - .
e =
T
e
R L
N
e
e
Default Authenticate
%] Defaut Forward

[] Hide SSID

Mucast Hefper: defout |3

General “’lm‘ﬁs‘Dﬂaﬂiﬂ Advanced HT HTMCS WDS Nstreme NV2Z TxPower Cument Tx Power
e
- O
1
R 1]

sal

[=1 E3

=

lonlan
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ORIIMOY KOAIKOY
HPOYBAYEY YO WITAN

admin@4C5E:0C:04:F9:90 (MikroTik) - WinBox v6.29.1 on RB951Ui-2HnD (mipsbe)

e Sl v = > EmiAoyn 1oL 1ak: SECUriTy,
Profiles KAl TG TMROEYYLADNG
defaulf.

> AAMayn 1oL Mode o€
Dynamic Keys, emAoyn
Authentication Type kal

EI0AV @Y KGSIKOU.
> 1O ACLPUATO SIKTLO HAC EiVal
TTAEOV. AOPAAIOCEVO!

ionian

53;};254

=Y =

—

MUM — ATHENS, GREECE 2015 3
Author: Markos Papadatos Wi Fl



ENEPTONOIEXH NEOY
WIEAN ME AIA@OPETNIKO
KOAIKO

> EmAoyn VirualAP 1o Talo
Inferfaces > +.

> Eicaycyn veou SSID kali
ETTIAOY N KATAOAANAOL SeCUrity.

Profile yia 1o veo aoLPEUATO
SIKTLO.

> ANUIOLPYIC VEOL/VERV.
security profiles pecw 1oL fab

Security Profiles.

> [IAEOV TO router UaG EKTTEUTTEN 2
SSIDs Ta otToia ExoLV
SIAPOPETIKOLS KWOIKOLC
mTpoopPaong!

—

ionian
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@ Vea aoLEIATA SIKTLA UGG [UE SIADOPETIKAI SSIDS GEV: EiVallakoun
CJU:OI,JCJ Yid xpnen., ",,quf“ EH@AVICOVIAl Grny: avVadmiinen

O
C\
EV:

PY @Y. AOLPPATGV. OIKTOG@Y: ANTO AAAEG GLUOKEVEG.
o) 5

Eivai U'rroxpawn;f.é EIme va 6 Sboog,ﬁ O ALTA Vea addresses kal
\/QOJ‘“ DHCP Servers, eite va r],Jqu)yr]J OHED Bridges HJETA glela]
LITAPXOVIA LIMOSIKTLA JAG, ETOI GOTE VA 6WOOLUE T SLVATOTATA
MEAYUATOTTOINONG OLVSECNG OE ALTA.

> To RouterOS uac TTapexel APKETEC SLVATOTNTES CLVOECIUOTATAG
KAl XPNONG TV EVOLPUATWY. KAl AOLPUATWY. INnfErfAcCES ToOL
((PLOIKWYV KAl EIKOVIKWY. — vlans, vwlans).

> AKOAOLBEI TTAPASEIYUA YEPLPWONG (Bridge) evoc wlan e eva
ether interface.

ionian
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HAPAAEIFMA BRIDGE METAZY
e e, ETHER & WLAN

> EmiAoyn Mevou Bridge kail +.
ARQPIOLEYIC TOL TTEGTOL
Bridge.

> EmiAoyn Tab: Poris kali
eloaywyn (+) TV inferfaces
etherl-office | karwlanl ¢10
Bridge 1oL SnUIoLEYNOALE.

> AANayn oT1o [P > Addresses kall
oTtov. DHCP Server 1o etherl -
officel o€ bridgel-officel.

> [IA\EoV TO AcLEPATO SIKTLO
wlanT1 exel KOIVEG ISIOTNTEG LIE
1O etherl-officel kail
TOOOMEPETAI YIa oLVoeon!

MUM — ATHENS, GREECE 2015 lonlan =
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DynDNS

-

ETALGN TEOBANUATOG SLVAUIKAG IP Ao oV TTAPOXE: SIASIKIVOL.

ANUIOLPYIA KATAAANAOL SCript yia 10 RouterOs.

Anuiovpyia kataAAnNAoL scheduler.

MUM — ATHENS, GREECE 2015 Lo lllr]
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AFMIOYRIHA SCRIPI &
SCHEDUILER

M-_Mﬂ

ppipupdate  admin Jun/14/2015 12:55:24 1299 > AHAPAITHTO: 'Y-I—I-Opgn
AOYOPIACLOL GTNV. ETCIPEIC
DynDNS.org.
Proin S —— > AI’]UIOUpYiO Script 610
s : RouterOS. Mevou: System >
= Scripts. EmMKOANGHA TOL sCript
o : wmsenlx = TMOL AKOAOLOEI TIAPAKATE, GTO
I — nterval: [00:01:00 | m '
o - . TTAQIOIO SOUrce.
= > Anuiovpyia Schedule o1o
. RouterOs. Mevou: System >
= A il — Scheduler. Eyypapn 1oL
“" :3’ OVOUATOG TOL scrlp’r OTO TTAQIOCIO
e o Gk On Event kal opiopog Interval
e o Aot XPOVICHOUL EMAVOANWNG
e EKTEAEONC.

> EAEyXOGC OoTOV AOYOPIAGHO
DynDNS yia op6n evnuepoon
TNG e€wTEPIKNG IP pag.
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local ddnsuser DYNDNSUSERNAME // change this with your dyndns username
local ddnspass DYNDNSPASSWORD // change this with your dyndns passowrd
local theinterface PPPoE-INTERFACE // change this with your PPPoE client name
local ddnshost DYNDNSHOSTNAME // change this with your dyndns hostname

//DON'T CHANGE ANYTHING BELOW THIS LINE

Jlocal ipddns [rresolve $ddnshost];
docalipfresh [ /ip address get [/ip address find interface=$theinterface | address ]
Aif ([ ;typeof $ipfresh | = nil ) do={
dloginfo ("DynDNS: No ip address on $theinterface .")
} else={
fori from=( [:len $ipfresh] - 1) to=0 do={
if ( [:pick $ipfresh $i] ="/") do={
set ipfresh [:pick $ipfresh 0 $i];
}
}
Aif ($ipddns = $ipfresh) do={
Jog info ("DynDNS: IP-DynDNS = $ipddns")
Jog info ("DynDNS: IP-Fresh = $ipfresh”)
log info "DynDNS: Update IP needed, Sending UPDATE...!"
dlocal str"'/nic/update2hosthame=$ddnshost&myip=$ipfresh&wildcard=NOCHG&mMx=NOCHG&backmx=NOCHG"
/tool fetch address=smembers.dyndns.org src-path=%$str mode=http user=$ddnsuser \
password=$ddnspass dst-path=("/DynDNS.".$ddnshost)
:delay 1
docal str [/file find name="DynDNS.$ddnshost"];
/file remove $str
:global ipddns $ipfresh
Jlog info "DynDNS: IP updated to $ipfresh!”
} else={
Jlog info "DynDNS: dont need changes';

}
}




INANK you!

Author: Markos Papadaios

Project Manager
lonianWiFi - Western Greece Wireless Internet Service Provider
www.ionianwifi.gr | Email: info@ionianwitfi.gr
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