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Introduction

- My name Nico Malun

» Graduate from Physics Science

» Working in WISP since 2004

» Mikrotik Certified in Routing

» Mikrotik Certified Trainer TR0044
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Plan

- How will we build indoor wireless roaming is
integrated with another devices ?.

- Implementation network consist are wireless
and cable network.

 Frecuency wireless is used 2,4 Ghz standard.
» Wireless Network used to Hotspot & VOIP.

- Dynamic data communication between AP’s
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Wireless Network Topology
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Solution ?

- Transparently wireless bridge with eoip tunnel

» Use Virtual AP
= Hotspot SSID

= Another SSID for connectivity another device
etc.wifiphone ( voip)

 Using IP Dynamic & static
- Segmentation IP
- Roaming System



Basic Concept Wireless

« Connection of 2 or more network devices
wirelessly i.e. without cables.

- End points could be connected
by a routing or bridging device
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EOIP (Ethernet Over IP) tunnel

« MikroTik proprietary protocol

- Simple in configuration

- Don't have authentication or data encryption
Capabilities

- Encapsulates Ethernet frames into IP protocol

47/gre packets, thus EOIP is capable to carry
MAC-addresses

- EOIP is a tunnel with bridge capabilities



EolP and Bridging

- EoIP Interface can be bridged with any other
EolIP or Ethernet-like interface.

» Main use of EoIP tunnels is to transparently
bridge remote networks.

» EoIP protocol does not provide data encryption,
therefore it should be run over encrypted tunnel
interface, e.g., PPTP or PPPoE, if high security is
required.



How Do you Wireless Config ?
Step 1

Akses Point

Wireless &
Virtual AP
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Winbox Configuration All AP !

= admin@122.168.10.1 (AP-1) - WinBox v3.30 on RE433UAH (mipsbe)
K
w =i Wirelezs Tables
o aterfaces  Mstreme Dual | Access List  Registration  Connect List Secunty Profiles
ridge
Mezh + = [T
PEE Mamne Type L2MTL  Tw Hx TuPac.. B#Pac. TxDiops RxD
. #wlan ‘wireless [Atheros ARS., 2304 ~ Obps  Obps g o 0
IP | awlan WirtualsP 2304 0 bpz 0 bps 0 0 0
Routing I
Syztem
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Create All Access Point !

F

Gata Rates

— Mode:
D —

-+ Frequency:
— 55|

Radio Mame:

Scan List:

Securty Profile:

Frequency Mode:
Country:
Antenna Mode:

Antenna Gair;

DFS Mode:
Fropnetary Extensions:

Wik Support;

Default 4F T Rate:

Diefault Chent Tx Rate:

Interface <wlanl=

Advanced WDS
ap brdge ¥
24GHzB/G ¥
2412 *+ MHz
Ufoakzes]-Hotzpot -
AP
-
default ¥
mantial tepower ¥
no_courntny_set ¥
anterina a ¥
1] dEi
¥
pozt-2.9.25 F
dizabled ¥
* hps
¥ bps

v Default Authenhcate
v Default Fonward
Hide 5510

[ ok ]

Cancel |

Disable |

Comment |

Torch

]
Scan.. |
|

Freq. Uzage...

i Rezet Configuration |

Simple Mode |

unning ap



Create VAP !

o

<

- VirtualAP
WDL
Mstreme Dual

Type
Ywireless [Atheros ARS...

Wirelezs Tables

LZMTU Tz
2304

0 bps

Fix

Interfaces Msireme Dual 'AccessList  Regisiration Corinect List  Secunity Profiles
&= |

e

—i

Secunty Profile;

b aw Station Count:
Proprietany E stenzions;

Wi Suppart:

Defaul AP Tx R ate:

Default Chent T Rate;

Interface <wlanz=

_Eﬂ'_.maWS Status  Traffic

S51D:

+ M azter Interface:

Area:

UfoaksesVOIH

wilaril

default

2007
pozt-2 9,25
dizabled

v Default duthenticate
v Default Forward
Hide 551D

|

+|

L

*|

* bps

* bps:

|

=

Ok

Apply

Dizable

Comment

Copy

Rermove

Torch

Simple Mode

2
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Create Tunnel ?
Step 2

Akses Point

Akses Point
((9))

Setup Eoip
Tunnel
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EolP Setting [1]

« At Gateway Router:
Make EoIP tunnel to AP-1
Remote Address 10.10.10.2/29 Tunnel ID=1
« At Router AP-1:
Make EolIP Tunnel to Gateway Router
Remote Address 10.10.10.1/29 Tunnel ID=1
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EolP Setting [2]

« At Gateway Router:
Make EoIP tunnel to AP-2
Remote Address 10.10.10.3/29 Tunnel ID=2
« At Router AP-2:
Make EolIP Tunnel to Gateway Router
Remote Address 10.10.10.1/29 Tunnel ID=2
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Winbox Configuration AP-1

= admin®@152.168.10.1 (AP-1) - WinBox w3.30 on RE433UAH (mipsbe)
B | e v
P
: : =1 Interface <eoip-tunnell-To-Router= B
Wirelesy =T -
Bridge Irterface  Ethemet EolP Tunnel |P Tunnel WLAN WRRP Bon | General  Traffic
Mezh d = v ¥ O T Mame:  eciptunnell-ToR Du_ted . Cancel
FFF Mame Type PATL L2mTU Tuise: | ElP Turial [ l
H= e S ; ype: EalP Tunn Apply
P | C s ey e Loy
Routing i .—Disa’cﬂe l
. . L2MTU: B5A35 r 7
System —1 Address List (&) Commert |
0 - MALC Address: 02F5ADSFR42.DC = i
Queuey o v % a 7T Gy |
Address Metwork Broadcast Interface - ARP:  enabled ¥ —
;o IP Radia ! | Remove
T 10.10.10.2/29 1010700 1010007 etherl T —
192168101424 192.168.10.0 19216810.2558  etherd Remote Address: 1010101 prm—

F

i Route List
FRoutes  Rules
& =T
Desgtination Gateway Gateway ... Interface Digtance R
a5 P000oa 10.10.10.1 bridge2OIP 1
DAC 1010100429 bridgez-vOIP 0
DAC 1921681004 etherd ]

TURInIng
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Winbox Configuration AP-2

' Interface < eaip-tunnell-To-Router= B
General  Traffic ok,
Mame:  eocip-tunnel1-Tao-Router Cance
Type: EolP Tunnel Apply
RTU: (1500
Dizable
L2 MTU: BE535
Comment
Mal Address: 02F5A0:3F42:0C
Copy
&RP:  enabled ¥
Remove
Remaote Address: 10.10.10.1
Tarch

Tunnel 1D 2

TLInKing
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Winbox Configuration Router-Gateway

We Must Create 2 Eoip Tunnel !

F

Interface List

Interface  Ethermet EolF Tunnel ' |P Tunnel WLaM “EBEP EBonding
d = v % O T
Mame Type T L2 TH [ Tx R TwPac.. RxPac.. TwDrops RxDropz Tw Emor:
_H @enip-tunnel'l -.-'1‘-._F"I EalF _Tunnel 15!:IEI _55535 84_2 bps 0 bpsz 1 ] 0 _I:I
R dPedptunnel2AP2 EolP Tunrel 1500 B5535 0 bps Obpz o il ] i

_- Interface < eoip-tunnell-aP1= __ Interface <eoip-tunnelz2-APZ2 = B
General  Traffic: General  Traffic

Mame:  eoip-tunnell-&F1 Mame:  eoip-tunnel2-AP2 Cancel
Tupe: EalP Tunnel Type: EalP Tunnel
MTL: 1500 kT 1500

Dizable
L2 MTL: B5535 L2 MTU: B5535

ommen
MAC Address:  02:82:DD:98:35:85 MAC Address: | 02:F8:64:85:5E:62

opy

ARP:  enabled * ARP:  enabled ¥

Remove
2 Remote Address; | 1010.10.2 Remote Address: | 10010.10.2

arc
Tunnel ID: 1 Tunnel 1D: |2
Tunking Tunning
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Step 3

Akses Point
(t0)) Bridge2 - VOIP

Akses Point

Bridge2 - VOIP ((9))
wlan2 wlan1

Bridge1 - Wifi

Setup Bridge
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Plan Bridge

- RSTP have to actived
- At Router-Gateway we can create 1 bridge
= Port assign just eoip-tunnel
« At AP we create 2 bridge
= Bridge1 : port assign wlan + eoip for Internet

= Bridge2 : port assign VAP + etheri for VOIP (
Wifiphone / ip-camera )
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Winbox Configuration [ Router]

admin@l72.16.30.1 (Router_Litama) - WinBc

[rterfaces

Wireless

Routing

Spstem

Queues

Files

Log

Radius

Tools

MNew Termninal
Make Supout.nf
b anual

E wit

General STP Status  Traffic

S ——————

Brdge Ports Filters MAT Hosts
g = ¥ ¥ 0 T @ Selting:
Namg_ _ Tvpe L2 MTL Tw Fw
R thintemet Eridge B5535 277kbps 1941
=it Interface <Internet= ﬁ

|

C M ame; @ ! Cancel ‘

Type:

MTLL:

L2 MTL:

MAC Address:

&ARP:

Admin. MAC &ddress:

Bridge | Apply |
1500
| Disable |

E5535 T
I Commet |

02:88:00:98:35:85 —m——]
! Copy |

enabled ¥ —_———
| Remove J

v —

! Tarch J



Port Assign !

r

Bridge Ports  Fikers  MAT  Hosts

P =] | ¥
Interface } Bridge
A=t enip-tunnel1-AF1 Internet
=t enip-tunnel2-AP2 Internet

Eridge

Frioritg [h... PathCost Horizon  Role

Mem:Bridge Port

General | Srahys

Inkerface:

Bridge:

Pricirity;
Fath Cost;

Harizan:

Edge:
Paint Ta Paint;
External FDE:

ether *
eanip-tunnel-AP1

EDiE-tunneE-.-’-'«F'E

ether2
ether3
etherd
ether
wlani

-

auto

*|

auto

*

auto

&0 10 dezignated port
a0 10 deszignated port
e

ok,
Cancel
Apply
Disable
Cormmmemnt
Copy

Remove

ele gy

22
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Interface List [router-Gateway]

Interface List

Interface  Ethemmet  EolP Tunnel P Tunnel VL&MW YERP  Bonding

| g = | T
M arne Type L2 MTL T H= TwPac... RePac... Tx

R frlntemet | Bridge 5535 27.7kbps 1582bps R 3

R ¥ ecptunnel-4F1 EolP Tunnel BER35  Z28.9kbpz 1830 bps 4 3

B d¥eaptunnel2-4F2 EolP Tunnel E5535 0 bps 0 bps 0 1]
4i# ether Ethernet 1518 0 bp= 0 bps 1 1]

R jecther? Ethernet 1518 305 kbp:  29kbps 7 3
41# etherd Ethernet 1518 0 bp= 0 bps 1 1]
4i# etherd E therret 1518 U bps 0 bps 1] 1
4i# etherd Ethernet 1518 0 bps 0 bps 1 1]



T

Segmentation IP !

| . & |
Addrezz List E
oF =T
Address M etwiork, Broadcast |nterface b
soip radio]
1010101429 10.10.10.0 10107107 ethers

2P Dhep
o 172.16.30.1 /24 172.16.30.0 1721630255  Internet

:: Backbane Internet
P 192168100524 1921631000 192163100255 ethers
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Now can create dhcp-server for access
internet !

r

; DHCP Server
DHCF  Metworks Leases Options  &lerts

g == & ¥ T  DHCPConfig  DHCP Setup

M ame Interface Relay Leaze Time Address Pool  Add
A& dhepl Internet 3d 00:00:00 dhcp_pooll (lu]
] DHCP Setup 3

|

DHCP Server Interface:;  Internet

Internet
enip-tunnell -4
enip-tunnel2-A4P2
ether

ethers

ethers

etherd

ethers

wlani

1 item [1 zelected)
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Winbox Configuration [ AP-1 & AP-2]

L]

Bridoe Paorts  Fikers MAT | Hosts

gk R Settings

M ame Tvpe L2MTU  Tu Fx
R 4tbidgel-lntemet Bridge E5535 0 bps 0
R 4tbidge2w0IP  Bridge ERA35 0bps 1]

%

Interface <=bridge2-WoIP =

e
Gereral STP Status  Traffic
Name:  bridge2-VOIF
Type: Bridge

MTU: 1500 :
L2 MTL: E5535
MAC Address:
ARP:  enabled ¥

© Admin. MAC Address: -

Tarch

running
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Bridge RSTP !

_..- Interface =bridgel-Internet= B
Gemeral STP  Status  Traffic 0k
Protocol Mode: © fnone 0 T stp & stp Cancel
Pricrity: 3000 hex
4 Apply
tlaw Meszage Age:  00:00:20 Disable
Forward Dealy: | 00:00:15 Camment
Tranzmit Hold Count; 6 o
Ageing Time:  00:05:00 Bermove
Tarch

Tunning
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Port Assign !

Bridge
Bridge Ports  Filterz  MWAT  Hosts
9P = | T
Interface Bridge Priorty (k... Path Cozt  Honzon Raole Foat Pat...
41 eaip-tunnel -To-Router  bridge-Internet a0 10 dezignated port
4-1-ether bridge2-+0|F Al 10 dezignated port
I -3 wlan bridge1-lnternet a0 10 dizabled port

I 4=t wlan? bridge2-+0IF a0 10 dizabled part
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Interface List !

Interface List

Interface  Ethemet EolP Tunnel P Tunnel YLAN WRRP Eonding

gp = | T
M arne Tvpe L2 MTH  Tw Hx TePac... RePac... T
R $tbrdgelntemet Bridge 553D Obps . Obps .. L 0.
R +tbndgezOIP Bridge 1526 0 bpz 0 bpz a 0
R &t eoip-tunnel1-T... EaolP Tunnel ERA3R 0 bps 0 bps a 1
R 4i¥ ether] Ethernet 1526 0 bps 0 bps a 1
4{¥ ether? Ethernet 1522 0 bps 0 bps a 1
R 4{¥ ether3 Ethernet 1622 37 8kbp: 2B kbps 4 3
G wlani Wireless [Atheros AR5 2304 0 bps 0 bps a 1
4-Fwlan WirkualdF 2304 0 bps 0 bps a 1
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Example Implementation Wireless Roaming !

USL 422 BKRC-O

USL 422 BKRC-O L USL 421 BKRC
T = - ‘a‘
)\tt /ir ;N P |
3

h

U 44 BRG p _-F 1
L)\dl | s iamreg ;l{' i USL 421 BKRC );;t

|
- )

‘ e
/—l/
USL 4323 C3 USL 4323 C3
Rak 5 Rak &

Contoh Tolologi perangkat jaringan Wireless Indoor Hotspot Roaming
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Special Thanks !

» MikroTik
» Eddy Ismail
- And My Clickers ! ©
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Thank You !

« Email to : nux@ufoakses.co.id
 nituxlinux@yahoo.com




