
QoS	
  on	
  	
  
Mul)core	
  Router	
  

RouterOS	
  v6.xx	
  

Valens	
  Riyadi	
  (Citraweb)	
  
info@mikro8k.co.id	
  

MUM-­‐VN-­‐KH-­‐2015	
  
Hanoi	
  –	
  Phnom	
  Penh	
  



About	
  Me	
  
Valens	
  Riyadi,	
  Citraweb	
  (ID)	
  
MikroTik	
  Cer8fied	
  Engineer	
  
(MTCNA,	
  MTCWE,	
  MTCRE,	
  MTCTCE,	
  MTCUME,	
  MTCINE)	
  

MikroTik	
  Cer8fied	
  Trainer	
  since	
  2004	
  
MikroTik	
  Cer8fied	
  Consultant	
  
MikroTik	
  Academy	
  Coordinator	
  
Citra.net.id	
  WISP	
  CEO	
  
Manager	
  for	
  IDNIC	
  (Indonesia	
  Na8onal	
  Internet	
  
Registry)	
  
IT	
  Expert	
  on	
  Disaster	
  Relief	
  
Proud	
  member	
  of	
  “Routed	
  World”	
  community	
  

2	
  QoS	
  on	
  Mul8core	
  –	
  Mikro8k	
  Indonesia	
  



Qos	
  pada	
  RouterOS	
  v6	
   3	
  

distributor	
  
www.mikro8k.co.id	
  



Qos	
  pada	
  RouterOS	
  v6	
   4	
  



MikroTik	
  Training	
  Center	
  
•  The	
  first	
  MikroTik	
  Training	
  Center	
  in	
  Asia	
  
Pasific,	
  has	
  more	
  then	
  3500	
  par8cipants	
  (151	
  
classes).	
  

•  Mikro8k	
  Academy	
  Coordinator.	
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Recommended	
  Resources	
  
•  CCR	
  Status	
  Update	
  (Janis	
  Megis	
  –	
  Video)	
  

h^p://8ktube.com/video/GJil3aqniCGJCIqqpGnrGznrClGoJGJo=	
  

•  Dynamic	
  QoS	
  on	
  RouterOS	
  v6	
  	
  (Valens	
  Riyadi)	
  
h^p://mum.mikro8k.com/presenta8ons/IT14/valens.pdf	
  

•  QoS	
  on	
  RouterOSv6	
  	
  (Valens	
  Riyadi)	
  
h^p://mum.mikro8k.com/presenta8ons/HR13/valens.pdf	
  

•  HTB	
  vs	
  PCQ	
  	
  (Valens	
  Riyadi)	
  
h^p://mum.mikro8k.com/presenta8ons/HU11/valens.pdf	
  

•  QoS	
  and	
  Traffic	
  Priori8es	
  (Janis	
  Megis)	
  
h^p://mum.mikro8k.com/presenta8ons/CZ09/QoS_Megis.pdf	
  

•  HTB	
  QoS	
  (Valens	
  Riyadi)	
  
h^p://mum.mikro8k.com/presenta8ons/US09/Valens-­‐MUM2009USA.pdf	
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QoS	
  concept	
  

7	
  QoS	
  on	
  Mul8core	
  –	
  Mikro8k	
  Indonesia	
  

The	
  process	
  of	
  measuring	
  and	
  controlling	
  the	
  communica8ons	
  
(traffic,	
  packets)	
  on	
  a	
  network	
  link,	
  to	
  avoid	
  filling	
  the	
  link	
  to	
  
capacity	
  or	
  overfilling	
  the	
  link,	
  which	
  would	
  result	
  in	
  network	
  
conges8on	
  and	
  poor	
  performance	
  of	
  the	
  network.	
  



QoS	
  concept	
  

8	
  QoS	
  on	
  Mul8core	
  –	
  Mikro8k	
  Indonesia	
  

Why	
  do	
  we	
  need	
  to	
  manage	
  
bandwidth?	
  



QoS	
  on	
  RouterOS	
  

•  MikroTik	
  RouterOS	
  is	
  one	
  of	
  the	
  most	
  
advanced	
  bandwidth	
  management,	
  compared	
  
to	
  any	
  other	
  brand.	
  

•  Why?	
  
– Advanced	
  HTB	
  configura8on	
  
– Double	
  limita8on	
  +	
  Burst	
  
– A	
  lot	
  of	
  op8on	
  and	
  parameter	
  à	
  packet-­‐mark	
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HTB	
  

•  Mostly,	
  Quality	
  of	
  Service	
  implementa8on	
  in	
  
RouterOS	
  is	
  based	
  on	
  Hierarchical	
  Token	
  
Bucket	
  

•  HTB	
  allows	
  to	
  create	
  hierarchical	
  queue	
  
structure	
  and	
  determine	
  rela8ons	
  between	
  
parent	
  and	
  child	
  queues	
  and	
  rela8on	
  between	
  
child	
  queues	
  

•  RouterOS	
  v6	
  support	
  1	
  virtual	
  HTBs	
  (global),	
  
and	
  one	
  more	
  just	
  before	
  every	
  interface	
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HTB	
  Sample	
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D E F G H 

A 

Parent/	
  inner	
  queue	
  

Child	
  =	
  leaf	
  queue	
  

B C 

I 



HTB	
  Implementa8on	
  Example	
  

MTCTCE	
  -­‐	
  Sys-­‐DataCom	
  -­‐	
  Citraweb	
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Queue	
  Parameter	
  

•  limit-­‐at	
  (CIR)	
  
•  max-­‐limit	
  (MIR)	
  
•  burst	
  (threshold,	
  limit,	
  8me)	
  
•  queue	
  type	
  (FIFO,	
  RED,	
  SFQ,	
  PCQ)	
  
•  parent	
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parent	
  max-­‐limit	
  10mbps	
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child	
  B:	
  limit-­‐at=6mbps	
  
max-­‐limit=8mbps	
  

child	
  A:	
  limit-­‐at=4mbps	
  
max-­‐limit=8mbps	
  

6mbps	
  

4mbps	
  



parent	
  max-­‐limit	
  10mbps	
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child	
  B:	
  limit-­‐at=6mbps	
  
max-­‐limit=8mbps	
  

child	
  A	
  

8mbps	
  

2mbps	
  



parent	
  max-­‐limit	
  10mbps	
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child	
  B:	
  limit-­‐at=6mbps	
  
max-­‐limit=8mbps	
   8mbps	
  

child	
  A	
  :	
  0mbps	
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without	
  parent,	
  with	
  10mbps	
  link	
  

child	
  B	
  

child	
  
A	
  

child	
  B	
  

child	
  A	
  
child	
  A	
  

child	
  B	
  

child	
  A	
  

child	
  B	
  



Without	
  parent,	
  limit-­‐at	
  
and	
  priority	
  will	
  be	
  
ignored	
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Burts	
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Burst	
  

•  Burst	
  is	
  one	
  of	
  the	
  best	
  ways	
  to	
  increase	
  HTTP	
  
performance	
  

•  Bursts	
  are	
  used	
  to	
  allow	
  higher	
  data	
  rates	
  for	
  
a	
  short	
  period	
  of	
  8me	
  

•  If	
  an	
  average	
  data	
  rate	
  is	
  less	
  than	
  burst-­‐
threshold,	
  burst	
  could	
  be	
  used	
  (actual	
  data	
  
rate	
  can	
  reach	
  burst-­‐limit)	
  

•  Average	
  data	
  rate	
  is	
  calculated	
  from	
  the	
  last	
  
burst-­‐)me	
  seconds	
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Burst	
  Example	
  

MTCTCE	
  -­‐	
  Sys-­‐DataCom	
  -­‐	
  Citraweb	
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•  We can set different limit and burst for 
each leaf. 

•  Certain burst parameter will make “normal” 
customer think their bandwidth fast. 



Queue	
  &	
  Mul8core	
  Processing	
  

•  Packets	
  spend	
  most	
  part	
  of	
  the	
  processing	
  8me	
  
wai8ng	
  in	
  queues.	
  

•  In	
  order	
  not	
  to	
  waste	
  CPU	
  core	
  cycles	
  on	
  wai8ng,	
  
current	
  core	
  will	
  just	
  leave	
  packet	
  in	
  the	
  queue.	
  

•  Packet	
  will	
  be	
  taken	
  out	
  of	
  the	
  queue	
  by	
  random	
  
CPU	
  core,	
  that	
  works	
  on	
  that	
  queue	
  at	
  the	
  8me.	
  

•  In	
  short:	
  queues	
  shuffles	
  packet	
  assignments	
  to	
  
CPU	
  cores.	
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Packet	
  Flow	
  Change	
  

•  In	
  RouterOS	
  v5.x	
  there	
  was	
  several	
  places	
  
where	
  packets	
  were	
  queued,	
  so	
  CPU	
  core	
  
assignments	
  shuffle	
  happened	
  several	
  8mes	
  

•  In	
  RouterOS	
  v6.x	
  QoS	
  system	
  was	
  redesigned	
  
so	
  that	
  queuing	
  happens	
  in	
  the	
  same	
  place	
  
respec8vely	
  to	
  other	
  processes	
  in	
  the	
  router	
  –	
  
at	
  the	
  end.	
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HTB	
  in	
  RoS	
  v5	
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HTB	
  in	
  RoS	
  v6	
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Queue	
  Tree	
  on	
  Mul8core	
  

•  Whole	
  HTB	
  tree	
  from	
  Kernel	
  perspec8ve	
  is	
  and	
  
will	
  be	
  one	
  queue	
  so	
  only	
  one	
  CPU	
  core	
  can	
  work	
  
on	
  HTB	
  at	
  the	
  same	
  8me.	
  

•  Same	
  op8miza8on	
  as	
  in	
  simple	
  queues	
  (at	
  least	
  
32	
  top-­‐level	
  queues,	
  faster	
  matching)	
  	
  will	
  come	
  
to	
  queue	
  tree	
  in	
  one	
  of	
  the	
  next	
  versions.	
  

•  Sugges8ons:	
  
– Use	
  Interface	
  HTB	
  as	
  much	
  as	
  possible	
  to	
  offload	
  
traffic	
  from	
  HTB	
  “global”	
  

– Use	
  simple	
  queues	
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Queue	
  Change	
  in	
  6.19	
  

•  In	
  RouterOS	
  v6.19	
  MikroTik	
  introduced	
  a	
  sorware	
  
patch	
  to	
  improve	
  queue	
  performance	
  

•  Before	
  CPU	
  core	
  just	
  ler	
  packets	
  in	
  the	
  queue	
  and	
  
random	
  other	
  core	
  was	
  taking	
  them	
  out	
  “later”.	
  

•  Now	
  CPU	
  core	
  that	
  leave	
  packets	
  in	
  the	
  queue	
  will	
  
have	
  to	
  take	
  some	
  packets	
  out,	
  in	
  the	
  same	
  instant	
  
moment.	
  

•  In	
  case	
  when	
  queue	
  limit	
  is	
  not	
  reached,	
  same	
  packets	
  
will	
  be	
  ler	
  in	
  and	
  taken	
  out	
  of	
  the	
  queue	
  by	
  the	
  same	
  
CPU	
  core,	
  making	
  this	
  process	
  seamless	
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Lab	
  Test	
  

2	
  CCR	
  1036	
  are	
  doing	
  traffic	
  generator,	
  	
  
through	
  1	
  CCR	
  1036,	
  rou8ng	
  mode.	
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Traffic	
  Generator	
  

Each	
  machine	
  sending	
  	
  
10	
  streams	
  	
  
(each	
  25mbps),	
  	
  
from	
  10	
  different	
  ip	
  
addresses,	
  	
  
to	
  10	
  different	
  ip	
  
addreses.	
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Without	
  any	
  configura8on	
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Mangle	
  

•  We	
  need	
  to	
  create	
  firewall	
  mangle	
  if	
  we	
  use	
  
queue	
  tree	
  to	
  marking	
  the	
  packet	
  for	
  each	
  queue.	
  

	
  
	
  
	
  
	
  
	
  
	
  
•  Correla8on	
  between	
  packet-­‐mark	
  and	
  cpu-­‐load?	
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/ip firewall mangle
 
add action=mark-packet chain=prerouting \  
new-packet-mark=packet-src-0.255 \
passthrough=no src-address=172.16.0.255
 
add action=mark-packet chain=prerouting \
new-packet-mark=packet-dst-0.255 \
passthrough=no dst-address=172.16.0.255



Where	
  Conn-­‐Mark?	
  

•  Should	
  we	
  use	
  connec8on-­‐mark	
  before	
  
packet-­‐mark	
  in	
  firewall	
  mangle?	
  

•  Yes.	
  	
  
But	
  in	
  this	
  lab	
  test,	
  we	
  want	
  to	
  see	
  with	
  how	
  
many	
  plain	
  packet-­‐marks	
  a	
  CCR	
  can	
  survive.	
  
Later, I test with conn-mark, almost same result.!
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Firewall	
  -­‐	
  Mangle	
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CPU	
  Load	
  
	
  

Mangle	
  
	
  



608	
  Mangle	
  à	
  48%	
  CPU	
  Load	
  

•  d	
  

Dynamic	
  QoS	
  –	
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640	
  mangles	
  à	
  100%	
  CPU	
  load	
  

Dynamic	
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What	
  next?	
  

•  The	
  previous	
  test	
  is	
  only	
  mangle	
  (packet-­‐mark),	
  we	
  
need	
  to	
  test	
  with	
  queue	
  tree	
  (512	
  rules).	
  

•  We	
  use	
  only	
  512	
  mangles,	
  it	
  was	
  24%	
  CPU	
  load.	
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/queue tree 

add max-limit=20M name=queue-src-1.1 
packet-mark=packet-src-1.1 parent=global 
queue=default

add max-limit=20M name=queue-dst-1.1 
packet-mark=packet-dst-1.1 parent=global 
queue=default



ss	
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CPU	
  Load	
  

•  With	
  512	
  mangles	
  +	
  without	
  queue	
  tree,	
  we	
  
had	
  24%	
  CPU	
  load.	
  

•  With	
  512	
  mangles	
  +	
  512	
  queue	
  tree,	
  we	
  had	
  
43%	
  CPU	
  Load	
  (almost	
  double).	
  	
  

•  But,	
  on	
  Tools	
  –	
  Profile,	
  load	
  	
  
for	
  queue	
  is	
  s8ll	
  low.	
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Simple	
  Queue	
  

•  Matching	
  algorithm	
  has	
  
been	
  updated	
  	
  
–  based	
  on	
  hash	
  
–  faster	
  miss-­‐matches	
  

•  Op8mal	
  performance	
  on	
  
Mul8-­‐core	
  devices	
  requires	
  
at	
  least	
  32	
  top	
  level	
  simple	
  
queues,	
  so	
  that	
  queuing	
  
process	
  can	
  be	
  distributed	
  
properly	
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•  We	
  add	
  512	
  simple	
  queues	
  :	
  

Let’s	
  try	
  Simple	
  Queue	
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/queue simple add max-limit=20M/20M 
name=simple-queue-1.1  target=172.16.1.1/32



With	
  Simple	
  Queue	
  

It’s	
  only	
  1%	
  of	
  CPU	
  Load	
  with	
  Simple	
  Queue	
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Why	
  Simple	
  Queue?	
  

•  With	
  simple	
  queue,	
  we	
  don’t	
  need	
  to	
  use	
  mangle	
  
(mangle	
  required	
  a	
  lot	
  of	
  CPU	
  resources).	
  

•  Simple	
  Queue	
  in	
  v6	
  has	
  more	
  efficient	
  hashing	
  
process.	
  

•  For	
  non	
  dedicated	
  services,	
  you	
  can	
  use	
  burst	
  
feature.	
  

•  In	
  Queue	
  tree,	
  all	
  queue	
  rules	
  under	
  one	
  
interface	
  parent	
  will	
  processed	
  by	
  one	
  CPU	
  core.	
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Conclusions	
  

•  For	
  low	
  bandwidth	
  network,	
  overloaded	
  pipe,	
  
use:	
  
– combina8on	
  of	
  packet-­‐mark	
  
– queue	
  tree,	
  HTB,	
  and	
  burst	
  

•  For	
  high	
  throughput	
  backbone	
  access:	
  
– use	
  mul8core	
  router:	
  

•  CCR	
  36	
  –	
  72	
  core	
  
•  Intel	
  base	
  quad	
  core	
  Xeon	
  (8	
  thread)	
  

– simple	
  queue	
  (no	
  parent)	
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Thank	
  you	
  

Comments	
  and	
  sugges8ons:	
  
	
  

Valens	
  Riyadi	
  (valens@mikro8k.co.id)	
  
@valensriyadi	
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This	
  license	
  lets	
  others	
  remix,	
  tweak,	
  and	
  build	
  upon	
  your	
  work	
  even	
  for	
  commercial	
  purposes,	
  as	
  long	
  
as	
  they	
  credit	
  you	
  and	
  license	
  their	
  new	
  crea8ons	
  under	
  the	
  iden8cal	
  terms.	
  This	
  license	
  is	
  oren	
  
compared	
  to	
  “copyler”	
  free	
  and	
  open	
  source	
  sorware	
  licenses.	
  All	
  new	
  works	
  based	
  on	
  yours	
  will	
  carry	
  
the	
  same	
  license,	
  so	
  any	
  deriva8ves	
  will	
  also	
  allow	
  commercial	
  use.	
  


