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* CNeKTp YCTPOMCTB KOTOPbIe NCNO/b3YHOTCA B CETU.

* PazgeneHune KaHanos oT AByx ISP ana pasHbix notpebHocten (WEB, VPN).

* [IponopunoHanbHoe pasaesieHne ckopoctn WEB nonb3sosatenam.

* SMS onoselweHnA 0 nageHnn ogHoro u3 ISP n nepekntoyeHne ocHosHoro GW.
* VPN ceTb no pecnybnuke.

* O6opyanoBaHME Ha CTOPOHE YAANEHHOM TOUKM.

* Peannsaumna backup KaHana no 3G, MOHUTOPUHT, ONOBELLEHUA.

* MESH WIFI ceTb CKnaacknx nomeweHni.



CneKTp YCTPOUCTB KOTOpPbIE

NCMNOJIb3YKOTCA B CETHU.
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Obuwee konnyectso yctpouncTts Routerboard B pabote — 103wir.



PasaeneHune KaHanos oT ABYyX ISP ana

pa3Hbix notpebHocTten (WEB, VPN).

HacTpanBaem OCHOBHble MapLUPYThI

General | Attrbutes General | Attibutes
Dst. Address: |G Dst. Address: |G
Gateway: | B, W 1 [#] [reachable Gateway: | w0 53 |#| |reachable
Check Gateway: |ping Check Gateway: |
Type: |unicast Type: |unicast
Distance: |1 Distance: |1
Scope: |30 Scope: |30
Target Scope: |10 Target Scope: |10
Routing Mark: | Routing Mark: |
Pref. Source: | Pref. Source: |

ISP1 ncnonb3yetca Kak ocHoBHOW GW un Kak VPN KaHan
ISP2 ncnonbsyetca Kak WEB kaHan u Kak BACKUP kaHan gna
VPN B cnyyae nageHua ISP1



PasaeneHune KaHanos oT ABYyX ISP ana

pa3Hbix notpebHocTten (WEB, VPN).

Ona Toro 4ytob nonb3oBaTenn Bbixoanam B UHTepHeT yepes ISP2
MapKunpyem n gobasnsem mapLipyT :
;.. WEB_ traffic_Route
chain=prerouting action=mark-routing new-routing-
mark=WEB_traffic
passthrough=yes protocol=tcp src-address=192.168.0.0/24
in-interface=LAN dst-port=80,8080,443
B ntore y Hac 3 mapuwpyrTa:

Dist. Address ¢ | Gateway Distance | Routing Mark
AS  F00.00/50 el PO 1 reachable 1
AS  F0.0.00/50 D By r=cchable T 1 WEB_traffic
5 I 0.0.0.0/0 RN r=cchablc TN i



[lponopunoHanbHOeE pa3aesieHne

ckopoctn WEB nonb3oBaTtenam.

MapKunpyem coegmuHeHua n NakeTbl HA OCHOBAHUM YiKe
NPOMapPKMUPOBAHHOIO MapLlpyTa:
,,» WEB_traffic_Conn
chain=prerouting action=mark-connection
new-connection-mark=WEB_traffic Conn passthrough=no
connection-state=new
routing-mark=WEB_traffic
;.. Web_traffic Packet
chain=prerouting action=mark-packet new-packet-
mark=Web _traffic Packet
passthrough=no connection-mark=WEB_traffic Conn



[lponopunoHanbHOeE pa3aesieHne

ckopoctn WEB nonb3oBaTtenam.

Co3pgaem o4vepeb:
name=“WEB" target-addresses=192.168.0.0/24 interface=all

parent=none packet-marks=Web _traffic Packet
direction=both priority=8

queue=pcq-up/pcq-down limit-at=0/0 max-limit=20M/20M
burst-limit=0/0

burst-threshold=0/0 burst-time=0s/0s total-queue=default-
small

time=9h-18h,mon,tue,wed,thu,fri
B utore 20 Mb6ut byayTt AennTbCsa Ha KOJ1-BO MOAb30BaTE/NEN
NPONOPLMNOHANIbHO



SMS onoseuweHMAa 0 NageHnn oAHOro mn3

ISP n nepeKkntoyeHne ocHosHoro GW.

[na ncnonb3oBaHmna SMS onoseLleHNN NCNONb3YETCH
nogknatodeHHbi no COM nopty GSM wnto3 u Netwatch:

'l T

Metwatch Hast <T _. . .~ 77" 1= Route <0.0.0.0/0:
3\ SPRUT UNIVERSAL Host Up Down

o " inal
O B | Dst. Address: |
Aool sms send senal( 06 TG__——_—" =

message="VPN CHANNEL ISPZ:("; Gateway: | . W 1 | % | |reachable

Check Gateway: |ping

Type: |unicast

Distance: |1

Scope: |3'|]

\enabled

Hdop  output An—— L




VPN ceTb no pecnybaunke.

Time:|12:50:37 Date: Aug/D6/2013 CPU:{19% Memory:1305.4 MiB Uptime:|174d 11:35:37 Hide Passwords 5 (5

FFP =B
nterface | PPPOE Servers | Secrels | Profies Active Connections |
Name |Service [caller ID |Encoding Address + [ Uptime. -
L Potp MPPE123 stateless 340 203646 .
L @ Prtp MPPE128 stateless 374 18:16:57 B
L @ potp MPPE123 stateless 70 213050
L @ Prtp MPPE128 stateless 18 20:38:49
L @ Pptp MPPE128 stateless 73 121623
L@ Ppip MPPE128 stateless 354 11,1708
L @ Pptp MPPE128 stateless 180 10:47:24
L @ Prtp MPPE128 stateless 124 01:18:34
L @ Pptp MPPE128 stateless 15 004858
L@ ppip MPPE128 stateless 24115713
L @ Prtp MPPE128 statsless 54 114511
L@ ppip MPPE128 stateless 554 08:2545
L@ Ppip MPPE128 statsless 50 21:04:57
L@ 5 poip MPPE123 stateless 18d 195521
L@ Ppip MPPE128 statsless 6d 04:45:14
[ | s MPPE123 stateless 225540
L @ Prtp MPPE128 stateless 224 20:48:07
L @ Potp MPPE123 stateless 17d 221832 | :
L@ Prtp MPPE128 stateless 254 18:3225 - s
L @ potp MPPE128 stateless 34083003 e e e [
L @ Prtp MPPE128 stateless 174 21:42:40
L @ potp MPPE128 stateless 18d 22-10:37
L @ Prtp MPPE128 stateless 224 18:54:58
L g potp MPPE123 stateless 554 120952 Yy, . T— g
L Prtp MPPE128 stateless 6d 00:04:34 e et ot
L @ g MPPE128 stateless 754 10.26:53 ¥ [RISERSR]
L @ Prtp MPPE128 stateless 174 21:28:55
L @ Pptp MPPE128 stateless 4152234
L @ Prtp MPPE128 stateless 7d 204740
L @ Pptp MPPE128 stateless 410 02:4557
L @ Prtp MPPE128 stateless 30d 23:3852
L @ Prtp MPPE128 statsless 7d21:32:34
L @ Prtp MPPE128 stateless 4215712
L @ Prtp MPPE128 statsless 00:37:33
[ } s MPPE123 stateless 024459
L @ Prtp MPPE128 statsless 1d 10:43:12
[ s MPPE123 stateless 6d 050711
L @ Prtp MPPE128 stateless 164 21:00:07
L @ Potp MPPE123 stateless 2d 003207
L @ optp MPPE128 stateless 04:44:37
L @ potp MPPE128 stateless 045421
L@ Ppip MPPE128 stateless 180 22:10:56
L @ potp MPPE128 stateless 4073623
L@ Ppip MPPE128 stateless 04:4357
L@ potp MPPE123 stateless 41d 131540
L@ Ppip MPPE128 stateless 1474 18:5358
L @ Pptp MPPE128 stateless 04:03:46
L@ Ppip MPPE128 stateless 045311
L @ Pptp MPPE128 stateless 18 04:03:53
L@ ppip MPPE128 stateless 023145
L @ Pptp MPPE128 stateless 05:2045
L @ Prtp MPPE128 stateless 534 13:0020
L @ Prtp MPPE128 statsless 44 07:34:56
L @ Prtp MPPE128 stateless 354032134
L @ Prtp MPPE128 statsless 534 07:33:32
L @ Pppoe . 35d 232451
L @ ovpn AES-126-CBC/SHAT | 4d07:34:59
L @ potp MPPE123 stateless 3023737 =
84 tems (1 selected)




VPN ceTb no pecnybnuke.

Ob6opynoBaHME Ha CTOPOHE YAANEHHOM TOYKM.

192 168.60.0/24 02:




Peannsauuna backup KaHana no 3G,

MOHUTOPWUHT, OonoBelweHNA.

AKTUBHbIM LW/IFO30M MO YMONYAHUIO ABNSETCA OCHOBHOW ISP
onunen «Check Gateway=Ping» n metpukon=1

BTopou wnto3 no ymonyaHuto yepes 3G He aKTUBEH U UMeeT
MeTPUKy=2.

Mpwn nageHnn OCHOBHOTO WAtO3a backup W03 cTaHeT
aKTUBHbIM aBTOMATUYECKM.



Peannsauuna backup KaHana no 3G,

MOHUTOPWUHT, OonoBelweHNA.

Tabnanua mapLipyToB:

ot Nosops i \RE

= [v]x][a] [
St (36 7] b

|Dst. Address~ + |Gateway
AS  F00.00/0 Taiad 1 reachable WAN
S I 0.0.0.0/0 Unite 33 reachable
AS  F0.0.0.0/0 Unite 3G reachable

=] [#][=] [ Fter_]

AS  P2120212212  Unite3G reachable

= B | Route <0.0.0.0/0>

e | e
Dst. Address: [IJTTONIE || cancel Dst. Address: [0.0.0.0/0 || cancel
Gateway: NS 1 |#] [reachable WAN & Beply Gateway: |Unite3G |#] [reachable | & Boply
Check Gateway: ping (S Disable Check Gateway: | |+ Disable
Type: unicast |[#] | | Comment Type: |unicast [#] | | Comment
Distance: |1 |a Distance: |2 | a
Scope: ‘30 | Scope: |30 |
Target Scope: |10 | Target Scope: |10 |
Routing Mark: |~ Routing Mark: | |~
Pref. Source: ‘ |v Pref. Source: | |V
enabled active static enabled active static




Peannsaumna backup KaHana no 3G,

MOHUTOPWUHT, OonoBelweHNA.

[nsa Toro 4yTo6 MOHUTOPUTL XKMUBYYECTb backup KaHana
MapPKUPYEM MAPLLPYT UCXOAALMIN OT POyTEPA C MPOTOKOIOM
ICMP yepe3 3G nntepdenc u c IP appeca 3G mogema:

chain=output action=mark-routing new-routing-mark=3G
passthrough=no protocol=icmp src-address=109.185.178.125

Cam MOHUTOPUHT ocyulecTBasaeTca cepsepom Dude KoTopbin
YCTAaHOBNEH Ha OCHOBHOW poyTep B LleHTpanbHom Oduce m
paccbinaet E-mail coobuieHna agmmHuUcTpaTopam o nNageHmn
YCTPOWCTB.



Peannsaumna backup KaHana no 3G,
MOHUTOPWUHTI, ONMOBELLLEHUS.

MHTEpBaN Z0HAMPOBEHWMA: DD:DD:DE

TaiiMayT S0HAMPOBEHKA |

KonwyecTeo 30HA0B B COCTORHMM 'He paboTtaeT

IF lcnonesoEaTE ONOBEWEHWA

rn
OnoseweHue
v  Email

SM5

beep

flagh

log to events
log to syslog
popup

OnoeeweHWa:




Peannsauuna backup KaHana no 3G,

MOHUTOPWUHT, OonoBelweHNA.

B cnyyae napeHus ISP1 B LeHTpanbHOM Oduce n nepexoae Ha
ISP2 ynaneHHble TOUYKM TaKXKe nepenoakatoyatca K VPN HO yike
Ha agpec sToporo ISP. Peann3oBaHO 3TO C NOMOLLbIO TOTO *Ke
Netwatch-a Kotopbin moHuTOopUT IP appec ISP1:

[ Name ¢ | Type L2MTU |Tx |Rx
i 4-#Backup PPTP Client 0 bps {0 bps
R +eTetis PPTP Client Sdkbps 4.2 kbps
R 4#Unitedd PPP Cliert 1500 280 bps 752 bps
down-script=
/in pptp-cl dis Tetis;
:delay 5;
/in pptp-cl en Backup;
up-script=
/in pptp-cl dis Backup;
:delay 5;

/in pptp-cl en Tetis;



MESH WIFI ceTb cKnaackux
NOMeLLEHUWN.

http://aitec.md/files/doc/mesh.avi




MESH WIFI ceTb cknaacKkux
NOMeLLEeHNN.




MESH WIF| ceTb cKnaacKkunx
NOMeLLEHUWN.
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