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As you might know...

» There are many accidents on internet infrastructure,
such as:

Someone cuts your Unexpected electricity Or...perhaps, your ISP
cable quietly with explosion, which kills is in trouble now...
unknown reason everything on the pole




So...

>

Some people did these:

1.

Simply connect to two ISPs, plug some users to ISP1’s router, and
some other users to ISP2’s router, the key concept will be how fast
they can switch the cable when one link has failed;

Or pay more to their existing ISP for secondary cable from different
path, however this secondary link is gonna stay idle as long as
primary link is up;

Or some rich people might request their own IP block, and buy IP
transit from two ISPs, do load sharing and failover by BGP.



What can we do?

IF...

»  We want a redundant link

»  We want automated failover

» We want the redundant link can be used simultaneously with the
primary link for better ROI (Return On Investment) ©

BUT...

»  We have limited budget ®
»  Orthe boss is stingy...

THEN...
» We can try to set it up with MikroTik router
»  We will do Load Sharing instead of Load Balancing



What will you need?

» 2 xInternet connection
. Connect to different ISPs for better redundancy
Such as: MPT + YTP, or MPT + Ooredoo...etc.
. Not required to have the same speed on both links,
but it is good to have

» 1 x MikroTik router
. Recommended series:
. RB750GL (5 x GE, no Wi-Fi)
. RB951Ui-2HnD
(5 x FE, Wi-Fi 802.11a/b/g/n, dual-chain antenna)
. RB1100AHx2
(If you require up to 300Mbps routing throughput)
*  hAP (Gift from MikroTik today! © )



Load Sharing vs. Load Balancing

Definition

Mechanism

Administration

Application

Limitation

Share traffic loads
to multiple links

Policy Based Routing (PBR),
IGP Route Leaking,
BGP Routing Policy

Required explicit policy

Utilize multiple WAN links
simultaneously

Hard to balance traffic
between multiple links,
required more administration
involvement on defining policy

Balance traffic loads
on multiple links

Equal Cost Multi Path (ECMP),
Link Aggregation

Operate automatically according
to the technology specs

LAN environment,
Service provider backbone

Not working well when apply on
WAN links of a NATTed network



Why NOT ECMP+NAT?

»  ECMP behavior is vendor specific:
. Per flow or per packet load balancing
. MikroTik does per flow load balancing, refresh every 10 minutes

» ISPs usually apply security filters on their Provider Edge (PE)
. Firewall rules that permit only their customer’s IP
. RPF (Reverse Path Forwarding) Check

» If the path changed according to ECMP behavior, but NAT table is
not updated, router will send packet with wrong source IP to ISP,
then it’s gonna be dropped by the ISP
. MikroTik router makes NAT decision on first packet only
. Once the decision is made, it caches the result for other packets
. When ECMP path changed, the result is not flushed and

recalculated



Why NOT Link Aggregation?

>

Most ISPs don’t support link aggregation to customer,
some might do it if they can charge you an enterprise tariff. ©

Link aggregation does not work when you are connecting to two
different ISPs.

If bandwidth of both links is natively unequal (i.e: 4Mbps for Link
1, and 2Mbps for Link 2), according to default behavior of the
technology, it will cause packet loss when one of the links is full.



Network Topology

) » Let’s go ahead to configure this:

ISP1 ISP2
S LS
\‘\
WAN1 N WAN2
Primary Link Secondary Link
Administrative Distance 1 Administrative Distance 2
Static IP 163.53.28.6/30 /‘x FPPoE IP 163.53.29.6/32
Gateway 163.53.28.5 PPPoE Gateway 163.53.29.5

LAN
192.168.1.0/24

MikroTik Router
192.168.1.1

S S

End Host End Host
192.168.1.100 192.168.1.200




Router Initialization

Note: Configuration example in this presentation is based on MikroTik RB951Ui-2HnD

» Download Winbox
. Winbox is a GUI software for managing MikroTik routers
. Download from MikroTik website:
http://download2.mikrotik.com/routeros/winbox/3.0rc5/winbox.exe

»  Connect both of your internet links to your MikroTik Router

. WAN1 to etherl (Primary Link, Static IP)
. WAN?2 to ether2 (Secondary Link, PPPoE)

»  Connect your PC to one of the LAN ports (ether3-ether5)



Router Initialization (Cont.)

>

Press on [...]

Wait a few seconds, if you cannot see the list, turn off your PC firewall

Select your router’s MAC address

Key-in router’s Login and Password and press [Connect]

(Default Login: admin, no password)

Login to the router with MAC Address:

@ MikraTik WinBox Loader v2.2.18

|I:I|

| x

I 7
Connect To: | ( Jw Connect | ‘
. MAC Address IP Addrese—" Identity Version Board ...
S 00:0C:42:FC:C9: 23 fed0:: 20c:42fR:f...  r05-pnh 6.24 RE751...
Password: |00:0C:42FC:C9:23  10.30.128.18 ro5-pnh 6.24 RB751...
- [02:67:85:B4FEBT fedl::67:85f :fe...  MikroTik 6.18 RE Met...
L0265 785:B4FE: BT 192,168.1.1 f*1l|fJ'I:|T|k 6.18 RE Met...
4C:5E:0C:CF:52:21 fed0::4e5e:cff:f...  r0&-pnh 6.25 RBSS1...
4C:5E:0C:CR52:21 10,30,128.22 r0&-prh 6.25 RBE951...
D4:CA:eD: 30:EE:60 10.0.0.1 r03-prh 6.18 RB450G
. |D4CA:BD:3D:EE:60  fed0:dbca:6dffi... r03-pnh 6,13 RE450G
Note: | payca:6D:D1:15:D8  fed0:dEca:adff:. .. r08-pnh 6.15 RBS51-2n
Da:CA:eD:D1:15:DB 10,30.128.30 r08-prh 6.15 RBE951-2n
Address Da:CAeD:F1:47:FO fedl::doca:6dff:...  MikraTik 5.25 RB951...
10,30.0.1 DCABD:F1:47:FO 0.0.0.0 MikroTik 5.25 RBE951...
10,30,0.2
10.30.0.3
10,30.0.5




Router Initialization (Cont.)

»  Reset the router to factory default with no default configuration:
. This step can be skipped if you wanna keep your configuration
. Select Menu [System] -> [Reset Configuration]
. Tick [No Default Configuration], then press [Reset Configuration]

© admin@19216811 Avio Upgrade on RB MetaROUTER (mipsbe) BN
Certificates
Rafe Mode Clock Hide Passwords [ (5}
I

AS Cruick Set Consle

8 Interfaces Dirivers

L Wireless Health

e :

FL 28 History

=2 P Identity Feset Configuration

°18 Mesh LCD L

=3 I Leps [ ] Eeep User Confignration ! Reset Confizumation |
5l IMV6 b Mo Tiefanlt Confiznrahon! I S |
7 MPLS P s [ | Do Nat Backup | e
& OpenFlow WTP Client Fun After Rest: | |

# Eouling r NTE Server
| Syste ) Packages

g Cueues Passwornd

[ | Files Forts

|-J Log Feboot

T

% Tools r Resoumes

Wewr Terminal Routerbaand

| o Make Bupout rif Stoheduler

0 Marmal Scripts

l Exit Shutdown




Configure WAN1 and LAN

>

>

In our example, WAN1 uses Static IP:

. Go to menu [IP] -> [Address],

press [+]

. Key-in your IP address in CIDR notation (i.e.: 163.53.28.6/30)

. Select appropriate interface which this IP belongs to, then press [OK]

Configure your LAN IP (192.168.1.1/24) with the same way.

r
@ admin@192.168.1.1 (MikroTik) - WinBox v6.18 on RE MetaROUTER (|
— [ | PR e .

I [ — (e

e T e N W

Aar Cuick: Set
[ Interfaces
3 Wireless
a5, Brifge
=3 FPP
“Ta Mesh

4LRP
A cconnting
Lddresses
DHCP Client

DHCP Relay
o MPLS " DHCP Server
o OpenFlow N
#0Rowting [ pyap

éﬁ;’ Systemn ) Hotspot

& Queves IPszc

(] Files Weighbors
|| Log Packing

Pool
Fountes

Interface

Mew Address

fddress: 0K
Network: | Rd Cancel
Interface: EI Lpply
Dizahle
Comument
Copy
Eemove
enabled
1 itern




Add Default Gateway for WAN1

»  Since WAN1 was statically configured, we need to manually

configure default route for it:

. Go to menu [IP] -> [Route], press [+]
. Key-in 0.0.0.0/0 in [Dst. Address], and 163.53.28.5 in [Gateway]

. [Check Gateway] by ping, [Distance] is 1, then press [OK]

@ admin@192.168.1.1 (MikroTik) - WinBox v8.18 on RB MetaROUTER (mipsbe) &

Il:l@ih

K[ Hafe Mode

A Quick Set

|8 [nterfaces

3 Wireless
a5 Bridge ARP

=2 PFF Accounting
°ls Mesh Addresses

< DHCP Client
2 IP6 " DHCP Relay
< MELE " DHCP Server
2 OpenFlow Dl
#0Rowting g

550 Bystem r Hotspat

Q Quenes [P

[ Files Weighbors
|| Log Packing

A Radins Pool

Ceneral | Attributes

Dzt Address: |0.0.0.00

Crateway: (103532385

Check Gatewary: |ping

Tvpe: |mndcast

Diistance:

Scope: |30
Target Scope: (10
Fouting Mark:

Pref. Source:

enabled

-

|

L1

= O
IIIE IEI

*

Lpply

Comment
Copy

Remove




Configure WAN2 PPPoE

() » WAN2 uses PPPOE:
. Go to menu [PPP], press [+], select [PPPoE Client]

[ @ admin@192.168.1.1 (MikroTik) - WinBox v6.18 on RB MetaROUTER (mipshe) E‘E&Jj
|| || Bafe Mode v Hide Password: [ (5

A Quick Set
[ Interfaces Intexface | PPPQE Servers  Secrets  Profiles  Active Connections

T Wireless L B = || | PPPScanner || PPTP Berver || S2TP Server || L2TP Rerver || OVEN Server
22 Bridge ™~ BPP Server 1 L2 MTU |Tx Rx Tx Packet (g
PEP Client

“15 Mesh PPTP Server Binding

2 1P r PPTP Client

gl TPv6 ) SSTP Server Binding

L MPLE ) SSTP Client

o CpenFlow L2TP Server Binding

2 Routing ) L2TP Client

& System P OVPN Server Binding

& Queves OVPN Client

(] Files PPPoE Server Binding

L. Log PPPoE Client

c@* Radius ISDM Server

A Tools ) ISDN Client

|| Mew Terminal

| = Make Supoutrf

& Manmal

[l Exit 0 iterns ont of 5




Configure WAN2 PPPoE (Cont.)

L) >
A\ 4

. Max PPPoE MTU is 1492 for most ISPs
. Select WAN [Interface] that used for dialing PPPoE
. Fill in your PPPoE [User] and [Password]
. Set [Default Route Distance] to 2, then press [OK]

Configure PPPoE according to information provided by your ISP

General | Digl Ot Statos | Traffic

Mew Interface

Genersl Disl Out | Status  Tradtic

enahled

FPPoE Scan

Status:

v| Ldd Default Route

PPPoE Bcan

Wame: PPPOE-OUT-MALEBIT Cancel Service: | il Cancel
Type: [PFPoE Client AC Name: -
L2 MTU:
Dizable User: | makito @it Disable
Max MTI: 1492
C t P ol [k - € i
Max MRT: [1492 e = —
—— N it [EF E
Eeepalive Timeout: |60 -
Interfaces: S .
Tz Peer DNS

Defanlt Foute Distance:

2

ATy
| pap
v machapl

enabled

v chap
w| machap?

Status:




Test Connectivity

»  Ping to your WAN Gateways
. WAN1: 163.53.28.5
. WAN2:163.53.29.5
»  Traceroute to Google DNS (8.8.8.8)

s B
Ping To: 16353205 Sop
Interface: hd Cloze

ARF Ping

Packet Count: |10 -
Timeout: 1000 ms

Seq # o |Host Time Reply 3ize | TTL | Status -

016253205 2mz ] a4
116353295 lms 50 a4
216353205 2mz 50 a4
316353205 2ms 50 64
4 16353295 2ms 50 a4
516353295 2mz 50 a4
A 16353295 dmz 50 it}
T 16353295 lms 50 a4
816353295 2mz 50 a4
Q16353205 lms 50 64

WANZ2 Gateway is reachable

10 ttems |10 0f 10 packets re.. | 0% packet loss Min:lms  (Ave lmz  (Mao 4 ms

Traceroute

tone 1o (I
Packet Size: |56 Stop
Timeout: 1000 ms
Protocal: [icmp ¥
ot (53030
Usze DHE
Connt: |5 -
bax Hops: -
Sre. Address -
Interface: -
DRECE: b
Fouting Table: -
Hoat Loz Sent Lzt -
| 1 16353385 0.0% S 0%ms |
2103224281 0.0% 5 U bms
3103243533 0.0% 5 2 bms
410324358 0.0% 5 2dms
5103.24.35.150 0.0% 5 32ms
n 119158070 0.0% 531 dms
T 20985248 60 0.0% 5 30.8ms
g 7214233109 0.0% 565 dms
07214237177 0.0% 5 66 .0ms
10 100.0% 5 timeout
118888 0.0% 5 65 5ms
WAN1 is Primary Link
* »
11 itemns




N/

Configure NAT

>

In order to allow clients in LAN to access internet, we need to

configure NAT:

Go to menu [IP] -> [Firewall], select tab [NAT], press [+]

@ admin@192.168.1.1 (MikroTik) - WinBox v6.18 on RB MetaROUTER (mipshe)

SNEIN)

LR Re Safe Mode

A Cuick Set

| Interfares

3 Wireless

# Dridze ARP

=Q PER Lecounting
) 52l Lddresses
@ DHCF Client
% IP6 " DHCP Relay
£ MEPLS " DHCP Server
L7 OpenFlow DS

& Routing
i System r Hotspot

Q Cuenes IPsec

L] Files Meighbors
|| Log Packing

A Radius Ponl

A, Tacls r Routes

|| Mew Terminal SME

| 2 Make Supout rif SNHP

& Mamal Services

B Et Settings

Socks

Fest Counters || 00 Eeset 11 Counters

=1

Sre. Address |Dst. Address |Proto... |Snc. Fort

Service Porte Comnections  Address Liste  LawerY Pootocols

Dst. Port

v Hide Pazswords [l ()

all ¥
In. Inte... (Out. Int..|Byw




Configure NAT (Cont.)

. Select srcnat in [Chain], [Out Interface] is WAN1 interface (etherl)

. Go to tab [Action], select masquerade in [Action], press [OK]

. Repeat above steps again to create another NAT rule for WAN2,
select PPPOE-OUT-MAXBIT as [Out Interface]

Wew NAT Eule

Genersl | Advanced Extrs Action Statisics | OF |
Chain: |srenat # Cemel |
Src. Address | g | e |
Dt Address: | - | e |
Protocal: | v || Comment |
Sre. Port, | v | | Copy |
Dist. Part: | v | Remove |
Any. Port: | | = | Resst Comnters |
In. Interface: | - | Rewet A1l Comnters |
Out Interfsce: || [ETTET I {5 | «
New NAT Rule
Genersl Advanced Extrs Action | Statistics
Action: |[ETEOIENE [#]




Create Routing Table for WAN1

»  To configure PBR in MikroTik, we need additional routing table

(called VRF in Cisco) for each WAN:

. Go to menu [IP] -> [Route], press [+]

. Parameters are the same, except we need to specify the routing table
name in [Routing Mark], we use RT-WAN1 for WAN1's routing table

General | Attributes 0K

o

Dist. Address: |0.0.0.040
Crateway: (10353285

*
L |

Apply

Check Gateway: |ping

Ll

Tvpe: |umicast Commeint

Distance: |1 - Copy

Scope: |30 Eleai iz
Target Seope: |10

Routing Mark: |ET-WAN1

+l
4

Pref. Bouce: -

enahled




Create Routing Table for WAN2

» WAN2 Routing Table creation
. Go to menu [IP] -> [Route], press [+]
. Parameters are identical to WAN1’s, but [Gateway] is your PPPoE
Client interface PPPOE-OUT-MAXBIT
. We use RT-WAN2 as WAN2’s routing table name

General | Attribudes 0K

or

Twpe: |unicast +* Comment
Diistace: |1 - Cony
Srope: |30

Dst. Address: |0.0.0.00
Gateway: |PPPOE-OUT-MAXEBIT ¥ = Apply

Check Gateway: |ping

Target Scope: |10
Routing Mark: |RT-WANZ|

+|
3

Pref. Source: -

enabled




Test Routing Table Connectivity

» Do atraceroute to any website (i.e.: www.jx.com.kh)
»  Select [Routing Table] to test (RT-WAN1, or RT-WAN2)
»  Check whether traffic are going through the correct gateway as expected

Traceroute Traceroute

Traceroute To: [www fxcomkh Traceroute To: [www fxcomkh
Packet Size: |56 Packet Size: |56

Timeout: |1000 ms Close Timeout: |1000 ms Close
Protocol |icmp ¥ Protocol |icmp ¥
Fort |33454 Port (33434
Tae DS Tae DS
Count: |5 - Count: |5 -
Max Hops: - Max Hops: -
Sre. Address: b Sre. Address: b
Interface: b Interface: b
D3CP: - D3CP: -
Routing Table: |RT-WANL ¥ |- Routing Table: |RT-WANZ ¥ |-
Ho Host Losz Sent Last Ay Best - Ho Host Losz Sent Last Ao Best -
l 1 16353285 0.0% 5 1 2ms l 18 12 l 1 163533205 0.0% 5 1 53 | .......... e 14 |
210332438 1 n.0% 5 2 3ms 24 18 210332438 1 n.0% 5 2 Bms 31 21
310324 3518 0.0% 5 3Bms 38 22 310324 3518 0.0% 5 22ms3 33 22
4 218.100.71.1 0.0% 5 2.1ms 27 21 4 218.100.71.1 0.0% 5 22ms 26 13
5 103.7.144.10 0.0% 5 277ms 33 27 5 103.7.144.10 0.0% 5 35ms 29 26
6 11867200179 0.0% 5 35ms 4.4 32 6 11867200179 0.0% 5 33ms 35 20
7 11846720031 0.0% 5 27ms 20 27 7 11846720031 0.0% 5 31lms 35 3n
RT-WAN1 via 163.53.28.5 RT-WAN2 via 163.53.29.5
- » - »

7 itemmns 7 itemmns




Check Point

» Let’s summarize what we have done so far:
. Configured WAN1, which uses Static IP
. Configured LAN (No DHCP)
. Pointed default route to WAN1, set WAN1 as primary link, check
gateway reachability by PING, if WAN1 fails, fallback to WAN2
. Configured WAN2, which uses PPPoE
. Configured default route of WAN2 as secondary link
. Configured NAT rules for both WANs

. Created routing table for each WAN:
1. RT-WAN1, default to WAN1], if fails then fallback to main routing table
2. RT-WAN2, default to WAN2, if fails then fallback to main routing table

> Next, we have to decide...
. Which users we wanna put them into which link?
. Which services we wanna put into which link?



Define Policy

» Let’s say we wanna apply following policy to the network
. Users with IP from 192.168.1.2 t0 192.168.1.127, use WAN1
. Users with IP from 192.168.1.128 to 192.168.1.254 use WAN2

. Destinations to Google use WAN1
. Destinations to Facebook use WAN?2

. Destinations in DIX use WAN1

. The router itself (192.168.1.1) will not be affected by any policy

Note:
DIX = Domestic Internet eXchange, usually includes all IP prefixes belong to local ISPs.



Policy Configuration Logic

» Our policy can be translated to following configuration:
Packets with...
1.  Destination IP 192.168.1.0/24, look up main routing table

2.  Destination IP in GOOGLE address list, look up RT-WAN1
3. Destination IP in FACEBOOK address list, look up RT-WAN2
4.  Destination IP in DIX address list, look up RT-WAN1

5. Source IP 192.168.1.1, look up main routing table
6. Source IP 192.168.1.0/25, look up RT-WAN1
7. Source IP 192.168.1.128/25, look up RT-WAN2

Note:

(1)  Order of the rules is important, the router will process from top to bottom

(2)  Address list in MikroTik is similar to access list in Cisco

(3)  Address list scripts can be downloaded in i-BEAM Facebook Group:
https://www.facebook.com/groups/1481854632142914/




Create Address Lists

» Download address lists from i-BEAM Facebook Group
» Open the address list text file

.

Mj address_list GOOGLE[1].txt - EE & = | B e

BEQ =EE B0 BEY HEQ

/24 comment="[20140910] Research prefix for APNIC Labs Australia"”

Jip firewall address-1ist add 1ist="GOOGLE" address=1. 0
0/24 comment="[20140910] APNIC Debogon Project Australia”
0

1
Jip firewall address-list add 1ist="GOOGLE" address=1.2.
Jip firewall address-1ist add 1ist="GOOGLE" address=8.8 /24 comment="[20140910] Google Inc. United States”
Jip firewall address-1ist add 1ist="GOOGLE" address=8.8 0/24 comment="[20140910] Google Inc. united States”
/ip firewall address-list add 1ist="GOOGLE" address=8.15.202.0/24 comment="[20140910] Google Inc. uUnited States”
Jip firewall address-1ist add 1ist="GOOGLE" address=8.34.208.0/21 comment="[20140910] Google Inc. United States”
Jip firewall address-1ist add 1ist="GOOGLE" address=8.34.216.0/21 comment="[20140910] Google Inc. united sStates"
/ip firewall address-list add 1ist="GOOGLE" address=8.35.192.0/21 comment="[20140910] Google Inc. United States”
Jip firewall address-1ist add 1ist="GOOGLE" address=8,35.200.0/21 comment="[20140910] Google Inc. United States"
Jip firewall address-1ist add 1ist="GOOGLE" address=23.236.48.0/20 comment=”£20140910] Google Inc. United States”

Jip firewall address-Tlist add 1ist="GOOGLE" address=23.251.128.0/19 comment="[20140910] Google Inc. United states”
Jip firewall address-1ist add 1ist="GOOGLE" address=64.233.160.0/19 comment="[20140910] Google Inc. United States”
Jip firewall address-Tlist add 1ist="GOOGLE" address=64.233.160.0/24 comment="[20140910] Google Inc. United states”
Jip firewall address-1ist add 1ist="GOOGLE" address=64.233.161.0/24 comment="[20140910] Google Inc. United States”
Jip firewall address-1ist add 1ist="GOOGLE" address=64.233.162.0/24 comment="[20140910] Google Inc. united States”
Jip firewall address-Tlist add 1ist="GOOGLE" address=64.233.164.0/24 comment="[20140910] Google Inc. United states”
Jip firewall address-1ist add 1ist="GOOGLE" address=64.233.165.0/24 comment="[20140910] Google Inc. United States”
Jip firewall address-1ist add 1ist="GOOGLE" address=64.233.166.0/24 comment="[20140910] Google Inc. united States”
Jip firewall address-list add 1ist="GOOGLE" address=64.233.167.0/24 comment="[20140910] Google Inc. United states”
Jip firewall address-1ist add 1ist="GOOGLE" address=64.233.168.0/24 comment="[20140910] Google Inc. United States”
Jip firewall address-1ist add 1ist="GOOGLE" address=64.233.171.0/24 comment="[20140910] Google Inc. united States”
Jip firewall address-list add 1ist="GOOGLE" address=64.233.176.0/24 comment="[20140910] Google Inc. United states”
Jip firewall address-1ist add 1ist="GOOGLE" address=64.233.181.0/24 comment="[20140910] Google Inc. united States"

» The file includes all commands to create GOOGLE address list in
your MikroTik router
»  Just simply select all and copy




Create Address Lists (Cont.)

Then go to Winbox menu [New Terminal]

Right click on the new [Terminal] window, select [Paste]
. Repeat these steps for each address list

-
© 2dmin@192.168.1.1 (MikroTik) - WinBox v6.18 on RB MetaROUTER (mipsbe] =R
— T e e .
EE Hafe Mode [v Hide Passwords [ (5
Aur Cuick Set
@ Interfaces Terminal
1 Wireless
&5 Eridge
[} PPP
%12 Mesh ]
o Ip MMM MMM EEK TITTTTTIITIIIT EEE
- MMMM MMMM EEK TITTTTTIITIIIT EFE
= [Bve MMM MMM MMM III KKK KKK RERRER 000000 TTT III KKK KEK
o MPLE 2 MMM MM MMM ITI  EEEEE ERE ERE 000 000 TTT ITI HEEEE
&7 OgenFlaw MMM MMM IIT EEK EEE  REERERE o000 000 TTT III EEE EEE
. MMM MMM IIT EEE EEE EREE ERE 000000 ITT IIT EEE EHEE
4 Routing ¥
oy Rwsem r Mikrolik RouterdS 6.18 (c) 1999-2014 http:///www.mikrotik.com/
QQUBU.ES
B Files [2] Giwes the list of availabkle commands
L command [7] Giwes help on the command and list of arguments
| Log
ﬂRadius [Tak] Completes the command/word. If the input is ambigucous,
xTouls I a second [Tabk] gives possible options
' = ! Move up to base lewvel
| o Make Supout xif . Mowve up one level
Qh{muﬁ] Jcommand Use command at the base lewvel -
E- Bt [admin@MikroTik] > B
)




Mark Traffic

() » Now we have address lists, we can start to mark traffic:
. Go to menu [IP] -> [Firewall], select tab [Mangle], press [+]

r@- admin@192.168.1.1 (MikroTik) - WinBox v6.18 on RB MetaROUTER (mipsbe) SR
W || || Bafe Mode v Hide Passwords [l (5)
A Quick Bet Firewall
[ Interfaces Filter Bules N4 ervice Ports  Connections  Address Liste  Lawer? Protocols
3 Wireless @ = | Eesset Cownters || 00 Reset A1 Counters all ¥
g Diridze LRF Sre. Address | Dt Address |Proto.. 3o, Port (Dt Port |Tn Date.. | Ot It Bt w
=2 PP Acconmnting
715 Mesh Addresses
@GP D DpEcrclin
Sl [PV " DHCP Relay
" MPLE ™ | DHCP Server
L OpenFlow DS
5 System ) Hotspot
Q Qeues IPsec
| Files Weighbors
|| Log Packing
_@ Radius Ponol
A Tools I Routes
|| Wew Terminal SME
| o Make Bupout.rif SN ME
€ Manval Services »
B Exit Settings




Mark Traffic (Cont.)

. Select prerouting in [Chain]

. Go to tab [Advanced], select GOOGLE in [Dst. Address List]

. Go to tab [Action], select mart routing in [Action], fill in a name in
field [New Routing Mark], in this example, we will use routing mark
exact same as address list name, which is GOOGLE, then press [OK]

. Repeat these steps for each address list

Wew Mangle Rule
General | fdvenced Extra  Action  Statistics

Brc. Addres:
Mew Mangle Rule

(emeral  Advanced | Extra  Action  Statistics

Sre. Address List: | -

Dist. Address List: GOOGLE ¥ | -

ey Mangle Rule

(femeral  Adwanced | Eaxtra  Acton | Statistics

Action: |mark routing

LNEE |

New Routing Mark: |(GOOGLE]|
v| Passthrough

Note: All variable names in MikroTik are case-sensitive!



Create Route Rules

) » Before you start, make sure you routing table has routes as below:
. Default route via 168.53.28.5 in main routing table, state Active
. Default route via 168.53.29.5 in main routing table, state Inactive
. Default route via 163.53.28.5 in RT-WANL1 routing table, state Active
. Default route via 168.53.29.5 in RT-WAN2 routing table, state Active

Eoute List
Eoutes | Nexthops Fules ¥EF
5 = | T all ¥
Dletiodd e Blfimonrcn Do Doutinghd Dot Cens =1l
AR 00000 16253 28 5 reachable etherl 1 i
I P000.nmn 16252 29 5 reachable PPPOE-OUT-MAKEIT 2
2 R g 0 B ) Y 37X L TH ) ] || R I ]
DAC  lo353295 PFPOE-OUT-MAXEIT reachable I 16353296
T =102 168 1 0t ether? reachahle [ 1991581 1
A 00000 1635228 .5 reachable etherl 1 ET-Wal1
A% 200000 PPPOE-OUT-MAXBIT reachable 1 RT-WAN2

Routing Flag:
D = Dynamic, A = Active, S = Static, C = Connected

T itemz




Create Route Rules (Cont.)

»  Configure rules according to configuration logic in previous slides
. Rule 1: Destination IP 192.168.1.0/24, look up main routing table
. Go to tab [Rules], press [+]
. Fill in 192.168.1.0/24 in [Dst. Address]
. Select main in [Table], then press [OK]

[=1/E3
Routes HexﬂmpRF
® 5[y
# S, Address Dist. Address Routing Mark Interface Action Table -

Mesw Policy Eonting Eule
Sre. Address: v
Dst, Address: |192.168.10/24 ~ || comel |
Routing Mark: v
Interface: v
Action: [Iookup 5
Table: B0 #/|| com |
enbled

[ iteims




Create Route Rules (Cont.)

»  Configure rules according to configuration logic in previous slides
. Rule 2: Destination IP in GOOGLE address list, look up RT-WAN1
. press [+] to add new rule
. Select GOOGLE in [Routing Mark]
. Select RT-WANL1 in [Table], then press [OK]
. Configure Rule 3 and Rule 4 with the same way, just select the
appropriate [Routing Mark] and [Table] according to our policy

Mew Policy Routing Fule

Sre. Address:

Dst. Address: -

Mew Palicy REouting Eulz Mew Policy Routing Fule

Sre, Address: bt Bre. Lddress: hd
Dist. Address: = Dst. Sddress: b4 Cangel
Routing Mark: |FACEBOOK 3 < | | Rovting Mark: [DIX 3| a
Interface: Lnterface: hd
Action: |lookup Action: | lookup ¥
Teble: [CHEEIR s
enabled enabled




Create Route Rules (Cont.)

»  Configure rules according to configuration logic in previous slides

Mew Policy Eouting Eule

Dzt Address:

Routing Mark:

Interface:

Action: |lookup

Table: ET-WAN1

enabled

Rule 5: Source IP 192.168.1.1, look up main routing table

press [+] to add new rule

Fill in 192.168.1.1 in [Src. Address]

Select main in [Table], then press [OK]

Configure Rule 6 and Rule 7 with the same way, just fill in the
appropriate [Src. Address] and select [Table] according to our policy

Mew Policw Routing Fule

Sre. Address; (19216811 - (0]:4
Dist. Addres: - Cancel

- Wew Policy Routing Fule

v | 8w Addess 192168112825 -

- - Dst, Address: - Cangel

- < 1| Rovting bark: v

v Dk Inerface: -

* Action: [lookup s
enabled




O

Create Route Rules (Cont.)

>

Let’s verify all rules that we have created, make sure you see 7

routing rules totally the same as output below:

Eoute List
Boutes  Newthops Eules | ¥RF
+ &= | T
# Bre. Address Dzt Addres: Routing Mark|Interface Action Table -
P = 192 168.1.0/24 lookup main
1 =3 GOOGLE lookup ET-WAN1
2 =3 FACEBOOE lookup RET-WANZ
3 =3 DIX lookup ET-WaN1
4 10216811 lookup madn
5 =192 168.1.045 lockup RT-WANI1
f 192 1681128545 lockup RT-WaN2

T items




End Host Connectivity Test

>  Traceroute from user 192.168.1.100 to GMail

-

-
B Ch\Windows\system32\cmd exe | =R |&]

E:s>tracert —4 wuw.gmail.com

Tracing route to googlemail.l.google.com [173.194.12%7.2451]
over a maximum of 3@ hops:

1992 4168 1 41

163-53-28-5_ip.maxbit.com.kh [163.53.28_.51]

I —Z2294—Z8-1.1p.maxbit .com.kKh L[1W3_Z249.£6.11
ge—5.cr@l .pnhBl .maxhit.com.kh [183.24.35.331
ge—Hd—1 _.brB2 _pnhBl .maxhit.com.kh [183.24_35.61
peer.maxbhit .com.kh [183.24_35.1561
119.15_868.78

2089 .85 _248 .62

209 .85 _241 1'M1

hkgB3=16—in—f21 . 1el@@_net [173.194_127_245]

=]
]
=]
]
=]
]

1 a

2 = = =
3 = = =
4 = = =
5 = = =
b ms ms ms
7 = = =
8 = = =
g = = =
A = = =

ek
)
)
)

Trace complete.

Ez>>»




End Host Connectivity Test (Cont.)

»  Traceroute from user 192.168.1.100 to Facebook

-

.
B Ch\Windows\system32omd.exe | =R |-'E@"-]

E:“>tracert —4 wyu.facehook.com

Tracing route to star.clBr.facebook.com [31.13.78.11
over a maximum of 38 hops:

£

2
&
2
3
1A
3?7
8
18
39
4
g

192 168 1 4

163-53-29-5.ip.maxhit.com.kh [163.53.29.51
1W3—224—28—-1.1ip.maxhit.com.kh L1W3d.224.28.11
ge—5.cr@l .pnhBl .maxhit.com.kh [183.24.35.331
ge—A—1 _.brBA2 .pnhBl .maxhit.com.kh [183.24.35.61
peer.maxhit.com.kh [183.24.35.1421]

183 .17.212 . 281

118.69.39.225

118.69.247_ 246

118.78.2 165

203 .2088.191 .97

203 .288.178 .6

203 .288.172.122

203 .288.172.186

ael8.prdl.laxl.tfbnw.net [183.4.96.581
Request timed out.

Request timed out.

edge—star—shuv-B1-laxl .facehook.com [31.13.78.11

-]
]
-]
]
-]
]

[ TRy L]
L= - - I - - I - - L T TRy TR L B
=

L= - - I [ - L T X Y - N TR - B
2 3 =
2 3

=

jury
=
=
=
=

[ R I T R I T T ]
[ R I T R I T T ]
[ R I T R I T T ]




End Host Connectivity Test (Cont.)

»  Traceroute from user 192.168.1.100 to www.everyday.com.kh

-

ESETERE)

B Ch\Windows\system32yomd.exe

E:“>tracert wuwvw.everyday.com.kh

Tracing route to www.everyday.com.kh [283.144.65.821
over a maximum of 3@ hops:

Ll | Ll | Ll | 192 AR _1 1

163-53-28-5.ip.maxbit.com.kh [163.53.28.51

1 —Z4£9—Z8—1..1p-maxhlit.com. kKh LIW3 . 2926811
ge—H0—-8.bhrBl . pnhB2 .maxhit.com.kh [183.24.35.181
218.1688.71 .1

183 .7.144.21

eze—117.82.248.233 .ezecom.com.kh [1197.82.248.233

3
]
3
]
3
]

(I T R B T T L
(I T R B T T L
(I T R B T T L

eze—117.82.248.154 . ezecom.com.kh [119.82.248.154

?
ia
11

283 .144.66 .65
283.144.64.18
283.144.65.82

=
Moo

=
Moo

=
Moo

Trace complete.

E:~>




End Host Connectivity Test (Cont.)

>  Traceroute from user 192.168.1.100 to Yahoo

-

ESREEREC)

B ChWWindows\systern32yemd.exe

E:~>tracert —4 www.yahoo.com

Tracing wroute to fd-fpd.wgl.b.yvahoo.com [116.214.12.741]
over a maximum of 38 hops:

L |
1
&
3
i

48

37

38

65

1

62

62

192 AaR 41 1

163-53-28-5.ip.maxbhit.com.kh [163.53.28.51

1M —Lad— a1 1p.maxbhlt.com. Kh LIW3. 2292611
ge—5.crfl.pnhdl .maxhit.com.kh [183.24.35.331
ge—A—1.brBA2 . pnhAl .maxhit.com.kh [183.24.35.61
peer.maxhit.com.kh [183.24.35.1421
1A3.17.212.281

gahooZ2—1AG.hkix.net [202.40.161.1841
so—2-B-BA.patl.tpx.yahoo.com [283.84.2809.571
¥xe—7—-1-B.msrl.tp2.yahoo.com [283.84.2807.971
te—8-1.bas—aZ.tp2.yahoo.com [283.188.192.21A1
ird . fp.vip.tp2.yahoo.com [116.214.12.741

3
A
3
A
3
A

1
2
3
4
LY m
[
7
8
2

=

[ I I R T I - I I I T T
=

[ I I R T I - I I I T T
=

[ I I R T I - I I I T T

Trace complete.

E: >




End Host Connectivity Test (Cont.)

>  Traceroute from user 192.168.1.200 to Yahoo

-

ESREERE)

B Ch\Windowshsystem32icmd.exe

E:>~>tracert —4 www.yahoo.com

Tracing route to fd—fp3.wgl.b.yahoo.com [116.214.12.741
over a maximum of 38 hops:

192 468 1 1

163-53-29-5.ip.maxbit.com.kh [163.53.2%2.51
1229 Z8—1..1p-maxbilt.com. kKh 1I¥d. 249 2611
ge—5.crfl.pnhBl .maxbhit.com.kh [183.24.35.331
ge—Hd—1.brB2 .pnhB1 .maxhit.com.kh [183.24.35.61
peer.maxhit.com.kh [183.24.35.1421

183 .17.212.2681

gahoo2—-18G.hkix.net [202.48.161.1841
s0—2-B-B.patl.tpx.yahoo.com [283.84.289.571
¥e—7-1-B.msrl.tp2.vahoo.com [283.84.289.7971
te—8-1.bas—a2.tp2.valhoo.com [283.188.192.2181]
ird fp.vip.tp2.yahoo.com [116.214.12.741

=]
2]
=]
2]
=]
2]

1
2
3
4
L m
[
¢
a8
7

=

[T R I T T I I T
=

[T R I T T I I T
=

[T R I T T I I T

Trace complete.

E:z~>




Questions and Answers




@o Thank you for your atiention!




