
ROUTEROS HIDDEN FEATURE TRICKS & 
IMPLEMENT SOCIAL WIFI ON MIKROTIK

HOTSPOT.



ABOUT PRESENTER

  Mikrotik enthusiast. Since 2011

  MTCNA MTCRE /recently/

  Linux

  VoIP

  Erdenetsogt.d@gmail.com



OUTLINE

  Scripting
  Control, Monitor with SMS

  Port knocking concept, usage

  Wan Aggregation

  Social WiFi login



PORT KNOCKING



EFFECTIVNESS



DEMONSTRATION OF PORT 
KNOCKING

DEMONSTRATION



FIREWALL TRICKS

  Brute force is a trial 
and error method 
used by application 
programs to decode 
encrypted data such 
as passwords



SSH BRUTE ATTACK STOP FIREWALL FILTER



SCRIPTING

  Provides a method to automate tasks through the use 
of user defined scripts. 

  Examples

  Cable testing
  Wan availability
  Automated backup
  Get health status /Using 3g modem/



AUTOMATIC BACKUP

  Create backup file 

  Wait 10s

  Send e-mail with backup 
attachment

  Wait 30s

  Remove newly created backup file

  Send Log



CABLE TEST



CONTROL, MONITOR WITH SMS

  Determine usb port and modem

  Enable SMS and Receive enabled

  Check send sms

  Execute script via SMS
  :cmd [secret] script [scriptname]



EXAMPLE



WAN BONDING /AGGREGATE/



WAN BONDING CONCEPT

vMark connection for input wan interfaces respectively

vMark routing for output wan interfaces that matches 
connection

vUse PCC method for divide traffic

vConfig route for marked routes





DEMONSTRATION VIDEO GOES HERE



HOTSPOT



EXAMPLES



HOTPSOT + SOCIAL = MUTUAL BENEFIT

1. Configure RouterOS act as 
Hotspot server

2. Redirect request to external 
Captive portal 

3. Set some walled gardens

4. Retreive data from social 
service 

5. AAA server authorize user 
able to access internet



DASHBOARD USER MANAGEMENT

  http://hs.snapsol.mn/dashboard/



DEMONSTRATION:

SSID=RADIOS
LOGIN USING YOUR FB



THANK YOU

QUESTIONS & 
SUGGESTION


