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Name: Wardner Maia

Country: Brazil

ĄElectronic/Telecommunications Engineer

Ą Internet Service Provider since 1995

ĄWireless Internet Service Provider since 2000

ĄTeaches Wireless for WISPôs since 2002, Mikrotik since 2006

ĄMikrotik Certified Trainer since June, 2007  
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MD Brasil Information Technology and Telecommunications

Ą Internet Service Provider, in the states of São Paulo and Minas Gerais

ĄMikrotik Distributor, equipment integrator

ĄMikrotik Training Partner

ĄConsulting Services 

www.mdbrasil.com.br 

www.mikrotikbrasil.com.br
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Target Audience:

ĄISPôs and WISPôs that run small / medium growing networks  

Objectives:

Ą To discuss the most common network topologies and their issues regarding access 
security and network availability..

Ą To understand conceptually the existing threats related to layer 2 vulnerabilities with 
practical demonstrations .

ĄTo discuss possible countermeasures using Mikrotik RouterOS listing the ñbest 
practicesò to ensure security at this level of OSI model..

Target audience and objectives
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OSI Model

(Open Systems Interconnection)

Layer 3: Network

Layer 2: Link

Layer 1: Physical

Layer 4: Transport

Layer 6: Presentation

Layer 7:  Application

Layer 5: Session Addressing and routing

Physical Connections Attacker

5



6

ĄNetworkSecurityis a broadquestionandshould
be viewedunderdifferentperspectives,from the
physicaltotheapplicationlayerofOSImodel.

ĄSecurityissuesare quite independentfor each
layer and no matterhow strongare the Security
measuresadoptedfortheupperones,if a lowlayeris
compromisedthe wholesecurityis compromised.
Authentication,confidentiality,integrityandavailability
mustbeguaranteedforalllayers.

Why Layer II ?

Layer 3: Network

Layer 2: Link

Layer 1: Physical

Layer 4: Transport

Layer 6: Presentation

Layer 7:  Application

Layer 5: Session
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Ą If comparedto the manyeffortsfocusedin
applicationandnetworklayer,therearefewones
regardingto the infrastructurebreachesinherent
totheexistingL2protocolsweakness.

ĄGoodpracticesadoptedto enhanceLayer2
securityare importantnot only for the security
itself,but to ensurea performanceoptimization,
sincea lotof garbagetrafficcanbedroppedwith
appropriatemeasures.

Why Layer II ?

Layer 3: Network

Layer 2: Link

Layer 1: Physical

Layer 4: Transport

Layer 6: Presentation

Layer 7:  Application

Layer 5: Session
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ĄCommon topologies for IP Networks

ĄBridging, Switching and Layer II Firewalls  

Ą Layer II attacks and protocol vulnerabilities:

Ą CAM table overflow / neighborhood protocols explotation. 

Ą VLAŃs and Spanning Tree protocols explotation.

Ą DHCP Starvation

Ą ARP Cache poisoning ïMitM Attack

Ą Defeating users and providers Hotspot and PPPoE based

Ą Wireless deauthentication attacks 

ĄCountermeasures and best practices to face L2 issues using Mikrotik  RouterOS

AGENDA
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ĄCommon topologies for IP networks

Ą Bridging x Switching

Ą Layer II Firewalls (Bridge Filter)



Typical Layer 2 Network

Customer gateway is border gateway

Just one broadcast domain
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Typical Routed Network

Customerôs gateway is distributed and close to it.

Segregated Broadcast domains

ĄEven in such type of network there are bridging segments that should be watched
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Typical Routed Network with concentrated gateway

ñBridge over Routingò 

Usually dynamic routing with transparent tunneling from the customer to the 

main gateway ï(EoIP / EoMPLS, etc)
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Layer 2 Networks

Bridged IP Networks:

Ą Fixed IP 

Ą Dynamic IP with DHCP

Ą Hotspot

Ą Bridging over routing 

We will focus on

ATM, Frame Relay, MPLS (layer ñ2.5ò), etc

Layer II only network with PPPoE concentrator
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Bridging x Switching

Bridging x Switching

ĄBoth Bridging and Switching happen 
at layer II, but with a slightly difference 

ĄSwitching process is usually faster, 
because no processor cycle is required; 
Packets are forwarded at ñwire speedò. 

ĄSince V.4,  Mikrotik RouterOS support 
switching for some equipments. 

Bridge

Switch

Layer 3: Network

Layer 2: Link

Layer 1: Physical

Layer 4: Transport

Layer 6: Presentation

Layer 7:  Application

Layer 5: Session
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Switching 

Ą The switch keeps a table with the MAC address connected to it, 
establishing a relationship with the port from where they were ñlearnedò   

ĄWhen a MAC address does not exist in the table, it is sought in all ports.

Ą The address space (Host table o CAM table) is limited and when it is full the 
switch forward the packets tor all ports behaving as it was a HUB!

(RB450G)                (RB750)                  (RB450) 
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Bridging 

Ą Like the Switch, the Bridge keeps a table with the MAC addresses and 
ports. Each Bridge in the same segment has all MAC address that were ñlearnedò  
from other Bridges. 

Ą The Host table does not have a fixed limit but is obviously limited by 
hardware memory resources  

ĄWith RouterOS Bridging features is possible to inspect ethernet frames an 
to aply filters, marks, etc. 
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Layer 2 filters

17

http://wiki.mikrotik.com/wiki/File:Bridge_final.png
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Layer 2 attacks

MAC Flooding 
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Attacks against Switches and Bridges

MAC flooding 

There are a lot of tools designed with the purpose or ñnetwork security auditingôô 
that you can flood a lot of MAC address at any point of the bridged structure. 
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