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Introduction

Name: Wardndaia
Country: Brazil

A Electronic/Telecommunications Engineer

A Internet Service Provider since 1995

A Wireless Internet Service Provider since 2000

ATeaches Wireless for W SPO0s sin
A Mikrotik Certified Trainer since June, 2007
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Introduction

MD Brasil Information Technology and Telecommunications

A Internet Service Provider, in the states of S&do Paulo and Minas Gerais
A Mikrotik Distributor, equipment integrator

A Mikrotik Training Partner

A Consulting Services

www.mdbrasil.com.br
www.mikrotikbrasil.com.br
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Target Audience:
Al SP6s and WI SPO0s that run

Obijectives:

A To discuss the most common network topologies and their issues regardin
security and network availability..

A To understand conceptually the existing threats related to layer 2 vulnerabi
practical demonstrations .

ATo discuss possible counter measur
practiceso to ensure security at t
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OSI Model
(Open Systems Interconnection)

Layer 7. Application

Layer 6: Presentation

Layer 5: Session Addressing and routing

Layer 4: Transport

< Layer 2: Link

=
- Layer 1: Physical
S

rk

Attacker

Physical Connection

A
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A NetworlSecuritys a broadquestiorand should
be viewedunder differentperspectivedrom the
physicaiotheapplicatiolayernfOSImodel

A Securityissuesare quite independerfor each
layer and no matterhow strongare the Security
measureadoptediortheuppenonesijf alowlayels
compromisethe whole securityis compromised
Authenticatioopnfidentialitptegrityandavailability
musbeguaranteefdralllayers

Why Layer Il

?

Layer 7: Application

Layer 6: Presentatio

n

Layer 5: Session

Layer 4: Transport

Layer 2: Link

__Layer3-Network
" Tayert—Physical |
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A If comparedo the manyeffortsfocusedn
applicatioandnetworkayertherearefewones
regardingo the infrastructurereachesnherent
totheexistind 2 protocols/eakness

A Goodpracticeadoptedo enhancd.ayer2
securityare importannhot only for the security
itself,but to ensurea performanceptimization,
sincea lot of garbagerafficcanbe droppeadvith
appropriatmeasures

C

Why Layer Il ?

Layer 7: Application

Layer 6: Presentatio

n

Layer 5: Session

Layer 4: Transport

Layer 2: Link

__Layer3-Network
" Tayert—Physical |




Routers & Wireless Systems®

AGENDA

A Common topologies for IP Networks
A Bridging, Switching and Layer Il Firewalls

A Layer Il attacks and protocol vulnerabilities

A CAM table overflow / neighborhood protocols explotation.
VLANs and Spanning Tree protocols explotation.
DHCP Starvation
ARP Cache poisoriirigitM Attack
Defeating users and providers Hotspot and PPPoE based
Wireless deauthentication attacks

> > > > >

A Countermeasures and best practices to face L2 issues using Mikrotik Rout
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A Common topologies for IP networks
A Bridging x Switching
A Layer Il Firewalls (Bridge Filter)
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Customer gateway is border gateway
Just one broadcast domain

10
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Gateway &

172.16.2.0/24 172.16.3.0/24

Customer 6s gateway iIs distributed
Segregated Broadcast domains

A Even in such type of network there are bridging segments that should be
11
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Typical Routed Network with concentrated gate
NBridge over RolI

Gateway &

172.16.2.0/24 172.16.3.0/24

Usually dynamic routing with transparent tunneling from the customer tc

main gatewédyEolP / EOMPLS, etc) 12
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Layer 2 Networks

ATM, Frame Relay, MPLS (

" Bridged IP Networks:
A Fixed IP
- A Dynamic IP with DHCP

We will focus on- A Hotspot
A Bridging over routing

Layer Il only network with PPPOE concentrator

13
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Bridging x Switching

Bridging x Switching

A Both Bridging and Switching happen

Layer 7: Application

at layer II, but with a slightly difference

Layer 6: Presentatio

n

Layer 5: Session

A Switching process is usually faster,
because no processor cycle is requwed

Layer 4: Transport

Packets are forwar

Layer 3. Network

Vi re spe

Bridge

Layer 2: Link

Switch

A Since V.4, Mikrotik RouterOS suppol

switching for some equipments.

Layer 1: Physical

14
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Switching

A The switch keeps a table with the MAC address connected to i,
establishing a relationship with t

A When a MAC address does not exist in the table, it is sought in all pc

A The address space (Host table o CAM table) is limited and when it is
switch forward the packets tor all ports behaving as it was a HUB!

Feature Atheros8316 Atheros7240 ICPlus175D Other
Port Switching yes Yes yes yes
Port Mirroring yes Ves yes Mo
Host table no no
Vlan table 4096 entries 16 entries no no
Rule table 32 rules no no no
(RB450G) (RB750) (RB450)
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Bridging

A Like the Switch, the Bridge keeps a table with the MAC addresses at
ports. Each Br | dge i n the same se;(
from other Bridges.

A The Host table does not have a fixed limit but is obviously limited by
hardware memory resources

A With RouterOS Bridging features is possible to inspect ethernet fram
to aply filters, marks, etc.

Bridge Poris Fiters MAT Hosts |
\MAC Address |Onl... - |Age Bridge
00:0C:42:54:85:A1 ether? 00:00:05 bridge1

L 00:0C42:5A:8%E0 ether? 00:00:11 bridge1
00:0C:42:5A4:85:50D etherd 00:00:07 bridge1

L 00:0C42:545:85B1 etherd 00:00:11 bridge

00:0C:42:36:C8:1C etherh 00:00:10 bridge
Ethernet Frame | (___Ethemet Frame | DDOCA2424242  ether5  00:00-11 bridge
(bST | SRC | TvPE) (DST | SRC | TYPE) L DDOC425AB89B3  ether5  00:00:11 bridge]

16
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Layer 2 filters

Bridge
Decision

OUTPUT

or- 3 @{ INTERFACE
t

Interface
HTB

YeS_jce P
Firewall

Bridge
SRC-NAT

t
Bridge
Output

Action: | accept | ¥

arp-reply
drop

dzt-nat

jurmp

log

mark packet
pazsthraugh

. = log i
g ¥ . - redirect
Chair Esr»:?rd K mark packet Chain: | EERE] K returm
p— pazzthrough - dztnat zet priarity
oot return Frc-nat

get priority

INPUT
INTERFACE

+

Action: |accept

drop
ump

[N
~l



http://wiki.mikrotik.com/wiki/File:Bridge_final.png
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Layer 2 attacks

MAC Flooding
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Attacks against Switches and Bridges
MAC flooding

There are a |l ot of tools designe
that you can flood a lot of MAC address at any point of the bridged struc




