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About FMS

Patrik Schaub, schaub@fmsweb.de

m Founded in 1999

m MikroTik

Distribution (www.mikrotik-shop.de)
Training (www.mikrotik-training.de)
Consulting and service contracts
Custom AAA development

m Suppelemtary products
m Own / exclusive product lines
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MmikroSPOT Addon Software

m Hotspot
managemet for
windows

m Controlls a

RouterOS based :
hotspot ﬂ#ﬁf&g gﬂ! "))

m Easy to use for
untrained staff
(hotel, camping...)
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MmikroSPOT Addon Software

m Resellers - o |
welcome o e |
| R =
m [est drive at - S
our distributor EE——
tabel

mikroSPOT.,)

puplic hotspot solution




il FMS | www.fmsweb.de

mikroCase Classic

m For RouterBOARD, ALIX and ITX
m Two mainboards per U

Classic series:
m Integrated PSU

m Integrated DSL
modem possible ¢
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mikroCase Budget

m For RouterBOARD, ALIX and ITX

m Two mainboards per U
(except RB493)

Budget series:
m Low cost
m External PSU
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Licenced band microwave equipment

m Licenced band
(7-38GHz)

m Up to 800MBit Full
Duplex

m Full outdoor and split
mount available

m Ideal as backhaul for
MikroTik basestations
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Restless Powerbox

m Remote control passive PoE ports
m Integrated RouterBOARD (optional)
m Integrated UPS

m SMS/Email
alarms
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Ogma Connect routers

m RouterOS
based

m Uptollx
GBit Eth

PCI-X addon
slot at back

m Different models
available
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Datacenter

m Technical environment
m Mutiple ISPs available

To get:
m High availability

m High uptime of services
m Good network performance

FMS | www.fmsweb.de
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Data center based applications

m Web- / Serverhosting
m Running VoIP and IPTV services
m Broadband reselling

m Special case: Wireless ISPs
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Common WISP setups

m Decentral with many broadband lines
m Central with leased line and wireless backbone
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Examplel: Central AAA

AA A Customer traffic

(Usermanager or Radius) . AAA traffic

Datacenter

DSL lines -
PPPoOE Server

(on site)

PPPoOE Server

(on site)
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Examplel: Central AAA

m Cetralising on site AAAs in the datacenter

Easier management
Customer can use neighboring cells

Central AAA with Usermanager or RADIUS possible
Hotspot, PPPoE, PPtP
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Example2: Datacenter tunneling

m Virtual network by L2 tunneling
Customer traffic goes through

Public addresspace for customers
Central AAA

Very flexible design

Free choice of broadband carrier
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Example2: Datacenter tunneling

AAA _| PPPO E SEWEI" Customer traffic

. Layer 2 tunnel

(Usermanager or Radius)

Datacenter

DSL lines

‘ Layer 2 Layer 2 ‘

Tunnel Router Tunnel Router




MS | www.fmsweb.de

Example3: Wireless Backbone

Central network upstream

Distributed by a wireless backbone

Often more cost efficient than leased lines
Licenced band radio equipment

m FMS provides professional microwave systems
from 7 - 38GHz with up to 800MBit and has
certified staff for consulting
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Example3: Wireless Backbone

34MBit 34MBit
leased line 30km leased line

30km

ST
34MBit ...._
e

leased lin 34MBit
leased line
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Example3: Wireless Backbone

100MBit
microwave
30km
/ 100MBit

Data center| MiCcrowave

100MBit
25Kkm \ Microwave

SO
"" 100MBit

microwave
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A single homed core router

One upstream ISP

Copper or fibre inhouse cable to core switch
Corerouter behind core switch

ISP gateway as default gateway

m The first three single points of failure in our
network: Ethernetcable, router port, switch port

m Sollution: Second cable for redundancy
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If the link fails: Bonding

m Can achive redundancy and higher
bandwidth

m Multiple physical interfaces form one
virtual interface

m Different standards and approaches

m MikroTik: Bonding
Others: Link Aggregation, NIC Teaming,
Trunking
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RouterOS bonding modes

m Goal: redundancy and higher bandwidth

m Problem: reordering of packets for TCP
connections

m Different sollutions
m Standard for Aggregation 802.3ad & LACP
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RouterOS bonding modes

Fail- Load Switch Link

over |bpalancing |config Monitoring
802.3ad Yes Yes Different | MII
active backup | Yes No No Different
broadcast Yes No Yes ARP, MII
balance rr Yes Yes Yes ARP, MII
balance xor |Yes Yes Yes ARP, MII
balance tlb | Yes Yes No MII
balance alb |Yes Yes No MII




Fail over for uplink connection

m active-backup
m only fail over

m no switch
configuration
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& .
Ether1: 10.10.0.91/24

Upstream ISP
Router

Bonding1: 10.10.0.230/24
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Fail over for uplink connection

m Traffic will flow over primary
interface while link is up

m [nactive slave MAC invisible
m More than 2 interfaces possible
m No switch configuration necessary
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Interfaces _|
kA
Wireless _ ;
B General Bonding |'Traffi|: {
FEF Slaves: |ether2
Mesh , [ether3
IP ¥
Dizable
HPLs
e active backup m
YPLS Bonding e — g -
Aouing | A T | g
outing i _ Comy |
aystem b Yirtual Ethernet :
Queues YPLS Transmit Hazh Palicy:
Files PPP Server
\ FPP Client Down Delay: |0
og
: PPTP Server Up Delay |I:I
R adiuz PPTP Client
Tocle I- L2TP Serwver LALF Rate: |-I 8
T LZTP lient
Rl . OMPM Server ARF Interval: |'IEIEI
MetasROUTER i
i QWP Clignt ARPIP Targets: |10.10.0.10
take Supout.rif FPPOE Server
PPPoE Client
M anual
. Wirtualap
E =it WS

Mstreme Dual dizabled running
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How good

does it work?

General | Advanced

x|

Fing Ta: [10.10.0.10

| Stop
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M Interface List

Interface |Ethernet EalP Tunnel IP Tunnel L&MW WRRF Bonding

[+-][=] [~][%] (2] [¥]

Interface: |an_l,l ||3| Close | [Name /| Tupe L2 MTL [T« [Rx [Tx Pac... |F|:-c F'ac...|T:< Drops|F|:-: Dlops|T:-c Errar:
] ARF Ping B 4pbondingl Bonding 98.7 Mbps 387 Mbesl 8168 8251 1] 1]
i e e 4 ether :thﬂnet Te00 505 kbps E pz 17 42 0 0
Packet Count; | | » FS  ##cther? Etheret 1600 986 Mbps 98.6 Mbps 8139 8184 0 0
) X RS <ivetherd Ethemet 1600 Ekbps 201 kbps 10 32 0 0
Timeout: 1000 ms RS ¢oetherd Ethemst G kbps 802 kbps 10 7 0 0
# | |Host |Time |F|ep|_l,l Size |TTL |Status ||V|
297 10.10.0.10 257ms 50 &4
298 10.10.0.10 257mz 50 B4
299 10.10.0.10 258ms 50 B4
300 10.10.0.10 257ms 50 &4
o im0 LS B nangwith st m inirface choning
302 10.10.0.10 258ms 50 B4 " -
303 10.10.0.10 253mz 50 B4 Test To: [10.10.0.91 General  Bonding | Traffic
304 10.10.0.10 254mz 50 B4 o =
M 010010 257ms B B4 Erotzod B g - Slaves: [ethe:2 E3E2
306 10.10.0.10 254mz 50 B4 Local UDP T+ Size: | 1500 [ather? [3]
307 1010010 2Bdms 50 E4 o _
03 1010010 257ms 50 64 fEme R B ) 1500 etherd BE
309 10.10.0.10 258ms 50 B4 Direction: i == a———
30 1010010 254ms G ! Made: | active backup (=]
I 1010.0.10 253mz 50 B4 ) ' T =
2 1040070 2E3ms £0 64 TCP Connection Count: [Frimary: | ether2 || ¥ |
N3 1010.010 253ms a0 B4 Local Tx Speed: l:l * bps Link kMonitoning: |arp || ¥ |
14 10.10.0.10 25dmz 50 B4 ; _ —
315 1010010 255ms 50 B4 Remote TiSpeed: [ | bps Transmit Hash Policy: | layer 2 [+
16 10.10.0.10 258ms 50 &4 ; -
317 10.10.0.10 253mz 50 B4 User: - Doawn Delay: |u | me
318 10.10.0.10 253mz 50 B4 . I:l
38 1010010 257ms B 64 Passward v Up Delay: |0 | ms
320 10.10.0.10 258ms 50 B4 ) =
21 10,10.0.10 257ms 50 7] T=/Rx 10z Average: |97.5 Mbps/97.4 Mbps LACF Rate: |1 = " ha |
322 1010010 2B¥ms 50 B4 : _
23 1010010 SEEms =0 £4 T=/Rx Average: |92.4 Mbps/92 6 Mbps ABP Interval | 100 | e
324 10.10.0.10 253msz 50 &4 ; A
= e e = ARP IP Targets: [10.10.0.10 |~
326 10.10.0.10 253mz 50 B4 :
327 1010010 253ms 50 64 M T 575 Mbps
P?E 1010010 256ms 50 B4 —~ Wl 574 Mbps
180 of 187 packets received |3% packet lozs Min: Oms Avg 123ms  |Max B3 Tms |running... A running
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Disable active slave

mping ES| [mminterface List
General | Advanced Intertace | Ethemet EolP Turnel IP Turnel VLAN VRRP Bonding.
Ping Te: [10.10.0.10 | Stop [#-{[=] [»][%]

Interface: |an}I " ¥ | | Cloze | |§£me i/ |Tv|:e |L2 MTU |Tx |HH
> R bondingl EDnI:mE 97 9 kMbps 98 30
LV aRE e T —anT Fiherret T k'EETé‘F
Packet Count: | |+ 1 45 #irether? Ethernet bps|
) ) RS ¢hrether Ethernat 95 5 Mbps 985 Mhps
Timeout: [1000 |ms RS ebrethert Ethemet 35 kbps 754 kbps
#|  [Host [Time  |Reply Size [TTL | Status = disable ether2
718 10.10.0.10 253ms 50 B4 =
319 10.10.0.10 257ms 50 64
320 10.10.0.10 255ms 50 B4
321 10.10.0.10 257ms B0 B4 ;
322 10.10.0.10 257ms 50 &4 Il Bandwidth Test Ml Interface <b connection
323 10.10.0.10 25Ems 500 64 — -
324 1010010 Z53ms 50 64 Test Ta: ‘General  Bondin drops 3s
325 10.10.0.10 253ms 50 B4 :
6 1010010 Z3me 50 64 B! Sla
327 10.10.0.10 253ms 50 B4 Local UDP Tx Size:
328 10.10.0.10 256ms 50 B4 S ether3 takes
329 10.10.0.10 256ms 50 64 AL R
330 1010010 57ms B0 64 T i over
]| 10.10.0.10 257ms 50 64 L M
332 10.10.0.10 253ms 500 64 . :
333 1010.010 256ms 50 B4 R it
B 1010.0.10 255ms 50 B4 Local T Speed: itk Marite
335 10.10.0.10 753ms B0 B4 _
336 10.10.0.10 2A7mz 50 B4 Femote Tx Speed: Tramzmit Hash Po
337 10.10.010 tirmeaut ho raute ko host ; -
3? 10.100.00 fimeout 9 User: = Down Ds
339 10.10.0.10 imsout ‘|
40 1010010 4ms 50 B4 Password b Up Ds
341 10.10.0.10 s 500 B4 e
42 10.10.0.10 f8ms 50 B4 Tu#R% 10z Average: |71.1 Mbpsz/71.5 Mbps
343 10.10.0.10 15%5ms 50 B4 :
244 1010010 SEEme E0 Ed Tr/Rxbdverage: 893 Mbpsx’BS B Mbps ARP Irte
345 10.10.0.10 256ms 50 B4
346 10.10.0.10 253ms 50 64 ARFIE T
M7 10.10.0.10 253ms 50 64 :
348 10.10.0.10 253ms 50 64 I T 975 Mbps
349 10.10.0.10 256ms 50 B4 MR 574 Wbps il
198 of 207 packets received |4% packet loss Min: O Avg: 131ms  [Max 581ms |running... e
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Example: balance-rr

DTl a
T

Bonding1:
10.100.0.1/30

Upstream ISP
Router

B
Bonding1: 10.100.0.2/30

Core Router
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1600 Byte, bidirectional

x|

Interface | Ethemnet EolP Tunrel IP Tunnel VLAN WRRP Bonding
. E——
-] =] [w][x] B Bandwidth Test =
Mame | Type L2MTU |Tx Fix |1 _

R @bordngl  Bonding 1487.6 Mbps 1477.1 Mbps TestTa: [10.1000.2 || St |
R 4vether]  Ethemet 1600 49.8kbps  14.8kbps Protocol: @ udp T tep St

RS  +4j*ether? Ethernet 9500 4358 Mbps 4520 kMbps Lozal UDP Tx Size: | 1600
RS #etherd  Ethemet 9500 4958 Mbps 492 7 Mbps :
RS  ¢i*etherd Ethernet 9500 4958 Mbp: 4924 Mbps Remaote LUDP Tx Size: |1EEIEI |

Direction: | both " ¥ |

TEFR Connection Count: |2EI |

Local Tx Speed: | | bps

Remate Tx Speed: | | bps

User: | admin P8

i Passio: | ~

5 items [1 zelected]

Tw/Rx 10z Average: [1426.2 Mbps/1444.0 Mbps |

Tu/Rx Average: |1417.4 Mbps/1316.0 Mbps |

BT 1291.0 Mbps
I.HHZ 15188 Mbps

|running. .
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1600 Byte, unidirectional

M Interface List x|

Interface |E-_t_her_'r.1,é1;_'| EolP Tunnel IP Tunnel LAN VRRP Bonding

werT—
=] [v]x] [T aS— ]

|Mare /| Type L2MTU T2 [Rs
R bondngl  Bonding 2.7Gbps 331 kbps Test To: [10.100.0 || stan
R ¢E*ether1 Ethernet 1600 51.2kbpz 120kbps Protozol & udp " tep =
RS titether2 Ethermet 1600 59242 Mbp: 11.2 kbps | | [l
RS #iretherd Ethernet 1600 9241 Mbpz  10.6 kbps Local UDF T Size: 1500 I -
. Cloze
L : ; :
RS etherd Ethernet 1600 9241 Mbpsz 11.2 kbpsz ‘Hemnte UDE Tx Size: |'IEEIEI |
Direction: | send |?|
TCF Connection Count: |2EI |
Local Tx Speed: |:| * bps
Femate Tx Speed: |:| * hpsz
Uzer: |a|:|mir'| | -
1] Password: | -
B items [1 selected]

Tx/R= 10z Average:; |2.4 Gbpz/0 bpz |

Tu/Fx Average: |2.4 bps/0 bpz

BT 29Gbp:
[ [3PS

|running...




9400 Byte, bidirectional
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Il Interface List

l

Marme /| Type L2 MTU |Tx Fix [
F  dbbondingl  Bonding 29Gbps  290Gbps
B 4fkether Ethernet 1600 42 2 kbpz 151 kbps
RS 4 ether? Ethernet 997.2 Mbpz 9959 M. ..
RS 4 ether3 Ethernet 997.2 Mbpz 9959 M. ..
RS 4i#*etherd Ethernet 997.3 Mbpz 9959 M.

5 items [1 zelected]

Interface |E‘Ehe‘mét EolP Turnel IP Tunnel WLAN VRRP Bonding

=] [v]l%] [a] |7]

Test To

Praotocal:

x|

Il Bandwidth Test x|

+ [10.100.0.2 | Start |

i u|:|£| i~ tep

Local UDP Tx Size
Remate UDF Tx Size

- (9400

[hrechion

TEP Connection Count:
Local T Speed:
Remate Tw Speed:
Uzer |au:|min | -

Pazsward:

: | 9400
: |I:u:uth " ¥ |

T#/R# Average

BT 29 Gbps
R 249Gbps

T#/Rx 10z Average:

\29Gbps/29Ghps |

2.9 Ghps/2.9 Ghps

|running. 5




- VRRP -
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If the router fails: VRRP

m VRRP (Virtual Router Redundancy
Protocol)

m Cluster interfaces of different routers with
shared IP adress

m Hot standby of slaves
m Open standard



VRRP Overview

wr=r T ETFTF]
h s sk _!_L.. =

— - = VRRP-Interface

10.0.100.1/32
Floating VRRP IP

= e
B W 1

ETH3: 10.0.100.2/24 ETH3: 10.0.100.3/24

FMS | www.fmsweb.de
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Address decisions

Ether3: 10.10.100.2 /24 Ether3: 10.10.90.1 /24
VRRP-1: 10.10.100.1 /32 VRRP-1: 10.10.100.1 /24
Ether3 | VRRP-1 Ether3 | VRRP-1
TTrafﬁc from Traffic from T
10.10.100.0/24 10.10.100.0/24
to default gateway to default gateway
Traffic to 10.10.100.0/24 Traffic to 10.10.100.0/24

along connected route along connected route
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VRRP Configuration

B admin@00:0C:42:40:98:54 {www.fmsweb.de) - WinBox ¥4.5 on RE1000 {powerpc) ) Z|E

I Hide Pazzwards [

K
teface ]
Wireless Interface | Ethernet EolP Tunnel 1P Tunnel ..
Bridge
FFPP -

Mezh : 1600 35
IP ¥ ¥ 1600
VRRF
MFLS : Etherret 1500
Bonding VERP
WRLS .
: Hioe Ethemet 1600
Routing I* Mesh
System P Yirtual Ethernet
YPLS
L PPF Server
Files PP Client
Log PPTP Server
B PPTP Client
L2TF Server
Tools I LZTP Clisrit
Mew Terminal . CNPR Server
MetaROUTER S Een:
. PPPoE Server
Make Supout.nf PRROE Clisnt
b anual WirkualapP

— LT i

¥a Interface <vrrp-to-ISP=
General “RRF | Scriptz Traffic I K

Interface: | ether? " * | Cancel

YRID: [10 | Anply
Priority: | 100

e Disable
Irteryal: |'I |

Commemt
Preemption kode
Copy
— Authentication

' hone " simple ™ ah Remove

fel ey,

Passwaord: |vimp | - Tarch

dizabled
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Single homed redundant core router

m Two routers connected to uplink switch
and client switch

m Interfaces configured for VRRP
m Seperate IP Adresses

m Failover for Dead router
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il

Single homed redundant core router
Uplink ISP

Uplink Switch

Core Router
1and 2

Distribution
Switch
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VRRP optimisation

Uplink switch

slave master

Router 1 Router 2

slave

Internal switch




i

VRRP optimisation
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slave

master

Uplink switch

Router 1

Router 2

master

master

Internal switch
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VRRP optimisation

Uplink switch

slave master

Router 1 Router 2

master master

Internal switch
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Router 2 - policy based routing

. . Interface | Ethernet EalP Tunnel IP Tunnel %LAM WRRP Bonding
Uplink switch |
=] [v][%]
|Name |T_I,I|:ue 1vT|L2 MTL |T:-: R= TuPac... |Rx Pac.
A 4i¥etherl Ethernet 1600 362 kbpz 143 kbps 7 1
A 4 ther? Ethernet 1600  B50bps 0 bps 1
Sla ve master Fhd #wnp-tolSP WRREF E50 bps 0 bps 1
#i*ether3 Ethernet 1600 0bpz 0 bps 1]
b 4hvnpto-LAN - WRRF 459 bps 0 bps 1
A 44 ctherd Ethermnet 1600 0 bpz 0 bps 1]
Router 1 Router 2 L :
Routes | Mesthops  Rules WRF
= =1 ][]
m t I master |Dst. Address t |Gatewa}l Digtance |Ficnuting Mark |F
as e AS | P000.0A 1001011 reachable vip-to- ISP 85 vrp-routing
LIl S E [.0.0.0/ 10.1.2.1 reachable etherd GO wrrp-routin
4 5 1007000424 1001.2.1 reachable etherd B0 wrrp-routing
1 B P 100100024 wirp-to-LéM unreachable 85 vrp-routing
DAz P 10.0100.0/24  wirp-to-LAN unreachable g
H BaL P oooalores wIrp-to- ZF reachable 1
I nte rnal SW|tch | DaAC P 10.1.0.0424 ether? reachable 1] 1
DA P 10.1.1.0424 etherd unreachable 1] 1
DaC P 10.1.2.0424 etherd reachable 1] 1

10.0.100.0/24
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Router 2: routing policys for internal network

Route: Mesthops Fules |R-"F|F

=] (=] S [T

# | |Sr|::. Address |D$t. Address |Hnuting b ark. | Interface |.-'3.n::tin:|n |Ta|:|Ie |
1] F=10.0.1000/24 loakup only in table wrrp-rauting
1 - 10.0.100.0/24 lonkup anly in table  wrrp-rauting

vrrp- routing table

Il Route List

Routes | Mesthops  Rules  WAF

(=] |8 T
|Dst. Address ] |Gatewa_l,l

A5 0000 10.0.101.1 reachable virp-to-1SP
s I 0.0.0.0/0 10.1.2.1 reachable etherd

Jlas 1001000424 101,21 reachable etherd

I 5 F1001000/24 | virp-to-LaN unreachable

Diztance  |Routing kark
55 wrp-routing
B0 wrrp-routing
60 wrrp-routing
55 wrrp-routing

10.0.100.0/24: internal network

10.0.101.1:  default Gateway, upstream ISP
10.1.2.1: router 1, direkt link on eth4



FMS | www.fmsweb.de

[ ————

S

- BGP4-
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Redundant upstream

m ISP as the single point of failure
m Connection to multiple ISP

m Problem: Each ISP provides different IP
space

m No fail over possibility
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IP adresses

m PA (provider aggregatable)
m PI (provider independent)
m AS

m PA assignment from ISP
m PI and AS through sponsoring LIR
m LIR membership and own PA and AS
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Multihoming

BGP4, inter domain routing:

m Announcement of prefixes to ISPs

m Receiving prefixes from ISPs (full feed
about 300.000 routes)

m Select best route (usually shortest path)
for internal routing table



BGP4 test setup
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AS 64513 AS 64514
Advertising 10.21.0.0/24 Advertising 10.22.0.0/24
ISP 1 ISP 2
10.1.0.1/30 10.2.0.1/30
10.1.0.2/30 10.2.0.2/30
Router 1
AS 64512

Advertising 10.20.0.0/24
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ISP2: New instance

® admin@00:0C:42:40:98:54 (www.fmsweb.de) - WinBox v4.5 on RB1000 {powerpc)

B

e meee
wireless _ _ | —
Bridge Instances |VHF3 | Eears | M etworks | Aggregates | YPM4 Routes | Advertisements |
PP lv|lx] [0 [7]
Mezh M arne A5 FRaouter D |Elut Filter |Eu:unfeu:|er... |Eu:unfeu:|er... |Eluster 0] | . |
IF' N .ngf-F“?UT--- IS M BGP Instance <AS-ROUTER-3> FA
efault 1
MPLS Name: |4S-ROUTER-3 |
VELS AS: (64514 || carcel
Riating " | esp Router ID: (10201 [~ [ oy |
System I Filters
e MME [ | Redishibute Connected
[ 1 Redistibute Static
[ |’ Redistibute RIFP
Log Prefis Lists [ Redistibute DSPF
Radius RIP | Redistribute Other BGP -
ermayve
Tools ¥ _ —
Mew Terminal 2 items [1 zelected) Ll | " *’l
MetaROUTER Caonfederation: | | w
b ake Supout.rif Confederation Peers: | —
tanual Cluster ID; | v
E it [ | Client Ta Client Reflection

[ 1 Ignare &5 Path Length

dizabled
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ISP2: New Peer

® admin@00:0C:42:40:98:54 {www.fmsweb.de) - WinBox v4.5 on RB1000 {powerpc)

Interfaces m Il BGP Peer <Router-1> ﬂ fl
Wireless r General | Advanced | Status O,
B[idge Ihstances | WHE= Peers | | | = -
= 5 M arne: |Fh:uuter-'| m
jii B | |45-ROUTER-3 %] —
b ezh | M armne | Instance st . : = Apply L
#2Fouter-1 AS-ROUTER. : b
P F Remate Address: |1EI.2.EI.2 | r
Remate Part: | | -
WPLS Remate A5: | G4512 |
opy
Flouting I TCP MD5 Key: |bap |
EMOYE
System X Mesthop Chaoice: | default ¥
Queues | Multihop Refresh
Files [ | Route Reflect Refrezh Al
Lag
s Hald Time: {120 | %2 Resend
adius
Tools ¥ TTL: |default k3 Rezend Al
oo Tzl Pl Prefis Lirnit: | | - A
MetaROUTER M ax Prefis Restart Time: | | -
b ake Supout.rf
T I Filter: | || +|
Ml Cilbmre | [
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ISP2: New Network

Instances |.R-’HF*3 Metwark.s |ﬂgg_rega'tes |.R-’F'N.'4 Foutes I Adverti

M etwark
F110.22.0.0/24

|| Synchronize

Cancel

Apply

Dizable

Copy

Remove

dizabled
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Unwanted transit on router 1

AS 64513 AS 64514
Advertising 10.21.0.0/24 Advertising 10.22.0.0/24
ISP 1 ISP 2
10.1.0.1/30 10.2.0.1/30
10.1.0.2/30 10.2.0.2/30
Router 1

[ AS 64512

Inztances WAFs Peers MNetworks Aggregates YPM4 FRoutes  Advertizements | Advertising 10_20_0_0!24

Y i
|F'eer |P'IE!fi:-: 4 |Ne:-cthn:n|:| |.f1'-.5 Fath |Elrigin |L|:u:al Fref. |I
#2 R outer-2 10.20.0.0./24 10.1.0.2 igp 1]
I.ﬁwm_wzu.u.w UL llo igp 0
#2 Router-3 10.21.0.0/24 10,202  E4513 Iigp 0
2 Fouter-2 10.22.0.0/24 101.0.2  E4514 igp 1




il

Out-Filter for peers
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M Route Filter <=

Matchers |BGP  Actions BGP Astions

Chair: |.-’-'-.u:|vertise-FiIter

Prefi: |

X
” ¥ | Cancel
> Apply

Il Route Filter <=

tdatchers BGF |.i'-.|:ti|:|nsi BGP Actions

BGF 45 Path; |

Cancel

BGP A5 Path Length: [0

P8

il

Apply

I Route Filter <=

Matchers BGP Actions | BGP Actions

x|
Actior: ||:|i3|:an:| "$| \ﬂ‘
BC Jump Target: | " ;| \ﬂ‘
Set Distance: | | i
Set Scope: | > -
Set Target Scope: | | T
Set Pref. Source: | | h
St In Mestharr | =




Full feed
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. x|
Instances Peers | Networks  Aggregates
IEHE' @ | Refresh || Refresh Al || Resend || Resend Al |
|Name 4 |Instanu:e |Hemu:ute Address |Hem|:|te A5 |Multihu:u|:| |Fh:|ute Reflect |TTL|Hethe D L ptirne |F'refi:-: Court |State |
& peer-Ghostnet  BroadcoredS XXXXXN 12586 no no ETITI . 4.4 £ 4 4 209d 04:32: 24 307373 establizhed
#peertleyFies Broadcoreds XXXXNNN 142 no no 205 XXXXXX 10d 12243 29935 establizhed
& peer-Fouter] | BroadcoredS XXXXXX 49296 no no 205 e
MRoutelist x|
Routes | F;u|eg|
[#]|=] id [Frs [ ]®]
|Destinatiu:un ||i| |in ||i| | | IE'
|Destinatinn £ |Gatewa_l,l |Gatewa_l,l ... |Interface Distance  |Fouting Mark | Pref. Source | |"|
3 items

(1 iterns out of 316066

There are too many rautes b shaw thern all
Pleaze zpecify more specific Destination filter.

Or click here to zee them all.
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Il Route List
Routes |'NE:-:thu:|p$ | Rules | YRF |

[#]l=] [7]lx] (=] [¥

Fing | |an [#]

\Dist, Address |#] |in [[#] [10.21.0015

o] Lo

| Dzt Address 4 | Gateway

Digtance | Routing Mark |F'ref. Source I"|

5 = 0.0.0.0/0 10.0.100.7 unreachable
0aC B 10.1.0.0430 ether? reachable

0ac P 10.20.0430 etherd unreachable

Dab PB10.21.00/24 10.1.0.1 reachable ether

Il Terminal

101.0.2
10,202

o oo —

X
=

Flagz: X - dizabled, A - SoCIve, =

B - blackhole, U - unreachable, P - prohibit

[admin@Patrik-EE1000-1] >§ fip route print where dat-address in 10.21.0.0/15 l
7 =110 P W 4 ) 4141 =0 Y = 8 = P B = p, b - bap, o - o3pf, m - mme,

.— TR TR AN A 4 1 =

14 LIST
gfvalue of dst-address must hawve all host bits =ero, as in 10.20.0.0/15 I j
-
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Winbox / CLI Filter

I Route List

[#]l=l el a] [¥

Routes I'N'e:-:thu:ups| Rules | "u'-"HF.]

| Find

|#| |in|#] 102000015

o Lo

4 |Gatewa_l,l Digtance | Routing Mark |F'ref. Source

Dab [ 10.21.00/24

Il Terminal

[aduindPatrik-FE1000-1] >
[admin@Patrik-BEE1000-1] >} fip route print where dat-address in 10.20.0.

; U - unreachable, P - prohibit

0 Abh 10.21.0.0/24

10.1.0.1 reachable ether 20

Flagz: X - dizabled, A - SOCIve, O oo, o OOIIeC L, e,
B - blackhole

PHEE —AH

E=FEEIUIT=1 |

ElflEl
= p, b - bgp, o - ospf, m - ume,

X
=
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Example with Full Feed

Dst. Aeldress [#] [in[#] [7412000n13 [+][=]
|D$t. Address ¢ |GatEW-3_',' Digtance |F|-:uuti...|F'ref. Source | |"
DAb P 74127.71.0/24 7767, sachable etherHizcal 20
DAb | P 74.127.72.0/23 7767, sachable etherHiscal 20
DAL [ 74127.74.0/24 7767, sachable etherHiscal 20
Db P 74.127.76.0/22 [EATAl e oute <74.127.124.0/23>
Dab P 74.127.84.0/24 7767, :
DAb P 74.127.85.0/24 7767 General Aftributes |
DAb [ 74.127.86.0/23 77ET
DAk P TA127.80.0,24 TTET BGPF AS Path: | 3257,3356,5650, 7011
DAb [ 74.127.89.0/24 77ET ;
BGP Weight:
Dab | P 74.127.90.0/24 F7ET sight: |
Dab P 74.127.97.0/24 7767, BGP Local Pref.: |
Dab P 74.127.98.0/23 77ET
Dab B 74127.100.0/22 77.67. BGP Prepend: |
Dab | B 74.127.104.0/24 77ET
EGP MED: |29
Dab | P 74.127.105.0/24 77ET |
DAb P 74.127.106.0/24 7767 BGP Atomic Aggregate: |
Dab | B 74127.110.0/24 77ET N
DAb | B 74127.111.0/24 7767 BGP Drigin: |
Db 741271120023 77.57. PR e e
Dab P 74.127.114.0/23 77ET -
BGPLC ties: | 32572040
Dab P 74127 116.0/22 7TET ommunities: |
DAb P 74127.120.0/24 77ET | 3257:30049
Dab | B 74127.121.0/24 7767
Dab P 74127.122.0/23 7767 | 3257:50002
Dab P 74.127.124.0/23 77ET
3257-51100
DAab | P 74.127.128.019 7767 |
Dab P 74.127.160.0/20 F7ET | 325751102
DAb | P 74.127.176.0/20 77ET
DAb P 74127.192.0/24 71ET.
Raoute Tag:
268 items out of 306356 [1 selected] oute Tag: |




Example Setup

m Next-hop for iBGP

m Policy based route to
internal network
over IBGP peer

m Policy based route to
prevent loops
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| 1sp1 | | IsP2

eBGP
eBGP

Router 1

Internal switch
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Thank you for listening
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