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Despre mine....

> Veaceslav Samburschii — inginer IT din 2003

o Certificare Mikrotik (MTCNA, MTCRE, MTCWE, MTCTCE)
o Trainer Mikrotik

o Certificare CCNA

> Profesor universitar

o Inginer IT — Aitec CA SRL, Chisinau, partener oficial
Mikrotik m. Chisinau

o Email: vsamburski@gmail.com



La Tnceput a fost
idea...

SI IDEA A PORNIT DE LA CLIENT




Ce vor clientii?

Access Internet
IP TV

IP Telefonie

Supraveghere video

Si altele care nuse spun
in public... /
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CE AU PROVIDERII?

RETELE DE TRANSPORT DATE....
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OSPF

DESCRIERE, AVANTAJE SI DEZAVANTAIJE
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OSPF

Open Shortest Path First — gasteste mai intdi calea cea mai scurta.
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De ce OSPFE?

1. Este protocol Open Source.

2. Este un protocol 1ierarhic si anunta starea canalelor
de conexiune (Link —state)

3. In calitate de protocol de transport foloseste
protocolul IP /89.

4. Este proiectat pentru retele interne AS
(Autonomous System).

5. Schimbul de informatie despre rute in AS se face in
baza LSA (Link-state Advertisment)
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Principiul de functionare

Algoritmul de baza pentru OSPF este algoritmul
Dykstra.

La conectarea unul router In retea, va verifica
capacitatea de functionare a interfetelor, iar mai
apol se va folosi protocolul Hello pentru a gasi
vecinii, primind pachete la fel.

Fiecare router periodic trimite mesaje de verificare a
starilor linkurilor — LSA messages.

Dupa formarea arborelui de rute in interior se va
verifica si rutele externe ce au legatura cu AS dat.

Din aceste mesaje se formeaza tabelul de rutare.
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Configurarea OSPF pe Mikrotik RouterOS
1. Setam adresele 1P

2. Adaugam area name

3. Adaugam area ID:Ex.area-1d=0.0.0.3
4. Adaugam retelele in AS

5. Verificam neighbors OSPF
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OSPF Configurare

New OSPF Area o) x| OSPF O x|
Networks Areas | Ares Ranges Viual Links Neighbors NBMA Neighbors Sham Links LSA Routes ..
Area Name: rea1 ‘ 0K [#][=] [¢ | @ [Fnd |
Instance: |default ”5 Ly [Agzr:::»e /||:§::noe |:;J.'gi).|§) IdT:fp;n |DefauItC...|lntetfac..1.|Activel..1.|Neighb..6I lvE
Acea ID: [0_0.0.0 l =y * Bbackbone defaut  0.0.0.0 default 2 2 2
Type: |default
e | ]E Disable
Translator Role: [translate never |[z]
Comment
['] Inject Summary LSAs
Default Cost: |1 | [ Coey
Remove
Interfaces: [0 ]
Active Interfaces: [0 ‘
2items
Neighbors: |0 }

Adjacent Neighbors: iO

‘enabled
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OSPF Configurare

New OSPF Network

0.0.0.0/0
Area: |backbone || ® | [ Instances Networks | Areas Area Ranges Virtual Links Neighbors NBMA Neighbors  Sham Links LSA ...
- =] || 3%] |E] | T
| |Network f[Area | ["
~i  #8192.168.1.0/24 backbone s
| | #R192168.13.0/24 areal
]
enabled ‘
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OSPF Configurare

Intetfaces|hstm Networks Areas Area Ranges Virtual Links Neighbors NBMA Neighbors ... Vittual Links NeigthtSINBMANeigtbas Sham Links LSA Routes AS Bol
[#][=] [#][=] [¥] v
[interface / [Cost |Prioity | Authentic... | Authenticatio... |Network Type Instance  [Area |+ ([instance / |Router ID Address Intedface |State Changes |
D ether2 10 1 none e broadcast default backbone @defaut 192.168.1.193 1921681190 ether?2 — 6
D 4ether3 10 1 none Sdase broadcast default backbone “@Bdefault 192.168.1.65 192168165 ether3 T
D #ether5 10 1 none S Rans broadcast default areal |
OSPF =] E3
Neighbors NBMA Neighbors Sham Links LSA Routes AS Border Routers Area Border Routers |
v Frs 5]
[Instance 3 !Area ERouter ID [Gateway Interface [Cost |State [ v
P default  areal 152.168.1.126 0 intra area i
‘.l P defautt  backbone 152.168.1.126 0 intra area
Sismot e P defaut  backbone 192.168.1.193 192.168.1.190 ether2 10 intraarea
OSPF =] E3
Neighbors NBMA Neighbors Sham Licks LSA Routes AS Border Routers | Area Border Routers ..
L [Find
instance / |Router D |Gateway nteface  |Cost |State | v
~ Pdefault 192168165 192.168.1.65 ether3 10 intra area
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OSPF

Rezultatul /LLSA / Routes

Neighbors  NBMA Neighbors  Sham Links LSA | Routes AS Border Routers Area Border Routers ..

hd

lInstance  / |Area | Type \ID |Originator Se
‘®defaut _areal  summary .. 192.168.1.65  192.168.1.126
gdd“ backbone router 192.168.1.126 192.168.1.126 80 |

default areal summary ... 192.168.1.0 192.168.1.126 e : : : Rout
:defauk = cummany . 192168164  192168.1.126 o Neighbors NBMA Neighbors Sham Links LSA FRoutes | AS Border Routers Area Border Routers

default  areal summary ... 192.168.1.128 192.168.1.126 e P =
gdefau! areal summary ... 192.168.1.192 192.168.1.126 84 E [ Find |l [=]

default  areal summary ... 192.168.14.0 192.168.1.126 e
Rdefaut  backbone netwok 1921681190 1921631133 80 Instance / |Area [Dst. Address Gateway Interface _|Cost [_State | ’vgl
#defaut  backbone summary .. 192.168.140 192.168.1.193 20 P> defautt  areal 192.168.13.0/24 0.00.0 etherb 10 intra area ]
#defaut  backbone router 192.168.1.193 192.168.1.193 8ff| Pdefaut backbone 192.168.1.128/26 0.0.0.0 ether2 10 intra area
Rdefaut  backbone network  192.168.1.65  192.168.1.65 8] P defaut backbone 192.168.1.192/26 192.168.1.190 ether2 20 intra area
fodod omal i 10160112 12166112 M| Pdefauk  backbone 19216816426 0000 ethe3 10 intraarea
& default as extemal 0.0.b.O = 192:168:1:65 20 P defautt backbone 192.168.14.0/24 152.168.1.190 ether2 20 inter area
defauk  backbone summary.. 192.168.13.0 192.168.1.126 off| Pdefaut backbone 192.168.1.0/26 152.168.1.65 ether3 20 intra area

P> default 0.0.0.0/0 152.168.1.65 ether3 11 ext 1
15items
7 items
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Avantaje

Chiar si in retele mari, nu incarca reteaua cu trafic
propriu.

Rutele generate de protocolul OSPF nu pot fi ciclice.

Schimbul de informatie despre tabela de rutare are
loc doar la reconfigurarea topologiei.

Informatia despre reconfigurarea topologiel se
raspandeste prin toata reteaua.

Reconfigurarea este rapida.

Poate fi aplicat multicasting pentru a micsora
Incarcarea canalelor neimplicate.
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Dezavantaje

Algoritm complicat de configurat
Consuma resurse ale procesorului.
Necesita mal multa memorie.

Orice schimbare in retea necesita
retransmiterea LSA.
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MPLS

DESCRIERE, AVANTAJE SI DEZAVANTAJE
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EU....
MPLS?.....
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Conceptul la majoritatea este...

o Doar retele bazate pe adrese IP ( Layer 3)

o MPLS miroase a ATM, iar ATM a fost proiectat la betie
la partea de implementare pe retele 1P

o Multe aspecte ale MPLS ar putea fi numit prea
complicate, sau cel putin au fost prezentate intr-un mod
extrem de complicat in trecut.

"' Dar MPLS poate fi un instrument puternic pentru orice retea.
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Descriere MPLS

La baza functionarii MPLS sta principiul schimbului de etichete
(Labels). Orice pachet transmis este asociat cu o anumitd clasa a
nivelului retea. (FEC)

Valoarea etichetel este unica doar pentru sectorul dintre ruterele
MPLS, care se numesc LSR (Label Switching Router).

Schimbul de etichete are loc in baza protocolului LDP
(Label Distribution Protocol)

impérjcirea etichetelor intre LSR, permite setarea in interiorul

domenului MPLS a canalelor cu comutare de etichete LSP (Label
Switchng Path).

Fiecare router LSR contine urmatoarea informatie:
o IN-Interface , In-Label

o Prefix DST-address, Out-Interface, Out — Label.
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MPLS pe ISO/OSI

Layer 3

Layer 2

Layer 1

MPLS

ATM, FR, Ethernet, PPP

SDH, ODH, WDN, CSMA




Structura

P 193.233192.0/24

NUCLEU
- E 2 1
LSR-Edge ;
/
| 193.233.48.83 -
! Vi 1
@ Z 193.233.48.0/24

4
193 '2 33.43 33 - 'J.';’;
e |

’,
193.233.48.83 - |193.233.48.83 -
-
—-
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Structura

LSP

- 5 a g 5 —
IP Addr | Out Label In Label | Out Label in Label | Out Label In Label | Next Hop
192.4/16 5 5 9 9 2 2 192.4/16
Layer 2 QTG . - Remove &=

“‘ROUTE AT EDGE, SWITCH IN CORE”
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Descriere
EWW mmm

- 193.233.48 1 193.233.192 2 >
- - 193.233.192 2 8 8 1 193.233.192 2 -

In Prefix Aut Label In Port Prefix Aut Label
Label Label IN

193.233.192 2 1 193.233.48
8 1 193.233.48 3 15
7 4 193.233.192 2 8
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Aplicare pe Mikrotik

LDP Interface | LDP Meighbor Accept Fiter  Advertise Fiter Forwarding Table  MPLS Interface  Local Bindings
k(= || 52 T | | MPLS Settings || LDP Settings

|Irrterfa::e £ |He||u Interval |Hr.:||-::| Time |T|E|r15purt Address | Accept Df| hd
wian1 00:00:05 00:00:15 10.1.1.254 YES

LDP Settings

w| {Enabled oK
LSR ID: |10.1.1.254 S

Cancel
Apply

Transport Address: |10.1.1.254 S

Path Vector Limit: |255 |

Hop Limit: |255 |
(] Loop Detect

[ | Use BExplicit Null
Distribute For Default Route

1 item
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New MPLS interface

[=]|E3

LOF Intefface | |LDP Meighbor Accept Fiter Advertise Fiter Forwarding Table MPLS Inteface  Local Bindings

e (| =] ||| 22 T MPLS Settings LDP Settings Fird
Interface ¢ |Hello Interval |Hold Time | Transport Address | Accept Dy... -
wlan 00:00:05 00:00:15 10.1.1.254 VES

Mew MPLS Interface

nterface: MM oK
Hello Interval: |00:00:05 Cancel
Hold Time: |00:00:15 Apphy
Transport Address: -
Dizable
Accept Dynamic Meighbors
Comment
Copy
Remove
1 tem enabled
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LDP Neighbors

MPLS =] E3

LDP Inteface LDP Neighbor |Ac:c:epﬂt Fiter Adwerise Fiter Forwarding Table MFPLS Inteface Local Bindings

e || = ||| 52 T Find
|T|E|r15pnrt £ |5E-‘1"Id |F‘eer |L::u::a| Transport |.Fuddresses | |""

DO 10111 no 10.1.1.1:0 10.1.1.254 10.1.1.1,10.21.1.2, 10.31.1.2, 15...

DO 10112 no 10.1.1.2:0 10.1.1.254 10.1.1.2, 102111, 10421.2, 15...

DO 101.1.215 no 10.1.1.215:0 10.1.1.254 10.1.1.219, 152.168.3.1

Jitems
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Se adauga interfete...
LDP Interface

LDF Interface | LDP Neighbor Accept Filter  Advertise Fiter Forwarding Table MPLS Inteface Local Bindings Remote Bindings

(=] |« || 32 T | | MPLS Settings || LDP Settings

|Irrterfa::e ! |Hellu Interval |Huld Time |T|E|r15pnrt Address |.P~::::ept Df,.r|
ether? 00:00:05 00:00:15 1722011 YES
wlan 1 D0-00-( 00 :

LOFP Settings

LSRID: |10.1.15 | &

Cancel
Transport Address: (10.1.1.5 N
Path Vector Limit: |255 |
Hop Limit: |255 |
| Loop Detect
[ | Use Explicit Null

|| Distribute For Default Route
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Forwarding / Labels

LDP Inteface LDP Meighbor |.F|.c:mp=t Fiter Adverdise Fiter Forwarding Table MPLS Inteface Local Bindings  Femote Bindings

=] |5 T
|T|E|n5purt 4 |5&nd |Peer |Lm:a| Transport |F~ddresses |
DOT 10.1.1.1 yes 10.1.1.1:0 10.1.1.5 10.1.1.1,10.21.1.2, 10.31.1.2, 192.168.1.1
DO 10112 nao 10.1.1.2:0 10.1.1.5 10.1.1.2,10.21.1.1, 10.42.1.2, 172.20.1 .2, 192.168.2.1
DO 101.1.215 nao 10.1.1.215:0 10.1.1.5 10.1.1.219, 10.31.1.1, 192.168.31
DO 10.1.1.254 nao 10.1.1.254:0 10.1.1.5 10.1.1.254, 172.16.1.1, 192.168.4.107

MPLS

LDP Inteface LDP Meighbor Accept Fiter Adverise Fiter Forwarding Table | MPLS Inteface Local Bindings = Remote Bindings

T

In Label + |Out Labels Interface Nexthop ' Destination \Bytes | Packets
exepl-null 0 1]
17 wian1 10113 192.169.3.0/24 i 0
20 vpls 1-Felic 1356 12

VEACESLAV SAMBURSCHII / VSAMBURSKI@GMAIL.COM / MIKROTIK

USER MEETING BUCURESTI 2014




Local Bindings

MPLS
LDP Interface  LDP Meighbor Accept Filter Advertise Fiter Forwarding Table MPLS Interface  Local Bindings ‘ Femaote Bindings

(= (<52 AT

| Dst. Address ¢ |Label  |Advertised Path Peers |
DéeL 10.1.1.0/24 implnull empty 10.1.1.2:0, 10.1.1.254:0, 10.1.1.1:0, 10.1.1.219:0
DAel 172.20.1.0/30 implnull empty 10.1.1.2:0,10.1.1.254:0, 10.1.1.1:0, 10.1.1.21%:0
DAeL 192.168.5.0/24 imploull  empty 10.1.1.2:0, 10.1.1.254:0, 10.1.1.1:0, 10.1.1.218:0
DAG 192.169.3.0/24 17 empty 10.1.1.2:0, 10.1.1.254:0, 10.1.1.1:0, 10.1.1.218:0
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Remote Bindings

MPLS

LDP Intefface LDP Meighbor Accept Fiter  Advertise Filter  Forwarding Table = MPLS Inteface  Local Bindinge Remote Bindings
[#][=]
Dst. Address ¢ |Label  |Nexthop Peer Path
O 00000 impl-null 0.0.00 10.1.1.2.0 empty
O 00000 21 0000 10.1.1.254:0 empty
O 000050 impl-null 0.0.00 10.1.1.1:.0 empty
D 10.1.1.0:24 impl-null 0.0.00 10.1.1.2.0 empty
O 1011024 impl-null 0.0.00 10.1.1.254:0 empty
O 1011024 impl-null 0000 10.1.1.1:.0 empty
O 101.1.0:24 impl-null 0.0.00 10.1.1.215:0 empty
O 10.21.1.0430 impl-null 0.0.00 10.1.1.2.0 empty
O 10.21.1.0430 impl-null 0.0.00 10.1.1.1:.0 empty
O 103110730 impl-null 0000 10.1.1.1:.0 empty
D 10.31.1.0¢31 impl-rull 0.0.00 10.1.1.215:0 empty
D 17216.1.0:°30 impl-null 0.0.00 10.1.1.254:0 empty
D 172201.0-°30 impl-null 0.0.00 10.1.1.2.0 empty
D 192.1628.1.0/24 18 0000 10.1.1.2:0 empty
D 152168.1.0/24 impl-riull 0.0.00 10.1.1.1:0 empty
D 152168.2.0/24 impl-null 0.0.0.0 10.1.1.2.0 empty
D 152168.2.0/24 21 0.0.00 10.1.1.1:.0 empty
D 192162.3.0/24 19 0000 10.1.1.2:0 empty
D 152168.3.0/°24 16 0.0.00 10.1.1.1:0 empty
D 152168.3.0-°24 impl-null 0.0.00 10.1.1.215:0 empty
D 1521638.4.0/24 impl-null 0000 10.1.1.254:0 empty
D 192.162.4.0/24 17 0000 10.1.1.1:.0 empty
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10MB ON 100MB
ETHERNET

10MB ON 100MB
ETHERNET

MPLS CORE

10MB ON 100MB IPL MPLS IPVPN

ETHERNET

%) ETHERNET

10MB ON 100MB
ETHERNET
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Router/Firewall
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Head Office

Fibre Leased Line

VPN Connection VPN Connection

Remote Worker Remote Worker

Fibre Leased Line
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Avantaje

= Caracteristica principala MPLS este despartirea procesului de comutare de
analiza adreselor IP in antetul pachetului.

= Nucleul este format din dispozitive cu cerinte minime fata de resurse (Unica
cerinta — functionarea MPLS)

= Nucleul are doar functia de comutare, functiile de clasificare a pachetelor,
filtrarea si rutarea, dirijarea traficului si optimizarea sarcinii o au ruterele LSR.

= Comutarea este rapida, minimizeaza timpul de cautare in tabele.

= Este implementata un sistem de QoS foarte flexibil, permite implementarea
diferitor servicii integrate si a VPN

= Utilizarea eficienta a rutelor.
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Dezavantaje

= Un nivel aditional este adaugat

= Ruterul trebuie sa inteleaga MPLS
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Solutia?
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OSPF & MPLS

CE
eth2 eths

Mikrotik CCR1009-8G-15 COR1036-12G-45 I'-'!Ikmtllk CCR1009-8G-15
lo 172.xx.1/32 ST T lo172xx 232
r
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Ridicam adresele IP pe interfeta

/interface bridge

add name=loopback

add 12mtu=1526 name=vpn

/ip address
add address=10.0.11.24/24 interface=eth2

add address=172.x.x.1/32 interface=loopback
network=172.x.x.1
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Am ajustat OSPF, am anuntat retele prin
care ne-am vazut vecinii + loopback:

/routing ospf instance

set [ find default=yes ] router-id=172.x.x.2

/routing ospf interface
add interface=eth2

/routing ospf network
add area=backbone network=10.0.11.0/24
add area=backbone network=172.x.x.2/32
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Am ajustat LDP, nu uitam de MPLS-MTU
(pentru trecerea cu succes CCR1036 de
pachete si QinQ)

/mpls interface
set [ find default=yes | mpls-mtu=1526
/mpls |dp

set enabled=yes Isr-id=172.19.238.33 transport-
address=172.19.238.33

/mpls Idp interface
add interface=eth2
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In cele din urma, am ridicat L2VPN si ne-am
intors acolo eth5 unde vor trai clientii nostri

/interface vpls

add advertised-12mtu=1526 cisco-style=yes cisco-

style-id=5 disabled=no 12mtu=1526 name=I|2circuit
remote-peer=172.x.x.2

/interface bridge port
add bridge=vpn interface=eth5

add bridge=vpn interface=I2circuit
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Pe ruterul 2 repetam procedura

/interface bridge
add name=loopback
add 12mtu=1526 name=vpn

/ip address add address=172.x.x.2/32
interface=loopback network=172.x.x.2

add address=192.168.168.2/24
interface=eth2 network=192.168.168.0

/routing ospf instance set [find default=yes]
router-1d=172.x.x.2

/routing ospf interface add interface=eth2

/routing ospf network add area=backbone
network=192.168.168.0/24
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add area=backbone network=172.x.x.2/32

/mpls interface set [find default=yes] mpls-
mtu=1526

/mpls ldp set enabled=yes Isr-1d=172.x.x.2
transport-address=172.x.x.2

/mpls ldp interface add interface=eth2
/interface vpls add advertised-12mtu=1526
cisco-style=yes cisco-style-1d=5 disabled=no
12mtu=1526 name=junos-12circuit remote-
peer=172.x.x.1

/interface bridge port add bridge=vpn
interface=ethb

add bridge=vpn interface=12circuit
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Configuram Ruterul P pe Mikrotik

/interface bridge add name=Iloopback

/ip address add address=10.0.11.24/24 interface=eth3

add address=172. x.x.1/32 interface=loopback network=x.x.1 add
address=192.168.168.1/24 interface=eth2

/routing ospf instance set [ find default=yes ] router-id=172. x.x.1
/routing ospf interface add interface=eth2

add interface=eth3

/routing ospf network

add area=backbone network=10.0.11.0/24

add area=backbone network=172. x.x.1/32

add area=backbone network=192.168.168.0/24
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continuare

/mpls interface

set [ find default=yes | mpls-mtu=1526

/mpls Idp
set enabled=yes Isr-id=172.x.x.1 transport-address=172.x.x.1

/mpls Idp interface
add interface=eth2
add interface=eth3
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Concluzn

= Pe Mikrotik aveti solutii eficiente din punct de vedere al
costurilor raportate la beneficii.

= Aveti o multitudine de protocoale implementate si pot fi
utilizate utilizand licente deja bagate pe router incepand cu
nivel 4.

= Aveti suport si trening-uri comparativ ieftine. (Cisco, Juniper
s.a.)

= Implementare solutii combinate OSPF, MPLS/VPLS, VLAN,
IP Sec etc.
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WWW.MIKROTIK.COM

WWW.AITEC.MD
MIKROTIK-TRAINING-CENTER.WEEBLY.COM
VSAMBURSKI@GMAIL.COM
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