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Mikrotik HotSpot | User Manager

MUM Beograd, Srbija
09.10.2014.

Srdan Stanisi¢



Par reCi o predavacu

IT/IS Manager u Algotech d.o.o.
@ U IT industriji od 1991. godine

B Usmerenje ka Windows poslovnim mrezama i bezbednosti
Informacija

m Sertifikati za Microsoft, CompTIA, NICE
® Autor dve knjige 0 mrezama
B Sa Mikrotik ruterima radi od 2005. godine

B Fokus na kontroli pristupa | automatizaciji rada
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O ¢emu ¢emo pricati

B Kontrola pristupa resursima i protoka saobracaja
@ Upravljanje mrezama sa stalnim i povremenim korisnicima

® Odgovor — Mikrotik HotSpot | Mikrotik User Manager
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Mikrotik HotSpot




Sta je Mikrotik HotSpot?

® Mikotik HotSpot je servis koji upravlja pristupom mreznim
lokacijama i resursima van lokalne mreze

B Ne obezbeduje zastitne funkcije kao sto je Sifrovanje saobracaja
® Nema potrebe za klijentskom aplikacijom

B HotSpot servis moze da kontroliSe sledece interfejse:
W Ethernet portovi (bakar/optika)
® Wireless kartice (beziCne mreze)

B Bridge interfejsi (na nivou celog bridza)
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Kako vrsi funkciju?

W Gejtvej vrsi identifikaciju korisnika prilikom prve HTTP ili HTTPS
sesije iz bilo kog pretrazivaca na bilo kom operativhom sistemu

W Gejtvej upravlja korisniCkim nalozima, vremenima sesija, dozvolama
pristupa

B Nalozi mogu da budu u lokalnoj bazi ili na RADIUS serveru

B Moze da kontrolisete protok saobracaja na nivou porta ili korisnika
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Gde mozemo da upotrebimo ovo redenje”

® Svudal
¥ Verzija RouterOS-a nije bitna

W Potencijalni korisnik je svako ko ima potrebe za nekim vidom
kontrole mreznog pristupa

® Probni rezim daje dodatne mogucnosti korisniku
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Gde se nalazi HotSpot?

B Svi RouterBOARD-ovi od verzije 3.x imaju preinstaliran HotSpot
W x86 verzija zahteva da se ovaj servis instalira kao poseban paket

| |advanced-tools-4.17.npk | | ppp-4.17.npk
| |calea-4.17.npk | | routerboard-417.npk
| | dhep-4.17.npk | | routing-4.17.npk
o a1 RS || =security-4.17.npk
[+ ARF | |synchronows-4.17.npk
T - || system-4.17.npk
MPLS " Accounting | isdn-4.17.npk || ups-4.17.npk
Routing I Addreszes || kvm-417.npk | | user-manager-4.17.npk
System ¥ DHCP Cliert - lr::}-l‘:--ld?'lgpr;kpk | |advanced-tools-61%.npk | | multicast-6.19.npk
Queues DHCP Relay : multicast-4.17.r| L| calea-6-19.npk L|ntp-6.19.npk
Files DHCE Server [|ntp-4.17.npk | dhcp-6.1%.npk || epenflow-6.19.npk
L ppp-613.npk
Log DMS hotspot-6.19.npk || routing-6.1%.npk
Radius | |ipvb-G.I5.np | | security-6.19.npk
Tools | |isdn-619.npk | |system-61%.npk
| | kwm-619.npk | | ups-6.19.npk
Mew Teminal | |led-619.npk || user-manager-6.19.npk
“t=ke Supout if T || mikrotik-6.19.is0 || wireless-6.19.npk
| | mpls-61%.npk
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Licencni zahtevi

W HotSpot i User Manager zahtevaju sledece licencne nivoe:

0 (24h demo)

1 (demo)
3 (CPE)
4
5

6

dalgotech

Bez ogranicenja
nema
1
200
500

Bez ogranicenja

Bez ogranicenja
nema
10
20
50

Bez ogranicenja

Strana -
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Nasa laboratorija




Scenario koji simuliramo

® Simulirali smo povezivanje viSe organizacija i ISP-ova

IIdalieni kanznilk, S
IIdalieni kariznil
Udalieni konznik. @

Contozo ISP #1 =0

faalgotech Strana - 11



Nasa laboratorija

Idalieni kariznik,

J

Idzer Manager server

W Sve funkcije smo simulirali u virtuelnom okruzenju

Fabrikakd LAMN

_—
[~

i

132.0.20.10

]

Fabrik.akd server

Centoz Linus 6.5

o
Fabrik.arm 503

L =
tegalSF Server - F
—r'_-—
20301131 203011310
Contozo Server
[ i)
El [ g
||||||| Megal 5P Metwork,
Fabrikabd Router
198.51.100.10 Contazo Rauter T
@7 203011217 203011329 |
193.51.100.1 192.0.20.1
i !
LS A
Contoso LAM

Qalgotech

;Winduws P

Fabrik.am %502

g Wdindowg =P
&

Fabrik.amm »501

Strana - 12



Mreza Contoso

®  Mother”

W Jedan server predstavlja data centar:
M www.contoso.com
W ftp.contoso.com
M mail.contoso.com
M mail.fabrikam.com

Contoso Server

["]
|
1935110010 Contozo Router
@—, 203.011317
198.51.1001
oy b
[ A
Contozo LAN
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FabrikaM deo

® Kontrolisemo Internet pristup

m Korisnik zeli najbolje koris¢enje Internet

prIStu pa Fabrik.akd LaM
B Neke stanice moraju da komuniciraju bez 19202010
ogranicenja @]

Fabrikabd zerver

Centos Linug 6.5

=

for )
F abrik.amm w503

Fabrika Roter
203.0113.29 Skt ;Wmdcuws “P

1920201 Fabrik.arn ‘502

g Windows =P
&

~1- Fabrik.arm w501
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MegalSP deo

® Ovaj segment simulira sva povezivanja preko Interneta

® Visestruke funkcije servera

/ Izer Manager server
3 b ':

.'I—
'y

203.0113.10

tegalSF Server ;
203.01131

~T
g
~

tegal5SF Metwark,
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NasSa mreza bez HotSpota

= POP3 Service

i‘g File  Action Wiew Window Help

= | BXER[ 2
-& POP3 Service
ERER=)

lig] ]
i-7g Fabrikam.com +) Add Mailbox

2) Refresh

2) Help

zilbax Mame | Size of Mailbax
Ei contoso_admin 11 KB
! OKB

ontoso_Use. ..

asy FTP Server 3.0 Lite

Server  View Tooks  Help

O8N = N

Stec Stop  Home  Setup

Server Trace

7 Show Server Log

10:45:29 589 [3888] Client connacted from 192.0.20.10.
10:45:29 605 [3888] 220 Welcome to Quick 'n Easy FTP Server
LN GRS 10.45:29.605 [2288] USER anarymaus
- 10 620 [3888] 331 Password required for anonymous
Ao o o e

Show Corfiguration

|] ! http:/fwww.contoso.com/

| %]

File Edit View History Bookmarks Tools Help

[# Desktop
My Documents
= My Computer

L 394 Floppy (4:)
a ISK1 (i)
[ Documents and Setti
& 1388
El 5 Inetpub

Mozilla Firefo»

« [ 0 www.contoso.com

| http: ffwww.contoso.com/ - Microsoft Interng

CONTOSO

Virtual LAB Web server

Welcome to Contoso Web server.

(] algotech

File Edit View Favorites Tools  Help

=
€ | =

MikroTk-15092014-1541 backup
MikeoTik-15092014-1700 backup

=1ofx|
Fle Edt ¥ew Favortes Toos Help | d
QBack ) - (F | search [ rolders | 15 30 X 9 | @
address [ 5 cymetpubiftproor HI=E
Folders x | Size [ Type | Date Modfied [ attribuees
Fabrikam_server.backup | SKB BACKLP Fie Of16f2014 11:00AM A

SKE BACKUP File
4KE  BACKUP File

SH16[2014 10:45 A A
9/16/2014 11:08 A A

Q-0 HBE @ P

Address |@ htkp: i, conkosa..comy

Folders b4

[ Outlock Express
E@ Local Faolders
3 Inbox
@ Ot

513 Zent Items
{3 Deleted Ikems

5Ek Drafts

CONTOSO

Virtual LAB Web server

From: ‘Wwalter Bishop  To: Peter Bishop
Subject: Hello

Hello Feter,

YWelcome to Contoso Veb server.

Contacks = x

@ Olivia Dunham
Iﬁ Walter Bishop

It's me, your father, Walter Bishop.

|1 messagels), 0 unread

@ Working Online |

=
/

Strana -
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Priprema HotSpot-a




Pre podesavanja

B HotSpot uti€e na rad viSe servisa:
®m DHCP
® Firewall
B DNS
® Web Proxy

W Potreban nam je profil servera

132.0.201

aalgotech Strana - 18



HotSpot Server Profile

W |IP > Hotspot > Server Profiles
W Profil sadrzi opSta podeSavanja

® Obratiti paznju ako se postavljaju ograniCenja protoka

71  Hotspot Server Profile <default>| 2!  Hotspot Server Profile <default>| |  Hotspot Server Profile <default>  [s23w)
General | Login RADIUS General Login | RADIUS General Login RADIUS |
Name: | - Login By [ ilise RADIUE Cancel
Hotspot Address: | v CMAE 777 vl Cookie Default Domain: | |~
> ' HTTPCHAP [ ] HTTPS Aeply
DNS Name: | | = [| HTTP PAP [] Trial Location ID: | | =
HTML Directory: |hotspot [#] | || MAC Auth. Password: | HE e |-
Rate Limit {ocbe): | - B R =
HTTP Cookie Lifetime: |3d 00:00:00 | VIAC Format: OGN [+ |
HTTF Proxy: | | hd S5 Certificate: |nune || ¥ | Accounting
: Interim Update:
HTTP Prosy Port |D | [ Split User Domain b | | -
SMTP Server: | | - MAS Port Type: |15{'.\rireless-E'I]2.'I‘I} || * |

Trial Uptime: Limit: |DD:3'I]:D'I] |
Trial Uptime Reset: |1d 00:00:00 |
Trial User Profile: |default [ +]

defaul defautt defaul
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Podesavanje HotSpot servera

® [P > Hotspot > Servers
® U okviru podeSavanja servera moramo da podesimo interfejs

W Potreban nam je profil u kome su sva ostala podeSavanja

n. New Hotspot Server | 7 New Hotspot Server | 2! Hotspot Server <FabrikaM_HotSpot>  [s£3s]
Name: |FabrikaM_HatSpot | Name: |FabrikaM_HatSpot | Name: | FabrikalM_HotSpot | oK
Interface: |etherl 3 Interface: |etherl E3 Interface: |etherl [#]
3 Address Pool: |FabrikaM_pool =]
Profile: |z B :

Profile: |default =] :
|dle Timeout: - |dle Timeowt: - |dle Timeowt: b ]
| | | | | | Py

Keepalive Timeout: | | - Keepalive Timeout: | | - Keepalive Timeout: | | hdl Remove
Addresses Per MAL: | | w [ Addresses Per MAC: | | * | Addresses Per MALC: | | -
P of DNS Name: |0.0.0.0 IP of DNS Name: |0.0.0.0 | :

Prosgr Status: | Prosgr Status: | | Proogy Status: |n.|r1ning

disabled | [HT] [disabled | [HT{ [disabled
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Pokretanje HotSpot-a




HotSpot stanice

® [P > Hotspot > Hosts

B HotSpot ¢e pokazati sve stanice koje imaju HTTP ili HTTPS sesije

ﬁ

Servers Server Profiles  Users  User Profiles  Active Hosts |IFE‘i|-r;ilgs Service Ports  Walled Garden  Walled GGarden |

=T
MALC Address ¢ | Address To Address Server Idle Time Fx Rate |Tx Rate
H & 00:15:50:2A:CB:19 1592.0.20.124 192020124 FabrikaM_Ho... 00:00:36 Obps O bps
H & 00:15:50:2A:CB:14 152.0.20.126 152.0.20.126 FabrilkaM_Ho... 00:00:22 0 bps 0 bps
H &9 00:15:50:2A:CB:2F 152.0.20.125 152.0.20125 FabrikaM_Ho... 00:03:43 O bps 0 bps

Strana - 22
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HotSpot pravila u zastithom zidu

W HotSpot ¢e ubaciti svoja pravila u podeSavanja zastitnog zida

[ K Firewall
Fitter Rules | MAT Mangle Service Ports Connections Address Lists  Layer? Protocols
IEHE' |‘3’.Z Reset Counters || 00 Resst Al Counters | Find | |EI|| ||3|
# | |Action |Chain |Src. Address |Dst. Address |Protocol  |Src. Port | Dst. Port In. Inter...| Out. Int... | Bytes \Packets |+ |
0D #jump  forward 500 B 9 i
1D Ajump  forward 0B 0
20 fAjump  input 9.7 KB 9
3Dl @@jump hs-nput 0B 0
ﬁ 4D  Wacc.. hsinput 17 fudp) 64872 956 B 14
. 50 Wfacc. hsinput 6 ftcp) 64872-64875 6.3 KB 62
Fiter Fules  NAT | Mangle Servi ED ﬁiump ha-nput 2109B 18
7D 3 reject hs-unauth 6 ftcp) 60 B 1
EE @ E 8D  Mreject hsunauth 2349 B %
90  Mmeject hsunauthio 0B 0
il | |Mi°” |':hE'i” |5"C- . place hotspot rules here
oD #jump _ dstnat 100X & pas... unusedhs... 0B 0
10l #jump hotspot
20 =lredr.. hotspot 17 (... 53 488 B 8
30 =lredr.. hotspot & ttop) 53 0B 0
40  =lredr.. hotspot & ttop) B0 216 B 4
50  =lredr.. hotspot E ttcp) 443 0B 0
6D Fjump  hotspot & ftcp) 216 B 4
7D #jump  hotspat 6 ftcp) 0B 0
80  =lredr.. hs-unauth E ftcp) 20 156 B 3
50  =lredr.. hs-unauth & ttcp) 3128 0B 1]
100 =lredr... hsunauth G ttcp) 8080 0B 1]
110 =lredr.. hsunauth G ftcp) 443 0B 1]
12 DI &jump  hs-unauth 6 ftcp) 25 0E 0
130 =lredr.. hsauth & ttop) 0B 0
14 DI &jump  hs-auth 6 ftcp) 25 0B 0
.: place hotspot rules here
15 X & pas... unusedhs... 0B 0

Qalgotech Strana - 23



Sve stanice su izgubile pristup resursima izvan mreze
DNS upiti ¢e nastaviti da rade

¢+ Command Prompt - nslookup

C:~onslookup

¥ Can’t find server name for address 192.8.20.1: Hon—existent domain
#xx Default servers are not availahle

Default Server: UnKnown

Address:=: 192.80.28.1

P yww.contoso.com
Server: UnKnown
Addres=s: 192.8.28.1

Mon—authoritative answer:

Hame = wuww.contoso.com
Address: 198.51.1868.18

> wyw . fabrikam.com
Server: UnKnouwn
Addres=s: 192.0.28.1

Mon—authoritative answep:
Mame = vy . fabrikam.com
Address: 192.8.28.14

>
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Blokiran saobracaj

B Korisnik mora da unese ime i Sifru za izlaz iz mreze

W Pretrazivaci otvaraju HotSpot stranicu za prijavu

internet hotspot > login - Mozilla Firefox — 0O % plorer |:||z|
File Edit View History Bookmarks Tools Help .-ﬂ!'
i} internet hotspot > login ar =)
€ | @ 192.0.20.1/l0gin?dst=http%3A%2F % 2F www.contoso.com%2F| v & [*v coogle 2 B | contoso.commzr B e >
el
login login
password Y
OK oK
HOTSPOT GATEWAY
HOTSPOT GATEWAY
v
0 Inkernet

.\algotech
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| server na statiCkoj IP je
blokiran

Radi samo saobracaj
koji ne prolazi kroz
HotSpot

1>

1> www .contoso.com
invalid value for argument address

1>

1> 198.51.1868.1@
198.51.188.18 ping timeout
198.51.180.18 ping timeout
198.51.100.18 ping timeout
198.51.100.108 ping timeout
4 packets transmitted, O packets received, 100» p
[ E] 1> 192.8.20.1 ;

"FTP_Upload" "admin"

ftp.reboot,read,urite,policy,test,winbox,password,sniff ,zenzitive
sep-16-2814 15:18:57 Z

fabrikam_server.backup

198.51.188.18 ftp

contoso_adminlfcontoso.con

0] 1>
Baving system conf iguration
onf iguration backup saved

status: failed

FTF Upload

Failufe: coomection failed

192.08.208.1 ping timeout
192.8.28.1 ping timeout
192.08.208.1 ping timeout
192.8.208.1 ping timeout

1 packets transmitted, O packets received, 108+ packet loss

[ 0 1> 192.0.20.126
192.0.20.126 64 byte ping: tt1=128 time=3 n=
192.0.208.126 64 byte ping: tt1=128 time<l ms
192.0.20.126 64 byte ping: tt1=128 tinedl ns
192.0.208.126 64 byte ping: tt1=128 time<l ms

4

4 packets transmitted, 4 packets received, B+ packet loss

round-trip min-cavg-max = B-8.7-3 ns
B 1>

. algotech

fabrikam_serwver.bacx

Backup Upload™ >
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Blokiran saobracaj (Il deo)

B HotSpot automatski blokira sve portove/servise
® Time se blokiraju i dolazne konekcije

Ultrafunk Popcorn

' Unable to connect to POP server mail.Fabrikam.com on pork 110,
The server is probably offline or the port number is wrong.

ok |

@ Could not connect to 192.0.20,10:80 - no response!

.aalgotech
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Zaobilazenje HotSpot-a




Kako korisnik moZe da zaobide HotSpot”

B HotSpot se ne moze zaobici
W Administrator kontroliSe prolaz

B Mehanizmi za prolaz bez autorizacije
™ Probni period
® Walled garden i Walled garden IP
® [P Bindings
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B Mozemo pokloniti korisnicima neko vreme na Internetu

@ Na stanici za prijavu se dobija link za probni period

General Login | RADIUS
- Login By

5! Hotspot Server Profile <default>

[] Mac
HTTP CHAP
| HTTF PAP

Cookie

K
Cancel

Apphy

MAC Auth. Passward:

HTTP Cookie Lifetime: |3d 00:00:00

551 Certificate: |r|nr|e

[ ] Split User Domain

Trial Uptime: Limit: |DI]:1]5:DI]

Trial Uptime Reset: |00:10:00

Trial User Profile: |dsfault

Remove

HAldR

default

<3 mikrotik hotspot > status - Micros

A hitp://192.0.20.1 - mikrotik ... [= |[B)X]

Welcome trial user!

IP address:

=10l x|

192.0.20.124
bytes upfdown: 452 B 1791 B

connected [ left: 135

I

| Dobrodosl T-00:03:FF:CC: 04 Co1

IP adresa: y192.0.20,127

bajtova

poslato/primljena: |25° B/ 1623 B

aktivno f preostalo: §0s f 3m47s

osvefavanje statusa:

log off

Inkernet

dalgotech
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Kraj probnog perioda

¥ Na kraju probnog perioda se zatvaraju sve sesije

® Korisnik se vraca na stranicu za prijavu

O O HRA G P * & & B
Address | &) http:/192.0.20. 1 login?dst=httpos 3652F3 Ed Go  Links ®
A
Latuizhi B
login
password -
O
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HotSpot.

B Walled Garden nece blokirati autorizovanog korisnika.

o '—..
AEpiaie, Conk0Sa, Com Y s
-

Latvishki

Fl:l

| >

click here

Edit  Wiew Faworibes  Tools  Help

W Walled Garden pravila dozvoljavaju pristup resursima bez prijave na

T

I.![!'] Frp: ) fftp. conkoso, camy

.\algotech
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Kako da dodamo servise u WaIIed Gar en?

W Svaki servis opisujemo jednoznacno

n] Hotspot
Servers Server Profiles  Users  User Profiles  Active Hosts  IP Bindings Service Pots  Walled Garden  Walled Garden IP U5t|

= v % O T

|.Pu::tinn 4 |Senrer |Sn::. Address Dst. Address |F‘mtm:u| |Dst. Port Dst. Host |
'Eaccept FabrikaM_HatSpat ftp contoso.com
&accept  FabrikaM_HotSpot & ftcp) 110 mail fabriliam.com
#Paccept  FabrikaM_HotSpot & ftcp) 25 mail fabrikam.com

7 | Walled Garden IP Entry <mail.fabrika... [s23s] =

................... —_— C Lirwe B.5

Contozo Server Action: @ faccept: C drop  reject QK entos Hni

=
F abrik.amm w503

Server: [ ||FabrikaM_HotSpot | ¥ | = Cancel

(il
1985110010 Src. Address: | g Apply _|:|! Wi 5P

c - -
Dst. Address: | | Dizable Fabrikamn w502

Protocal: Commert
=]

Dst. Port: |:||25 Copy —. Windows =P
i s— J =

Fabirikam w501

Dist. Host: |mai|.fabrikam.cnm T

disabled
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® |P Bindings dozvoljava hostu da prode kroz HotSpot bez prijave

n ew Hotspo

MALC Address: QK
Address: (152.0.20.10 Cancel
To Address: Applhy

disabled

aalgotech

192.0.20.10

Fabrik.akd server
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Korisnicki nalozi




KorisniCki nalozi za HotSpot

W Korisnici moraju da se prijave na HotSpot
¥ Lokalna baza naloga ili RADIUS server

® Osnovna podeSavanja se postavljaju kroz profile
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HotSpot User Profile

IP > Hotspot > User Profiles

B HotSpot User Profile omogucava
podeSavanje zajednickih
parametara za naloge korisnika

® Obratiti paznju na ograniCenja
koja se postavljaju

dalgotech

x| Hotspot User Profile <default> [ |
G et S
Mame: | Cancel
Address Poal: |r|r.:|ne || ¥ | Apply
Session Timeout: | | A Copy
Idle Timeout: |nune || ¥ | -~ Remove
Keepalive Timeout: |Dﬂ:1]2:{H] | - .
Status Autorefresh: |00:01:00 |
Shared Users: |1 s
¢ Rate Limit foe/t): | R
Address List: | ||$|A
Incoming Fitter: | || ¥ | -
Outgoing Filtter: | || ¥ | -
Incoming Packet Mark: | || ¥ | -
Owutgoing Packet Mark: | || > | -
Open Status Page: |EI|'|\'EI‘_.’S || ¥ |
[ | Transparent Proxy
default
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HotSpot korisnicki nalozi

W Preko IP > Hotspot > Users pravimo naloge u lokalnoj bazi

] Hotspot
Servers  Server Profiles UEETE|U5&'Pmﬁ&E Active Hosts |P Bindings Service Pots Walled Garden Walled Garden IP Lis

* =] A T ““%
[ ew Hotspot User Uptime

|Sewer 4 |Name
@l userl | General | Limits  Statitics OK 00:00:00
Server: [al E3 Cancel
Mame: |user1 | Apphy
Fassword: |"’""“"" | Disable
Address: | | -
Comment
MAC Address: | -
Copy
Profile: |default E3
Remove
Routes: | | -
Ermail- | | - Feset Al Counters
dizabled

llaalgotech Strana - 38



Kontrola protoka




Protok bez ogranicenja

® Klijenti skidaju punom brzinom
® Jedan korisnik moze da zagusi ceo link

3% of 1 file - Downloads

CoreRecorder.zip
[P 192.0.20.10

6 minutes remaining — 8.9 of 238 MB (613 KB/sec)

Fabrik.akd server

. . R = —I:I Centos Linus B.5
5% of CoreReconder.zip Completed [= [ L[ ; 3

Fabrik.am s503

Saving: —gwmdnws =P

Contozo Sermver

[ ]
Il

138.51.100.10

Clear List

CoreRecorder.zip From wisiy, conkoso, com .

(Wun ] Fabrik.am w502

Estimated time left 4 min 4 sec (10,3 MB of 233 MB copied) __

Downlaad ko C: Templ CoreRecarder . zip = I:l wind wp

Transfer rate: 953 KBSer C R
gy ¥ - |

Cloze thiz dialog box when download completes

Open Open Falder




Ogranicenje protoka po HotSpotu .

W Svi korisnici dele taj protok

33% of CoreRecorder.zip Completed

Saving:
CoreRecorder.zip from we, conkoso, cam

| GEessssnennnnn )

Estimated time left 1 hr 31 min (77.4 MB of 233 ME copied)
Download ko

gL - and .\ CoreRecorder, zip
Transfer rate: 30.5 EBj3ec
[ ] Cloze thiz dialog bos when download completes

Open Faolder

Open

." algotech

® QOgraniCava se ukupan protok kroz HotSpot

]  Hotspot Server Profile <default>
General |Logir1 RADIUS oK
Mame: |de=Fauft | Cancel
Hotspot Address: |192.0.20.1 |- Apply
DMS Mame: | | - Copy
HTML Directory: | hotspot | ¥ | Fomove
-
HTTP Proxy: | -
HTTP Proxy Port: |0 |
SMTP Server: | -
default
Strana - 41




HotSpot | Queue

W Ceo HotSpot je samo jedan Queue

Simple Gueues |Hafaoeﬂ|.|ﬁm Queue Tree  Queue Types

IEHE' @ |S.": Reset Counters || 00 Reset Al Counters | Find B

#] |Name [Target Address | Mac Limt | T Maxx Limit [Packet | [ == Login RADILS
oD & hs-<FabrikaM_Hot Spot > 2k 812k Name- |de‘fauh | Cancel
Hotspot Address: |192.0.20.1 |a
DNS Name: | |v -
Copy
HTML Directry: | hotspot =] Em—
g
HTTP Proxy: | -
HTTP Praxy Part: |0 |
SMTP Server: | -
1item 33.8 KiB queued 23 packets queued
default
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Protok po korisniku

® Mozemo da ograniCimo protok
po korisniku

B QOgraniCenje je deo profila

13% of corerecorder.zip Completed

Saving:
corerecorder, zip From wias, contoso, com

(REnuun

Estimated time left 1 hr 53 min (29,7 MB of 235 ME copied)
Daovnload ko JTemopirorerecarder, zip

Transfer rate: 30.3 KBj'Sec

Cloge this dialog box when download completes

Open Folder

Open

." algotech

Keepalive Timeout: |D'I]:1]2:D'I]

Status Autorefresh: |00:01:00 |

Shared Users: |1 |a

A
Address List: | || ¥ | -

Incoming Fitter: | || ¥ | -
QOutgoing Filter: | || ¥ | A
Incoming Packet Mark: | ¥ | a
Qutgoing Packet Marl: | || ¥ | A
Dpen Status Page: |EI|'|\|EI‘_|’S || > |

[ | Transparent Prosy

[ Hotspot User Profile <default>
General |F|.dvertise Scripts
Name: |defautt || Caneel
Address Poal: | FabrikaM_pool [#] Apply
Session Timeout: | |-
Idle Timeout: |none [] a

default
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Varijabilni protok

B Protok se menja u { A Hotspot User Profile <default> [
vremenu | o i s o
! Name: |default | | | Cancel
Address Pool: |FabrikaM_pool [#] | [ Aoply
2% of CoreRecorder.zip Completed R G Copy
Idle Timeout: |none |#|a | | Remove
C Keepalive Timeout: |00:02:00 a a

Status Autorefresh: |00:01:00 |

Saving:
d I[Cnreﬂecnrder.zip Fram whaa, conkoso, com Shared Users: |1

Estimated time left 37 min & sec (5.52 ME of 235 MB Rate Limit {pc/be): | 512/512¢ 2M/2M 1M/ 1M 60/60 8 512/512¢ .
Download ko P 2R ecarder, zip . -
Transfer rate: 107 KE/Sec ] Address List: | [EARS

[ ] Cloze this dislog box when download completes | Incoming Fitter: | (¥ -
Qutgaing Filter: | ||$ -

Hlgt Nzen el Incoming Packet Mark: | || ¥ | .

Outgoing Packet Mar: | || ¥ | a

Open Status Page: |alwa}rs || > |

[ | Transparent Proxy

default
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Queue za korisnike

W Svaki korisnik dobija svoj queue

(& s ==

Simple Queues | Inteface Queues Queue Tree  Queue Types
| = |52 T | | == Reset Courters || 00 Reset All Counters
= | |Nam& |Target Address |Hx Maze Limit |Tx Maze Limnit |F‘ad¢et | |"F|
0D & <hotspot-userl> 152.0.20.11 256k 256k
1D 8 -hotspot-userz: 192020122 256k 256k
2D 18 hs-<FabrkaM_HotSpot: unlimited unlimited
Jitems 14.7 KiB queued 10 packets queued
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PPP servisi




Udaljeni korisnici

W Udaljeni korisnik se prijavljuje preko nekog PPP servisa
® Nas demo pokazuje PPPoE vezu

Idalieni kariznik,

MegalSP Server [ = =

Max MRU: | 1480
MRRU: | |

-
Keepalive Timeout: -
Remove
Default Profile: |defautt @b |
|| One Session Per Host

Maz Sessions: | -
_pap [ ighap
[] mschapl mechap?

\disabled
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Udaljeni korisnici (I1)

® Aimamo i dva korisnika preko modema

K
Idalieni kariznik, o
General | Dialin Status  Traffic
Mame: m | Cancel
Type: |FPPServer | | Apply
= L2 MTU: | | :
MegalSP Server i’..
Mae MTL: |15'|]D |
: mm
Max MEL: |'|5'|]'|] |
Py
MRRU: | |- —
ﬁ ove
B Part: |5E.-riE|H] || ¥ | Torch
inteface PPPOE Servers Secrets Profies Active Connections | it | I~
E E Null Modem
'Name + |Service  |Caller ID | Address \Uptime |
'Eppp_userm ASYNIC 172161451 03:30:35
& ppp_user? async 172.16.14 50 03:30:11
& pppoe_userl pppoE 00:03:FF-8A17:1D 172.16.14 53 03:32:26
............... @pppoe user02  pppoe  OD:O3FF8BI7D 172161452 033148
@pppoe userl3  pppoe  O0:03FFBASIID 172161449 020829
running slave Status: connected
i
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PPP nalozi

® PPP servisi imaju svoj lokalnu bazu =/ PPP Profile <default> =]

General |L'nis QK
Mame: |de=Fault | Cancel
(X PPP Secret <pppuser(1 = E cal Address: | 172.16.14.1 ¥ |- Apply
0K Femote Address: E' Fy Comment
Password: Concel Bridge: | - Copy
. = Fem
Service: |E"T'-'r " ~ | Apphy Incoming Fiter: | - e
Caller 1D: | | b Disable Outgoing Filter: | v
Profile: |defaut [+#] Address List: | |~
Comment
- e
Local Address: | | - Copy DNS Server: | -
WINS Server: | | &
Remote Address: | | b Remave
- Use Compression
Routes: | |‘, & default T o © yes
- Use VJ Compression
i i (i
Limit Bytes In: | | - defaut ne L
- Use Encryption
Limit Bytes Out: | |“'" & defauk © no O yes  required
- - Change TCP M55
||:Ilsal:|led O defautt T no  yes
default
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Mikrotik User Manager




Sta je to Mikrotik User Manager?

® Mikrotik User Manager je RADIUS server
® Jedan User Manager server - viSe klijenata
B Web aplikacija

B Centralizovana administracija naloga

aalgotech Strana - 51



SluCaj za User Manager

W Svuda gde je potrebna centralizovana administracija korisnika

Koriznici na putu

LUdalieni korisnici
o 5P #1 F

T~
.

K.ancelaria 1

. ' ===}
(4
LEILIL]
llllll
L LI n
Centrala

aalgotech
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Ogranicenja User Managera

B Zahteva minimalno 32MB RAM | 2MB na disku

W Zahteva dosta prostora na disku za dnevnike aktivnosti
B RouterOS i User Manager moraju biti iste verzije

B Moze znacajno da optereti procesor na RouterBOARD-u

B Preporuka je da se koristi verzija 4.xx ili kasnija

dalgotech
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Podesavanje User Manager-a




W User Manager je dodatni paket

® Moze da bude odvojen od rutera

B Opsluzuje vise servera

MegalSP Server -

IJzer Manager server
=

—

203.01131 203.0.113.10

Uelcome to MikroTik Router 3Software installation

ove around menu using 'p’ and 'n’ or arrow keys, select with ’spacebar’.

[Select all with "a’, minimum with 'n’

ancel and reboot.

[X]1 =ystem

[ 1ppp

[ dhcp

[ advanced-tools
[ arlan

[ 1calea

[ 1qgps

[ 1 hotspot

ipue

isdn

kum

lcd

mpls
multicast
ntp
radiolan

1zer—manager (depends on system):
outer0S User Manager service

. algotech

. Press

[
[
[
[
[
L

[
[

USEr—mnanager

1
1
1
1
1
1
1
1

to install locally or 'q’ to

routerboard Fabirilabd Fouter
routing S S

security
synchronous
ups

132.0.201

wireless
wireless-nuZ
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E _."_, _ €

Kako upravljati servisom?

B User Manager ima svoju Web stranicu
W http(s)://lum_server/userman

B Komandna linija /tool user-manager

=

(@ hip/203011310/wseman D~ S @omsorzo x| NaER dReS

MikroTik
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User Manager administrator

@ Glavni nalog je admin

@ Nalog nema lozinku

MikroTik

Status

Routers
Credits

Users

Sessions

Customers
Reports
Logs

‘Igotech

)| & nttp://203.0.113.00/userman O ~ & || @ Mikrotik User Manager

Search users

| | Cseare |

Active users: 0

Active sessions: 0

Add users

Number of users: |1

Rate limits:

Uptime limit: [0s

Group: |

Pool name: |

Download limit: |

Upload limit: |

Transfer limit: |

Prepaid: |nu credits available

W Generate CsV file

W Generate vouchers

Users per page:

Strana -
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Dodajemo ruter

® DefiniSemo rutere koji mogu da pristupe

MName: |MegaISP |

IP Address: [203.0.113.1 |
Shared Secret: [radius123 x|

Log events: Authorisation ok
Authorisation failed
L] Accounting ok I}
[v] Accounting failed

Per page: |20 o
] |'*¥ Name & |% IP Address /A |% Shared secret /.| Log events
[] | FabrikaM 203.0.113.29 radius123 auth ok 8 auth fail & acct fail
[] |MegalsP 203.0.113.1 radius123 auth ok & auth fail & acct fail
Edit N| || search
Di=able “w
L{Enable
Remove
Reset counters

Strana - 58



Korisnicki nivol u User Manageru

W User manager poznaje tri nivoa korisnika:
W Subscriber
® Customer
W User

W GrafiCko okruzenje omogucava samo:
® Customer
W User
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Dodajemo customer-a

W Customer je administrator

® Svi customer-i su ravnopravni

Login: |rn egaisp |

| Adm|n|Str|rajU: I Password: [sssseses |
: Parent:
[ kOI’ISﬂIke I Permissions: I\f
Public ID:
1 Public Host: only for subscribers
. uredaje Private Information: ?
~ User Prefix: |
B vaucere

Signup Options:
Authorize.Met: use https
PayPal: only for subscribers

Date Format: | %:b/%d/%eY v

(%Y - year, %b - month, %d - day)

Currency: | |

Time Zone:

Voucher Template:
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Privilegije customer-a

® Postoje 4 nivoa privilegija koje mozemo zadati:
® Owner
m Full
B Read-Write

® Read
B Owner se automatski dodeljuje svakom subscriber-u

® U zavisnosti od podele posla, Customer nalog dobija neki od ostalih
nivoa

® Detaljna tabela prava po nivou privilegija se nalazi na Web stranici
http://wiki.mikrotik.com/wiki/User _Manager/Permissions
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Dodajemo korisnike

W Korisnici se mogu dodati:
M pojedinacno

M u grupi (batch mode)

File Edit Format View Help

Login,Password,Uptime Limit,Prepaid Time,Price,Used Uptim
"userdhotspotcrgab”,"dg9ng”,"0:008:00", 000 88" ,"0.688" ,"8
"userdhotspotxrvwe"”,"8sxbn”,"0:00:80","B:80:88","8.00","0
"userdhotspotndwfn”,"3e5py","0:00:00","B:00:88","8.00","8

Number of users:

Additional login prefix

Rate limits:

Uptime limit

Group:

Pool name:
Download limit:
Upload limit:

Transfer limit:

Prepaid

= |user4hutsput |
g |Ds

5 |n{: credits availahle

If the popup blocker closes
C5V file window click here

"userdhotspotfidpe”, "fg/ff", "B:00:88","0:00:88"," 8. 88" ,"0:88:88","8","8","8"
"userdhotspotrtbia”,"som37","0:00:88","0:00:88", 0. 88" ,"0:88:88", 8", 8", "8"

@algotech
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Kredit za korisnike

= Kredit —placeni pristup

- . Per page: |20 WV

N VremenSkO OgranlCenje ] | Name & |%F Time £ |7 Full Price &\ |V Extended Price
[]|Test 5m 10.00 10.00
W Sa ili bez produzenja = [ search ]

Per page: |20 e

(]| vsername & |% Prepaid |% Used | Left | Price /. |%7 Download /|7 Upload
[] |userdhotspotcrgas | 5m 13m:13s (0s |10.00 45.8 MiB 748.0 KiB
[] |userdhotspotxrvwe | unlimited 0s 0s |0.00 0B 0B

[] |userdhotspotndwin | unlimited Os 0s |[0.00 0B 0B

[] |userdhotspotfidpe | 1h 0= 1h [100.00 0B 0B

[] |userdhotspotrtbia | unlimited 0s 0s |0.00 0B 0B

[] |userdpppos0l unlimited 39m:5s 0s |0.00 748 B 1376 B
|E~dit | |E:rtend | |Genemt& || || Search
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Ali ja zelim moje naloge

W Treba napraviti novog subscriber-a

W Svaki subscriber vidi svoje uredaje, administratore, korisnike,
kredite, sesije, izvestaje

W Subscriber se dodaje iz komandne linije

/tool user-manager customer add login=megaisp password=password permissions=owner

[admin@MikroTik] /tool user-manager customer> print

Flags: X - disabled

0 gubacriber=admin login="admin™ paasword="" time-zone=+00:00 permissicna=owner parent=admin signup-allowed=no
paypal-allowed=no paypal-secure-response=ng paypal-accept-pending=no

1 gubscriker=megaisp login="megaisp™ password="pasaword” time-zone=+00:00 permissicn3=owner parent=megaisp
gignup-allowed=no paypal-allowed=no paypal-secure-response=no paypal-accept-pending=no

2 subscriber=fabrikam login="fabrikam" password="password"™ time-zcone=+00:00 permissions=owner parent=fabrikam

gignup-allowed=no pavpal-allowed=no paypal-secure-response=no paypal-accept-pending=no
[admin@¥ikroTik] /tool user-manager CUSLOMET >
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RADIUS klijent




Mikrotik RADIUS klijent

W Mikrotik ima ugraden RADIUS klijent

® Klijent komunicira sa serverom u ime servisa:
B HotSpot
® PPP/PPTP/L2TP/PPPoOE
m DHCP
® Wireless

@ RouterOS pristup

.)algotech

Interfaces

Bridge
Mesh

Tools

Mew Teminal

Make Supout rf

Manual

Exxit
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RADIUS klijent za PPP servise

® U PPP AAA se omogucCi
koriS¢enje RADIUS servisa

W Podesi se ugradeni RADIUS
klijent za PPP servis

5| PPP Authentication & Accounting  [meam]

Llse Radius 0K
v ATCounting
Cancel
Interim Update: b Apply

dalgotech

[ MNew Radius Server ==
General |5tatus oK
20 Cancel

] login

| hotspot || wirsless Apply
M= Disable
Called ID: | - Comment
Domain: | R Copy
Address: |203.0.113.10 ET Remove
EM: [— 1) | Reset Status
Authertication Port: | 1812 |
Accourting Port: | 1813 |
Timeout: 300 | ms
|| Accounting Backup
Realm: | -
Src. Address: | -
disabled
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® U HotSpot profilu se omoguci
RADIUS autentifikacija

® Podesi se ugradeni RADIUS klijent

i]  Hotspot Server Profile <default>  [s£3m]
General Login RADIUS | OK
—
Defautt Domain: I_ | - Apply
Location 1D | | - Copy
Location Mame: | | - Femove
MAC Format: | 040K XK 0K 0K 0K IE3

Accounting
Interim Update: |_ | bl

G E—

default

dalgotech

n MNew Radius Server [3]
General |Status oK
- Service Cancel
. BN, I:l Ingin
| wireless Aoply
—I'dhep Disable
Called ID: | - Commert
Domain: | | bl Copy
——
Address: [203.0.113.10 | | Remove
Secret: [~ ' | | Reset Status
Authentication Port: |1812 |
Accounting Port: |'IE13 |
Timeout: |EI-[PD |n15
[ ] Accounting Backup
Realm: | | b
Src. Address: | | -
disabled
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RADIUS autentifikuje korisnike

1| PPP Active User < userll>
pppoe

General |

Mame: |pppue_userﬂ1 |
Senvice: [pppoe >
Caller ID: |D0:03:FF:8A17:1D |

Encoding: | |
Address: |172.16.14.53 |
LUptime: |Dﬂ:ﬂ2:16 |
|
|
|

Session ID: |81d00026 hex

Limit Bytes In: |

=

Remove

= |

.| pPP Lirnit E'_.rtes Out: |
Inteface  PPPoy
=] 7]

|Name £ |Ser'u'ice |Ca||er D |Mdress |Uptime |
L ﬂppp_userm async 172.16.14 51 03:41:00

& ppp_userl? asyTc 172.16.14 50 03:40:36
FY &pppoe_userli pppoe 00:03:FF-8A71D0 172.16.14 53 00:01:32
R &¥oppoe_userl? pppoes 00:03:FF-8B:17:1D 172.16.14 52 00:01:58
R & pppoe_user(3 pppoe 00:03:FF-BA:S1:1D 172.16.14 45 00:02:24
ot

® Svi klijenti se autentifikuju kroz RADIUS (User Manager)

7| Hotspot Active User ~=:user4hotspotr_ E
General | Statistics  Traffic

Server: |FabrikaM_Hot Spat

Remove

|Iser: |userdhutspntm:|35

Domain: |

Address: |192.0.20.122

|

|

|

|

MAC Address: |00:15:50:2ACB:1A |
Login By: |http-chap |
|

|

|

|

|

Uptime: |DD:DD:2'E

Idle Time: |00:00:12

Session Time Left: |

Idle Timeout: |

Keepalive Timeout: |Dﬂ:ﬂ2:ﬂ'|]

Limit Bytes In: | |
Limit Bytes Cut: | |
Limit Bytes Total: | |

dalgotech
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User manager za krajnjeg korisnika

W http(s)://ip_serveraluser

B Krajnji korisnik ima uvid u svoj nalog

MikroTik

Settings

dress a http: ffuserman. megaisp.comjuser

Prepaid Time: 30m
Total price: 50,00
Uptime Limit: Os
Uptime Used: ZimZ&s
Download Used: 45.5 MiB
Upload Used: 755.3 KiB

"7 Duration &% Price AW Start Time &

5 10.00 Sepf23/2014 171205
Sm 10.00 Sepf23/2014 172001
am 10.00 Sepf23/2014 17:30:1
s 10,00 Sepf23/2014 17:35:1
5 10,00 Sepf23/2014 17:40:1
am 10.00 Sepf23 2014 17:45:1

"V Used Time &% End Time &

< S

1 1m:égs

7oam

S 1m:des

g 0s
g s

Sep/23/2014 17:17:34
Sep/23/2014 17:25:11
Sep/23/2014 17:35:17
Sep/23/2014 17:40:186
Sep/23/2014 17:45:18
Sep/23/2014 17:50:18

ID 7 From Time & W Till Time &

EHENE e e
=S - A L

Sep/23/2014 17:02:00 Sep/23/2014 17:
Sepf23/2014 17:10:54 Sep/23/2014 17:
Sepf23 /2014 17:12:34 Sep/23/2014 17:
Sepf23/2014 17:20111 Sep/23/2014 17:
Sepf23 /2014 17130117 Sep/23/2014 17:
Sepf23/2014 17135118 Sep/23/2014 17:
9 Sepf23/2014 17137122 Sepf23/2014 17:

0&:36
12031
17:34
21:40
3517
703

3Tzz

% Uptime &% Download A% Upload A

G 35s
1rm:38s

25.9 MiB 421.2 KiB
6.6 KiB 2.1 KiB
19.9 Mg J24.8 KiB
6.6 KiB 1968 B
17.6 Kig 5.7 KiB
7.2 KiB 2.6 KiB
0e oe
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Korisnicki portal u viseklijentskom okruej

W http://ip_servera/user?subs=PublisherlD

® PublisherID se zadaje za prvi Customer nalog
A http:/luserman.megaisp.net/user - Microsoft Internet Explo

Login: |fabrikam | © Flle Edi

Yieww  Favorites  Tools  Help

Password: |unu" | :
parent: [fabriem V] -0 RRG LFelaE
Permissions: lm

Public Host: | |

St T _mc_ . T

| Bddress http: ) fuserman.megaisp.net fuser ?subs=Fabrikam

—_— =] =]

= ﬂr;.l htkp: [ fuserman. megaisp, netfuser

Mikrorl.k First Name: [walter

Last Name: |E-ishn:||:|

Location: [Lab 314

Status

|
|
Phone: | |
|
|

Email: |whishop@fabrikarn.com

Settings

Logout Zhange password {leave blank to keep the old one):

New passwos=d; |



Zakljuéak




Pricali smo o ovome

Smanjite troSkove Interneta — kontroliSite protok

W Prenesite deo administracije na lokalnog administratora ili krajnjeg
korisnika

W Sprecite upad u bezicnu mrezu i zloupotrebe

W Odgovor — Mikrotik HotSpot | Mikrotik User Manager
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Sta dalje?

m Konsultujte korisniCko uputstvo
® Pogledajte Mikrotik Wiki za viSe informacija i studije sluCaja

m Kontaktirajte predavaca na adrese e-poste:

sstanisic@algotech.rs

s.stanisic@beotel.net
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