LANMART

5 nctopun npo MikroTik



MikroTik u LTE mooem

o J1NnAa noaknt4YeHns K CeETU COTOBOIO
oneparopa 00bIYHO ncnonb3yrT USB-
moaem, nnaty MikroTik, kopnyc, 6rnok
NMUTaHNS N CHOPOBKY...

* Ho ecTb cnocob npoulie ©



BecHa TpyaHoe BpemA
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[Topa 0bpaTnTbCS K KOHKYpPEHTaM




MikroTik SXT ¢ USB




A BOT U Kopnyc




Cnncok nHTepdOencon

Imterface List

Interface | Bthemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE

| = ||z A |T

|Name 4 |T1_.rpe L2 MTU |Tx Tx Pac... |Fx Pac... | Tx Drops ||"|IF
4+ hridge 1 Bridge 1558 656 bps
#{#ether Ethemet 1598 656 bps
4hite LTE 25 kbps
4-#pptp-out 1 FPTP Client 1408 bps
4#pptp-out? FPTF Cliert O bps
dwlani Wireless (Atheros 11M) 2290 O bps




UTo Obl O0onbLUMe NakeTbl XO0aAUNA

Interface <pptp-out1:
General |Dia|DL.rt Status  Traffic

Mame: |pptp-uut'|

. |PPTP Cliert
3

. [1460

. [1460

. (1500

Tunning Status: connected




YKasblBaeM agpec Ans KnmeHTa

Address List

|Mdress 4 |Netwnrk |Irrterface
D =°10.0.0.10/24 10.0.0.0 fte 1
D °10.20.1.121 10.20.1.1 pptp-out 1
D T10.20.2.121 10.20.2.1 pptp-out2
= 10.20.80.101/30 10.20.80.100 bridge1




N Bknovaem OSPF

il
¢ |A|'ea
#10.20.0.0/16 backbone




OSPF paboTaert!

O5PF
|ﬂtEffﬂCES|hsta’ma Metworks  Areas  frea Ranges  Vitual Links  Meighbors = MBMA Meighbars  Sham Links  LSA  Routes

|Irrterface ¢ |D::|st |F‘|'i::|r'rt'1.r |.P-.L.rthentic...|ﬁuthenticatiu... |Ne-tw::|rk Type |Instar1ce |.Pn.rea |Neig... |5tate |T_‘
#3bridge 1 10 1 none . broadcast default backbone 0 waiting |

& pptp-out 1 10 1 none B poirt to point default backbone 1 point to poirt
& pptp-out? 10 1 none . poirt to poirt default backbone 0 point to poirt

Jitems out of O




M nony4ymnn tabnuuy mapLupyToB

CSPF
Areas  Area Ranges  Virual Links  MNeighbors  NBMA Meighbors = Sham Links  LSA Routes |P|.SEurder Routers  Area Border Routers

T Find | |al

|Instar1ce Area Dst. Address ¢ | Gateway |Irrterface |E::|st |State
I default 0.0.0.0/0 10.20.1.1 pptp-out 1 end 1
I default 10.0.0.0/8 10.2011 pptp-out 1 end 1
I default  backbone  10.4.1.0/24 102011 pptp-out intra area
P defaut  backbone 10420724 102011 pptp-out intra area
P defautt  backbone  10.4.3.0/24 10.20.11 pptp-out intra area
I default  backbone  10.20.0.0/24 102011 pptp-out intra area
P defaut  backbone 10.20.1.1 0.000 pptp-out intra area
P defautt  backbone  10.20.1.20 10.20.11 pptp-out intra area
P defautt  backbone  10.20.1.23 102011 pptp-out intra area
P default  backbone 10.20.1.2% 10.20.1.1 pptp-out 1 intra area
I defautt  backbone  10.2001.26 10,2011 pptp-out intra area
P defaut  backbone  10.20.1.29 102011 pptp-out intra area
P default  backbone  10.20.1.30 10.20.1.1 pptp-out 1 intra area
I defautt  backbone  10.20.1.31 10,2011 pptp-out intra area
P defautt  backbone  10.20.1.39 102011 pptp-out intra area
P default  backbone  10.20.1.5% 10.20.1.1 pptp-out 1 intra area
I defautt  backbone  10.20.1.61 10,2011 pptp-out intra area
P defaut  backbone  10.20.1.6% 102011 pptp-out intra area
P defautt  backbone  10.2001.76 10.20.11 pptp-out1 intra area
I defautt  backbone  10.201.77 10,2011 pptp-out intra area

369 tems
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HO HamM Hy>XeH TONbKO AeMONTHbLI

Route Fitter <0.0.0.0:
Matchers | BGP Actions BGP Actions

Chain: |nspf—ir1
Prefic: [1/0.0.0.0
Prefix Length: [ 10

Disable

Match Chain

Comment

Protocol

Py
Rem

Distance

Scope

Target Scope

Pref. Source

Routing Mark

Route Comment

Route Tag

Route Targets

[] Invert Route Tangets
Site OF Origin:
[] Invert Ste Of Crigin
Address Family: |

OSPF Type: |

[ Invert Match




Bewwaem Ha HEro MeTky

Route Fiter <0.0.0.0

Matchers BGP Actions ‘E‘GF‘ Actions

Action: |passthrough

Jump Target: Apply
Set Distance:

Disable

Set Scope:

Set Target Scope:

Set Pref. Source:

Set In Nexthop:

Set In Mexthop Direct:

Set Out Nexthop:

Set Routing Mark:

Set Route Comment:

Set Check Gateway:

Set Disabled:

Set Type:

Set Route Taa:

Set Use TE Mexthop:

—w— Set Route Targets
-~ fppend Route Tangets
—w— Set Site Of Origin




Ba mapuipyTa B IHTepHeT

Route List
Routes |I"-.Iem‘hups Rules VRF

=T

| [al

I3

| Dst. Address

¢ |Gatewa:.r

I 0.0.0.0-0

10.0.0.1 reachable kel

|D1'star1ce |Huuting Mark |F‘ref.50urce
0

I 0.0.0.0/0

- 10.0.0.0/8
- 10.0.0.0/24
I 10.4.1.0/24
FF104.20/24
I 10.4.3.0/24

- 10.20.0.0/24

B 10.20.1.1

I 10.20.1.20
1020123
1020125
B 10.20.1.26
F=10.201.29
I 10.20.1.30
1020131
I 10.20.1.39
I 10.20.1.59
I 10.20.1.81
1020165
1020176
1020177
1020179

10.20.1.1 reachable pptp-out1
10.20.1.1 reachable pptp-out
tte1 reachable

10.20.1.1 reachable pptp-out1
10.20.1.1 reachable pptp-out1
10.20.1.1 reachable pptp-out1
10.20.1.1 reachable pptp-out1
pptp-out1 reachable

10.20.1.1 reachable pptp-out1
10.20.1.1 reachable pptp-out1
10.20.1.1 reachable pptp-out1
10.20.1.1 reachable pptp-out1
10.20.1.1 reachable pptp-out
10.20.1.1 reachable pptp-out1
10.20.1.1 reachable pptp-out1
10.20.1.1 reachable pptp-out1
10.20.1.1 reachable pptp-out1
10.20.1.1 reachable pptp-out1
10.20.1.1 reachable pptp-out
10.20.1.1 reachable pptp-out1
10.20.1.1 reachable pptp-out1
10.20.1.1 reachable pptp-out1

110 to_M3
110
0
110
110
110
110
0
110
110
110
110
110
110
110
110
110
110
110
110
110
110

10.0.0.10

10.201.141




3aBopaymBaeM n obMaHbIBaeMm

Firewall

Fiter Rules NAT Mangle |5&'um5 Connections = Address Lists  Layer? Protocols

| =] ||| 52 T | |i= Reset Counters || 00 Reset All Counters lFing | [l | ¥ |

# |  |Action Chain |Src. Address Dst. Address Proto... |Src. Pot | Dst. Port | In. Inter
0 A marcrouting prerouting 10200016 110.20.0.0/16
1 A marc routing  output 10.20.0.0-16 1M0.2000/16
2 o change TTL  prerouting 10.20.0.0/16
3

of change TTL  forward 10.20.0.0-16




Mapkupyem mMapLupyT

Mangle Rule <10.20.0.0/16-:110.20.0.0/16

General Advanced Bdra Action | Statistics

2
-

+
=
-

+l

Action: |mark routing Cancel

MNew Routing Marc: |to_M5

v| Passthrough
Disable

Comment
Copy

Remove

Reset Counters

Reset All Courters

enabled




A4eM poyTep OT Tpeuca

Mangle Rule <10.20.0.0/16>

General  Advanced BEdra Action |Stati5tics

o' 1 Wl change TTL IE‘

- TTL Action
" change & increment ¢ decrement

New TTL: |1
[ ] Passthrough

Coj
Remaove

Reset Counters

Reset All Counters




CKOJbKO najioydek nosut? ©

LED Trigger <irterface status:

1L =linteface status E‘

Interface: |E‘thE‘1’1 +*

Modem Signal Threshold: |—7"1]

LEDs: |led

led2

i 4 4

lled3




Tonbko ping He 0OMaHyTb

——_ ————=—ana. B
= PING CEOPOCTE NONYYHEHMH CEOPOLCTE MEPEOAYLA
& 68 ms O 9.69 wmeuric @® 3.7 8 meuic

e
= —_— ™

A8 20m }
10m 30m 1\

50m

891222 240222

| NetomLLC ; —y XOCTHHT:
TS Sy Oues Lid. "Flex"




MikroTik no3songer

 BoccTaHOBUTL OOCTYN B CETh, €CINU
BUOMMOCTL NepeKpbINn AepeBbA.

* [lpegocTaBnaTb AOCTYN K CETU NMpU
OTCYTCTBUN TEXHUYECKON BO3MOXHOCTHU
NOAKIOYEHUS.

» CospaTb cBOKO HECNPOBOAHYHO CETh
noBepx cetTn oneparopa ©



Mbl cTpounun, CTpounu...

* /13-3a He npaBuIibHO BbIOPAHHOW
TOMOMOrMM CETU Ha dTarne CTPOUTENLCTBA
MOXXHO NOTEPSATb KNMEHTOB, €CIIN Ha4aTb
NbITaTbCS ee nepeaenarb.

e Ecnun ncnonb3sosaTtb MikroTik knneHTbl
HUKyada He aeHyTcs ©



[TpoTAHYNX, NOOKNIOYNIIN U
npobnembl NoONy4nnu
o)




Kak pa3gaTtb agpeca?

10.50.20.0/24
?7??




Co3gaeM BraHbl

Interface List

Interface | Bthemet EolP Tunnel IP Tunnel GRE Turmel VLAN VRRFP Bonding LTE

+'r|=| qff’i@?

|Name 4 |T'_.'pe L2MTU |Tx |F-b: |Tx Pac... |F-th'E||::... Tx Drops |F-b: DmpslTx Ernd*
A-thridge 1 Bridge 1558 43kbps 5H4kbps 0

Gevlan_2 WLAN 15094 O bps Obps

4hvlan_3 VLAM 15594 (0 bps 0 bps

drvlan_4 VLAN 1504 DObps Obps
4ikether Ethemet 1600 545kbps  7.5kbps
4i¥ether? Ethemet 1598 48kbps  5.7kbps
4iratherd Ethemet 1558 0 bp= 512 bps
4iketherd Ethemet 1553 O bps (bps
4iretherh Ethemet 1553 0 bp= 0 bps

=R =R =R (S D Y = R = -
== I = ==
=== == =)

[=I=N=l==-N-=--—]]-)
==N=l=-N=N—-—-—]1-)




YKa3blBaeM OgNHAKOBYIO NOACETh

Address List
=| [« T

|.Psddress ] |Netwur|{ Interface
o 10.50.2.3/24 105020 etherl
7r 10.50.10.1/24 10.50.10.0 bridge 1
9P 10.50.20.1/24 10.50.20.0 vlan_2
o 10.50.20.1/24 10.50.20.0 vlan_3
or 10.50.20.1/24 10.50.20.0 vian_4




N MmapLipyTbl 4O KITMEHTOB

Route List
Mesthops | Rules VRF
o || 3% T |Find | [l

|Dst. Address ! |Gatewar Distance  |Routing Marlk |F‘ref. Source
DAo P 0.0.0.0/0 10.50.2.1 reachable ether?
AS  PF1050.00/16  brdgel reachable
DAC P 105020/24  etherl reachable 1056023
DAC B1050.10.0¢24  brdge reachable 10,650,101
DAC 1050200024  wlan_2reachable, vlan_3 reachable, vlan_4 reachable 10.50.20.1
1050202 vlan_2 reachable

1050203 vlan_3 reachable
1050204 vlan_4 reachable




Bblgaem agpeca aBToMaTnyecku

DHCP Server
DHCP | Networks Leases Options Merts
| =| ||| % |FF| | DHCP Corfig || DHCP Setup

|Name ] |Irrterface |Flela:.r Lease Time Address Pool | Add ARP For Leases |
dhcp_2 vlan_2Z 00:10:00 dhcp_pool2 yEs

dhcp_ vlan_3 00:10:00 dhep_pool3 yes
dhcp 4 vlan 4 00:10:00 dhcp _poold yEs




[lpnBA3bIBAaEM CTaTUKY

IP Poal
Pools | Used Addresses

+|=||T

|Name ¢ |Addresses Mext Pool ||‘F{
Fdhcp_pool2 10.50.20.2 none
dhcp_pool3 1050203 none
=P dhcp_poold 10.50.20.4 none




KoHMUr ona HOBOTIO KIMEHTa

| DHCP — BroxsoT

@aiin  [paexka @opmatr Bug Cnpaeka

] B ]

l/interface vlan

add
b
4
/ip
A
4

interface=bridgel name=vlan_4 vlan-id=4
pool

d name=dhcp_pool4 ranges=10.50.20.4

dhcp-server

aggress-poo1=dhcp_poo14 disabled=no interface=vlan_4 lease-time=10m name=dhcp_4
address

address=10.50.20.1/24 1interface=vlan_4

dhcp-server network

address=10.50.20.0/24 dns-server=10.50.20.1 gateway=10.50.20.1

route

distance=1 dst-address=10.50.20.3/32 gateway=vlan_4

m




Bknoyaem OSPF

CQSFF
Instances MNetworks | Areas  Area Ranges Virtual Links  Neighbors  MBMA Neighbors  Sham Links LSA Routes AS Border Routers

= |||z =] |T

| Metwark ¢ |.Pu'ea
#1050.2.0/24 IP
#10.50.10.0/24 backbone




M pasgaem mapLupyThbl

(Q5PF Instance «IP=

General | Metics MPLS  Status Ok

Name: |IP Cancel

Router ID: |0.0.0.0 Apphy

Redistribute Defautt Route: |neve.-r Disable

Redistribute: Connected Routes: |nn Comment

Redistribute Static Routes: |as type 1 Copy

Redistribute RIP Routes: |no

Redistibute BGP Routes: |no

Redistribute Other OSPF Routes: |no

In Fitter: |nspf—ir1

Out Fitter: |n5pf—nut




Tenepb Bce 3HAKOT O HUX

QSPF
Areas  Area Ranges  Vitual Links  MNeighbors  NEMA Meighbors  Sham Links  LSA  Routes | AS Border Routers  Area Border Routers
T | all

|Instar1ce ¢ |Area Dst. Address Gateway |Irrterf... |D::st |State
FIP 0.0.0.0:/0 1 imported ext 1
P 10.50.0.0.16 105023 etherd 30 end 1
1P IP 10.50.2.0:24 0000 etherd 10 intra area
P 10.50.20.2 105023 etherd 30 end 1
P 10.50.20.3 105023 etherd 30 end 1
1P 1050204 105023 etherd 30 end 1
I default 0.0.0.0/0 10 imported ext 1
I defautt 10.0.0.0-8 20 imported ext 1
I default backbone 10.4.1.0/24 10.20.15.3 vian_... 20 intra area
I default backbone 104.20/24 1020153 vian_... 20 intra area
[ default backbone 10.4.3.0/24 1020153 vian_... 20 intra area
I default backbone 10.20.0.0-24 0000 bridge1 10 intra area
I default backbone 102011 10201.20,1... d&p-.. 20 intra area
[ default backbone 10.20.1.20 0000 dip-.. 10 intra area
I default backbone 10.20.1.23 0000 d&p-.. 10 intra area
I default backbone 10.20.1.25 0000 dAp-.. 10 intra area
[ default backbone 10.20.1.26 0000 dip-.. 10 intra area
I default backbone 10.20.1.25 0000 d&p-.. 10 intra area
I default backbone 10.20.1.30 0000 dAp-.. 10 intra area
I default backbone 10.20.1.31 0000 JdAp-.. 10 intra area
I default backbone 10.20.1.35 0.00.0 <pptp... 10 intra area
I default backbone 10.20.1.55 0.0.00 d#p-... 10 intra area

375 tems




To e camoe 1 B ochumchl

192.168.11.0/24

80.1.1.3

192.168.10.0/24
T

192.168.12.0/24
A1,

192.168.13.0/24
pol 16

192.168.14.0/24
Pl

80.1.1.8

192.168.15.0/24
80.1.1.9



MikroTik no3songer

OKOHOMHO pasfgaBaTtb benble agpeca
KIMeHTaM.

To XXe, HO B pacnpenerneHHon CeTu.
Vlan Ha knneHTta + DHCP.
IPOE 13 kopobkn ©



1+ 1 6e3 npobnem

« ObbeanHAnu OByx npoBangepos no
MHCTPYKUUKN N3 IHTEpHETa 1 HUYETo He
NoNy4ynnoch?

* PyKn HEe Npu 4YeMm, NPOCTO UHCTPYKLIUS
CIMULLKOM yMHaa ©



A n b cupenu Ha TpybOe ...




[ToaceTn OOMKHbI ObITb pa3Hble

Address List

= ||| 22| &

T

|.Fnddre55

i |Ne¢twur|{

|Irrter|"au::e

<r 10.108.92 56/23
SR 172.17.254.10

10.108.92.0
172.17.254.1

gther1_intemet
pptpoutl

oF 192.168.85.200/24

192.168.85.0

ether?_intemet

o152 168.88.1/24
o 192.168.200.28

152.168.553.0
152.168.200.1

bridge1
gstp-out]




Pacnpenensem KNMeHTOB

Firewall

Filter Rules NAT Mangle |Seu'1.r"rc::anrts Connections = Address Listz  Layer7 Protocols

= | ||| g2 | | = Reset Courters || 0o Reset All Counters Find | |EI||

|Chain \Src. Address | Dst. Address Proto... | Src. Port
. add src to address list  prerouting 152 168.88.0/24

t add src to address list  prerouting  152.168.88.0/24

4 mark routing prerouting N52.168.0.016

# mark routing prerouting 1152.163.0.0.16

o change M55 forward & tcp)
+f change M55 forward & tcp)




bepem Bcex KIMMEHTOB

Mangle Rule <192.168.88.0/24:

Geneiﬁ||Mva'1ced Extra Action Statistics

Chain: |prero|_rting
Src. Address: [ ||192.168.88.0/24

Dst. Address: | Disable

Protocol: Comment

[ Commen ]
Copy
Remove

|
Src. Port: |
|

Any. Port: | Reset Counters
|
|
|

Dst. Port:

F2P: Reset All Counters

In. Interface:

Out. Interface:

Packet Mar:

Connection Mark:

Routing Mark:

Fouting Table:

Connection Type:

Connection State:




SJTIMM UX NOoIMoJiam

Co on

Mangle Rule <152.168.88.

General Advanced ‘E:Lra Action  Statistics 0

Src. Address List: | Cancel

Dist. Address List: | Apphy

Layer7 Protocol: Disable
Comment

Content:

Copy

Connection Bytes:

Remove

Connection Rate:

Per Connection Classfiier: || |src address Reset Counters

Src. MAC Address: | Reset All Counters

Out. Bridge Port:

In. Bridge Port:

Ingress Priority:
DSCP (TOS):
TCP M55:

Packet Size:

Randaom:

—w- TCF Fags
—¥— [CMP Options
IPw4 Options:

TTL:




MONOBUHY MapPKUPYEM

Mangle Rule <152.168.88.0/24:

General Advanced Bdra Action | Statistics

Action: |add src to address list

Address List: [ISP1

Timeout: |

Py
Remove

Reset Counters

Reset All Counters




bepem Bce 3anpockl B VIHTEpHeT

Mangle Rule <1192.168.0.0/16=

General |Mvanc:ed Exdra Action Statistics

Chain: |prero|.rting
Src. Address: |

Dst. Address: [1]/192.168.0.0/16 :

Protocol: Comment

Src. Port: Copy

Dst. Port: Remove

Any. Port: Reset Counters

P2p: Reset Al Courters

In. Interface:

Out. Interface:

Packet Mark:

Connection Mark:

Routing Mark:

Routing Table:

Connection Type:

Connection State:




OT nepBOU NOMOBUHbI KITMEHTOB

Mangle Rule <1192.168.0.0/16>

General Advanced |Bdra  Action  Statistics 0

Src. Address List: £ [ISP1 L Cancel

Dst. Address List: | Bpply

Layer7 Protocol: Disable
Comment

Content:

Copy

Connection Bytes:

Remove

Connection Rate:

Per Connection Classifier: Reset Counters

Src. MAC Address: Reset All Courters

Qut. Bridge Port:

In. Bridge Port:

Ingress Priority:

DSCP (TOS):

TCP M55:

Packet Size:

Random:

~w- TCP Fags
—w~ |CMP Optionz
IPvd Options:

TTL:




MapKUPyeM MapLUpyT

Mangle Rule </192.168.0.0/16=

General Advanced Bdra Action | Statistics

Action: |mark routing

New Routing Mark: |to_ISP1
[] Passthrough

Copy
Remave

Reset Courters

Reset Al Counters




CnnUCoOK KNnmMeHToB

Firewsall

Filter Rules = MAT Mangle Service Poz  Connections  Address Lists |L33H?F‘m¢uc:ﬂs

[#][=] [~][5] [Fing | [a

|Narne |Address £ |
@ |SP2 192 163.88.1
@ |5P1 152,168 .88 2
@ |5P1 152.163.88.4
@ |5P1 152.168.88.5
@ |5P1 152.163.88.6
@ |5P1 152.163.88.7
@ |SP2 152.168.88.8
@ |SP2 152.163.88.9
@ |5P2 152.168.88.11
@ |5P1 152.168.88.12
@ |5P1 152.168.88.13
@ |5P1 152.168.88.14
@ |5P1 152.168.88.16
@ |5P1 152.168.8817
@ |5P2 152.168.88.18
@ |5P2 192.163.283.20
@ balance_negative 152.168.88 21
@ |SP2 152.168.88.21
@ |5P2 152.168.88.22
@ balance_negative 192.168 88 23
@ |5P1 192.163.88.23
@ balance_negative 152168 88 24
@ |5P1 152.168.88 24

@ balance_negative 192.168.88.25
& ISP 192 1R% 28 25
1 items

EJKGKGKDGKGGDGDGDDGGGDDGDE




CnncokK MapLUpyTOB

Route List
MNexthops | Rules VRF
=| ||| %2 T | Find

|Dst. Address ¢ |Gatewa}r Distance | Routing Mark |F're-f. Source |
- 0.0.0.0/0 10.108.52.1 reachable etherl_intemet 10 to_ISP1
I+ 0.0.0.0/0 152.162.85.1 reachable ether?_intemet 10 to_ISP2
I 0.0.0.0/0 10.108.32.1 reachable etherl_intemet 1
P 0.0.0.0/0 10.108.32.1 reachable etherl_intemet 100 to_ISP2
I 0.0.0.0/0 152.162.85.1 reachable etherZ_intemet 100 to_ISP1
= 10.108.92.0/23 ether1_intemet reachable 0 10.108.92.56
P 172.17.254.1 pptp-out1 reachable 0 172.17.254.10
I 152.168.80.0/24 192.168.200.1 reachable sstp-out1 110
> 152.168.81.0/24 192.168.200.1 reachable sstp-out1 110
P 152.168.82.0/24 192.168.200.1 reachable sstp-out1 110
I 152.168.85.0/24 ether?_intemet reachable 0 192.168.85.200
P> 1592.168.87.0/24 192.168.200.1 reachable sstp-out1 110
- 152.168.88.0/24 bridge1 reachable 0 192.168.88.1
I 152.168.89.0/24 192.168.200.1 reachable sstp-out1 110
= 132.168.30.10 152.168.200.1 reachable sstp-out1 110
- 152.168.90.11 1592.168.200.1 reachable sstp-out1 110
P 152.168.50.14 1532.168.200.1 reachable sstp-out1 110
- 152.168.50.18 192.168.200.1 reachable sstp-out1 110
52 tems




Knro4yaem NpoKcKu cepsep

Web Proxy Settings

General | Status | Lookups | Insets  Refreshes

Src. Address:

Port

Parent Promy:

Parent Proog Port:

Cache Administrator
Max. Cache Size

Ma. Client Connections:

Mae. Server Connections:

Mazx Fresh Time

Cache Hit DSCF (TOS):

Enabled

- 8123

: |webmaster

oK
Cancel
Apply
Clear Cache
Reset HTML

Access

Cache

:|nnne

["] Cache On Disk

600

600

 |3d 00:00:00

[] Seriglize Connections
[ Mways From Cache

4

Cache Drive: |5'_.'sten'|

Connections

Cache Conterts

mnning




I nepeHanpaBngaem

Web Proxy Rule <=

1item (1 selected)

- [192.168.88.2

:|!]




Ha Bce 3anpockl B IHTEPHET

NAT Rule <!152.168.0.0/16:

General | Advanced | Exra Action | Statisics
Chain: |dstnat

Src. Address: |

Dst. Address: [1]/192.168.0.0/16

Protocal:

Src. Port: Copy

Dst. Port: Remaove

Any. Port: Reset Courters

In. Interface: Reset All Counters
Out. Interface:

Packet Mar:

Connection Mark:

Routing Mark:

Routing Table:

Connection Type: |




[lenaem pegupekT, eCnu KNNeHT
3a0rnokmpoBaH




Oba kaHana 3arpyeHbl

Imteface List

Ethemet EolP Tunnel

|| &

=

IP Tunnel GRE Tunmel VLAM WRRP Bonding LTE

|Name

£ |T'_.'pe

+thridge1

Bridge

L2 MTU |Tx Rx T Packet... Fx Packe... | Tx Drops | Rx Dro|
1520  276Mbps 45 Mbps 3231 2725

+tbridge_OSPF
4}#cther]_intemet
4}rether? intemet
i etherd
4iretherd
41#etherh
$i#etherh
4ibethery
1#ether?
#1#etherd
4ibether1D
4-#pptp-out1
4-Fastp-out 1

Bridge
Ethemet
Ethemet
Ethemet
Ethemet
Ethemet
Ethemet
Ethemet
Ethemet
Ethemet
Ethemet
PPTP Client
S5TP Client

6h535 (bps 0 bps 0 1]
1520 2.4 Mbps 12.9 Mbps 1413 1685
1520 2.4 Mbps 13.6 Mbps 1288
1520 (bps 0 bps 0
1520 292kbps 2355 kbps )

1520 10507 kbps 1682 8 kbps an
1558 0bps 0 bps 0
1558 43 Mbpz 4571 kbps 579
1553 65 Mbps 6051 kbps &30
1558 114 Mbps 15156 kbps 1230
1558 43Mbps 342 2 kbps
875 kbps (0 bps 5
0 bps 2 B kbps 0

e N N N W
NN === W= 1|

+*




MikroTik no3songer

« O0beanHaTb 2, 3, 4 n bonee KaHanos,

dBTOMAaTU4YECKU pacripeaendd KimeHToB
MeXxXay HUMWN.

» He TpebyeTca nameHATb agpeca
KIMMMEHTOB.

 BoamoXXHOCTb nepeagpecaunn Ha
MHQOPMALIMOHHYIO CTpaHULY Npw
OTCYTCTBUM cpeacts ©



XOOAT CNyXU 4To

e MikroTik o4yeHb CNOXXeH B HAaCTpPOUKe.

* Henb3a NnepeHOCUTb KOHMUrypaumio
MeXay pasHbIMU YCTPOUCTBaAMM.

* MHOro BpemMeHu Tpebyetcsa ans
HaCTPOWKM DOSbLLUOIO KONMMYECTBa
ycTpouctTe ©



ECTb MHOIro HOBbLIX YCTPOWUCTB

Hosble
YCTPOMCTBA




[lenaem TMNoBown KOHQUr

 iHJmuhf——EmmHUr fhE!hE&ﬂ!gg!d

Qain [lpaska @opmar Bwg Copaexa

Jinterface bridge
add name=bridgel T
add name=bridge2

Jip pool

add name=dhcp_pooll ranges=192.168.0.2-192.168.0.254

/ip dhcp-server

add address-pool=dhcp_pooll disabled=no interface=bridge2 name=dhcpl

Jinterface bridge port

add bridge=bridgel interface=etherl

add bridge=bridge2 dinterface=ether2

add bridge=bridge2 interface=ether3

add bridge=bridge2 interface=ether4

add bridge=bridge2 interface=ether5

/ip address

add address=76.2.12.3/30 interface=bridgel

add address=192.168.0.1,/24 interface=bridge2

/ip dhcp-server network

?Qd 3ddress=192.168.0.0f24 dns-server=192.168.0.1 gateway=192.168.0.1
ip dns

set allow-remote-reguests=yes servers=E8.8.8.8

Jip firewall nat

add action=masquerade chain=srcnat src-address=192.168.0.0/24

#add action=netmap chain=dstnat dst-port=81 protocol=tcp to-addresses=192.168.0.200 to-ports=80

ﬁqdd action=netmap chain=dstnat dst-port=82 protocol=tcp to-addresses=192.168.0.201 to-ports=80
ip route

adg distance=1l gateway=176.110.120.177

/ip service

set ftp disabled=yes

set s55h disabled=yes

/system clock

set time-zone-name=Europe,/Moscow

/system ntp client

set enabled=yes mode=unicast primary-ntp=064.4.11.167 secondary-ntp=85.118.230.129

Ssystem identity

set name="R_"

Juser set 0 password=mikrotik

*

m




OTKpbiBaeM CrmMcokK coceaeunt

Meighbor List

Neighbors | Discovery Intefaces

? Find

| Interface /| IP Address MAC Address ldertity  |Platforn  |Version |Board Name |IPvE |Age(s) |UPtii~
& bridgel 152.168.0.10  00:0C:42.FC:8B:25 DNetwork? MikroTik  5.23 RB751U-2HnD  no 3 38d1
A bridge1 172161001 S0:EZ2:BADRGT-7S  Server MikroTikk 521 wd6 no 5 5d 1
4 bridge1 192.168.0.12  00:0C:42.2E:4:0A MikroTik MikroTk  5.23 RB450 no 53 1
A& bridge1 152.168.82.1 DACAGD:6B:EB:01 MikroTk  MikroTik  5.20 RB751G-2HnD no % 0o




3axoaum no MAC Telnet

Meighbor List
MNeighbors |ﬁsm'm'y Intefaces

T
| Interface + |IP Address MAC Address \ldertity  |Platforn  |Version  |Board Name  |IPv6 |Age(s) |UPtii¥
4 bridgel 192.168.0.10  DO.OC4ZFCBE25 DNetwork2 MikoTik  5.23 RE751U-2HnD no 39 381
A& bridge1 172.16.100.1 90.E2.BAD56775 Sever  MikroTik 5.2 x36 no 45 8d1
4 bridge1 192.168.0.12  00:0C42:2E:84:0A MkroTk MkmTik 523 RB450 29 1
': JMe "il‘-: "L .:_:i- i) ;--: !I :_ : : =1 A T :. aign 55.5:'5:
Show Categories

Detail Mode

Show Columns

Find Ctrl+F
Find Mesxt Ctrl+G

Ping

MAL Ping
Telnet

MAC Telnet
Torch

¢
Aitems (1 selected)




TMEeHAeM HadanbHbIV KOHMUr

MALC Telnet D4.CABD:68:6B:01
ht-chaina: Lwor
ht-extension: 20/40mhz-ht-above;

WAN {gateway) Configuration:
gateway: etherl (renamed with extension "-gateway"):
firewall: enabled;
WAT: enabled;
DHCP Client: enabled;

LAN Configuraticon:
LAN Port: bridge-local;

switch group: ether? (master), ether3, etherd, ethers

{renamed with extensions "-master-local' and '"-slave-local')
LA IP: 192.168.88.1;
DHCP Server: enabled;

You can type "v" to see the exact commands that are used teo add and remowve

thiz default configuraticn, or you can view them later with

"/ayatem default-configuration print' command.

To remove this default configuration type "r" or hit any other key to continue.

If yvou are connected using the above IP and vou remove it, vou will be disconnecte
d.




N BCcTaBnsgem CBOW

MAC Telnet D4.CA:60:6B:6B:01

[adminf@MikroTik] /ip dhcp-server network:» /fip dnsa

[admin@MikroTik] /ip dns» set allow-remote-requests=yes servers=8.8.8.8
[admin@MikroTik] /fip dna» fip firewall nat

[admin@MikroTik] fip firewall naty» add action=masgquerade chain=arcnat src-address=
192.168.0.0/24

[admin@MikroTik] /ip firewall

[admin@MikroTik] /fip firewall

[admin@MikroTik] /ip firewall nat» fip route

[2dmin@MikroTik] /ip route» eadd distance=1 gateway=176.110.120.177
[admin@MikroTik] Fip route» fip service

[admin@MikroTik] /fip service» set ftp disabled=ves
[admin@MikroTik] /ip service» set 3sh disabled=yes
[admin@MikroTik] /ip service> fayatem clock

[admin@MikroTik] /ayatem cleock® set time-zone-name=Europe/Moscow
[admin@MikroTik] /avyatem clock» /3yatem ntp client
[admin@MikroTik] /aystem ntp client> 3et enabled=ves mode=unicast primary-ntp=64.4
.11.167 zecondarv-ntp=85.118.230.129

[admin@MikroTik] /fayatem ntp client» faystcem identicy
[admin@MikroTik] fayatem identity> set name="R "

[admin@R_] /system identity> fuser set 0 password=mikrotik
[2dmin@R ] /system identity>

[admin@R ] /system identity>




MikroTik no3songer

 HacTpouTb KOHMUrypauu o 3a 5 cekyHa.

 HacTtpanBaTb 605bLLOE KONMNYECTBO
YCTPOWUCTB OHOBPEMEHHO (3anncbiBaTh
KOHJoUrypauuo n oOHOBNSATL NPOLLUUBKY).

* HayuynTbCA Bcerga nepeBopaymBaTh
KOpOOKYy ©



WI-FI ¢ pOoyMWUHIOM OOPOro

» [oBOPAT 4YTO DEcnpoBogHast CETb Ha
TeppuTopun odourca unm roCTUHMLbI 3TO

[10pOro.

* [OBOPAT YTO ynpaenaTb OONbLUNM
KONMMYeCcTBOM ToYeK 6e3 KOHTpornepa

CNOXKHO.
* A 3a4eM ummn ynpaensaTb? ©




KnneHTbl nepemeLllatoTca




CKaHUPYIOT CETb

CeTeBnie JanadM

ﬂ DEHOBHTE CrMCOK CETH

aay YCTEHOEMTE DECNPOBOAHYHD
CETh

BbibepiTe becnpoBogHYHO CeTb

LLIEAKHHTE M0 NYHETY B NPMBEAEHHON HH¥E COMCKE, STOfR NOAKIHHHTECA K
QECOpOEOAHOA CETH B paaHyCe AERCTEMA MM NONYYHTE A0NOAHMTENEHEE CEEAEHHA,

éa!!!!

POACTEEHHBIE 33834

-ﬂ MogpofHes 0 BECNpoE0AHEN:
CETAX

Sf MEMEHHTE NopAAOK
MPEANOYTEHHA CETER

@' ZMEHHTE A0NOAHHTENEHEE
rnapamMeTpsl

DMNetwork

Q BezonacHan BecnpoEoAHaA caTh (WPAZ]

MogknroveHo .07

5!!5!
5!!5!

LANMART-FREE-WI-FI

HebesonacHaA BecpoB0AHSA CETh

LAMNMART-WORE

5 BezonacHan BecnpoeoAHas ceTe (iPAz]

5!!!!
5!!!!

MoaknHoYHTE




I nogkno4yarTCcA

€& = C [ 192.168.10.1/ogin?dst=htp%3A%2F % 2Fwynw.google.ruoe2F 9

B nogkaoyvensl Kk 6ecriatHomy Wi-Fi.

T ToCTyTIa K CeTH HAKMHTE Ha KapTHHKY.

SafiTH E ceTk bes OpocloTha cafiTa Opobafinepa.




CHuMaeM ranodku

General mrﬁﬂsh)ataﬂal&u Advanced HT

Mode

Band:

Channel Width:
Frequency:
551D:

Radic Name:
Scan List:

Wireless Protocol

: CEE |+ |

| 2GHz-B/G
|20MHz

|2412

[LANMART

|defautt

Disable

Comment

Tol

Scan...

- 802.11

Freq. Usage. ..

Security Profile: |defautt

Align....

Frequency Mode: |manual tepower

Country: |no_courdr)f_5&1

Arterna Gain:

DFS Mode: |none
Proprietany Extensions: ipost—2.9.25

WMM Support

Bridge Mode: |enab|ed

Default AP Tx Rate:
Default Client Tx Rate:

Multicast Helper

i | dBi
=
|*]
|=]
=]

: |disabled

|v bps

|+ bps

[] Defautt Authenticate
[ Default Forward
[] Hide 551D

: |de'faurt

iff...

Snooper...
Reset Corfiguration

Simple Mode

|n.|nning ap



OrpaHunyeHue nNo ypoBHAM
CUrHaNoB OT KINMEHTOB

Intefaces  Mstreme Dual Access List |Hegmaixm Connect List  Securty Profiles

|| = ||| 32 T
# |  |MAC Address Interface \Signal Str... | Authertication | Forwarding

Mew AP Access Rule

MAC Address: |

Interface: |EI||

Signal Strength Range: |-75..120

AP T Limit: |

Client Tx Limit: |

lvl Authertication
[w| Forwarding

Private Key: |rmr1E: || ¥ | (e |
Private Pre Shared Key: |

Management Protection Key: |
-w- Time

enabled




CtaHoapTHas MOLLHOCTb

Inteface <wlan1:

NY2 Tx Power Cument Tx Power | Status  Traffic | .. oK
- Cument Tx Powers Cancel
Rate  |TxPower |Real xP..|Tota Tx..| |¥
Mbps 27dBm  27dBm _ 27dBm Aoply
ZMbps 25dBm 2hdBm 25dBm :
5 5Mbps 25dBm  25dBm  25dBm Disable
11Mbps 25dBm 2hdBm 25dBm Commert
&Mbps 27dBm 27dBm 27dBm
SMbps 27dBm Z7dBm Z7dBm Torch
12Mbps 27dBm 27dBm 27dBm o
18Mbps 27dBm  27dBm  27dBm Somn.
24Mbps 27dBm Z7dBm 27dBm
3eMbps 25dBm 2hdBm 25dBm Freq. Usage...
43Mbps 24dBm 24dBm 24dBm _
BdMbps 23dBm 23dBm 23dBm Mign...
Sniff ...
Snooper...
Reszet Corfiguration
Simple Mode




Pe3ynbrar




MOLLHOCTbL CBEPXY-BHU3

Inteface <wlan 1=

NW2 Tx Power Cument Tx Power | Status  Traffic | ... oK
- Cument Tx Powers Cancel
Rate  |TxPower |Real xP..|Total Tx..| |¥
Mbps 6dBm 6dBm 6dEm Apply
2Mbps &dBm &dBm GdEm _
5 5Mbps £dBm EdBm dBm Disable
11Mbps EdBm GdBm GdEm
6Mbps 6dBm 6dBm 6dBm fo e
SMbps 7dBm 7dBm 7dBm
12Mbps 8dBm 8dBm 8dEm Torch
18Mbps 10dBm  10dBm  10dBEm —
24Mbps 12dBm  12dBm  12dEm
26Mbps 14dBm  14dBm  14dEm Freq. Usage .
43Mbps 16dBm  16dBm  16dEm :
54Mbps 17dBm  17dBm  17dEm Align...
Sniff ..
Snooper...
Reset Corfiguration
Simple Mode




[ToKkpbITHE




Pe3ynbrar




[lpumep nora

Lljg E m
all ¥

Janf02A197013:40:14  wirelesz info EC:35:86: 7343 7I@wlan]: dizconnected, too weak signal

Jan/021970 134014 wirelesz info wlanl: data from unknown device EC:35:86: 7342379, sent deauth

Jan/0297019:43:08  wireless info EC:25:86: 734373 @wlanT: connected

Janf02A197019:43:18  wireless info EC:35:86: 7343 73Ewlan]: dizconnected, too weak signal

Jand021970193:43:22  wireless info wlanT: data fram unknown device EC:35:86:73:43 79, sent deauth

Janf02A1970 134322 wirelezz info wlan1: data from unkrnown device EC: 35:86: 7342379, 2ent deauth

Janf02A1970 134322 wirelesz info wlan1: data from unknown device EC:35:86: 7342379, sent deauth

Jan02197019:43:22  wireless info wlanT: data from unknown device EC35:86:73:43.79, zent deauth

Jan/02970 194326 wireless info 94: 239 E5C4:49.CaEwlanT: connected

Jan/02970 134331 wireless info EC:35:86: 7343 73EwlanT: connected

Jand021970 194341 wireless info EC:35:86: 7343 7I@wlan: dizconnected, too weak signal

Jand02A1970 134343 wirelesz info wlan1: data from unknown device EC: 35:86: 7342379, sent deauth

Jan/02A97013:48: 21 wirelesz info 94:39:E5:C4:49:. C3@wlan]: dizconnected, extenzive data lozs

Jan/02970 195251 wireless info EC:35:86: 734373 @wlanT: connected

Janf02A197019:562:87  wireless info EC:35:86: 743 73@wlan1: dizconnected, regiztered to other device in netwiorl,

Jan/02970 22:42: 26 wireless info 94: 33 E5:C4:49:.CaEwlanT: connected

Jand03197000:11:47  wireless info 94: 33 E5:C4:49:C3@wmlanT: dizconnected, received disaszoc: sending station leaving (2]

Jan/03A970 001336 wirelesz info 94:39:E5:C4:49: C3E@hwlan]: connected

Jan/03A97000:15:38  wirelesz info 94:39.E5:C4:49:. C3@wlan]: dizconnected, received dizazzoc: zending station leaving [3)

Jan/03A970 00:27:38  wireless info EC:25:86: 734373 @wlanT: connected

Janf03A197000:27:42  wireless info EC:35:86: 7343 73@wlan1: dizconnected, regiztered ta other device in network,

Jand031970 00:29:00  wireless info 94: 33 E5:C4:49:C3Ewlan: connected

Jan/0397001:04:40  wirelezz info B4:43:.CE: 34:BF BAEwlan1: connected

Jan/03A97001:05:30  wirelesz info B4:43:CB: 34:BF:BAGEwlan1: disconnected, too weak zignal

Jan0397001:05: 3 wireless info wlanT: data from unknown device 6443 CB:24:BF.BA, zent deauth

Janf03A1970 02:00:56  wireless info 4. 33 E5:C4: 49 C30Ewlan]; dizconnected, received disaszsoc: sending station leaving (2]

Jan/03A970 02:02:34  wireless info 94: 33 E5:C4:49:.CaEwlanT: connected

Jand03970 02:29:20  wireless info 94: 33 E5:C4:49:C3@wmlanT: dizconnected, received disaszoc: sending station leaving (2]

Jan/03A197002:51:586  syztem info account uzer admin logged in from 192.168.31.31 via winbox -




[ padpuK KonmnyecTtBa KIMMEHTOB

& 10015 Vg T

Ofuy | Onpoc  CryxBbl | Bemomsivs cipos  Snmp | Router0S  Wetopua |Hﬂc1'pyma—|m

JameTrn

YnanmTe

MoBTOPHOE S0HDMPOBAHNE

MNogmeepoiTs

CHATL NOATEEDXAEHAE

Mepesarpysuts

4
| |
Macwras: TS [ZE0EN - | Omena |
| |
| |
| |
| ¥ MHcTpymeHTs! |
| |
| |
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| |
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MNepenoaxkniountech
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06:00 12:00 18:00 May 27
. @ ping @10.20.20.138
EYl
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| f o !
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065:00 12:00 18:00 may 27
@ vireless_clients_p @ 10.20.20.138
¢ =i




Oduwmit  Mctopun
W Tpaguk ckopocT! Nepeiau gaHHem

[ padomnk noTpebneHus

8 Mhit/s

7 Mbit/s

6 M t/s

I

5 Mbrit/s |

LA Mbitss ok

Imbit/s 3

2 mbit/s

|

1 Mbit/s T

Obrit/s
g 21000

@ etherl 0172.16.1.25 tx
«

May 30

| -

A

03:00

06:00 00:00
@ etherl 0 172.16.1.25 rx

=




YnpaBrneHue




CnUCoK KNTIMeHToB

-

Crmcox | Jepeso  RouterDS | Tuner  Coomsercrews Mac

Yempoiicteo  Tpynma  Becnposognan perucTpawa | MpocTan ovepets

M % sy

YetpolicTeo MAC AP |WDS| Tx/Rx Rate Tx/Rx Signal -+ | KommeHTapHiA
10.100.0.10 Routerboar:D3:ED:85 HeT ga  36.0Mbps/48 OMbps 67
10.100.0.100 D4.CAGD48:B5:15 vet ga  54.0Mbps -H4/66
10.100.0.101 Routerboar:F7:86:75 fa  Het 54.0Mbps -B6/63
10.100.0.102 D4CARD47.DT-E3 Het ga  24.0Mbps/36 OMbps -7
10.100.0.103 Routerboar:F1:BB:F5 pa  HeT 36.0Mbps/24.0Mbps -75
10.100.0.104 D4.CARD 4ERC.ES HeT pa  54.0Mbps 7/68
10.100.0.105 Routerboar:F&:05:.A6 gz Her 54.0Mbps 68/67
10.100.0.11 Routerboar:F&:06:44 ga  Her  35.0Mbps -68/67
10.100.0.122 D4ACAGD45:.14.C3 HeT ga  36.0Mbps/24.0Mbps -80/-78
10.100.0.123 D4.CARD:60:54:95 g2 ga  24.0Mbps/36.0Mbps -80
10.100.0.14 Routerboar:F7:0C:77 Het pa  §1.0Mbps -74/-73
10.100.0.15 Routerboar:F2:40:A0 s ga 81.0Mbps -73/4-75
10.100.0.18 Routerboar:85:2A:63 HeT ga  130.0Mbps 62761
10.100.0.19 Routerboar:88:68:3D pa  Her 130.0Mbps 61762
10.100.0.20 Routerboar:F&:00:C6 Het ga  48.0Mbps/54 OMbps £1/63
10.100.0.21 Routerboar:F2:40:A4 pa  pa  54.0Mbps/48.0Mbps -64/461
10.100.0.22 Routerboar:F1:45:.CD Het ga 54 .0Mbps 6770
10.100.0.23 Routerboar:FZ2:40:A8 ga  ner 54.0Mbps -710/67
10.100.0.24 Routerboar:F7:0C: 75 HeT ga  54.0Mbps -11/65
10.100.0.25 Routerboar:F&:00:C2 ga  pa  54.0Mbps/&.0Mbps -69/-70
10.100.0.26 Routerboar:F1:4F:FB HeT pa  36.0Mbps -73/-74
10.100.0.26 Routerboar:F7:13:2D Het ga B4 .0Mbps/48 OMbps -65/-68
10.100.0.28 Routerboar:F2:6E:E4 Het pa  54.0Mbps 65
10.100.0.29 Routerboar:F&:27:F6 ga  Her 54 .0Mbps 65
10.100.0.30 Routerboar:F7:3A:01 ga  wer  36.0Mbps -74/-73
10.100.0.31 Routerboar:F7:3A:01 gz Het  48.0Mbps/54 0Mbps £7/65
10.100.0.38 D4.CARD50:FF21 vet ga  130.0Mbps -56
10.100.0.39 D4.CAGD .48.6F:85 ga  wet 130.0Mbps -56
10.100.0.4 BC:3B:AF:85:5F:82 HeT weT  48.0Mbps/36 0Mbps 0/-75
10.100.0.4 TREMDware|:F2:EE:AB HeT HeT 54.0Mbps/1.0Mbps 0/-55
10.100.0.40 RouterboarE8:E3:5D Het ga  48.0Mbps -74/-75
10.100.0.40 D4.CAGD4E26:91 vet ga  54.0Mbps/48 0Mbps -58/-57
10.100.0.41 Routerboar:FE:71:28 ga  wer  48.0Mbps/54 OMbps -57
10.100.0.44 Routerboar:F&:71:28 ga  Her 48.0Mbps -75/-74
10.100.0.58 Routerboar:F&:73:BE HeT pga  54.0Mbps 61755
10.100.0.59 Routerboar:F&:73:3A ga  HeT 54.0Mbps -59/61
10.100.0.64 Routerboar:E8:7A:33 Het pa  54.0Mbps -704-72
10.100.0.65 Routerboar:F1:BE: 35 ga  Her B4 .0Mbps =727
ninnnRR Md-~4&-RM-RF-AF-1G HAT nAa IR Nhne TTATR



MikroTik no3songer

« Coenartb 6onbLiyto 6ecrnpoBogHYO CETh, U
He TONbKO BHYTPWU NOMELLLEHUS.

» [lepeanpecoBbiBaTh KIMMEHTOB Ha
CTPaHULy C peknamMmou.

« PaboTatb OT aKKyMyIriATOPOB, Mony4aTtb
MHTepHeT no USB mogemy — co3gaHue
MOOUMNBbHBIX XOTCNOTOB ©



[lpxoguTe K HamMm Ha cTeHA!

www.lanmaurt.ru



