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Rural challenges

Low Client density

Long distances for maintenance and support
Difficult terrain — 90 % 4x4 and some climbing
Strong winds, Snow, Ice, Fires and baboons
Mostly Solar power with battery banks used.
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Mikrotik Router OS

Control!!
Force mail to SMTP server
Transparent Proxy
Backups e-mailed automatically
Destination routing



* Mangle rules to add source to address list for
finding clients infected with mail worms and
viruses.
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Julez MAT Mandle | Service Ports

Action
4 mark, connection

=t add zrc to addres...
=t add zic to addres...
=t add zrc to addres...
=t add zic to addres...
ot add zrc to addres...
=t add #rc to addres. .
ct add zrc to addres..

00 Fezet Counters

Chain

prerouting
prerouting
prerouting
prerouting
prerouting
prerouting
prerouting
prerouting

Connections  Address Lists

00 Feszet &ll Counters

Src. Address

Src. Port

Ir. Interface

Internal-lan
Haotzpot
Darp Uplink,
Fokkraal

b oddergat
Hemvalley
Spitzkiop

Dt Addresz |Dst, Port
25
25
25
25
25
25
25
25

Out. Int.. |Proto... [Mew P,
G [tcp)
E [tcp]
G [top)
E [tcp]
G [tcp)
E [tcp]
E [tcp)
G [tcp)

Mew C... |Bytes
smitp I717.8 Mib
13356 MiB
0B
B17.1 MiB
27 B MIE
43.3 MiB
4311 MiB
5333 MiB

Packetsz
3389 772
1148 457

1]

B35 710
488 367
a9 297
397 084
G165 189



Rules to allow VPN access after hours for p2p

B Scheduler

4

M ame

Backup

ton pptp OFF
ton PPTP OM
Tuez PPTP off
Tuez PPTP OM
"Wed PPTF of
“Wed pptp on
Thurz PPTF aff
Thurz ppt on
Fri PPTP off

Fri pptp on

Stark At

Sep/03/2006 01:00:00
Sep/04/2006 07.30:00

Sep/04,/2006 17:30:00
Sep/05/2006 07:30:00
Sepd05/2006 17:30:00
Sep/06/2006 07 30:00
Sep/06/2006 17:30:00
Sepd07 /2006 07:30:00
Sepd07 /2006 17:30:00
Sep/08/2006 07:30:00
Sep/08/ 2006 17:30:00

Interyal On Event

T-;'u:I'EIEI:_EIE!:EIEI .-"E_l.-'E!ZE-:I'I'_I_ backup zave name=vpn /Mool e-mail send ..

Fd 00:00:00 interface pptp-server server set enabled=no
Fd 00:00:00 interface pptp-zerver server zet enabled=pes
7d 00:00:00 interface pptp-zerver server 2et enabled=no
Fd 00:00:00 interface pptp-server server et enabled=yes
#d 00:00:00 interface pptp-server server set enabled=no
7d 00:00:00 interface pptp-zerver server zet enabled=pes
Fd 00:00:00 interface pptp-zerver server set enabled=no
#d 00:00:00 interface pptp-server server set enabled=yes
7d 00:00:00 interface pptp-zerver server zet enabled=no
Fd 00:00:00 interface pptp-server server et enabled=yes

Run I:::uunt_ _Ne:-ct_ Run _
3 Mar/11/2007...

3 Mar/12/2007...
3 Mar/12/2007...
3 Mar13/2007...
3 Mar13/2007...
3 Mar/14/2007...
3 Mar14/2007...
2 Mar/02/2007...
2 Mar/08/2007...
2 Mar/09/2007...
3 Mar/09/2007...



Routerboard 532 and 112

Rugged, well designed

Works in all our conditions
Possible enhancements

Monitoring battery power level

No Wireless card interfaces at the back and at
least 2 in front, more if possible

Easy and quick clip-on design



Hotspot Vouchers

Front

Hotspot Voucher

R55 - 60 minutes

Logon:

Password:

Back

How to use this voucher

Enable vour wireless adapter and ensure it 15 setto
obtain an P address automatically.

Wiew the avallable Wireless Hotspots and connect to
the one with the sirongest signal.

After it 1z connected, open your web browser and
enter vour logon details.

You are now ready to surf the internet and send and
receie e-mail.

Go to hitpifthotspot breede co.za to view your

remaining minutes and remember to log off when you
are done.




Future needs we have for Usermanager

* Two or more Usermanager working together as
backups, master — slave setup.

* More Space for personal information for clients

* Easier backup and restore. Integration in
normal backups



