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Ping/Trace Route

e Ping
—  Created in 1983.
— Sends ICMP type 8 — Echo Request.

— Measures the round-trip-time. The amount of time it takes a
ping to travel to a host and return.

e Trace Route
—  Created in 1987.
— Sends ICMP type 8 — Echo Request.

—  Sends request with a TTL (Time To Live) setto 1. Then the
next request sent has a TTL of 2. This continues until the
destination responds.

ot CAWINDOWS' system32' cmd.exe - o L\ WINDOWS system32' cmd.exe

C:“\Documents and Settings“gregrping 4.2.2.2 =~Doc tz and Settings:gregXtracert 4.2.2.2

es of data: racin ute to —hak sys.gtei.net [4.2.2.2]
ouer a maximum f 33 hops
ime=33ms

ime=31ms = 5 25 ms 25 ms mail.bon .com [71 113 222 1]
ime=3Zms =! 38 ms 28 ms 28 ms at—6—1—3—1711 df 281 — r2. n—gn et [1
ime=54ms

292 ms 31 ms  asB-B.dfwdl-bb—rtr2. izon—gn et [138.81.28.6

eived 4, Lo t B {@x loss),. 5 35 ms 31 ms B xe—9-1-B.brl.dfwi3.alter.net [152.63.2.149]
1n m111 - d 3 31 ms 38 ms e-5-1-B.edgeZ.dallas3.lev 13.net [4.68.111.1211

i i es
imum = 54ms. Av 1ag 37m
B 3 38 ms 38 ms vnsc-hak.sys.gte et [4 2.2, 2]

38 ms 32 ms ae—21 ?@.carl. dalla 1.leveld.net [4.69.145.671

C:“\Documents and Settings“gregl_
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Client Troubleshooting

e Does the client have a valid IP for the CPE.
e Does the client have the proper DNS servers.
e Can you ping the CPE/AP?

"W WINDOWS system32h cmd.exe
C:Documents and SettingssgregXipconfig

Windows IP Configuration
: greg—laptop

. : Hybpid
- : Mo

Hoszt Mame . . . . . .
Primary Dns Suffix .
Mode Tupe . . . . . .
IP Routing Enabled. .
WINS Proxy Enabled. .
DNS Suffix Search List

: Mo
: nomadix.com

Ethernet adapter Wireless Metwork Connection:

Connection—specific DNS Suffix : nomadix.com
Description - . . - . . . . . : Dell Wireless 1397 WLAN Hini—Card
Physical Address. . . . . : AR-25-56-31-69-B3
Dhecp Enabled. . . . . . . : Yes
Autoconf iguration Enabled : Yes
IP Addres=. . . . . . . . : 18.8.8.183
Subnet Mask . . = 255 .255.255.8
Default Gateway :1A.8.8.1
DHCP Server . . : 18.8.8.1
DNS Servers . . i 38.181.222.158
63.207 _206.118
Leaze Obtained. : Saturday, September 11, 2018 7:34:11
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Il VWireless Tables
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I Traceroute
Traceroute Tao:
Facket Size: |56
Timeout:
Pratacal;
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Src. Ad
|mterface:
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Barack Obama Route Takle Cavid Hasszelhoff Route Takble
Will Ferrell Foute Table Will Ferrell — Directly Connected Barack — Dirgctly Connected
Barack — Directly Connected Cavid Hasselhoff - Dirsctly Connecied Will Ferrell == Barack Step 1

| 'want to say Hi to Will

| don't know how to

reach the Hoff?17?

Not only do | have to know how to reach my
destination, but my destination has to know how to
get back to me.
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x|
~Basic—————— ~Fibets——
Interface: |E| Sre. Address:
Entry Timeout: g Dat Address:
: Pratocal
o Pat lary  [#]
viNid [y ]

i Pratocaol

54044
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F;;;:l:t.ing
INPUT IPSec
INTERFACE| | | Decryption

Interface
Encryption HTB
Local OUTPUT
Process IN Process OUT INTERFACE
. Connection Mangle Deslination Global-In
Prerouting HotSpot-In | 1=~ Tracking + Prerouting + NAT +beal-T01al
— Mangle Filter
Input — Input + Input
— Bridge™ Mang| Filte
— . T angle ilter
Forward e Dhacish,nf ,.ﬂ-+ TTL=TTL-1 + Forward H Forward +Amunﬂng
ouput | |=<=" Bridge™ — __| [Connection Mangle Filter Ao
==~ -Decision — ~ | Tracking Output Output Ad -
. — Mangle Global-Out Source | HotSpot
Postrouting | | 2| | postrouting | [T Global-Total % NAT ‘(’ NAT
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I Firewall

Filker Rules | MAT | i Elr'IIII|F' | Service Parts | Connections | Address Lists |

o Greg - 01-01-10 - drap r||:'t|:llll
] ::l;ﬂ |:|r|:||:| farward 0.0.0.0/0
; Greg - 01-01-10 - drop =gl ports
}"ﬂ |:|r|:||2| forward 0.0.0.0/0
; Greg - 01-01-10 - drop icmp to user subnet
}"ﬂ |:|r|:||2| fonward 0.0.0.0/0
:; Gireg - 01-01-10 - allow access to webserver 1
t-'? acc... fonward 0.0.0.0/0
; fareg - 07-07-10 - block everpthing else to webserverT
}"ﬂ |:|rr||:| fonward 0.0.0.0.0
= Greg - 02-01-10 - allow users to gregsowell. canmn
"u'? acc... forward 0.0.0.0.1
01-10 - block uzers from going to any other consulting sites
% dron forward 0.0.0.00
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I Firewall

Filter Rules | MAT | M anigle | Service Ports | Connections | Addres

(=] ][] ] = ot

Dzt Addrezs
xally cool guy

o Minjaz and prates in Amsterdam
3 drop  fonward 0.0.0.0/0
et to da choppa
£ o acc.. Fonward 0.0.0.0/0
oMo matter where pou go, there you are
3 drop  fonward 0.0.0.0/0
of acc... forward 0.0.0.0/0
o1 gl the sheet, the sheet | glit, and on the zlhitted sheet | it
3 drop  fanward 0.0.0.0/0
o1 moigt green I:n:n:u:|n=-r'

;o Packe F chets.. We don inking Fackets..
] }-!,." drop I_ 5
1 plap the wuvuzela

of acc... fonward

3 drop  fonward

o acc... fanward

o acc... fonward |_| |_| |_| |_| i
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I Firewall

o Heszet Counters || oo Reset All Counters

Chain Src. Addrezz | Dt Address | Prota.. | Src. Port
fomaard 0.0.0.0/0
fanward 0.0.0.0/0
fomaard 0.0.0.0/0
. fonward 0.0.0.0/0
fomaard 0.0.0.0/0
. fonward 0.0.0.0/0
fomaard 0.0.0.0/0
. fonward 0.0.0.0/0
fomaard 0.0.0.0/0
. fonward 0.0.0.0/0
fomaard 0.0.0.0/0
... fanward 0.0.0.0/0
. fonward 0.0.0.0/0

[ R I ol g R R T R N R




GrzgSoyzlleorn
MikrotiUnp/arsivscornr

Il DHCP Server
DHCP | Matworks | Le:

#|=] (][] I
- lame

Il Bridge

Bridge Forts |Filh=r-'-| NAT | Host

CEIREIE]L

Il DHCP Server

Il Bridge
Bridge Ports ‘Filh=r-'-| NAT  Hos

EE IIII

|:|r||:|l:||-"|
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A GregSowell.com Mikrotik Backup

clerru:. delete me 1 .1.1 1. delete. me
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M Logging Il Logging

E Il Log Action <remote=
opic Name:
info *
emor | 1 OPICE: x Type: E

Warn o
: o Fiemate Ad 0.0.0.1
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Il Netwatch Host <127.0.0.1% X|

Hozst Up | [rowar |
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