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ROMON Features

Secure Layer2 access to MikroTik devices via:

- Physical connection

- Through a Layer2 tunnel

Discovery and Management of the Mikrotik devices via:
- Ping

- SSH

- Winbox

Discovery of ROMON devices over multiple hops

Tunnel Winbox connection to a remote location for
management of ROMON enabled devices at the remote location



RoMON connection

RoMON enabled devices establishes a independent
MAC layer peer discovery and data forwarding
orotocol

ROMON network operates independent from L2 or
|3 forwarding configuration

Communication is based on the RoMON ID which is
taken from the first MAC address of the board

Supports only Wireless and Ethernet like interfaces
MikroTik Proprietary protocol




RoMON configuration

ROMON Settings « ROMON device ID can be
v| Enabled oK Changed
ID: |00:0C:42:00:11:56 | & S
Secrets: [secret ¢ [ ay || ® Secret — global passphrase
Current ID: |00:0C:42:00:11:55 Porte for communicatinon to other
Discovery RoMON devices
Fing




RoOMON Ports

g e |nterfaces on which
| = % O T
H Inteface Forbid Cost Secrets - ROMON Can do
e . ‘““ communication
oiece: ENR) [ e Different Cost
. Interfaces
Cecrets: |secrst? — C[]igam:[ _ Same COSt used for
Cw TX/RX
 Override Secret for
1item (1 selected) I nte rfaCeS




RoOMON Ports

Ports =] E3
L o =] [T
H Inteface Forbid Cost Secrets -
0 etherl no 100 secret
1 ether? YES 100
i ether3 no 200 secret]
3 all o 100 secret?
* »

4 items

* Ports are ordered and
processed like In
Firewall from top to
bottom



RoMON Discovery

Discovery (Running) O x|
Address Cost Hops Path L2MTU Idertity Version -
| 00:0C:42:00:B1:97 200 1 00:0C:42:00:81:97 1500 CCR_MT_Main 6.28
00-0C-42:00:BE-67 400 2 00:0C:42:00:81:97, 00:0C:42:00.BE:67 1500 HOTSPOT 6.28
11222222221 200 1 112222222211 1500 3C18 - 6.28
4C:5E:0C:29:0E:F5 200 1 4C:5E:0C:25.0E:F5 1500 Mikro Tike 6.28
4C:5E0C4B:TF:87 400 2 00:0C:42:00:B1:57, 4C.5E:0C:4B:7F:87 1500 CCR1005 6.28
4C:5E:0C:80:25:88 200 1 4C:5E:0C:80:25:88 1500 OUTE2 6.28
D4.CAGD:15:65:17 400 2 D4:CA6D:2550:AB, D4.CAGD15:65:17 1500 Mikro Tikc 6.28
D4.CARD:T7-2D:8F 200 1 D4:CARD77:2D.8F 1500 CCR16-Uldis-L 628
D4.CAED:85:50:AB 200 1 D4:CAED:85:50:AR 1500 3C8-S0-Udis... 6.28
D4.CARD:98.TC2C 200 1 D4:CARD:58.7C:2C 1500 3C17 6.28
D4.CAGRD:AZTECS 200 1 DA:CAGDAZTECS 1500 Mikro Tikc 6.28rc20
D4.CAGRD:FADZAT 200 1 DA:CAGD:FADZAT 1500 Mikro Tikc 6.259rc1
12 items

« Discovery tool enables continues ROMON peer discovery
process

« Shows Cost, Hop count and Path to the neigbour ROMON ID



RoMON Ping

Discoveny (Runninag) =]|E3
Address ¢ |Cost Hops Path LZMTU Identity Version -
00:0C-42-00:B1:57 200 1 00:0C-42:00:B1:597 1500 CCR_MT_Main 628
00:0C.42:00:BE:67 400 2 00:0C:42:00:81:57, 00:0C-42.00:BE .67 1500 HOTSPOT 628
112232222211 200 1 112222222211 1500 3C18-Krisjanis... 6.28
4C.5E:0C:25.0E:F5 200 1 4C:5E:0C. 25.0E.F5 1500 MiknaTik 628
I 628
4C:RE0C:80:25:88 o ThZ 628
RoMOM Pirg
DA:CAED-19:65:17 e (=1 EJ e 628
Dd:CARD:85.50:AB Start [3-50-Uldis... 628
D4:CA6D:58.7C2C [17-Fristaps... 6.28
D4:CA:6D-A2-7ECS Packet Size: |32 | Stap kroTik £.28rc20
D4:CAGD:FADZAT Interval- |'I.{H]] | — kraTik: 6.25mc1
Court: | |"||Ir
Mew Window
Seq # / |Host \Reply Size |Status IR
: 0 4C.5E.0C4B:7F.87 32
1 items (1 selected) 1 4C-5E-0C-4B-7F 87 2
2 4C:hE.0C.4B:7F.87 32
3 ACREOC 4B 7F.87 32
4 AC.RE.0C4B:7F.87 32
5 AC.RE.OC.4B:TF-87 32
& 4C:hE.0C.4B:.7F.87 32
7 ACREOC4B:TF.87 32
8 4C.5E.0C4B:7F.87 32
Sitems 0% packet loss Min: Oms |[Awvg:0Oms |Mac 1ms




RoMON SSH

| Address /|Cost  |Hops  |Path |L2MTU | Identity Version | |~
00:0C.42:00:B1:97 200 1 00:0C:.42:00:B1:97 1500 CCR_MT_Main 6.28
00:0C:42:00:BE 67 400 2 00:0C:42:00:B1:57, 00:0C42:00:BE-67 1500 HOTSPOT 628
112232223211 200 1 112322222211 1500 3C13-Krisjanis... 6.28
4C:5E:0C:25:0E:F5 200 1 4C:5E:0C:29.0E:F5 1500 MikroTik 628
4C:5E:0C4B.7F-87 400 2 00:0C:42:00:B1:57, 4C:5E.0C 4B 7F.87 1500 CCR1009_5Se... 6.28
4C:5E.0C:80:25:88 200 1 4C:5E:0C:80:25:88 1500 OUTS2 628
D4:.CAED13:65:17 400 2 D4CAED:25:50:AB, DACAED 196517 1500 Mikro Tk 6.28
| Teminal =l E3
|
MMM MMM KKK TTITTITITIT EEKE
MMM MMM KKK TTITTITITIT EEKE
MM MMM MMM III EKEK EEE ERERER RO ITT ITI EEE EEK
MMM MM MMM III EKEEEK EEE RER 000 OO0 ITT III EEKEEK
MMM MMM III EKEEK KKK  ERERER 000 000 ITT III EEK EEE
MMM MMM III EEK EEE ERE RER OO 0000 ITT III EEE EKEK
MikroTik Bouter0S &.28 (o) 1999-2015 http://wwW.mikrotik.com/
[2] Gives the list of available commands
command [2] Giwves help on the command and list of arguments
[Tak] Completes the command/word. IL the input is ambiguous,
& second [Tak] gives posaikble options
! Move up to base lewvel
- Move up one lewvel
S command Uze command at the base lewvel
[2dmin@RES3] > romon 3sh 4C:5SE:0C:80:25:88

e SSH access to ROMON enabled

routers



RoMON using Winbox

f Q WinBox v3.0rc9 (Addresses) = = &
File Tools
Connect To: | [IEREE| | Keep Passwo rd
Login: |admin Cpen In New Window

Passwo nd:

Add/Set Connect To RoMON Connect

Managed Meighbors

W | | Refresh all ¥
MAC Address IP Address Identity Version Board -
{0 tems

 Connectto RoMON enabled router using v3.x
Winbox with IP or MAC address



RoMON using Wlnbox

[ @ WinBox v3.0rc9 (Addresses) o= |
File Tools
Connect To: |Sesa=ti st | Keep Password
.
Login: [admin Open In New Window

Password:

RoMOMN Agent: [10.5.8.53

Add/Set Disconnect From RoMON

Managed RoMON Neighbors

il Refresh

Address Cost Hops Path LZMTU |dentity Wersion -
00.0C-42:00:B1:57 200 1 00:0C:42:00:81:57 1500 CCR_MT_Main &.22
00:0C:42:00:BE:67 400 2 D0:0C:42:00:B1:97, 0... 1500 HOTSPOT 628
11:22:22: 222211 200 1 112222222211 1500 3C18-Krsjanis... .28
4C:5E:0C:29:0E:F5 200 1 4C:5E:0C:25:0E:F5 1500 MikroTike 628
AC5E0C4B.7F.87 400 2 00:0C:42:00:B1:97, 4... 1500 CCR1009_Se... 622
4C:5E:0C:80:25:38 200 1 4C:5E.0C:80:25:88 1500 OUTS2 6238
D4:CAED:19:65:17 400 2 D4:CARD:393:50:AE, .. 1500 MikroTile £.23
D4:CA:GD:85:50.AB 200 1 D4:CA6D:85:50:AB 1500 3C8-50-Uldis... 628
D4.CAGDS8.7C.2C 200 1 D4:CARD:88:7C2C 1500 3C17-Khstaps... £.28
D4-CAGRDAZTELS 200 1 D4:CAGRD:AZTECH 1500 MikroTile & 2820
D4-CARD:-FADZAT 200 1 D4:CABD:FADZ:AT 1500 MikroTik £.25%c

11 tems (1 selected)

b, -

e Select the routers RoOMON ID to connect to




RoMON Winbox Features

* Using
conne

a ROMON enabled network device
ction it Is possible to connect to any

RoMON enabled device which is reachable

fromt

ne host device

e Provic

es easy Winbox management withing

remote networks like it would be a local network

* Drag-and-drop supported to upload files to the
remote ROMON device



10.100.100.1/24

Etherl

ROMON Setup

10.200.200.1/24  10.200.200

Ether2 Etherl

ISP _

SeEE TSR ERRER R R = ._

unnel to
RoMON Agent

10

1250.250.1/24

NAT

RoMON tunnel
224 i,
! NoIP| gl
%@“t OF 2
1 |Ether?

RoMON
tunnel



Questions?
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