Users Equal Distribution
on Multi-PPPoe Servers

\k L[]
MikroTik Mikror ik §
*“] RouterDS i roaterboard

‘ L
v CERTIFIED CERTIFIED
== TRAINER Cewvmveee e PARTNER

TSCOMMUNICATION




Current Scenario — Case Study:

o

P = j T j ° °
Eiber Connection | Satellite other Low Quality WI S p h a d t h e fo I I OWI n g:

up/dn Download Download
10M up/10 M Dn 30 Mdown ‘ 10 M down

. coneso—) . Approx ~1500+ users

B (10% monthly growth)

- logging ~"
' /\ <
N _J.f // S ) P
\ A SN v

CORE SHAPER
mangle traffic and PCQ \_\/,./

S - " 4 Different wireless Links

4 PPPoe servers

4 Different Wireless Links / joined eachona ewitch and getting the 4 services...
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distribution

TURTLE ' Rabbit l Tiger Gorilla

%mk >1M %&k >1.5M 1m-->2M 1.5m-->3 M

200Tiger | 50Gorilla ]

At <nnl1dsl.  20COLl|S

-4 Services are offered with different prices

-This is giving unbalanced distribution as pppoe clients per one concentrator

- ex: gorilla have ~50 clients turtle have ~850
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Current Scenario — Closer Look:
540 200Tiger 50Gorilla

- - service Gorilla
service Tiger

ser‘\;ise Rabbit bp PP
service —_é—

as demand is more on low cost Account
Normaly pppA(turtle) is congested ~ 9gooUsers

NO Load Balancing

Fé;*TSa'v
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Current Scenario — Closer Look:

4 PPPoe Servers with 4 different account types
One server per service

: : service Gorilla
service Rabbit service Tiger

service

P

Each Server have 4 interfaces serving all 4 Links
one interface for. every. link

Fé;*TSa'v
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Case StUd: wireless Links

~150 uses ~450users ~300 users;
& KN r\ |

-All 4 links serves different areas (city and suburbs)

thus it is not possible to have one server per link
ex: link 1 have total of ~600 clients and link2 d have only ~150
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C UdV old servers

JI1U DEIve A€ ¢ Lol )

routerOS with low resources .

o-.QOOQOOOOOCOOO'Ofb(

No Organisation —-Chaos

L E R TR R P AL RS

the clients are divided into 4
different wireless links then joined
%= Wwith basic switches along with one
f2¢ interface from each concentrator.

Where is pppA 2222
iIruelCGablepjungle
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Case StUdy: Requirements

- 0Old Servers Systems Needs to be replaced...

- All 4 links must be joined in one network somehow...

- Need load balance pppoe on all 4 servers.

Need System scalability

(as growth is ~150+ users/month)
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Solution: topology

/

| 19 ST
2.168.188.

172.16.15.1 128:1

10.30.40.1
|

1721?,15.9 10.30.40.2 192.168.188.27
1 !

Main Router

O

T T T
10.76.2.254 ’ 10.76.1.254 10.76.3.254

10.76.3.201 10.76,3.200
l

10.76.2.201
10.76.2.202

CvbL 10.76.2.222

AL A
10 75 2, 200 @ RADIUS g
S §/ogg! Y 10.0.110.1
CACHE & i

10 77 2 233 10. 77 2222 10.77.3.201

10.77.2. 253 76.1.253 10.77,3.?13

CORE SHAPER f,f
mangle traffic and PCQ

10.78.11.253

10.78.11.11

-3 AN
PP PP pREGY PRl

2710.78.9 10.0.110.12 ==100.110.13 R
10.0.110.11

ppp SWITCH
Load Balancer / Bridge je Filter
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Solution: Hardware

| RB1100AHX2

ﬁm
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Solution: Bridge
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Solution: Load Balance

u
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Solution: Load Balancer

Gloserllookitolconfiguration:

10.78.11.11 10.78.11.12 10.78.11.13
A

PP oppB pPPS;

A TO O 1 78
0.78.€ 10.78.

10.78.9.11

100110 11 10011012 10011013

10.78.11.14

/\,
pPPD

AN 720 Q 1A
'I A0.9.14

10.0.110.14

Bridge / Filter / Load Balancer

10.78.9 wJ

\[

| l I
172.25.0.1- 172.25.4.1- 172.25.8.1-
172.31.3.254 172.31.7.254 172.31.11.254

-

/A
. |
<=

/

’,

I
172.25.12.1-

172.31.1 5.254

F&(;'T;\ Serv
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load!balancell’AB:

= 4*1100AHx2 as
PpPpoOe servers |

8 1*1100AH as
Bridge/firewall

Serv
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Solution: Bridge
BridgeJAl4Llinksland/pppoes

Inteface ' Ethemet EolP Tunnel IP Tu | Bridge Ports Fiters NAT Hosts

dev v 8 A T i Al | T

Type Interface Bridge
Ethemet 4+ Laptoptest  Main Switch
Ethemet £ Link1 Main Switch
Ethemet 42 Link2 Main Switch
Ethemet 43 Link 3 Main Switch
Ethemet 43 Link4 Main Switch
' Bridge 4+3PPPA Main Switch
#PPPA Ethemet 42PPPB Main Switch
4}»PPPB Ethemet +2PPPC Main Switch
4»PPPC Ethemet +1+PPPD Main Switch
4:»PPFD Ethemet 1t PeTest Main Switch

«»PcTest Ethemet
¢icontrol Ethemet

¢retherll Ethemet
eipether12 _____Ethemet

ﬁﬁrV‘
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Solution: Bridge Firewall
AfterbridgejwelwillluselrouterOS]EirewalllEacility,

Teminal |
e filter> prlnt

| dwsdVieeaivie

VW T aTal,

chain forward action= accept mac-p

chain=forward action=accept mac-protocoy=
2 X chain=forward |2

ﬁ.f&'v
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Solution: oe servers

PPC) - WinBox v5.14 on RB1100AHxX2 (powerpc
ALL PPPoe Servers Has same config

inteface Bthemet EolP Tunnel IP Tunnel  GRE Tunnel

L AMIEIREI IR 10) |

Teiresses Name Type
ETutePool  172268217226.11.254 ¢ivcontrol Ethemet
¢ivethert Ethemet

S RabbtPool  172278217227.11.254
BTgePool  172288217228.11254 €ivether2 Ethemet
SiGodlaodl  1722082:17229.11.254 tivether3 Ethemet

Svetherd Ethemet
vetherd Ethemet
¢ivether? Ethemet
inteface PPPOE Servers | Secrets Profiles  Active Connections tvetherd Ethemet
. dvetherd Ethemet
& v 7 rethertl) Bihemet

odass MaxMRUMRRU | Defauk Prfie Authert|  2ether!! Ethemet
drether2 Bhemet

4 Service names (g o e
@Tger  popout 1 Tiger tirpppout Ethemet

@Rabbt  pppout Rabbi DR  ¢dcpppoegolad1>  PPPOE Server
@Goia  pppout Gorila ¢ocpppoegolad>  PPPoE Server

%—

*=| ¥

4 ip pools

(2dmin@PPEC] > |
Flags: X - dlsabled
use-mpl Ompressio -de‘aulc
§ HNAE SERVICE CALLER-ID PASSWORD s A e __d .
0 turtled pppoe turtled : B~ EDCE AP AREERL S
rabbitl pppoe rabbitl ~

Ft‘{s*TServ
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Solution: simulator

_ . | —

script to simulate ~500 real clients connections .

: g
Direct/connect 1110
Simulation

Link1 pppA
Linkz ppB
Link3 = __\xigppc e

Link4 pppD (_E /..‘

4 -
V' ‘ ~
. /‘
' 4 o
77/ - "
ﬁ ‘
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Solution: Slmulator result

@tutlel 00:0C:42:50:62:45 ] 1 Qtutled
Qe 00:0C:42:50:62:45 ) @uutet
@ tutle2 00:0C:42:50:62:44 72.26. Qtutle3
@tutle2 00:0C:42:50:62:44 72.26. Radius Qtutle2
Qtutle? 00:0C:42:50:62:44 72.26. Tools ' Qturle3
Qtutle? 00:0C:42:50:62:43 72.26. 4 Qtutle
@uure! 00:0C:42:5062:43 226 ([ New Teminal Qe
@tutled 00'0042-50-62‘46 72.26. MetaROUTER Qrutes

@turﬂe2 pppoe  00:0C: 42 50 62 44

oopoe MIIBIC:4250:62.43
tt@m ~ onall4servers....

@tute2 LIRS @uutie!  pppoe  00.0C:42:50:62:43
Qtutle3 00:0C:42:50-.. @utlel  pppoe  00.0C:42:50:62:43
Qutle 00-0C:42:50:.. @uuted  pppoe 000C42506246

Qtunkﬂ 0C4250.. @utet  pppoe  OD0CA2506246 - PPPOQ Discovery have

glurtled pppoe 00:0(3:42:50:63;;36 1 6 sewice
pppD 143 users zs

—— =g - i2Et - (4 Gorilla 4tiger

@urtie3 WAZIU. @uute?  pppoe  00:0C:42:50:6244

[ T

S— . 4Rabbit 4Turt
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Solution: #connected

5s script to update the NO’

of connected users

[ppp active prin

TECOMMUNICATION

i+ -7

Script <Update_No_PPP_Clients>
V=1 CWlllUpdate No PPP Clients

o]«

Owner: admin

Run Script

Name Owner
Update_No_... admin

Last Time Started

Run Cou
Jan/02/1970 00:54:35 0

v 8 A Y

Start Date Start Time
Jan/01/1970 00:00:00

+ =
Name
update_no_p...

Interval

-global ppd [/]
global pref 17
dst-address-1 D 255 255 255 '32] bap-
Iocal~pref]
i (Sppp!=Spref) do=
/ip route set ffind dst-

| address-1 0.255.255.255/32] bgpdocal-
| |pref=Sppp)
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Solution: Load Balancer

Routes Nexthops Rules VRF
¥=| [/ [a[¥

Dst Address  / Gateway
DAC P10789.0/24  control reachable
DAC P1078.10.0/24  Main Switch reachable
Ob P 10255255255 10.78.9.11 reachable contro
{ DAb P 10.255.255.255 10.78.9.12 reachable control
[h P 255.265.255 ‘I L5'17rw..-: chable control
e 9 14 reachable control

1&LMMUH1M TON

CGreatellocallBGP/between/ALL pppsiand|bridge;where
ﬁm@(!}mﬂad?m}m&nm?&@@[m -

Distance | Routing Mark e Seie | BGP Lol e

0 10.789.10
0 10.78.10.10

200

200
200
200
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Solution: Load Balancer

[admin@PPPB]
Flags: X - disabled,
INSTANCE REMOTE-ADDRESS
10.78.9.10
/routing bgp peer> ..
/routing bgp>| 1n3tance brint
: X - disabled
ame="default"” a3=65535 router-id=0.0.0.

- R =

ipute-static=yes redistribute-rip

£

- -

ii stribute-cennected=no

Cr
e-p3pf=no

~1ient-reflection=yes

U= idiCill bad bt

o ﬂ_l 14

Fisd) Serv

TECOMMUNICATION
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Solution: Load Balancer

Route <10.255255.255
| General  Attributes

Dst. Address: |10.255.255.255

Gateway: [10.78.9.10 ¥ reachable ether13

Check Gateway:
Type: unicast

1hbe: NUIC92f

. -

ﬁS&v
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Solution: Load Balancer

X

nstances VRFs Peers Networks Aggregates VPNA Routes Advetisements

4 =] [v| %] [@ 7| Refesh | RefeshAl || Resend | Resend A

Name Instance Remote Address  Remote AS M. R.. TTL Remote |D
§PPPA  defaul 10.789.11 §55%no no defaut 10781111

Uptme  |PrefixCo.. State |V
00:55:38 1 established

10.78.9.12 65535 no no default 10.789.12 00:55:38 1 established

65535 no no default 10.78.9.13 00:55:38 1 established

65535 no no default 10.78.9.14 00:55:38 1 established |

$PPPE  defaut
$PPPC  defaut 10.7839.13

$PPPD  defaut 10.78.9.14
| 629pjepeq

§bbbD W |0\ I

ﬁm
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Solution: Load Balancer

alobal ppp [/ppp active print count-only |
alobal pref [/ip route get [/ip route find
dst-address=10.255.255.255/32] bap-

Modify scriptito'store

The # of ppp.in BGP. pref
address =10.255.255. 255..'"32] bap4ocal-

pref =$ppp)

ﬁm
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Solution: Load Balancer

Configurejthelfirewallltolbelreadyitolenable/disable
discoveryitoleverylppplusingIMACIRrotocols

Bridge

Bridge Ports Fiters | NAT Hosts
- v % 1| | 7| | 00 Reset Counters || 00 Reset All Counters
' Src. MAC Address | Dst. MAC Address...| MAC Protocol thex)

-h-ltglfages_‘..lnte_tfages_mi . MAC Address... | Dst. MAL Aadc

10 D 11 ey pppA
82863 (pppoe-discovery) drop

FBpppoe PPFPA
---10.78.9.12—> pppB
8863 (pppoe-discovery) drop

F=_pppoe PPPB
--- 10.78.9.13—>pppC
3 PPPC 8863 (pppoe-discavery) drop ‘

FEpppoe
.- 10.78.9.14—>pppD
8863 l'pppoe-discovery} drop

FABpppoe
--- default accept session
FZ=forward
E=forward
':: Drop ALL except one control PC
100:08:0D:1 B:F8:FD 100:08:0D:1B:F8:FD

E=Rforward

ﬁﬁv
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8863 [pppoe-dlscovery} accept
8864 (pppoe-session) accept




Solution: Load Balancer

:global min 10000000
:global clients
:global newActive
:global concentrator

:foreach c=server in=[/ip route find dst-address=10.255.255.255/32] do=
:3et clients [/ip route{get éserver bgp-local-pref]
+3et concentrator [/ip route get $server gateway]

if (éclients<smin) do=

(iset min cclients ]
scriptithat discoverithe
lowest occupied ppp!
&Enable its discovery in | ... ..uesinncertace bridge filver
firewall, wich make it IE dligkesiies AR S
discoverable to pass
sessions to it ....

ﬁS&'v
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Solution: Load Balancer TEST
S ——

Bridge Pors Fiters |NA.T Hosts

IEHEI IE' |ul.'| Reset Courters ||l.'|l.'| Reset All Courters |

# | |Chain Interfaces... Interfaces...| Src. MAC Address...| Dst. MAC Address... MAC Protocol (hex)  |Action  |Bytes  |Packets |
0 EBforward 8863 (pppoe-discoveny) jump 91 448 1588
1078511
1 Epppoe FPPA 8863 (pppoe-discovery) drop 5108 158
1078912

2 FEpppoe FPFB 2863 pppoe-discovery) drop 5430 205
10785913

8863 [pppoe-discovery) drop

8863 (pppoe-discovery) accept 95 552
3864 [pppoe-session)  accept 4771672

.2 Drop ALL except one contral PC
EZforward 100:08:00:1B:F8:FD 100:08:00:1B:F8:FD drop 1084 062

Route List

Rout
Bitems (1 sdeded) = |Neﬂhups Rules  VRF

' Name IE“E' @ [Fina | [=]f

#i# L aptoptest] |D5t. Address 4 |Gatewa1_.r |D1'star1ce |Hnuting Mark |F‘ref. Source |EGF‘ Local Pref. | |v
4+ Link 1 DAC P 10785.0/24  control reachable 10.78.5.10

4+ Link2 DAC B 107810.0/24 Main Switch reachable 10.78.10.10

e link3 DAL P 10.255.255.2558 10.72.9.12 reachable cortrol 4 2 )
e Linkd Db P 10.255.255.255 10.78.9.13 reachable control p p p D 7
4tMain Switd | F 10255255255 10.78.9.11 reachable cortrol 0 . . 7
$$FPPA Db [ 10.255.255255 10.78.9.14 reachable control €55 UGGUPIEﬂ" ' D)

FﬁS&v
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Solution: Load Balancer TEST

Interface  PPPoE Servers

P turtle 1 : : ¥
atl.ll‘tlr- : - 7. 7 ? e pppoe
: pppoe
pppoe
Routing ) 3 72 S & pppoe
Routing = Pppoe
- pppoe
T g : - [2.26. System 4 e pppoe
Files - - 7 e - EEEE:
Files pppoe

System

Log

Radius - e ; ; o Log - pRpos

: . - pppoe
Tools etl.ll‘tl»-"l i 0C:42:50.62: 2. Radius & pppoe

I : . ] pppoe
MNew Teminal elﬁbbiﬂ 00 - - 72, ) ! 2 pppoe
MetaROUTER gmbbi‘t‘l k : - T2, : . i pppoe
rabbit 1 > i :50:62: 2. N i e

- : 7 pppOe

Make Supout nf @ rabbit 1 | - g . pppoe
Manual @ rabbit1 & ! 7 z ! i pppoe

Ext . 4 cllent types
from 4 different links

1722815251
1722815252
1722815253
1722815254

@ qorilad
@ gorilad X : .
@ qorilad e N 172.29.15.252

-

T— — -
w EH WA Tle. '—- ® EN mf] “& ® U @# Yy E QG T07PM

ﬁm
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- Bridge / Firewall / Load balancer OK
limejtolReorganizejletsiimplement
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Solution: Load Balancer TEST

(1, Problern loading page ® | || NAS Management

Auto-detect m

« Turtle

« Rabbit
+ Tiger

+ Gorilla

« Cheetah

10.78.11.11 polaris | Telnet | polaris polaris

« Rabbit

10.78.11.12 olaris | Telnet | polaris olaris
. . . « Tiger

303 ol

Auto-detect (W

Clients | 1T |
on each

Auto-detect

| « Turtle
10.78.11.14 olatis olatis olatis * Rabbit

g . . + Tiger

« Gorilla

« Cheetah

« Snail
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Thank You for
your Attention

Questions 2222
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