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Typical End User Topolog

 MikroTik Router as Gatewa
Router




Problem

* If the Internet Gateway Is
down or unreacheable, the

local network will not be able

* to access the Internet

Local
Network




Solution

 Add another Internet Gate

 MikroTik Router as Load
Balancer

* Multiple Internet Connection

Local
Network




Problem

« How can we check the
Internet Gateway status?

Local
Network




Solution

* Activate “Check Gateway”

feature on /ip route — |
. If a gateway become e ==
Type: [unicast [#] | [ Comment |

unreacheable, the gateway = 5§
will not be used e |

zeneral | Mtributes

Dist. Address: m

Gateway: |101.121.131.141 =] [
Check Gateway:  ping *plng
Type: |unicast *arp

Distance:




Problem

* The solution will works great on
PTP connection (such as PPPOE,
_2TP, or PPTP), and direct Public

P which is the default gateway Is
on the ISP Side.

* |f the gateway located on the ISP .-
Modem, the problem will be B ww
different

Customer
Side




Problem

 |f the Internet Connection Unreachable,
the MikroTik Router still can access the
Gateway Modem, then it will never know
the connection status, and the MikroTik

Router still forward the packet to the
modem

Customer
Side




Solution

« Using “/tool netwatch” to testing

Mew Metwatch Host

connection to an address outside Host | Up Down QK
the local network. Coul_d be ISP Host: TRER Cancel
Gateway or other Public Address. e (000700 —

 Using ICMP Protocol ot 1000 me _

Disable
Status Comment

Copy

Mew Metwatch Host

Remove

Host Up |D-nlnln

WWhat to do if connection up

Mew Metwatch Host
Host Up Down |

What to do if connection down

On Down:

OK

Cancel
Apply




Solution

» Make sure the traffic to the test ——
eneral | Advanced Extra

address only forwarded to a certain o m\\ =
gateway- Src. Address: |

Dst. Address: [ ]/1.1.1.1
« Using Mangle and IP Route

ST | 1ew Mangle Rule
S Por || Genersl Advanced Edra Action | Statistics | oK |
Dst. Port: || Action: [IECTENCONNN ¥ | | | Cancel |
General | Atributes Any. Port: || Ol Log | Apply |
Dst.ﬁddrr-_@ In. Inteface: | | Log Prefi: | M |
Gatewpy: |192.168.1.1 New Policy Routing Rule Out. Inteface: | | New Routing Mark: |checkerGW1 [#] | Comment |
Check Gateway: | Src. Address: | i ]T| [ | Passthrough | Copy |
Type: |unicast Dst. Address: | - | Remove |
Disance: | Routing Mark: |checkerGW1 | % | & | Reset Counters |
Scope: |30 Interface: | |~ | Reset Al Counters |
Target Scope: |10 Action: |lookup only intable || | Comment |
Routing I"-I'Ia[c ' checkerGW 1 Table: |checkerGW1 [=] |

Pref. Source: |
. U s




Problem

« Some ISP in Indonesia, on some cases they allowed ICMP Traffic, but
divert other traffic. For example when the customer haven't paid the
Internet’s bill, they will divert the browser traffic to a web server that will
say “You must complete the payment first”, but still allow the ICMP
Traffic.

* This case will not be detected by the last checker we've created, because
“/tool netwatch” is using ICMP Protocol.




Solution

* We need a solution such as “windows network connectivity
status indicator (NCSI)”

Internet access | NSRRIzt oTe]




How NCSI works

 The NCSI works in two critical steps to check the internet’s status that
computer is connected to. These two tasks are performed independently.

1. NCSI performs a DNS lookup for www.msftconnecttest.com, and then
sends out an HTTP Get request to http://www.msftncsi.com/ncsi.txt and
downloads the text file. This is a plain-text file that contains “Microsoft

connect test.”

2. NCSI also performs a DNS lookup for dns.msftncsi.com and checks to
see if the corresponding IP address is 131.107.255.255.

https:// com/ncsi/



NCSI on RouterOS

Basic ideas:
1.Download file to a certain server

2.If file=valid Then “Connected”
else “Disconnected”




NN

NCSI on RouterOS

Basic ideas:
1.Download file to a certain server
2. If fl|e=Va|Id Then “COnneCted” /too]_ fetch mode:http url=

else “Disconnected” http://www.msftncsi.com/ncsi. txt




NCSI on RouterOS

:global x value=[/file get ncsi.txt conte

Basic ideas:

] . :if ($x = "Microsoft connect test.") do={
1.Download file to a certain server (/1og info message="ue"
2.1f file=valid Then “Connected” } else={

[/log info message="DOWN" ]—

else “Disconnected”

Action when connection UP €

Action when connection DOWN <=




NCSI on RouterOS

Basic ideas:
1.Download file to a certain server

2.If file=valid Then “Connected”
else “Disconnected”

Next:

« Put everything on /system
scheduler

Mew Schedule

Start Date: |Oct/13/2020
Start Time: |{IE:'I]'I]:D'I] Apply
Interval: {00:02:00
Disable
Owner: | | Comment
Policy: |+ ftp reboot Copy
read write
policy test SR

passward sniff
sensitive FoMman
dude

Run Count: |EI |

Next Run: | |

Jn Ewvent:

J/tool fetch mode=http urd=
hitp:/ fwww msftncsi .com/ncsi b

:global x value=[file get ncsi txt contents]
if (Sx = "Microsoft connect test.") do={
Aog info message="LIP"
telse={
Aog irfo message="D0OWN"

enabled




NCSI on RouterOS

Mew Mangle Rule

Basic ideas: Gorerl Advanced Bt Acton | Soisics | |
. . ian: anc

1.Download file to a certain server - D__ . I — I

2.1f file=valid Then “Connected” Log Frefc | I I Deatle I
- 1} ew Routing Marl: ¥ Comment

else “Disconnected e

| Remove |

— |Mbm$ | Reset Counters |

| Reset All Courters |

Next: Dst. Addrega:
Gatewfry: |192.168.1.1 5

« Put everything on /system

X

Check Gateway: | Src. Address: | | ¥ oK

SChedUIer Type: |unicast Dst. Address: | v
Disarce: | Routing Mark: [checkerGW1 || ¥ | &
Scope: |30 nterace: | |~
P.S: Don’t forget to add mangle rule to make Target Scope: |10 sction: |lookup only intable | % | Comment
re the traffic to the test address only forwarded Routing I'u'I[« [checkerGW1 Table: [checkeGW1 | %] | Copy |
rtain gateway. Pref. Source | Remove

enabled




NCIS Flowchart Diagram

—réepeat Every 2 Minu%

Remove old test file

i

Download File

Mo Status Down
Disable Route

s

Status LIP
Enable Route




Notes

« 1 set of script, for 1 gateway
« 1 target test address, for 1 gateway
 Test address can be built with your own web server

)



Conclusion

* Scripting can be helpful for doing monitoring and automation

« Sometimes ICMP checking is not enough to check Internet
connection status
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