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Kto Takom IPsec

 PacLuMpseT MapLUpyTU3aLLMIO
* | lo3BOASET 3aUMTUTL AAHHBIE OT MOAMDUKALINA
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A HyXeH Am IPsec?

«3aueMm, BeAb U TaK 60AbLLLUMHCTBO TpaduKa
lwindpyeTcs Ha YPOBHE NMPUAOIKEHUN)
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A Hy>XeH Am IPsec?

GRE

Cfgcj)mc B CCSMAma/\\)
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A Hy>XeH Am IPsec?

Cfgcj)mc B CCSMAma/\\)

MikroTik.Me




RDP

&5 Moaknrouenne k yaanenHomy pabouemy c...  — X

&( [Noakno4eHne K yaaneHHomy
2Y pabouemy crony

Obwwme 3kpaH [lokanbHbie pecypcsl  Bsaumogeiicteve [ononHw ¢ | *

MNapameTpbl BX0Aa
E & BeseamTe MMA yaaneHHoro KOMNbTEPS.

KomnetoTep: |192.168.2.2 v

Monb3oBaTens: |vasilev k test|

MNpw noax nioyeHn Heobxomamo ByaeT yKasaTb yYeTHble
A3HHbIE .

[ ] Paspewnms MHe CoxpaHaTb yYeTHbIE AaHHbIE

MNapameTpbl NoAK NIYEHWA
CoxpaHeHune TeKyLWWx NapaMeTpoB NoaKNYEHUA B

J RDP-®aiin unu oTKpbITME COXPAHEHHOr0 MOAK NIOYEHNA.
CoxpaHuts CoxpaHuTs KakK... OtxpbiTs...
(4 Ckpbi™s NnapameTpbl MoaxniounTs Cnpaska
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RDP

Transmission Control Protocol, Src Port: 50770, Dst Port: 3389, Seq: 1, Ack: 1, Len: 47
TPKT, Version: 3, Length: 47

Version: 3

Reserved: 0

Length: 47
IS0 8073/X.224 COTP Connection-Oriented Transport Protocol
Length: 42

PDU Type: CR Connect Request (0x0@e)
Destination reference: 0x0000
Source reference: 0x0000

8960 .... = Class: © MepBble 9 cumBos10B N3 MSTSC

ssss 220, Extended formats: False
«ess «2:0 = No explicit flow control: False AQ 1;8 freg_R_DP
Remote Desktop Protocol o
Routing Token/Cookie: Cookie: mstshash=vasilev.k
Type: RDP Negotiation Request (0x01)
v Flags: 0x00
«sss «2.0 = Restricted admin mode required: False
asse 0... Correlation info present: False
Length: 8
v requestedProtocols: 0x0000000b, TLS security supported, CredSSP supported, Early User Authorization Result PDU supported
“sss wsss wsss sess sass sass ssss sasl = TLS security supported: True
“ess suss ssws sass ssss ssss ssss sal. = CredSSP supported: True
“ess wsss swss sass sass ssss ssss laa. = Early User Authorization Result PDU supported: True
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termius

5.19.245.3

The authenticity of host 5.19.245.3 can't be established.
RSA key fingerprint is
bf:34:27:59:b6:17:d7:ac:08:€9:¢9:bd:f8:86:7c:c5.

Are you sure you want to continue connecting (yes/no)?
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termius

5.19.245.3

The authenticity of host 5.19.245.3 can't be establishe~’
RSA key fingerprint is
c2:fa:e9:1a:76:40:87:d7:9e:42:€3:8¢:40:e6:0c:d4.

Are you sure you want to continue connecting (yes/no)?
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SSH

MHorve He moHuMaloT CYTb OTINEHYd TKd KAIOHd

[ VFASIT Kak pelmTb NPOBAEMY, OUMCTKOM M3BECTHbIX
kKAnoven (rm ~/.ssh/known_hosts)

HeKoTOopbIM COPT MULLET, O HOBOM KAKOYE, M AQET

[TOARKAIOYN TBCA
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Fake SSH cepBep

IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:

..uments — Python 1.py _..

127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.

172.
: 172,
: 172,
: 172,
: 172,
: 172,
: 172,
: 172.
: 172,
: 172.
: 172,
: 172.
: 172,
: 172.
: 172,

OO O®®
OO O®®
=

-~ -~ -~ -~

-~

PRPRPRPRPPRPREPRPRRERPRR

User:
User:
User:
User:
User:
User:
User:
User:
User:
User:
User:

admin,
admin,
admin,
admin,
admin,
admin,
admin,
admin,
admin,
admin,
admin,

..tail -f fakessh.log

Password:
Password:
Password:
Password:
Password:
Password:
Password:
Password:
Password:
Password:
Password:

User:
User:
User:
User:
User:
User:
User:
User:
User:
User:
User:
User:
User:
User:
User:

administrator,
root,
root,
user,
demo,
root,
root,
test,
root,
root,
root,
root,
Administrator,
a, Password: a

Password:
Password:
Password:
Password:
Password:
Password:
Password:
Password:
Password:
Password:
Password:

ubnt, Password:

KU

samsung
andrea
steelers
smokey
mercedes
joseph
arsenal
dakota
melissa
eagles
booboo
Password:
123456789
111111
123
demo
Pa$$wlrd
default
testl23
123123
centos
pi
88888888
Password:

administrator

operator

~ — =bash
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be3 AedoATa
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be3 AedpoATa

IPSec
Site-to-Site

Pl 1.1.1.0/24 3.3.3.2

S =
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be3 AedpoATa

/1p route
add dst-address=1.1.1.0/24 gateway=3.3.3.1

/ip ipsec policy
add dst-address=192.168.0.0/24 src-address=192.168.3.0/24 \
tunnel=yes peer=R0
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be3 AedpoATa

* RO - HacTpoeH MNpaBMABHO

* R3 - HaCTpOeH MpaBMABHO

a R3 dUABLTP nycTomn (paspelleHo BCE)
* [ Ipobaembl ¢ HAT-oM Ha RO 1 R3 HeT

* BTOpas @a3a COrAaCoBaHHa M akTVMBHa
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be3 AedpoATa

He paboTaeT

nouemy?
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be3 AedpoATa

|
|

Forward ‘ t‘(
Routing | y Mangle l [ Filter l [ . ]
[ TIES ]Hl Forward Forward Accounting
Prerouting 1 Input 1 Output ’ Postrouting \
‘ . Y
- | - Routing J
DST-NAT | ;. Mangle I@put Adjustment D[ Mangle Postrouting }
| 1 |, Y |
Mangle Prerouting Filter Inp§ Filter Output ]l F SRC-NAT ﬂ
| [ O— — -
Connection Tracker Queue Tree Gl@bal Mangle Output Jl HotSpot Out H
| T i r * 1 y ¢
E:j RAW Filter Simple Queue [ Connection Tracker ]] Queue Tree Global "
A“\/ \8 \¥
) ) 1 | v
[[ HotSpot In F RAW Filter " Simple Queues ]l
- A

IPSec

Routing
Decision

Input Interface Interface Queue Treeﬂ

Output Interface
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be3 AedpoATa

Route List =] E3
Foutes |Nexthups Rules YRF

+|=| ||| 5] &= Finc al || ®

D=k, Address Gakeway Diskance  Routing Mark  |Pref. Source b

AS P11.1.0fz24 333 reachable etherl N SR S
DAC b= 3.3.53.0/30 etherl reachable 0 3.3.3.2

DA = 192.1658.5.0/24 Bridge-Local reachable 0 192.1658.3.1

o [ ]
Destination net unreachable

3 ikems

Het mapwipyTta AAqa 192.168.0.0/24
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be3 AedpoATa

CoszaauTe mapuipyTt uepes loopback

/interface bridge add name=Br-Lo

/ip route add dst-address=192.168.0.0/24 gateway=Br-Lo
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NAT

Al cAbILLAA, UTO AAA paboTbl IPSec HYXHbI
public IP ¢ AByX CTOpPOH.
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C@grn e?)\
.
AT R

1) = 3 192.168.0.2
el |n|t|ator'

) b
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IPsec Peer <peer-all>

MName:

Address:
Port:

Local Address:
Profile:

Exchange Mode:

3a NAT - Peer

Cancel

Apply

Disable

Comment

peer-All
440 ?—T
v
1.1.1.2 -
test +
main +
V| Passive $
| Send INITIAL_CONTACT

Copy

Remove

enabled

‘ responder

* VKaXnTE NpepUKC
NPOBaMAEPA MAM BCE
BO3MOXHblE appeca Ha
«cepsepey

Passive - ToOAbKO
OTBEYaTb Ha 3aMpoOChl
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3a NAT - Group

Policies Proposals Groups |Peers Identities Profiles Acti

g ==

ST

IPsec Group <test> E E!

Name: OK
Cancel - Co3panTe rpynny
ooty 1IABAOHOB
Copy
Remove
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3a NAT - Template

IPsec Policy <1.1.1.2:0->0,0.0.0/0:0>

General ’ Action Status

OK
Src. Address: Cancel
Src. Port: v Apply
Dst. Address: |0.0.0.0{0 % =
Dst. Port: b T —
Protocol: |255 (all) ¥ Copy
Template k Remove
Group: WL\ ¥
enabled ‘ Template

* VkaxuTe public [P
«CepBepa»

* VkaxuTe IP appeca 3a

AT-OM KKAMEHTOBY, NAM
OCTaBbTe BCE

° HasHaubTe rpynmny
111aOAOHOB
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3a NAT - Identity

IPsec Identity <peer-all=

Peer:

Auth, Method:

Secret:

Policy Template Group:
Motrack Chain:

My ID Type:

Remote ID Type:

Match By:

Mode Configuration:

Generate Policy:

[=] E3
peer-All ¥ QK
pre shared key ¥ Cancel
seokoktokokkokok Apply

— Disable
— omment
¥

Copy

Remove

auto +
auto +
remote id +

port override

|

enabled

* Boibe

DUTE KaKYIO

rpymnn

peer

y OyaAeT

MCMOAb30BaTb AaHHbIM

Kak 6yAyT

reHepMpoBaTbCs policy

13 LWabAOHaA
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3a NAT - Profile

IPsec Profile <test> =] E3
MName: QK
Hash Algorithms: |shal ¥ Cancel
Encryption Algorithm: | | des 3des Apply
| aes-128 | aes-192
| aes-256 | blowfish Copy
| camellia-128 camellia-192
| camellia-256 Remase
DH Group: || modp768 modpl024
_leczn1ss | | ecz2nlss
Imocpisas [ modsznss * BKAIOUMTE MOAAEDKKY
I modp3072 | | modp4096
I modp6144 | | modp8192 \ AT —l—
_lecpzsé | | ecp384 = Had KAVIEHTE
| ecpS21
Proposal Check: obey 2
Lifetime: |00:01:00
Lifebytes:
NAT Traversal
DPD Interval: 120 ¥ 5
DPD Maximum Failures: |S
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IPsec Policy <£192,168.0.2:0->1.1.1.2:0>

3a NAT - Policy

General | Action Status

Peer:

Src. Address:

R1

+

QK

Cancel

Tunnel M

192.168.0.2
Disable
Comment

Src, Pork:
Dst, Address: (1.1.1.2
Copy
Dsk, Port: e
— Remove
Protocol: 1255 (all) 2
| Template
enabled ‘ Active

* \/KaxmTe BalL

BHYTPEHHU

HAT-oMm

s

 BrkatoumTe Tunnel

DEXNM
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3a NAT - Firewall

/ip firewall filter
add chain=input in-interface-list=ISP ipsec-policy=in,ipsec

add chain=input in-interface-list=ISP protocol=udp dst-port=4500 \
comment="PH2 NAT-T"

add chain=input in-interface-list=ISP protocol=udp dst-port=500 \
comment="PHI"

add chain=forward in-interface-list=ISP ipsec-policy=in,ipsec
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3a NAT - MT1or

IPsec E] B!

Policies ’Proposals Groups Peers Identities Profiles Active Peers Mode Configs Installed SAs Keys
k=] (27|22 || | Y| | Statistics Eing
# Peer Src, Ad... Dst, Address Action IPsec Protocols |PHZ C... PHZ State |SA Src. Address SA Dst, Address ¥
0 *T 1 J0 1 J0 encrypt  esp 0.0.0.0 0.0.0.0
1T 1.1.1.2 0.0.0.0/0 encrypt esp 0.0.0.0 0.0.0.0
_______ 2DA  peer-Al 1112 192.168.0.2 encrypt esp 1 established 1.1.12 2222
....... 3DA  peer-Al 1.1.1.2 192.168.0.1\eypt esp 1 established 1.1.1.2 2222
4 items
IPsec =] E3
Policies Proposals Groups Peers Identities Profiles Active Peers Mode Configs Installed SAs ‘Keys
? Flush Finct
SPI Src, Address  |Dst, Address  |Auth, Algorithm Encr. algorithm  Encr... |Current ... v
E 74g80b01 1.1.1.2 2222 shal aescbc 256 17880
E Baecbze 1.1.1.2 o shal aes cbc 256 4450
E 3f95244 2.2.2.2 1112 shal aes cbhc 256 17320
E 7a%2ace 2.2.2.2 1.1.1.2 shal aes cbc 256 4450
4 items
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NAT

ABa ycrpoucrea 3a HAT-0M ¢ OAMHAKOBbIM
BHyTpeHHuM IP
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N

-
NAT

S | T2 S S
initiator .

responder
&
RO Gieil0) G
initiator Cﬂz \>

0w A\
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3a NAT - Peer

IPsec Policy <0.0.0.0/0:0->1.1.1.2:0>

General ’ Action Status

QK
Peer: 2 Cancel
| Tunnel Apply
Src, Address: 0.0.0.0/0
Disable
Src. Port: e
Comment
Dsk, Address: 1.1.1.2
Copy
Dsk, Port: R
— Remove
Protocol: 1255 (all) +
| Template
enabled ‘ Active

o OTrAOYMTE Tunnel

DEXIMM

° He yKa3blBanTe SBHO
aAPEC MCTOUHMKA
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3a NAT - MT1or

IPsec

=] E3

Policies ‘Proposals Groups Peers Identities Profiles Active Peers Mode Configs Installed Sas  Keys
k|| = [« 22| || [ W] | Statistics Eing

# Peer Src. Ad... |Dst, Address Action  IPsec Protocols |[PH2 C... |PHZ State SA Src. Address SA Dst, Address | ¥
....... 0" itf0af0encrypt esp 00000000

1T 1.1.1.2 0.0.0.0{0 encrypt esp 0.0.0.0 0.0.0.0

2 DA peer-all  1.1.1.2 2.2.2.“’3@: esp 1 established 1.1.1.2 2l
3 items

TOAbBKO TPAHCMNOPTHLIA PEXUM
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MHe Hy>XeH uHTepdeuc AAA
MapLUpYyTU3aLIMM1 U NpoYero
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3 50
Internet |n|t|ator' @
Cﬁﬁﬁ/\mag

@

S | T2 S S
initiator .

responder
&
RO Gieil0) G
initiator Cﬂz \>

0w A\
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IToAroToBKa

* KQXAOMY OUAMAAY NMPUCBONTE MOPAAKOBBIM HOMED
o i

* BblbepuTe NpeduKkc, KOTOPbLIM HE UCMOAB3YETCA B

BalLIEM CETU M KOAMYECTBO |P aApeCcoB AOCTATOUHO
A BCEX PUAMAAOB

) 500/ 4 - 2o6WT.
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IToAroToBKa

« Co3paMTE Ha KXKAOM MaplpyTm3aTope Loopback
MHTEPDENC

/interface bridge add name=Br-Lo

* Ha3HaubTe Ha Loopback appec 13 BbibpaHHOro paHee
npedpukca /32

/ip address add address=172.31.255.0/32 interface=Br-Lo
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3a NAT - Template

IPsec Policy <172.31,255.0:0-»172.31,255.0/24:0> (=] E3 | i VKa}KVlTe A DISC |OOpbaC|<

General | Action Status / OK
Src. Address: |172.31.255.0 Cancel << C e p B e p a>>
Src. Port: s Apply
Dst. Address: |172.31.255.0/24 Disable =
Dst, Port: K e — VKB}KI/ITG npe¢"Kc 'A'/\FI
rotocol: (all) ¥
e Copt loopback aapecos
Template Remove
Group: |test +
* HasHaubTe rpynmny
G el 11AOGAOHOB
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3a NAT - Policy

IPsec Policy <£172.31.255.1:0->172,31.255.0:0>

General | Action Status

QK
Peer: R1 Cancel
v
Tunnel e
Src. Address: |172.31.255.1
Disable
Src, Pork: e
Comment
Dst, Address: |172.31.255.0
Copy
Dst, Port: v
-~ Remove
Protocol: 1255 (all) ¥
| Template
enabled ‘ Active

* VKaXMTe Balll aAPecC
Loopback

* VKaxmTe appec
loopback «cepsepa
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3a NAT - MT1or

IPsec [=] E3
Policies ‘Proposals Groups Peers Identities Profiles Active Peers Mode Configs Installed Sas  Keys
=l |22 (& T Statistics Finc
# Peer Action |IPsec Protocols PHZ C... PHZ State SA Src. Address SA Dst, Address | w
0 *T ga10 gL encrypt  esp 0.0.0.0 0.0.0.0
1T 172.31.255.0 172.31.255.0/24 encrypt esp
2 DA peer-all @ 172.31.255.0 172.31.255.1 encrypt  esp 1 established 1.1.1.2
3 DA peer-all @ 172.31.255.0 172.31.255.2 encrypt esp 1 established 1.1.1.2
4 DA peer-all @ 172.31.255.0 172,31.255.3 encrypt  esp 1 established 1.1.1.2
S items
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3a NAT - Interfaces

Interface Interface List Ethernet EoIP Tunnel IP Tunnel GRE TUHmRRP Bonding LTE
+-‘ V‘x‘ CI‘ Y\ Interface <gre-1> ofx)
\Name / \Type \Actual ...|L2 MTU \Tx General ’Status Traffic OK
R 4Pare-1 GRE Tunnel 1398 65535 (
R &Pare-2 GRE Tunnel 1398 65535 ( Mame: gre-1 Cancel
R &Pare-3 GRE Tunnel 1414 65535 (
Type: GRE Tunnel Apply
MTL: hd
= = Disable
Iscovery 2ettings Actual MTU: 1393
[ Comment
00:00:00:00:00:00 NAT-1 G Copy
00:00:00:00:00:00 NAT-2
00:00:00:00:00:00 R3 172.31.255.0 ‘ - Remove
‘ Remote Address: |172.31.255.1 ‘ Torch
| »
‘3 items IE e
Keepalive: |00:00:10 , 110 -
DSCP: |inherit ¥
A Dont Fragment: |no k-
3 items out of 7 {1 selected) Clamp TCP M55
e — Al e L
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Y MeHf1 MHOIro «CAabbIX)) XXeAe30K.
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GRE-1 Encrypt

GRE-2 No Encrypt
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IToAroToBKa

» Co3AaMTE Ha KaXXAOM MaplipyTm3aTope Loopback
MHTEPDEMC

/interface bridge add name=Br-Lo

° HasHaubTe Ha Loopback appeca 13 BbibpaHHOro paHee
npedpukca /32

/ip address add address=172.31.255.0/32 interface=Br-Lo

/ip address add address=172.31.255.254/32 interface=Br-Lo
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IToAroToBKa

172.31.255.0 - AA8 LLUnPppoBaAHUSA

172.31.255.254 - 6e3 wundpoBaHusa
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Proposal

Responder m initiator

/ip ipsec proposal
add enc-algorithms=null name=pr-null

add enc-algorithms=aes-256-cbc hame=pr-encrypt
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Template

/ip ipsec policy
add dst-address=172.31.255.0/24 \
src-address=172.31.255.0/32 proposal=pr-encrypt \

template=yes

add dst-address=172.31.255.0/24 \
src-address=172.31.255.254/32 proposal=pr-null template=yes
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Policy

add dst-address=172.31.255.0 src-address=172.31.255.3 \
proposal=pr-encrypt tunnel=yes peer=R0 level=unique

add dst-address=172.31.255.254 src-address=172.31.255.3 \
proposal=pr-null tunnel=yes peer=R0 level=unique
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Tunnels

Co3saanTte TyHHeAUn MexAy loopback aapecamu
Tpaduk ot 254 appeca 6e3 wumdppoBaHusa

Tpaduk ot 0 appeca c LumbpoBaHUEeM

[adminM@R3] finterface gre> pr
Flagzs: X - disabled, R - running
0 R name="greid-encrypt” mtu=auto actual-mtu=14:2< local-address=172.31.255.3
remote-addrezss=172.31.255.0 keepalive=103,10 dscp=inherit clamp-tcp-nss=ves dont-fragment=no
allow-fast-path=no

1l R name="gre3-null™ mtu=auto actual-mtu=1434 local-address=172.31.255.3
remote-addrezzs=172.31.255. 254 keepalive=10s,10 dscp=inherit clanp-tcp-mnsz=yes
dont-fragment=no allow-fast-path=no
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Tunnels

Co3paanTte TyHHeAUn MexAy loopback aapecamu

Tpadpuk ot 254 appeca 6e3 LunppoBaHmna

in@R3] finterface ol
: X - dizabled, R - ing
0 R name="gred-encrypt” =auto actual-mtu=14:2< local-addre 172.31.255.3
remote-addrezzs=172.31.255.0 keepalive=10z,10 dscp=inherit clamp-tcp-
allow-fast-path=no

—r-r

—_te -

o S —
_-a=

=

1l R name="gre3-null™ mtu=auto actual-mtu=1434 local-address=172.31.255.3
renote-addrezs=172.31.255. 254 keepalive=10s,10 dscp=inherit clam]
E-fragment=no allow-ast-path=no

o Y —
=

‘th—

8 dont-fragment=no

e

S
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Tunnels

[adminM@E3] /i
Flags:

0 E

c installed-sa> pr
A - AH, E - EGP
src-addreszs=1.1.

H - hw-
spili=0x6
enc-algorithm=des enc-kevy-3i
enc-kevy="2854a03adc835ab?" a se
add-lifetime=24dn/30m current-hytes=37

=pi=0x src-address=3.3.3.2 dst-address=1.1.1.2 state=mature auth-algorithm=shal
enc-aldg hm=dez enc-key-zize=6d auth-key="0fcd3ac007a39d3a8bobZfl]lZbidZeledalalddd™
enc-key TadedlD3d8eel™ addtime=zep/02/2019 15:42:20 expires-in=25imdds

add-1if F30m current-bytes=3732 current-packetz=67 replay=128

spi=0x3C74D c—addreszs=1.1.1.2 dst-addresz=3.3.3.2 state=mature auth-algorithm=shal

enc-algorithm=rll auth-key="53belaldddesSb00537£5abaf0076527Tbad?5esc™ enc-key=""
addtime=zep /0272019 18:4d2:124 expirez-in=2inddzs add-lifetime=24m/30m current-hytes=3324

cCurrent-packets=64 replay=1Z8

spi=0x525B70E src-address=3.3.3.2 dst-address=1.1.1.2 state=mature auth-algorithm=shal
enc-algoritho=rll auth-key="36a0599dcd?5723a30394115349d47e?7acbhe3adl™ enc-key=""
addtime=zep /022019 15:42:24 expirez-in=2inddz add-lifetime=24m/30m current-hytes=3324

current-packets=64 Llei"_lEB

l.2 dst-addresszs=3.3.3.2 state=mature auth-algorithm=shal
lze=64 auth-key="dfcecl%e66lfcOeefldldfiddl]11blddacZae 2™
t =3ep /022019 18:42:20 expirez-in=2>imdds

32 current-packets=67 replay=128

No ABe accoumaumm

o4
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Tunnels

Meighbor Lisk [=] E3

W | Discovery Settings Finc
Inkerface 4 |IP Address  |MAC Address Idenkiky Platform  |Wersion Board Ma... IPv&  |&ge(s) | Upkime -

M gredencrypt 00:00:00:00:00:00 RO MikroTik  6.45.5 (stable)  CHR N0 12 02:47:35
A& gre3-nul 00:00:00:00:00:00 RO MikroTik.  6.45.5(skable)  CHR no 12 0z2:47:35
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RB751 Null
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He pa6oTaer

He paboTtaeTt IPsec, utTo MHe AeAaTb?
O6HOBASA N AeAan downgradeg

MikroTik.Me
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NAT

NMakeT BbIXOAS C MapLUpPYTU3aTOpa NoONaAaeT NoA src-nat

/ip firewall nat
add action=masquerade chain=srcnat \
ipsec-policy=out,none out-interface-list=ISP

/ip firewall nat
add action=accept chain=srcnat ipsec-policy=out,ipsec

/ip firewall raw

add action=notrack chain=prerouting \
dst-address=172.31.255.0/24 src-address=172.31.255.0/24
add action=notrack chain=output \
dst-address=172.31.255.0/24 src-address=172.31.255.0/24
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Aorm

* ipsec,error no suitable proposal found.
* ipsec,error 3.3.3.2 failed to get valid proposal.

* ipsec,error 3.3.3.2 failed to pre-process phl packet
(side: |, status 1).

* ipsec,error 3.3.3.2 phasel negotiation failed.
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Aorm

* ipsec,error no suitable proposal found.

* ipsec,error 3.3.3.2 failed to get valid proposal.

* ipsec,error 3.3.3.2 failed to pre-process phl packet
(side: |, status |).

* ipsec,error 3.3.3.2 phasel negotiation failed.

~
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IPsec

Policies Proposals Groups Peers Identities Profiles Active Peers Mode Configs Installed Sas  Keys ’

da3bl

=| [

Import Expor

Name

/ |Key Size ..

. Ke Genera

Policies Proposals Groups Peers Identities Profiles Active Peers Mode Configs Installed Sas  Keys ‘

Find

Phase |

ofx]

I Export Pub, Key Generate Key Finc
e Key Size ... e
Phase 2
0 items
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Debug

MMeeT CMbICA TOABKO Ha responder

Log Rule <ipsec, |packet >

Topics: (- |ipsec A OK
1) | packet A Cancel
/system logging e - o
Action: memory ¥ .
: \ Disable
add topics=ipsec,!packet
Copy
Remove
enabled
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Debug

/log print where topics~"ipsec™

* ipsec rejected enctype:

DB(prop#l:trns#l):Peer(prop#l:trns#l) = AES-
CBC:Camellia-CBC

* ipsec rejected enctype:

DB(prop#l:trns#2):Peer(prop#l:trns#1) = 3DES-
CBC:Camellia-CBC

* ipsec,error no suitable proposal found.
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Debug

/log print where topics~"ipsec™

* ipsec rejected ‘m:

DB(prop#l:trns#l):Peer(prop#l:trns#1) = AES-
CBC:Camellia-CBC

* ipsec rejected ype:
DB(prop#l:trns#2):Peer(prop#l:trns#l) = 3DES-
CBC:Camellia-CBC

* ipsec,error no suitable proposal found.
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Debug

print where topics~"ipsec™

* ipsec rejected enct@E: \
DB(prop#l:trns#l):Peer(prop#l:trns#1) = AES-
CBC:Camellia-CBC

* ipsec rejected enct@s. \
DB(prop#l:trns#2):Peer(prop#l:trns#l) = 3DES-
CBC:Camellia-CBC

* ipsec,error no suitable proposal found.
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Debug

print where topics~"ipsec™

-%crejected enctype: \

DBSOP# | :itrns# | ):Peer(prop#1:trns#1) = AES-
CBC:Camellia-CBC

* ipsec rejected enctyg@’.
DB(prop#l:trnsii:Peer(prop#l:trns#l) = 3DES-

CBC:Camellia-CBC

* ipsec,error no suitable proposal found.
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Debug

IPsec Profile <profilel =

Mame: profilel QK
Hash algorithms: |shal ¥ Cancel
Encryption algorithm: | | des .| 3des

Apply
| aes-128 aes-192
.| aes-256 | blowfis Copy
B

camelia-128 | | camellia-192 .
| camellia-256 emove

* [/I3MeHUTb NepBylo dasy

* /Ambo Ha responder probaBiTb camellia

* AMbo Ha initiator A0HaBMTb aes-cbc namM 3des
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Debug

-compare proposal #1: Local:Peer
(lifetime = 86400:36400)
(lifebyte = 0:0)

enctype = AES-CBCIAES-CBC
(encklen = 128:192) h 128:192
hashtype = SHA:SHA

authmethod = pre-shared key:pre-shared key

dh_group = 1024-bit MODP group:1024-bit MODP group
-compare proposal #2: Local:Peer

(lifetime = 86400:36400)

(lifebyte = 0:0)

enctype = 3DES-CEC:AES-CEg

(encklen = 0:192) h 3DES:192
hashtype = SHA:SHA

authmethod = pre-shared key:pre-shared key

dh_group = 1024-bit MODP group:1024-bit MODP group
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Boibop RouterBoard

Mbi Kynuam 301 1 HO OH He «KavyaeT»

69 MikroTik.Me



Boibop RouterBoard

wiki.mikrotik.com/wiki/Manual:I1P/
IPsec#Hardware acceleration
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http://wiki.mikrotik.com/wiki/Manual:IP/IPsec#Hardware_acceleration
http://wiki.mikrotik.com/wiki/Manual:IP/IPsec#Hardware_acceleration

Hardware acceleration allows to do faster enc

MD5 SHA1
RB3011UiAS-RM& * no yes
RB4011iGS+RM& and RB4011iGS+5HacQ2HnD-IN & yes yes
Cloud Core Router series yes yes
x86 (AES-NI) *** no no
* supported only 128 bit and 256 bit key sizes
** anufactured since 2016, serial numbers that begin with number 5 and 7

yes

yes

yes

no

process by using built-in encryption engine inside CPU.

DES and 3DES
SHA256 SHA512 MD5

no

yes

no

no

no

yes

yes

yes

Boibop RouterBoard

AES-CBC
SHA1 SHA256 SHA512

yes  yes no
yes  yes yes
yes  yes no

yes  yes yes

71

MikroTik.Me



Haw Bbi6bop

" 4

* RB750gr3 - KAMeHT

 RB450GXx4 - KAMEeHT

G



XUTb CNOKOUMHO MOXHO

He ncnoaAb3ymnte AedoATHbIM proposal
He ncnoabsymnte aedpoaTHbin profile

He ucnoab3ynte AePoATHbIN template

He ncnoaAbsymte AoepoATHYtO rpynny wabAOHOB

HacTpaunBanTe BCE «pykamm»

3
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Bornipocbli!?

 MikroTik.Me

* Vasilevkirill.com
* https://t.me/mikrotikme

* https://vk.com/mikrotikrus
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