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Background

* 20+ yearsin IT & Communication Industries

Designed and implemented a wide array of networks all of the world

Introduced to the MikroTik product line in 2008

Areas of Focus:
* Wireless services integration
* ISP Solutions

Certifications
/ '-.\., * Certified —-MTCNA, MTCRE, MTCTCE, MTCWE

24/7/365 MikroTik TAC  Nationwide Private 4G LTE MPLS  Proactive Network Monitoring Design [ Engineering / Operations




1-855-MIKRO-TIK www.iparchitechs.com

IP ArchiTechs Managed Services

The first Carrier-Grade 24/7/365 MikroTik TAC (Technical Assistance Center)

* Three tiers of engineering support

* Monthly and on-demand pricing available
* 1-855-MIKRO-TIK or support.iparchitechs.com

Private Nationwide 4G LTE MPLS backbone

* Partnership with Verizon Wireless - available anywhere in the Verizon service area

* Not Internet facing — privately routed over our MPLS infrastructure
* Point-to-Point or Point-to-MultiPoint

Proactive Monitoring / Ticketing / Change Control / IPAM

Carrier-Grade Network Engineering / Design in large (10,000+ nodes) environments




Objectives

* Provide answers to the most commonly asked questions about using the
MikroTik firewall

 Tips & Tricks that are best practice for all firewalling scenarios

* How can | implement Whitelists/ Blacklists?

* How do | block one host from another? How about one subnet from another?
* How do | block a host by their MAC address?

* How do | block Facebook & other websites?

* What is the Layer 7 section & does it do anything?
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Downloads Available

 SSID = FW Presentation

* Browse to \\172.16.250.1\pub

 Downloads:
* APNIC Reserved IP Addresses.rsc

Block by Country Worksheet.xIsx

Block_Country_By_Subnet_Example.rsc

L7_Pattern_Matcher_from_MikroTik.rsc

RWF_Firewall_3.0.rsc
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Objectives

* Tips & Tricks to Make the Firewall More Useful
* Blocking countries by IP address
 Useful ports to be aware of

* Open DNS
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Best Practice Firewalling Tips & Tricks

. Port |In. In
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Best Practice Firewalling Tips & Tricks

 Keep all related firewall rules grouped together

* Add comments to every single rule

* Use user defined chains & ghosted “accept” rules to organize

* Always make sure you have a way into your router

* Test all rules before you start dropping traffic

/ ; * Use "Safe Mode” every time!
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Firewalling Basics With RouterQOS

@172.16.250. — =] =]

Safe ode Memaons8.2 MIB CPUJ1% [ ] Hide Passwords

[ |nterfaces Filter Rules |N.-'1'4T Mangle S5E Eort:  Connections  Address Lists | Laper? Protocols

G wireless EIEI -IZI - - o0 Reset CO0 o0 FReset All Counters | |F-'.nd | |a||

& Bridge [2ction [ Chain |Sre. Address [Dst. Address [Prate.. [Sre. Port [Dst. Part [In Inter...| Out. Int... [ Bytes [Packets  |[Comment

[=T=T=] 3 drop  input . i 221 Drop Invalid Connections

¥ 3¢ drop  fonward 0 Drop Inwvalid Connections
Suwitch «F acc... input Accept Exemnpt IP Addrezzesz
Meszh «f acc... forward Accept Exempt IP Addrezzesz

3% drop  input Drop anyone in the Black List [Manually Sdded]

0= 3¢ drop  Farward Dirop anyone in the Black List [Manually Added]
MPLS
R auting

=

2% drop input Dirap anyone in the Black List [SSH)
3¢ drop  fonward Dirop anyone in the Black List [SSH)
3 drop  input Crrop anyone in the Elack List [Telnet)
32 drop  Fanward Cirop anyone in the Black List [T elnet]
3% drop  input Drop anyone in the Black List [~inbos)
3¢ drop  Farward Dirop anyone in the Black List f~finbox)
Files & drop | input Dirop anpone in the Port Scanner List
3¢ drop | fonward Dirop anyone in the Fort Scanner List
3 drop | input Dirop anyone in the Port Scanner List
R adiuzs 32 drop | Fanmard Cirop anyone in the Port Scanner List
32 drop | Fanward Drop angone in the Elack List [High Connections)
3% drop | input Dirop all Bogons
Mew Terminal &% drop | Fonmard Dirap all Bogons
MetaROUTER 3% drop | Fanward Drop all F2F
- «F acc... |output Section Break
Partition & jumnp | input 1053.3 KiB Jump to Bw'F S5H Chain
| Make Supout.rif =t add... BWF S5H Chain E [tcp] EO B Transfer repeated atternpts frorm S5H Stage 3 to Black-List
= add... R*WF S5SH Chain E [tcp] 120 B Add succesive attempts to S5SH Stage 2
= add... RWF S5H Chain E [tep] 120 B Add succesive attempts to S5H Stage 2
=t add... RWF 55H Chain E [tcp] 240 B Add intial atternpt to S5H Stage 1 List
& log R'w'F S5H Chain EOB Log Black Lizsted IP=
44 return BW'F SSH Chain 10533 KiB 14 923 Return From BwF S5H Chain
«F acc... | output OB 0| Section Break
2 jump | input 10532.2 KiB 14 929 Jump to BwWF Telnet Chain
= add... R'WF Telnet Chain E [top] 0 Transfer repeated attempts from Telnet Stage 2 to Black-List
=t add... RWF Telnet Chain E [tcp] 0 Add succesive atternpts to Telhet Stage 3
=t add... RWF Telnet Chain E [tep] 0 Add succesive attempts to Telnet Stage 2
1
u]

W~ @ b= o

System

Queues

Log

* Tools

il s Al 8 i e e e e e e e e e e ) e e e

= add... RwWF Telnet Chain B [tcp] Add Intial attermpt to Telnet Stage 1
4 log R'w'F Telnet Chain Log Black Listed IP=

# return BWEF Telnet Chai 10532 KiB 14 929 Return From BWF Telnet Chain
«F acc... | output OB 0| Section Break
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Whitelists/ Blacklists

Start by creating an allowed access list on open ports

[example: ssh (port 22) and winbox (port 8291) are open]

[ip firewall filter
add chain=input dst-address=172.16.250.1 dst-port=22,8291 protocol=tcp\

src-address-list="Router Admins"

Firevaall

Filter Rules | MAT M angle  Service Paortz Connections  Address Liste . Laver? Protocols

g | = o || B t—] Ir o0 Reset Counters || oo F Il Counters

F¥d {Tal o] Chain Sro. Address |Dst Address | Protoo. | Sre. Paort Crzt. Part In. Inter... | Out. Ikt |Bytes FPackets Co
7 acc.. input 172.16.250.1 B [tcp] 208.3 Kib 1070




Whitelists/ Blacklists

* Now we create the “"Router
Admins” list

Filter Bules  MAT  Mangle  Service Partz | Connections  Sddress Lists | Laper? P

* By having this processed 1%t we help
ensure that we stay connected to
the router

* This simple rule is useful for all
. . . . R
firewalling scenarios
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Whitelists/ Blacklists

Now even if we create a drop that says, "Drop Everything” we are still
able to connect to the router

[ip firewall filter

add action=drop chain=input

B admin@172.16.250.1 {(Gateway Router) - WinBox 6.2 on RE951-2n (mipshe)

R Safe Mode
A Cuick Set Firewall
= |nterfaces Fiter Bules | MAT | Mangle Service Portz | Connections | &ddress Lists | Laver? Protocaols

I Wl Counters

Achion Chain Src. Address |Dszt Address |Proto... | Src. Port Crzt. FPort In. Inkter.. | Out. Int... |Bytes Facket= Cornrnerk
«F acc... input 17216.2501 B [tcp]
3 drop  input




IP

How to Block Hosts/ Subnets

Internet

& 192.168.1.0/24 172.16.1.0/24
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How to Block Hosts/ Subnets

[ip firewall filter
add action=drop chain=forward dst-address=172.16.1.0/24 src-address=\

192.168.1.0/24

add action=drop chain=input dst-address=172.16.1.0/24 src-address=\
192.168.1.0/24
add action=drop chain=input dst-address=192.168.1.0/24 src-address=\

172.16.1.0/24

* 15t Rule blocks the hosts talking to the hosts

/ o 2" g 3 prevent the hosts from communicating on the opposite gateway addresses
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IP

How to Hosts/ Subnets

Internet

& 192.168.1.0/24 172.16.1.0/24
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How to Block Host by MAC

11 72.16.1.1 {Gateway Router) - WinBox 6.2 on RB951 -2n {(mipsbe)

Safe Mode

As Quick Set
] Int%
O wireless
i Bridge
=& PFPFP
Switch
s Mesh
IP
MPLS
R outing
22 Swstem
Q Queues
| Filez
Log
L Radius
Tools
B Mew Terminal
MetsROUTER
: Partition
| - Make Supout.rif
& Manual

[BL Exit

General

Advanced  Ewxtra  Action

Chair: | forwsard

Src. Address:

Dst. Address:

Protocol:

P2P:

In. Interface:

Out. Interface:

Packet b ark:

Connection kark:

R outing kark:

Routing T able:

Connection Type:

Conrnection State:

Statizti

| Advanced | Exkra
Stz Address Lisk
Dzt Address List:

Layer? Protocal:

Content:

Per Connection Classifier:

Src. MaC Address:

Out. Bridge FPort:

In. Bridge Port:

Ingress Priority:
Friority:
DSCP (TOS):

FPacket Size:

F andom:

— TCF Flag=s
w— |ChMP Options

|P+d4 Options:
TTL:

Action  Statistics

00:A0:01:491E:17F

General

Action:

drop

Action

www.iparchitechs.com

Statiztics

temon| 7.1 MiB CPLU:1 %

==
Hide Fassword: B [

Apply

Ok

Reset All Cou
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How to Block Host by MAC

admin@172.16.250.1 (FW Presentation Router) - WinBox v6.3 on RB751U-2HnD (mipsbe)

A Q
| Interface: Ports

v o’

Bridge

T Wireles: | =
7 Bridge # | |Chain
0 F=Eforward

Advanced ARP

Chain:

In. Bridge:

Out. Bridge:

Radius

Filters

MAT Hosts
]

STP | Action

forward

LAM Bridge

00:AD:D1:45:1E17
FF:FF FF:FF:FF.FF

unters

o0 Reset All Counters

Counters

t All Counters

Advanced ARF STP

Action: |drop

Action

Statistics




How to Block Host by MAC

* This rule does not block 1200% of the traffic

* Traffic from this MAC to other hosts and out to the WAN should be

blocked
* Traffic from the host to the gateway may not be blocked

* Take the additional step of blocking the IP address.

* Additional steps may be required
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How do we block websites?

Websites can be blocked by IP address using Address List, but if we
want to block the site by the URL we will need to use the Web Proxy

Step 1 —Turn on the Web Proxy
Step 2 — Create Web Proxy Access List Rules
Step 3 —Create a NAT redirect rule

Step 4 - Test
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Blocking Websites

11 72.16.1.1 {Gateway Router) - WinBox v6.2 on RBE951-2n {mipsbe)

Lol ] Safe Maode

Aw Huick Set
= Interfaces
O wireless
g Bridge
=& PPP
=52 Switch
“la Mezh

IF

MPLS
<. Routing

System
§ Quesues
.| File=

Log
L Radius
e, Tools
Bl Mew Terminal
=4 MetaROUTER
'3_1_: Fartition

L Make Supout.rif

& Manual

Bl Exit

temary: 3.2 MIB CPL:1 2

_ 1= x|

Hide Passwords

www.iparchitechs.com

General | Status  Lookups  lnsets Fefres

Ok

w| iEnabled

Src. Address:

Fort:

Farent Proxy:

Farent Prosy Port:

Cache sdminiztrator: | consulling@iparchitechs. com
tMax. Cache Size: |unlimited
Max Cache Object Size: | 2048
Cache On Dizk
M az. Client Connections: | 600
Mawx. Server Connections: | 600

kM ax Fresh Time: | 3d 00:00:00

Serialize Connections

Almays From Cache

Cache Hit DSCP [TOS): |4

Cache Drive: | zpstem

running

Carncel
Apply
Clear Cache
Resst HTHL
Access
Cache
Drirect
Connections

Cache Contents

[ comwel |
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aeBlockingWebsites -

Safe Mode temorny:| 8.2 MIB CPLU:| 32 Hide Passwords [

A Cuick Set

| [nterfaces General | Statuz  Lookups  Inserts Refreshes

[m]
~

3 wireless

B2 Bridge Cancel

=5 PPP
Switch

‘o Mesh
IF

MPLS

o || == L -4 1 o o0 Reszet Counters 00 Rezet All Counters

# Src. Address Dzt Address Dist. Part Dst. Host Fath b ethiod Action |Redirect To| Hits
0] @ s google. dety Clear Cache

Fieset HTHRL

Apply

1

B

Access

Routing Cache

c52 Swpstem Direct

Q Clueues

Files

Connections

Fi
s}

Cache Contents
Log

L Radius

Tools
Src. Address: Ok

B Mew Terminal
FetaROUTER
- Partition Dist. Port: Apply Alwayz From Cache

D=t Address: Cancel

| Make Supout.rif Lozl [Pl Disable DSCP (TOS): [4

&P tanual Dzt Host: vary. google. com
Camment

@ E =it Path: Cache Drive: |spstemn
Copy

b ethod: P

Action:

5 ezet Counters
Redirect Ta:

| Reset &ll Counters |

Hits:

enabled




o

WD || Safe Mode

Aar Cluick Set
el
3 Wwireless
& Bridge
=5 FPP
= Switch
o Mesh
1P
MPLS
Routing
ioe Swstem
Q Queuess
File=
Log
Radius
Tools
MHew Terminal
tMetaROUTER
= Partition
| o Make Supaut. rif
& Marnual

B Exit

1-855-MIKRO-TIK

ocking Websites

General | Advanced Ewtra  Action

Chain:
Src. Address:
Drst. Address:

Frotocal:
Src. Port:
Dzt. Part:
A, Fork:
In. Interface:

Out. Interface:

Facket M ark:
Connection kark:
Fiouting kark:

Routing T able:

Connection Type:

enabled

dsthat

172.16.1.0424

Statistics

Achion:

To Ports:

| e e

enabled

General Adwvanced  Exbtra

redirect

0380

Action

5%

www.iparchitechs.com

== x|
Hide Passwords: [

= e |l

Memone| 3.2 MiB CPU:|(0%

Cancel
Apply
Drizable
Comment
Copy
R emove
Reset Counters

Reszet All Counters

[m]
7‘

2 itemz [1 zelected]




Blocking Websites

FMemone| 8.2 MIB CPU: 0% Hide Passw

Firewsall

Filker Fules MAT | Mangle  Service Ports

I Inter.. | Out. Int... B

wilan

@7 Routing

The Redirect rule belongs above the masquerade rule
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Blocking Websites

EJ ErROR: Forbidden -
= C M [ owww.google.com

FRROR: Forbidden

TAhile trying to retrieve the TTEL hittpfwwrwr. google. cormi”
* Access Denied

Your cache admimstrator 15 consulbngi@iparcintechs. com.

CGenerated Sai, [4 Sep 2003 1010000 GAMT by 72,060,010 (Afiloratilc Hitp Proxy:)
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Layer 7 matching
* Only works for ICMP, TCP, & UDP streams

* Only looks at the first 10 packets or 2kB of each connection,

whichever is smaller

* For most applications, Layer 7 rules only work properly in the forward
chain (The rules need to see incoming & outgoing traffic) or by using

both the input/ prerouting & output/ postrouting chains
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Layer 7 matching

* 106 Pre-configured L7 Patterns are available at
http://wiki.mikrotik.com/wiki/Manual:IP/Firewall/L7

* Note that they have varying levels of reliability

* Many more examples are available throughout the Wiki and the
Forums

* http://I7-filter.sourceforge.net/protocols



http://wiki.mikrotik.com/wiki/Manual:IP/Firewall/L7
http://l7-filter.sourceforge.net/protocols
http://l7-filter.sourceforge.net/protocols
http://l7-filter.sourceforge.net/protocols
http://l7-filter.sourceforge.net/protocols

Layer 7 Example

50.1 (FW Presentation Router) - WinBox v6.3 on RB751U-2HnD (mipsbe)

Fiter Rules MAT Mangle
+ = a7

Mame
Q& ||:||:|
@ mohaa
@ msniletransfer
@ MSnNMessenger
@ mute
@ napster
@ nbns

an rlt o
rlt |:|

@ |:|IJ:||l e-halflife
@ guake
@ radmin

Service Ports  Connections  Address Lists  Layer7 Protocols

egexp
- [ TR -2 TR T T (R <dp>
- MName: rdp|

Regexp:
rdpdr.*cliprdr. “rdpsnd

“yyyyaetinfolchallenge)
“Elquakel

“mmms

rdpdr.“cliprdr. “rdpsnd
o P T s D

Proactive Network Monitoring

v Hide Passwords [
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BlockCountries By IP Address

.~ admin@172.16.250.1 (FW Presentation Router) - WinBox v6.3 on RB751U-2HnD (mipsbe)

Safe Mode +| Hide Passwt| &0

es | MAT Mangle Service Pots Connections Address Lists Layer? Protocols

Src. Address

00 Reset Al Counters

jon  |Chain Dist. Address |Proto... | Src. Port  |Dst. Port  |In. Inter...|Out. ... # |Bytes Packets Comment

drop  inpL

2 drop

Spreadsheet has subnets for 238 localities
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admin@172.16.250.1 (FW Presentation Router) - WinB

|::H

Safe Mode

Firewall

Fitter Fules

Au Quick Set
[ Interfaces MAT Mangle Service Ports Cd
1 Wireless
a1 Dridge
=5 PPP
== Switch
“I5 Mesh
= IP
MPLS

& Routing

|__| Files

Hueues

. Radius

" Tools
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BlockCountries By IP Address

How it is used

By adding the Address list to the forward chain we can prevent our
LAN hosts from access anything on those subnets at all

 Adding the list the Input chain will result in excess use of resources for
what is ultimately very little benefit

* Don‘t try to add all countries! Only use the ones you need. Some
countries have thousands of subnets

* Adding all of the approximately ¥2 million subnets will shut down
/ /o most routers
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Managing Ports in the Firewall

* Alist of 406 common TCP/UDP firewall ports have been include in
the Firewall scripts.

* All port numbers were taken from
http://en.wikipedia.org/wiki/List of TCP _and UDP_port numbers

* Port rules default to on, so delete port rules that don‘t apply to you



http://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers

IP

Managing Ports in the Firewall

“irewvall

Fiter Rules | NAT Mangle ervice Ports  Connections  Address Lists Layer? Protocols
o 00 Reset Counters o0 Reset Al Counters

Sr...|D.. P I C| Ay, Port
1002

rts
rts
rts
rts
ris
rts
rts
rts
rts
ris
ris
rts
rts
rts
rts
ris
rts
rts
rts
rt

ris
ris
rts
rts
rts
rts
ris
rts
rts
rt

rts
ris
ris
rts
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IP

Open DN5

1} OpenDNS Dashboard > sett % /' [1J] Internet Security or DNS Ser % §

€« (& i \ﬂf\"-.'\ﬂ.'.opendns.com )
pl Peplink - Dual-WAN, M... PowerZone |LogOn  {l Mini-Box.com: mini-ITX... &2 Welcome to the World... trixbox - User Mode >\ Service Provider Cer|Customize and control Google Chrome‘

OpenDNS Homepage

Search

The World's Largest Internet Security Network

208.67.222.222

Home Parental Controls sy s ann
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IP

Open DNS

*Provides filtering for:

Adware, Alcohol, Chat, Classifieds, Dating, Drugs,
Gambling, Games, Hate/Discrimination, Instant
Messaging, P2P/File sharing, Social Networking,
Video Sharing, Visual Search Engines, Weapons,

Webmail, Photo Sharing, Adult Themes,
TastelessLingerie/Bikini, Proxy/Anonymizer,
/i Sexuality, Nudity, Pornography
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IP

Your current IP is 64.134.162.112. rickfrey1000@gmail.com (Sign out)

* Simple Configuration!
OpenDNS cacinears

* Step 1—Change the DNS addresses TR ETR EUEY TR T £

in RouterOS to point to OpenDNS

Settings for: | Home (64.134.163.112) |+
® Ste p 2 — Ad d t h e ro Ute rIS I P O r U R L Web Content Filtering Security
into the OpenDNS Dashboard Coctomiatin

Stats and Logs
Advanced Settings

» Step 3-Use dashboard to set
permissions levels

Phishing Protection

SuspiciousResponses [ B
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IP

Questions?

24/7/365 MikroTik TAC  Nationwide Private 4G LTE MPLS  Proactive Network Monitoring Design [ Engineering / Operations




