
TE PUNOSH ME 
MIKROTIK

IMPLEMENTIMI
I SIGURISE



Do te flasim per

Hapat baze te punes me MikroTik

Cfare eshte MikroTik RouterOS, 
RouterBoard, si lidhemi me ta, pamja e 
jashtme, resurset, zgjedhja e ruterbordit
specifik per detyra specifike, upgrade, 
konfigurimi, monitorimi, CLI, etj 

Implementimi I sigurise ne rutera

Implementimi I sigurise eshte nje nga proceset
kyce te ndertimit te nje rrjeti kompjuterik. 
Meqenese nje ruter eshte porta hyrese per nje
rrjet, atehere vete ruteri duhet te konfigurohet
ne menyra te tilla qe te jete sa me I mbrojtur. 
Nje sulm nga jashte dhe marja eventuale ne 
kontroll e ruterit, I siguron sulmuesit edhe
kontrollin ndaj rrjetit.
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TUNGJATJETA!
Quhem: Erion Demiri

Email:

edemiri@ens-al.com
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BIO
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▸ 1999 – Pergjegjes per rrjetet LAN, 
Infosoft.

▸ 2001 – IBM Netfinity Servers

▸ 2001 – Omega Networking and Service

▸ 2006 – ENS, Easy Network Solutions

▸ 2007 – MUM Egypt, MTCNA

▸ 2011 – MUM Budapest, MTCRE



ENS EASY NETWORK SOLUTIONS
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▸ Rrjeta kompjuterike te permasave te
ndryshme

▸ Zgjidhje per sigurine, mbrojtje antivirale

▸ Rrjeta wireless te permasave te medha

▸ Sisteme survejimi IP.

▸ Sisteme VPN.

▸ Etj…
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PROJEKTE

WIFI



OmniTIK5

3G TIM Usb Key

SIEMENS PLC
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PROJEKTE

MOBILE VPN



1.
MikroTik - RouterOS
Pse MikroTik?
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MikroTik RouterOS eshte nje sistem 
operativ i dizenjuar per rutera, i
bazuar ne Linux, me nje game te 
gjere funksionesh, qe i japin nje 
inxhinieri rrjetesh, mundesi per 
konfigurime nga me te ndryshmet.



Versionet

▸ Versioni i pare i leshuar ne 1997
▸ RouterBoard i pare ne 2002
▸ Vers.2.7 dhe 2.9.27
▸ 3.0 (Janar 2008)
▸ 4.0 (Tetor 2009)
▸ 5.0 (Maj 2010)
▸ 6.0 (Maj 2013)
▸ Vers aktual: 6.43.4 (17 Tet 2018)
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Versionet
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Arkitekturat

▸ MIPS (MIPSBE, SMIPS, MIPSLE, MMIPS)
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MIPSBE: RS1xx, CRS2xx, DISC, hAP, hAP ac, hAP ac lite, LDF, LHG, OmniTik, etj

SMIPS: hAP mini, hAP lite

MMIPS: hEX (RB750Gr3), RBMxx

▸ TILE – seria CCR

▸ PPC
RB3xx, RB600, RB8xx, RB1100AHx2, RB1100AH, RB1100, RB1200

▸ ARM
cAP ac, hAP ac², LDF ac, LHG ac, SXTsq (ac series), Wireless Wire, CRS3xx, 

RB3011, RB1100AHx4, RB450Gx4

▸ X86



Arkitekturat
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▸ X86 Pentium III 
Router



Cloud Hosted Router

CHR
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▸ VMWare ESX

▸ Hyper-V

▸ Qemu/KVM

▸ Xen

▸ VirtualBox



2.
Hapat e pare
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RouterBoard

Kutia e cudirave
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hAP Mini – RB931-2nd

SMIPS, 650 MHz, 3 Ethernet, 32 MB Ram, 16 

MB Flash, Dual Chain 802.11b/g/n.

1518 byte 64 byte

kpps Mbps kpps Mbps

Routing 

25 simple queue
24.4 296.3 151.6 77.6



RouterBoard

Menyrat e lidhjes
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▸ Winbox

▸ SSH

▸ Telnet

▸ Serial

▸ API

▸ FTP

▸ WWW



Winbox
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Winbox
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Winbox
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Upgrade
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Upgrade
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Upgrade

▸ Shkarkojme paketat 
nga MikroTik

▸ I hedhim tek “files”

▸ Restartojme ruterin



Upgrade
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Upgrade firmware

▸ Shkojme tek System –
Routerboard

▸ Japim “Upgrade”



Identiteti
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▸ Shkojme tek System - Identity

▸ Vendosim identitetin



Perdoruesit e sistemit - Users
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▸ Shkojme tek System – Users

▸ Double click mbi perdoruesin

▸ Klikojme mbi password

▸ Vendosim Passwordin

▸ OK



Interfaces
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Adresat IP
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Adresat IP - Statike
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Adresat IP - Statike
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Shembull: Nje IP 80.78.74.13 me subnet 255.255.255.240, do te vendoset ne MikroTik si 
80.78.74.13/28, do te kete si network: 80.78.74.0, si broadcast: 80.78.74.15, si gateway: 80.78.74.1

Shembull 2: Nje IP 80.89.45.11 me subnet 255.255.255.248, do te vendoset ne MikroTik si……

https://mikrotik.com/img/netaddresses2.pdf



Adresat IP - Dinamike
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▸ IP – DHCP Client

▸ Japim +

▸ Zgjedhim Nderfaqjen

▸ Japim OK



Adresat IP - Dinamike
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Routes
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▸ IP – Routes

▸ Per nje Route te 
caktuar japim +, dhe 
shtojme Dst. Address 
dhe Gateway

▸ Japim OK



DNS
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▸ IP – DNS

▸ Vendosim IP e 
serverave

▸ Japim OK



NTP Network Time Protocol
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▸ System – NTP Client

▸ Vendosim IP e 
serverave

▸ Japim OK

▸ System – Clock

▸ Zgjedhim Time Zone

▸ Japim OK



Bridge
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▸ Bridge

▸ Shtojme nje bridge

▸ I vendosim nje emer 
dallues

▸ Japim OK



Bridge - Ports
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▸ Shkojme tek tab: 
Ports

▸ Shtojme portat duke 
zgjedhur Bridge e 
duhur

▸ Japim OK



Masquerade
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▸ Shkojme tek IP -
Firewall

▸ Tab NAT

▸ Shtojme nje Rule te ri

▸ Chain=srcnat, 
action=masquerade



Diagrama (Skema)
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“Nuk duhet te nisim asnjehere nje
konfigurim pa pasur te qarte pikat
thelbesore te rrjetit ne fjale. Vizatimi i
nje skeme te thjeshte ndihmon
shume e na kthjellon idete”



Ruteri me i thjeshte
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Shembull: Konfigurojme nje ruter me

IP: 192.168.8.2/24 tek ether1

IP: 192.168.3.1/24 tek ether2



Ruteri me i thjeshte
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Shembull: Konfigurojme nje ruter me

IP: 192.168.8.2/24 tek ether1

IP: 192.168.3.1/24 tek ether2



3.
Wireless
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Wireless
42

▸ Ne winbox klikojme 
mbi Wireless

▸ Tek dritarja qe 
shfaqet zgjedhim 
interface me te cilen 
do te punojme



Wireless
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Routeri me te cilin po 
punojme ka dy karta 
wireless:

▸ wlan1 2.4Ghz

▸ wlan2 5Ghz



Wireless
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Per nje AP te thjeshte zgjedhim:

▸ Mode: ap bridge

▸ Band: 2GHZ-G/N

▸ Channel Width: 20MHz

▸ Frequency: 2412

▸ SSID: KiuFiu

▸ Security Profile: default



Wireless Security Profiles
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▸ Tek wireless interfaces 
shkojme tek “Security Profiles”

▸ Vendosim te dhenat



4.
Monitorimi

46



RESOURCES
47

▸ System – Resources



SNMP
48

SIMPLE NETWORK MONITORING PROTOCOL

▸ Krijuar 1989

▸ Funksionon ne baze: Manaxher – Agjent

▸ Nga MikroTik suportohen vers: v1-v3



THE DUDE
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Sistem monitorimi falas nga 
MikroTik

Mund te instalohet ne:

▸ CCR

▸ CHR

▸ X86

▸ RB3011/1100AHx4 Dude 
Edition

Me shume info: Prezantim Pauls Jukonis, MikroTik ne MUM Vietnam 2017



CACTI
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▸ Sistem i plote open-source 
per monitorim

▸ Mund te instalohet ne X86 
ose X64

▸ Set i madh pluginesh, si 
pershembull: syslog

Me shume info: https://www.youtube.com/watch?v=tH-smIBg1Gg

https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=6&cad=rja&uact=8&ved=2ahUKEwjfheSN1qneAhVIXSwKHcaEDYAQtwIwBXoECAEQAQ&url=https://www.youtube.com/watch?v%3DtH-smIBg1Gg&usg=AOvVaw1vEL3Q6-XPBrKUhySixLux


CACTI
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ZABBIX
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▸ Sistem i plote open-source 
per monitorim

▸ Mund te instalohet ne X86 
ose X64

▸ Agjente te gatshem per 
MikroTik RouterOS



Logging
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▸ System – Logging

▸ Action – Remote

Servera qe mund te perdoren

▸ Dude, Nagios, Syslog-Ng (lin)

▸ Kiwi-syslog, Paessler PRTG (win)



5.
CLI
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CLI
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COMMAND LINE INTERFACE

▸ Telnet

▸ SSH

▸ Serial

▸ Keyboard

▸ Winbox – New Terminal



CLI
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▸ Winbox – New Terminal



CLI
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▸ Telnet

▸ MAC Telnet



6.
IMPLEMENTIMI I SIGURISE
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CIA VAULT 7
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▸ E marte, 7 Mars 2017 - WikiLeaks 

fillon publikimin e serise se ashtuquajtur 
VAULT7 te dokumentave te CIA.

▸ Permban dobesi te:
▪ iPhone, Android, smart TVs
▪ Routera, switch (CISCO, JUNIPER, 

MikroTik, Huawei, Asus, Ubiquiti, D-link



CIA VAULT 7
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▸ E marte, 7 Mars 2017 - WikiLeaks 

fillon publikimin e serise se ashtuquajtur 
VAULT7 te dokumentave te CIA.

▸ Chimay Red – modul specifikisht 
per MikroTik permban:

▪ http server vulneravility
▪ Winbox unauthenticated file read



CIA VAULT 7
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▸ MikroTik OFFICIAL standing is 
that the “Winbox unauthenticated 
file read” vulnerability, is not 
described in Chimay Red.

“ We have asked many times to Wikileaks to send us where in 

the Vault7 documents, this vulnerability is described, BUT they 
said that they were going to send them, but DIDN’T. We are sure 

that this vulnerability was not described there.”



Chimay Red http server vulnerability
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▸ Kjo dobesi konsiston ne dhenien e 
mundesise per te ekzekutuar 
komanda ne linux e ruterit

▸ MikroTik leshon versionin 6.38.5
What's new in 6.38.5 (2017-Mar-09 11:32)
!) www - fixed http server vulnerability;



Chimay Red http server vulnerability
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▸ Ne dokumentat e Vault7 permbahet vetem 
menyra si te shfrytezohet kjo dobesi, dhe jo 
nje kod aktual per t’u ekzekutuar

▸ Keqberesit neper bote e kane shfrytezuar 
Chimay Red per:

▪ Tinyshell, Hive (data warehouse infrastructure Hadoop)

▪ Injektimi i DLL



Winbox unauthenticated file read
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▸ Mundeson leximin e fileve te 
sistemit, nepermjet nje 
sesioni winbox te pa-
autentifikuar

▸ Leximi i fileve mundeson 
leximin e user database

▸ Mundesohet akses i plote ne 
router

▸ Ne cdo pergjigje te ruterit 
injektohet nje js per 
cryptocurrency mining, 
specifikisht Monero



Winbox unauthenticated file read
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▸ Cryptocurrency mining

▸ Socks proxy

▸ DNS Server

▸ etc..

▸ Shfrytezohet per:



Vulnerabilities
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▸ Usera te tjere te krijuar

▸ Socks proxy aktive

▸ Web proxy active

▸ DNS Server

▸ Scripte te panjohur

▸ Pamundesi logimi ne ruter

▸ Simptomat:



Zgjidhja
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▸ Netinstall

What's new in 6.42.1 (2018-Apr-23 10:46): 

!) winbox - fixed vulnerability that allowed to gain 
access to an unsecured router; 



Mbrojtja per te ardhmen
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▸ Ndrysho userin admin

▸ Ndrysho passin ne varesi te 
klientit/ruterit

▸ Mos ler te hapur sherbime qe nuk i 
shfrytezon

▸ Ndrysho portat default

▸ Lejo aksesin ne winbox vetem nga 
subnet te njohur

▸ Mer pjese ne ENS (Easy Network 
Solutions) mailing list.



Me shume info
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WINBOX në IPHONE
Me ne fund per perdoruesit e Iphone, 
version Beta i MikroTik iOS 0.20
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FALEMINDERIT PER 
VEMENDJEN!
Pyetje?

erioni@gmail.com


