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Presentacion de la Empresa
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Plan de trabajo

1. RouterBOARD
2. RouterOS [ Webfig

3. Caracteristicas escondidas
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Mas en RouterBOARD.com



Nomenclatura RouterBOARD

RB751U-2HND




Nomenclatura RouterBOARD

RB751

RouterBOARD

Serie 7xx M\\\“s\.
RB751U-2HND

5 Puertos Ethernet

1 Wireless



Nomenclatura

U-USB

A — M3as memoria
. S

H — CPU mas potente J
RB751U-2HND

-

G - Gigabit

L — Bajo costo



Nomenclatura

2HND N S
Sny S
2 —2GHzZ

RB751U-2HND

Hn - 802.11n de alta potencia

D — Dual chain



RouterBOARD fuera de la caja

MikroTik RouterOS
Licencia RouterOS

Cualquier caracteristica RouterOS



Herramientas para el Workshop

s R B ——




Sixpack

UsS550 — UsSS600

~1.5 SXT de regalo

lalizadas por expertos.



RouterOS [ Webfig



Instalacion RouterBOARD




Acceso a RouterBOARD




Winbox

* Corre en Windows (Linux y Mac, con WINE)

* Se descarga directamente del router

% I
Mikror ik
RouterOsS v5.8

Tou have connected to a router, Administrative access only, If this device is not in your possession, please contact vour local netwaorls
adrninistrator,

Select action:

oy

. -

é [ | ‘ - 3:_'I J_:i
_H_ _H_ _H_ \_

Winbox Bwebfig Telnet  Graphs License Help

rikratil;



Acceso al RouterBOARD

i Loader v2.2.18 =EE | < . | '
192,168.88. 1 ()  comnect CI I C e n soe

Connect To:

L MAC Address IP Address Identity | Version Board ...
" | 00:0C:42:44:FD:F9 192.168.100.1 MikroTik 5.7 RE433AH

User: admin
sin password

ENNY SN S—
—




Otros Accesos a RouterOS

*192.168.88.1 en el puerto LAN
* Telnet /| SSH
* Cable serial nulo por el puerto COM (115200)

* Reset o Netinstall



Winbox en 10S, Android, anyOS?

] O RouterQ5 router configurat

= C | @ demoZmtly

\k—_ .
Mikror 1k
RouterOs v5.7

You have connected to a router. Administrative access only. If this
device is not in your possession, please contact your local netwark
administrator.

action:

wi. 2K

Telnet Graphs License Help

IP_router/webfig




Webftig en tu dispositivo!!!

|




Configuracion



AP

Red Inalambrica comun




Configuracion del AP

admin@192.168.100.13 (MikroTik) - WinBox v5.7 on RE OmniTIK U-5HnD

afe Made ide Passwords
|| || Safe Mod Hide P ds B
Interfaces Interface <wlanl =
Gergral Wireless ‘HT HT MCS  'WDS  Nstreme | ... ‘ |
Bridge
l Mode: El ‘ Cancel |
PRP
Band: |SGEHz-AN >
Swwitch [ 1 ”_I ‘ Apply |
Mash Channel Width: |2DMH2 ”LI ‘ bl |
P I Frequency: 5300 * | MHz ‘ p— |
MPLS ¥ SsID: |MikroTik - 3
- Toarch 1
Routing I Scan Lisk: ||:IeFauIt | - ‘ |
System I I =il | Sear. . | il
i 1
o
\ \
o j
o



Conexidn del AP a Internet (DHCP)

* |IP - DHCP Client: Cliente DHCP

* |P Estatica.

Release Fenew

Raoutin

d Use P,.. |F'.|:||:| C... |IF‘ Address Expires After |Statu5 |‘F
System U vEs YES 192,168.100..,  2d 23:41:59 bound
CIUELES




IF

MPLS

Routing
Swskem
CIUELES

Files

Log

Radius

Tools

Mew Terminal
MekaROUTER.
Make Supout, rif
Plarual

Exit

- | W | W | W

Internet

a los clientes (NAT

Filker Rules Mangle  Service Parks | Conneckions  Address Lists  Laver? Protocals

[=1|E3

IEHE' @ |.;": Reset Counters || 00 Reset all Counters |

| Find | |aI|

K3

| # | |.ﬁ.|:ti|:-n |Chain |Sr|:. Address

meneral |.ﬁ.dvanced Extra Ackion  Skatisk

Chain: |sru:nat

Dst, Address |Praot... Dist, Port

Mew MAT Rule

iGeneral  Advanced Extra  Ackion |Statisti|:s

o T — |

Src, Address: |

Dst, Address: |

Protocal:

Src. Pork:

Ay, Pork:

|
|
D=k, Pork: |
|
|

In. Intetface:;

[Out. Interface: [ ] |ether1-gateway

Packet Mark,

Connection Mark,

|
3
Fouting Mark: |
3

Fouting Table

Conneckion Type: |

(]9

Zancel

Apply

Disable

Comrmenkt

Copy

Remove

Reset Counters

Reset All Counters




Direccionamiento automatico a los
clientes

Interfaces
Wireless
Bridge
PPP
Swikch

Mesh

IPvE
MPLS
Rouking
avskem
Lueues
Files
Log
Radius
Tools

Mew Terminal

DHCP | Mebworks  Leases  IPw6 Bindings  Options — Alerts
gk || = | |« || 2| | Y| | DHCP Config | DHCP Setup
Marme Interface Relay Lease Time Address Pool | Addre

ARF DHCP Setup
AdzoLnding Select interface to run DHCP server on
Addresses

DHCP Server Interface: |[RELN
DHCF Clie
DHCF Relay Back Mext iZancel

—

DMS
Firewall
Hotspok

IPsec

kleinkhhinrs

DHCP Server




Requerimientos del Server DHCP

* Direccidon IP en la interfaz en la que
corre.

* Servers DNS en el menu /ip dns.

* Si corre en un bridge, seleccionar la
interfaz y no un puerto del mismo.




Checklist del AP

1) IP estdtica en la interfaz LAN con o sin DHCP-
server

2) |P estatica 6 DHCP sobre la interfaz WAN
3) Ruta estatica o dinamica de default gateway

4) NAT, masquerade sobre la interfaz WAN



Consola del AP

1) ip address add
ip dhcp-server setup

2) ip address add
ip dhcp-client add

3) ip route add gateway

4) ip firewall nat add action=masquerade
out-interface=name chain=srcnat



Configuracion simple del AP en el 90%
de los casos

* [interface wireless
* band

* mode=ap-bridge

* SSID

* Frequency



Entendiendo la consola

Ip route add gateway

Mesh 1 .

L2

ARFP Mew Route
IPvE I* Accounking Eil_cuutes Mexthops Rules YRF General | Arbributes -
MPLS " Addresses |@ :
ot ; _ = [l T Dst. Address: |0,0.0.0/0 | Carcel ||
auking DHCP Client |D5t. address £ |Gatewa':,-' 4 | " Finc
System " DHCP Relay D4 F0.0.0.0/0 192,165,100 © ReodEMAY i Apphy
D& 192,165,100..., etherl reach
S LS e Check Gateway: | |- Disable
Files DMS
Type: |unin:ast ||i| _omment
Log Fireswall
. Copy
Radius Haotspok Distance: | |"""'
e " Ipsec acope: |3III | Remove
Mew Terminal Meighb
gl Target Scope: |1III |
MetaROUTER. Packing | |
Rouking Mark: -
Make Supout, Fif Pool 2. .
Exit SHIMP




Configuracion de la Estacion

General ‘Wireless |HT HT MCS WDS  Mstreme ... oK
|E| Cancel %
Band: |SGHz-AfN = apply :
Channel 'Width: |20MHz =]
| Enable
Freguency: |5745 * | [MHz
| "_I Commenkt \
SSID: |MikraTik S
Tarch
Scan List: ||:|eFauII: | -
= Scan... \
Wireless Protocal: |unspecified ||l| | \
— Freg. L
Security Profile: ||:|eFauII: ”ll feh et }
EBridge Maode: |enal:u|ed ||i| Al oo
Smiff. ..
Default AP Tx Rate: | |‘F bps
SNoOopEr, ..
Default Client Tx Rate: | |"’ bps
Reset Configuration J
Default Authenticate | |

[ ] ' | & J )
e MikroTik
(;I HER I SROOVE SHN |
o [




Conexion con el AP del Workshop

Interfaces

Wireless

Bridge
FPF
Switch
Mesh
IP
MPLS
Routing
Swskem

Queles

Wireless Tables

- | || ||

Interfaces  Mstreme Dual Access?@t

s

00 Resek

Registration } Connect List  Security Profiles

Radio Mame  |Macfddress

4000C428, % 00:0C:42:64:55:63

|InterFace |LI|:|time |.|5.F' | |Last .ﬁ.ctivi...lTx,l'Fl:-: Signal ... |T:-:,|'Fl:x: Rate | |‘Ir
wlan 1 00:00:37 o Mo 5,000 -9)-10 &, OMbps/. ..




IP y Puerta de Enlace de la Estacion

1) Todo automatico con DHCP-Client

2) IP y Gateway mediante IP estatica.



Configuracion de la Estacion
Inalambrica

* [interface wireless
* band
* mode=station

*SSID



Configuracion Opcional

Encriptacion!
* /interface wireless security-profiles

* mode=dynamic-keys
* authentication-types=wpa2-psk
* group-ciphers/unicast-ciphers=aes-ccm

* wpa2-preshared-key=12345678



Configuracion Actual

t\ ’




T —
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Configuracion de la vida real




Configuracion mejorada de la Estacion

1) Routing
2) NAT

3) Bridging



Estacion - Routing

! \ | \'r / l92.168.2.x

% out: 192.168.1.2/24
Ao loc: 192.168.2.1/24

O

192.168.1.1/24



Estacion — Routing, cambios

En |a estacion,
1) Direccion IP en la interfaz local o DHCP
server

En el AP,

1) Ruta hacia la red del cliente,

/ip route add dst-address=192.168.2.0/24
gateway=192.168.1.2



Estacion - NAT

Q\' / l92.168.2.x

% out: 192.168.1.2/24
Ao loc: 192.168.2.1/24

O




Estacion — NAT, cambios

En la estacidn,
1) Direccién IP en la interfaz local o DHCP

server.

2) NAT, regla de masquerade,
[ip firewall nat add action=masquerade



Estacion - Bridge

Q\' / l92.168.1.x

4 192.168.1.224

O




Estacion — Bridge, cambios.

En la estacidn,
1) mode=station-bridge en la wireless

2) bridge entre las interfaces wireless (out) y
ethernet (local).

En el AP,
1) habilitar bridge-mode,

/interface  wireless set wlanx  bridge-
mode=enabled



Configuracion y Administracion
... Mediante Webfig!



Skins de Webfi

* Conectarse a la SXT
IP: 192.168.88.2 — User: admin

Status [ Undo H Redo l [ Hide Passwords H Safe Mode l [ Log out l
Wireless
P >
Status
Identity MikroTik Board Name
Version Current Firmware
Wireless
Name wlanl Name
Mode station MTU

MAC Address
running
Identity

SSID

Security Profile
Band
Frequency
Channel Width
Distance

Noise Floor

Tx/Rx €CQ

Byte Graph

00:0C:42:84:55:B3

MAC Address

Rate
MikroTik Full Duplex
MikroTik Max L2 MTU
default ARP
SGHz-A Rx FCS Error
5745 MHz Tx Collision
20MHz Rx Drop
Tx FCS Error
running
Tx/Rx Rate
10 bps
B bps
6 bps
# ops Byte Graph
2 bps
2 min ago| 1 min ago|
— Tx cur: 0 bps avg: 0 bps max: 0 bps
— Rx cur: 0 bps avg: 0 bps max: 0 bps

RB SXT-5D

2.33

etherl
1500
00:0C:42:84:55:B2

100Mbps
2028

enabled

0

115.8 kbps/29.8 kbps

WebFig v5.7 Mok

Ethernet

500.0 kbps

400.0 kbps

300.0 kbps

200.0 kbps

P
Mooklps ¥ VTV L
[

LA B | L

N

2 min age

1 min age

— Tx
— Rx

cur: 115.8 kbps
cur: 29.8 kbps

avg: 105.7 kbps

avg: 26.7 kbps

max: 122.4 kbps
max: 36.7 kbps



Caracteristicas de los Skins

* Agregar/Editar/Ocultar cualquier mend!
* Posibilidad de traduccion.
* Funciona en cualquier dispositivo

* No es una herramienta de seguridad



Skins en Accidn

Configuracion
Administradores

del RouterOS Uso

Usuarios del
RouterQOS
Distribucion e
Implementacion
Cualquiera en
cualquier router



Distribucion de skins

Descarga por ftp://192.168.88.2 user=mikrotik

Remote site: /192.168.88.2/skins

e/

Se aplica en ()
cualguier router

Filename ~ Filesize Filetype Last modified Permission Owner/Gro

default.json 4B json-file 01f02/2011 ... -r'w-'w—  roo troot
defaults.json 3.0KB json-file 01/02/2011... -rw-'w—  roo troot



Configuracion de Skins en RouterOS

* Configuracion RouterOS /users
* Ver los permisos del usuario

=13

Users |Gru:uup5 55H Kews  55H Private Keys  Active Lsers

(#) =] [v][x] [a] [7] ] s

I=]|E3

Users Groups |SSH kews 55H Private keys  Active Users

|Name / |Gr|:u_||:| |F'.II|:|WE|:| Address |"F
@ - ||ﬂ:|| T| i35 syskem defaulk user
& admin Full
Group <webfig_limited group = Somikrokik,  webfig_limited_group
3 e I E =T 2 bfig limiked group Ik User <mikrokik>
Howebfl o

. A nrice Policies cancel i
local telnet I
s5h ftp Apply | | ance

Allowed Address: -
W W - Appl
rebook read Comment pply
wrike [ | policy "
Oi
tesk winbio Lopy =t
passward web Remove Coment
=niff sEnsitive e
api
Femove
¢| Skim: |'v'er3.-'_L|m|ted | Password. .

4 items (1 selq'

enabled




Vamos a disenar nuestra
propia interfaz simplificada para el
CPE!



Antes de crear el Skin

* Evaluar el nivel de acceso (/user group)

* No olvidarse de los demas servicios
(SSH, Winbox)



Permisos para los Skins

Users Groups |SSH kFeys 55H Private Keys  Active Llsers

e (= =] T

WEN £ | Pao
5 £ Ful o]
5 £ read o
5 £ wrike o
-

3 ikems

Mew Group

Mare:

)4

— Policies
local || kelnet?
| ssh? L] ftp?
rebootk read
wrike | policy
best ] winbox?
| | password v web
] sniff? || sensitive
[] api 7'

default ”il

Zancel

Apply

_arnrnenk

Copy

Remowve

* |ocal

* reboot
* write

* read

* test
*web



v - Editar/Ocultar cualquier menu

Configuracion del Skin

# Interfaces

[ Undo H Redo ] [ Hide Passwords H Safe Mode l Design Skin ]

¥ Wireless

skin: default j Name: ‘Easy CF‘E1 H Save H Revert ] [ Reset ]
¥l Bridge —
¥ PPP
¥ Mesh Interface List
1P - [ o Interface ” ! Ethernet " ! EoIP Tunnel " ¥ IP Tunnel ” ¥ GRE Tunnel " ¥ VLAN ” ¥ VRRP
v IPVE ~ —
¥ MPLS > [ Add New ¥ ]
+ Routing >
¥ System - 6 items
* Queues 4 Name Type L2 MTU Tx Rx Tx Packe Rx Packe Tx Drops Rx Drops Tx Errors Rx Error:
+ Files ﬂ etherl Ethernet 1600 106.8 kbps 8.8 kbps 10 7 0 0 0 0
¥ Log ﬂ ether2 Ethernet 1600 0 bps 0 bps 0 0 0 0 0 0
! Radius ﬂ ether3 Ethernet 1600 0 bps 0 bps 0 0 o o o o

D etherd Ethernet 1600 0 bps 0 bps 0 0 0 0 0 0

¥ Tools (= D] P p

ﬂ ethers Ethernet 1600 0 bps 0 bps 0 0 0] 0] 0] 0]
* New Terminal

ﬂ wlanl Wireless{Atheros 11N 2290 0 bps 0 bps 0 0 0 0 0 0

¥ Make Supout.

¥ Manual

||



Plantilla simplificada para el CPE

* Configuraciones bdasicas (ip, rutas,
administracion)

* Wireless (configuracion, listas, perfiles de
seguridad)

* Firewall (filtrado, NAT, connection tracking)
* DHCP (server, cliente)

* Monitor (ping, traceroute, torch)



¥ Interfaces
~ Wireless
¥ Bridge
~ PPP

+ Mesh

¥ IP

¥ IPv6

¥ MPLS

+ Routing
¥ System
¥ Queues
! Files

¥ Log

»! Radius

+ Tools

¥ Mew Terminal

¥ Make Supout.

+ Manual

Creacion del Skin

[ Undo H Redo l [I—i:lel’ﬂsmmrds H Safe Mode l [ Deﬁmﬁl:ill [ Log out l
Skin: | MName: |E=35}f CPE H Save H Revert l [ Reset l
Interface List
= [ ¥ Interface " ¥ Ethernet " ¥ EolP Tunnel ” + 1P Tunnel " ¥ GRE Tunnel " ¥ VLAN " + VRRP
=
> [ Add New Y l
=
> 2 itemns
4+ Name Type LZ MTU Tx Rx Tx Packe Rx Packe Tx Drops Rx Drops Tx Errors Rx Error:
ﬂ R etherl Ethernet 1598 38.1 kbps | 7.0 kbps |4 4 0 0 0 0
ﬂ wlanl Wireless({Atheros 11N| 2290 0 bps 0 bps 0 0 0 0 0 0
-



Deshabilitar el menu innecesario

| Interfaces [ Undo H Redo l [ Hide Passwords H Safe Mode ] [ Design Skin l [ Log out ]
—
| Wireless
skin: | Easy CPE j Mame: | Easy CPE [ Save H Revert l [ Reset l
—| Bridge —
_| RRR
_| Mesh Log
= H >
| IPvE > all =
= MPLES >
31 items

_| Redting >

# Time Buffer Topics Message
_| Systerm L

0 Jan/02/1970 00:00:11 memaory system, error, critica router was rebooted without proper shutdown (cause 1)
s

1 Jan/02/1970 00:00: 1€ memory interface, info gtherl link up (speed 100M, full duplex)
_| FrHes

2 Jan/02/1970 00:00:1€ memory system, info dns changed
¥ Lo

1_EIr 3 Jan/02/1970 00:00:1€ memary dhcp, info dhcp-client on etherl got IP address 192.168.100.11

— 4 Jan/02/1970 01:34:4% memory system, info, accoun user admin logged in from 192.168.100.1 via winbox
| Fesis = 5 Jan/02/1970 01:34:5£ memory system, info, accoun user admin logged in from 192.168.100.1 via telnet
| MewTerifEt & Jan/02/1970 01:35:01 memory | system, info, accoun’ user admin logged out from 192.168.100.1 via telnet
_| MateeSHpett 7 Jan/02/1970 01:35:1°% memary system, info, accoun user admin logged in from 192.168.100.1 via web
_ | Margedt 8 Jan/02/1970 01:53:30 memaory system, info, accoun user admin logged in from 192.168.100.1 via ssh

9 Jan/02/1970 01:53:55 memory system, info system identity changed by admin



Asignacion de Usuarios

[=1|E3

Users Groups |55H Feys 55H Private Keys  Aclive Users

qr
Mlarme
5 &l
3 & read
£ wiebfi
5 i write
*|

webfig

Marme:

- E Group <webfig_skins_group=

skins group

— Policies
local
ssh
rebook
write
kesk
password
sniff
api

telnet
ftp

read

| policy
winbo
web
sensitive

Skim: |Yery_Limited

#]

Ik

Cancel 2

Apply

_amrienk

_opy

Remove

Izers

Groups

25H Keys

55H Private Keys

|| =

s | N |

T

LYY

4 ikems (1 selected)

Marne:

Allowed Address:

nikrakik.

(=] E3

Bickive Users

||Hl
-

Eroup; |we|:uFig_5kins_grDu|:n |

K

Zancel

Apply

Disable

Carnmenkt

Copy

Rermave

Password...

enabled

Ia.l




Log

[ Undo H Redo l [ Hide Passwords H Safe Mode l [ Log out l

Log

all

34 items

10
11
12

Time

Jan/f02/1970
Janf02/1970
Jan/02/1970
Jan/f02/1970
Janf02/1970
Jan/02/1970
Jan/f02/1970
Janf02/1970
Jan/02/1970
Jan/f02/1970
Janf02/1970
Jan/02/1970
Jan/f02/1970

00:
00:
0o0:
00:
01:
01:
01:
01:
01:
01:
01:
02:
02:

00:

00:

00:
00:

Buffer
11 memory
1€ memory
1€ memory

1€ memory

34:4 memaory

34:
35:
35:
53:
53:
54
15:
20:

5¢ memaory
01 memory
15 memory
30 memory
5¢ memory
0< memory
1€ memory

15 memory

Topics

system, error, critica

interface, info

system,

info

dhcp, info

system,
system,
system,
system,
system,
system,
system,
system,

system,

info,
info,
info,
info,
info,
info

info

info,

info

gocoun’

accoun’

accoun’

gocoun’

accoun’

accoun’

Prueba de Webfi

Message

router was rebooted without proper shutdown (cause 1)
etherl link up (speed 100M, full duplex)

dns changed

dhcp-client on etherl got IP address 192.168.100.11
user admin logged in from 192.168.100.1 via winbox
user admin logged in from 192.168.100.1 via telnet
user admin logged out from 192.168.100.1 via telnet
user admin logged in from 192.168.100.1 via web
user admin logged in from 192.168.100.1 via ssh
system identity changed by admin

undo: system identity changed by admin

user admin logged in from 192.168.100.1 via winbox

user mikrotik removed by admin



EasyCPE 1

veroes | (o ) ] (R e v ) (GRS

_ Wiretess

j| Name:|E&5}fEPE| H Save H Revertl [ Reset ‘

_| Brigge
| PRR

_| pMesh Interface List

¥ 1P
_ s -

¥

[ﬁ Interface " ¥ Ethernet " _| BetP-Tunnet " | P-Tunnet ” | GREFunmet " | AN " | ¥RRP

_ MRS L3 I Add New ¥ l

| Reuting [

o System > | 2 items

e i Name Type L2 MTU Tx Rx Tx Packe Rx Packe Tx Drops Rx Drops Tx Errors Rx Error:
_| Fites m R etherl Ethernet 1598 81.3 kbps | 17.0 kbps | 11 12 0 0 0 0
D

+ Log wlanl Wireless{Atheros 11N/ 2290 0 bps 0 bps 0 0 0 0 0 0

_| Radins

| Feets >
| MewTerminat
_| Make Supett
| Marust



EasyCPE 1 en detalles

* Interface =2 Interface; Ethernet;
* [P - Address; Route; Services;
* System > Clock; Packages; Resources; SNTP

client; Identity; Reboot (?); Shutdown (?);
License



! Interfaces

» Wireless

_| Brigge

= PPP

- Mesh

MIP

| s

o MPLS

_| Reuting

) System

_| Gueges

=] Files

# Log

_ Redias

| Fesls

_| MewTtermirat
_| Make Supett
| Marat

EasyCPE 2

sl v ey Wy we

Skin: | | | Mame: |EE|53|II CPEI H Save H Revert l [ Reset l

Wireless Tables

[ ¥ Interfaces ” R e ” ~ Access List " ! Registration " | Connect List ” ¥ Security Profiles ‘

L]
I Add New ¥ ”  SeaffReF H _ FregHsege ” ! Alignment ”  WirelessShiffer H | Wireless Snooper
|1 item
4 Name Type L2 MTU Tx Rx Tx Packe Rx Packe Tx Drops Rx Drop: Tx Error: Rx Error: MAC Address ARP

m wlanil Wireless{Atheros 11N 2290 0 bps 0 bps 0 0 0 0 W] o 00:0C:42:84:55:B2 enabled



Panel completamente diferente

M Interfaces | undo || Redo | [ Hide Passwords || safe Mode | [ Designskin | | Logout | WebFigv5.8 Mo
o Wireless Skin: | Easy CPEII j Name: |Easy CPEIl H Save H Revert ] [ Reset ]

» Bridge

~ PPP

¥ Mesh Interface <wlanli>

1P >

¥ IPv6E > [ ¥ DK H Cancel H Apply l [ » Advanced Mode H ¥ Scan... H ¥ Freq. Usage... H ~ Align...

¥ MPLS al [ ¥ Sniff... H ~ Snooper... H » Reset Configuratior “ + Torch ]

~ Routing >

¥ System > searching for netwark | ¥/ ¥ s il

e ¥ Show By Default

e o Enabled &

» Log

 Rodie o General
4 To0ls = EE1] Namk| |wlan1 |

1 l

+ New Terminal — = Fype Wireless{Atheros 11N)
+ Make Supout. =] S | 1500 |
~ Manual ol.s e 2290
E
o = MAC Address |OO:0C:42:84:55:B3 |
S[ anp enabled 7|
E Wireless
v Mode station |
Make Read Only
+| Add Note Band 5GHz-A i
Add Limit
¥| Add To Status Page @NNng! Width 20MHz |
e tquency |5T45 | ¥ |MHz
Cihs SSID & |MikroTik |
L Scan List & |default | 3|
Uilhs Wireless Protocol any j
A=

Security Profile default 7|



EasyCPE 2

* Edite alguna configuracion del men;
* Hagalo read-only;
* Agreguelo al sitio de Status;

* Establezca limites;



Menu del Panel Wireless

Listas de Acceso -
Listas de Conexiones ?
Tabla de Registracion +

Perfiles de Seguridad +



Pagina de Estado

Pagina raiz de Webfig!

Status [ Undo H Redo l [ Hide Passwords ” Safe Mode l [ Log out l W E.Ir)ﬁg WS, 7 MikroTik
Wireless
P 5
Status
Identity MikroTik Board Name RB SXT-5D
Version Current Firmware 2.33
Wireless Ethernet
Name wlanl MName etherl
Mode station MTU 1500
MAC Address 00:0C:42:84:55:B3 MAC Address 00:0C:42:84:55:B2
running Rate 100Mbps
Identity MikroTik Full Duplex
SsID MikroTik Max L2 MTU 2028
Security Profile default ARP enabled
Band 5GHz-A Rx FCS Error o]
Frequency 5745 MHz Tx Collision o
Channel Width 20MHz Rx Drop o
Distance Tx FCS Error 0
Noise Floor running
Tx/Rx CCQ Tx/Rx Rate 115.8 kbps/29.8 kbps
10 bps 500.0 kbps
B bps 400.0 kbps
6 bps 300.0 kbps
Byte Graph # bps Byte Graph 2000 kbps
Tops BT R A B | =W W =
[ W W e
2 min ago| 1 min ago| 2 min ago 1 min age
— Tx cur: 0 bps avg: 0 bps max: 0 bps —_— Tx cur: 115.8 kbps avg: 105.7 kbps  max: 122.4 kbps

— R cur: O bps avg: 0 bps max: 0 bps — cur: 29.8 kbps avg: 26.7 kbps max: 36.7 kbps



Mode

Limit

station j|

Limites

siation br. siations

Name

Type
MTU

L2 MTU

MAC Address

ARP

wlan1

Wireless{Atheros 11N)

1500

2290

00:0C:42:84:55:B3

enabled j|

Channel Width

Frequency

‘station

station bridge

20MHz

5745

* |MHz




Easy CPE 2

Veamos los resultados

searching for network

Enabled =
MName wlan1i
MAC Address 00:0C:42:84:55:B3
Mode station j
Band 5GHz-A M
Channel Width 20MHz j

55ID & ‘MikroTik |

Scan List & ‘default |3|

Wireless Protocol any j

Security Profile default 7|

Bridge Mode

EL
L

Default Authenticate

Default Forward

Enable Nstreme
Enable Polling
Disable CSMA



Easy CPE 3

Filter (Firewall)

NAT

Mangle

Connection Tracking
Service ports

Address List y Layer7y



Easy CPE 3

dsoe | (Conde | edo | (RBBEREER (e voce | (EEERRERRD

» Interfaces

| skin: | Easy CPE I j| Name:|EasyCPElll ” Save H Revert ] I Reset

~ Wireless
_| Brigge
_leep | Firewall

=l Mesh I 1 Filter Rules " ~ NAT " _| Marete " s " L e " R " s T

E[Addl‘\lew ]|all:|

=) | 0 items

s S 1B e S ) B S

~ Systemn 4 Name Address
| GHenes

el Fies

~ Log

| Radius



=l
]

Action

Limit

Limites

acce. dro. lo, pass

oB

A Action
Limit
El
- = -
sl

] X

log
_Eassthrouah '

oe

]



Easy CPE 4

* Colas de limitacion de ancho de banda

* DHCP servery cliente



Limitacion de ancho de banda

Simple Queues +
Interface Queues -
Queue Tree -

Queue Types -



Colas Simples

New Simple Queue

l OK H Cancel H Apply l [Reset Counters H Torch l
Enabled %)
Name |queue1 |
Target Address +
@Target Upload |-EfTarguat Download
Limit |unlimited | 3| unlimited
Time hd
P2P

Dst. Address hd



DHCP server y cliente

DHCP +
Networks 2
Leases +
Options r

Alerts -



Skins

* Ofrecen muchas posibilidades

* Préoximamente intercambio de Skins en
mikrotik.com

* Sugerencias? support@mikrotik.com



Caracteristicas Escondidas
y Resolucion de Problemas



Backup

* [system backup save hame=mke
* Files = Backup
* Guarda TODA la configuracion

* Restauracion en el mismo Hardware
(recomendado)

* No se puede editar el archivo



Exportacion
* Jexport file-name

* [ip firewall export file-name

* Graba CASI toda la configuracion
(excepto los usuarios);

* Restauracion en cualquier Hardware

* Permite agregar/cambiar/borrar
cualquier configuracion



Graficos

RouterOS v5.7

You have connected to a router. Administrative access only. If this device is not
administrator

Select action: -

Winbox  Webfig Telnet

Graphs License Help

CPU Usage

® | ast update: Thu Oct 6 13:46:49 2011

"Daily" Graph (5 Minute Average) "Weekly” Graph (30 Minute Average)

100 100
75E 75E
i)
o
S (I
[T
(v
258 258
o o
6 8 10 12 14 46 18 20 22 0 2 4 & &5 10 12 Thu Fri Sat Sun Han Tue Wed Thu
Max: 100%; Average: 99%; Current: 3%;

Max: 100%; Average: 21%; Current: 23%;



Graficos

* [tool graphing
* Grafica el trafico sobre las interfaces

* Grafica la carga de los recursos
(CPU/Memoria/Disco)

* Grafica el trafico sobre las colas



Silos graficos no son suficientes,
SNMP

* /[snmp
* Permite monitorear diferentes parametros

* [system resource print oid



Si algo falla, LOG

Rules | Ackions

° /SyStem Iogglng +|=| [« [T | Find__|

Topics ¢ |Prefix Ackion -

info MEMOFyY
error MEMOFY

* Registra cualquier

gl 1=1 I [\evs Log Rule

eve nto Topics: [||info F = O
account *

Prefix: |:.35':|.'|'||: Zancel
backup

Action; Ebf.j Apply

. bagp

¢ RleStra en: calc b Disable

critical 1
o ddns
* memaoria debus

dhep Rermove

e-mail

* disco iy

event

Firewall

* servidor remoto

hiokspok
igrmp-proxy
info
interface
ipsec *

4 items




Switch

Una mirada al TORCH

PPP

| Start

| Stop H Close |

Mesh

Ir

IPviE

MPLS

Routing

System

0 B (R Y Y

Queues

Files

Log

Radius

Tools

BTest Server

Email

Flood Ping

Graphing

IP Scan

MNetwatch

Packet Sniﬁ'el’

Ping I
Ping Speed I
Profile I
Telnet I

| Torch ]

Traceroute

Total Tx: 63.0 kbps

Interface

Entry Timeout

Total Rx: 72.6 kbps

| pppoe-uplink j|

Total Tx Packet: 74

00:00:03

@Src. Address
@Src, Addresst

@Dst. Address
[ Dst. Addressé

Total Rx Packet: 78

MAC Protocol Protocol

Port VLAN Id
# E“tr:;:ooul Protocol Src. Dst. ';:ﬁJ
0 800 (ip) 159.148.172.209 159.148.147.212
1 800 (ip) 87.127.182.122 159.148.147.209
2 800 (ip) 10.10.2.2 159.148.147.209
4 800 (ip) 159.148.172.205 159.148.147.212
3 800 (ip) 201.62.79.192 159.148.147.209
5 800 (ip) 41.206.149.155 159.148.147.212
6 800 (ip) 213.210.36.74 159.148.147.209
7 800 (ip) 217.15.116.106 159.148.147.209

Tx Rate

15.8 kbps
3.1 kbps

28.2 kbps
1224 bps
1789 bps
1392 bps
2.9 kbps

1648 bps

Rx Rate

7.2 kbps
805 bps

29.9 kbps
1352 bps
1728 bps
21.4 kbps
1984 bps

1573 bps

Packet
Rate

[* I ¥



Analizador de paquetes, Packet Sniffer

Direction Src. Address

Switch
PPP | Start I| Stop || Packet Sniffer Settings
Mesh
1P - r 78 items
IPVE > |
MPLS - ?";Irne Interface
Routing pl 0.001 etherl out
System .l 0.005  etherl in
Queues l 0.022  etherl in
Files l 0.022  etherl out
Log I 0.043  etherl out
Radius l 0.047 etherl in
Tools / ¥ 0.069 etherl out
BTest Serverl 0.072 etherl in
Bandwidth Test 0.085 etherl out
Email l 0.094  etherl aut
Flood Ping I 0.097  etherl -
T l 0.101  etherl out
IP Scan I 0.125 etherl out
MAC sgw’ér 0.125  etherl out
Netwatch| 0.126  etherl in
0.127 etherl in

! Packet Sniffer !

41.215.44.74:1048
159.148.147.209:161
159.148.147.209: 2211
213.210.36.74:54940
80.153.135.136:58526
159.148.147.209:161
84.36.119.11:52017
159.148.147.209:161
217.219.29.231:22855
80.153.135.136:58526
159.148.147.209:161
213.210.36.74:54940
41.215.44.74:3795
41.215.44.74:3795
159.148.147.209:80
159.148.147.209:80

Dst. Address

159.148.147.209:161
41.215.44.74:1048
213.210.36.74:54940
159.148.147.209:2211
159.148.147.209:161
80.153.135.136:58526
159.148.147.209:161
34.36.119.11:52017
159.148.147.209:2211
159.148.147.209:161
80.153.135.136:58526
159.148.147.209:2211
159.148.147.209:80
159.148.147.209:80
41.215.44.74:3795
41.215.44.74:3795

Protocol

2048 (ip)
2048 (ip)
2048 (ip)
2048 (ip)
2048 (ip)
2048 (ip)
2048 (ip)
2048 (ip)
2048 (ip)
2048 (ip)
2048 (ip)
2048 (ip)
2048 (ip)
2048 (ip)
2048 (ip)
2048 (ip)

IP
Protoct

17 (udp
17 (udp
6 (tcp)
& (tcp)
17 {udp
17 (udp
17 (udp
17 {udp
& (tcp)
17 {udp
17 (udp
& (tcp)
6 (tcp)
& (tcp)
6 (tcp)
& (tcp)

Size

88
94
&0
54
87
88
87
88
54
87
88
54
73
54
&0
&0



Resetear la Configuracion

* [system reset-configuration

* Netinstall



Reset #1

* [system reset-configuration
* Resetea la configuracion del RouterOS

* [system reset-configuration no-defaults=yes
* Resetea la configuracion y no carga la
configuracion por defecto

* [interface wireless reset-configuration
* Resetea solo la configuracion inaldmbrica



* Reinstala el
RouterOS si se
deshabilita la
opcion Keep Old
Configuration.

Reset #2

MikroTik Netinstall for RouterOs v5.8

—Routers/Drives

Label | MAC address / Media | Status _ SnftwarelD:l Help |
=Fh Hard dizk Feady
ke B
i Hard dizl = I &I
™ Keepold configuration ]- Betlen.. |
IP address: I / I_
Flazhfig
[3 atemay; I
Selected 0 packanels)
| Biaud rate: I vI
Male flnppgl et booting | Inztall | Cancel | I Configure script: I J
~Packanges
Sets I j Save zet | [relete et |

From: IE:"xhl:nme"xuser"x.-:ache"'..fr-E?jERS Select all | Select nu:unel

Browse. .. |

| Description |

Mame | Wersion

Mo packages in this directory




Configuracion del NetInstall

192.168.1.1

MikroTik Metinstall for RouterOS v5.8

g

192.168.1.2 | |

rFoutersDrives

Label

| MAC address / Media | Status

=F

Hard digk
Hard digk

Selected 0 packagels)

Feady

Ready

™| Keep old configuiation

Gatewau: I

I
Malke floppy | Met booting |nztall |

Baud rate: I vI

IP address: I ! I_

Help
Brawse...

[Get lzeq...

Flaghfig

Cancel | I Configure script: I

e[l

rPackages

Sets I

=

Save get | Deletesetl

From: IZ:\home'\user'\.cachek.fl-5?’jl:RS

Browze. .. |

Select al | Select nnnel

IP de Net booting

M arme:

| Wersion

| Description

Mo packages in this directory




Caracteristica poco usada en Netlnstall

* Configuracion del RouterOS por defecto

* Cargada luego
del reset

* Soporta los
archivos *.rsc
exportados

2 @ MikroTik Netinstall For RouterOSs v5.8

~Routerz/Drives
Label | MAC address / Media | Status | SnftwareID:I Help |
:. Hard disk: Feady Keu I Browse |
- I” Keep old configuration Gt ey, |
Flazhfig |
Selected 0 package(s)
I
I ake flnppgl et boating I Inztall | Cancel | [~ Configure scii J
~Packages
Seta: I ~
Fram: IE:'\hl:ume"-.user‘-..cache'\.fr-E?jEHS Browse | Select all | Select nn:unel
M arme | Wersion | Description [
Mo packages in this direckory




Configuracion por lotes — Flashfig!

> »

/ o 4

>

. | outerOS configuration |
192.168.1.1 R
9 -




Flashfig

Flashfig
i) Active Disable
—— ke T
Book Client Address: [192.168.1.2
Browse, .,
Status  |File ¢ |Size Compress|  [——
selecked  Cilusersiuser\Deskkophlalalala.rsc 14.5 kE 924 B Select
|
Remove
Scripks:
1| | b
Mum # |Time Text |I-'-LE|:|5 |
1 15:40:01 Hello 1
Messages:




Flastig en detalle

* laptop - server
* clientes - Routers MikroTik
* No hay limite maximo de clientes

* Configuracion de RouterOS completo
en <3sec




Wikromik User Meeting in Argentina
Blienos Aires, November 10-11, 2011

Muchas Gracias!
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