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Who am | ?
Andrew Thrift

Solution Architect for Business Technology Group (BTG)

an IT Integrator with branches throughout New Zealand and one
In Sydney.

Mikrotik Certified Consultant

Based in Tauranga, New Zealand
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Agenda

« What is MPLS ?

« Whyuseit?

« Gotchas

e Application Examples
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What is MPLS ?
Multi

Protocol

Label
Switching

MPLS is a “label” based packet switching protocol.
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What does that mean ?

With traditional IP routing, the packet forwarding decision is
based on inspecting the IP header and performing a route table
lookup.

MPLS routers instead use Labels to decide how to forward
packets, effectively “switching” the packets between the
endpoints.

MPLS is NOT a routing protocol, MPLS works with routing
protocols like OSPF and BGP to determine the path it will use to
label switch packets.
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What are the benefits?

Label lookups are more efficient than Route lookups
Higher Efficiency = Higher Throughput

Ability to implement managed WAN (VPN) services that can
be sold to clients = Higher Profit

Ability to transparently bridge across large networks

Ability to reserve bandwidth across backhaul network

htg



How much faster?

It heavily depends on your hardware and configuration, but in
our testing:

« MPLS forwarding is around 45% faster than Routing at
similar CPU usage

e VPLS tunnels are around 60% faster than EolP at similar
CPU usage
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How does it work ?
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MPLS Labels

 An additional 4 byte packet header
e Describe the next hop
« Swapped during forwarding

Standard IP Packet - ;':,
MPLS Labeled Packet - ;2 ;;":;

htg



Two types of MPLS nodes

 Label Edge Router (LER) — Pushes(Adds) or Pops(Removes) labels
o Label Switch Router (LSR) — Forwards labeled packets

20 1480 20 1480
Label Edge Router
Pushes/Pops 4byte
label
G Data P Data I
20 1480 20 1480

Label Switch Router
Swaps 4byte

label and forwards
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Label Distribution

« Label Switch Routers exchange Label information using the Label
Distribution Protocol (LDP)

* Used to form the label switched path

« LDP uses TCP/UDP port 646, this must be accepted in firewall rules

@- LDP -@

Label Switch R Distributes label information ' abel Switch Rout
el Switch Router between LSR’s witch Router
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Forwarding

MPLS Network - Packet is Labeled

Additional 4byte MPLS Label

Packet Egress

>@ =@ "-® =- | |

Packet Ingress

'k_J

R4

R2

Label Edge Router Label Switch Router Label Switch Router Label Efge Router
Pushes 4byte Forwards Forwards Pops 4byte
Label on to packet Labeled Packet Labeled Packet Label ffom Packet

htg



. T
L2 VPN Services - VPLS

Virtual Private LAN Service
aka Pseudowire aka Ethernet over MPLS

MultiPoint-to-MultiPoint Layer 2 VPN
e All nodes in a VPN need to be interconnected (Meshed)

e Acts like a virtual switch, forwarding packets to the
appropriate LER

 Adds an extra Label to the packet

P Data
sl el A =




VPLS Considerations

» Typically uses LDP to exchange tunnel information

* A routed IP path must exist between endpoints
e All nodes in between must be configured as LSR’s

« MTU on all router interfaces in the path must be large
enough to transmit encapsulated packets

* Does not scale well when using LDP to exchange tunnel
Information
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Scaling VPLS

Use BGP based VPLS

e Used to exchange tunnel information between nodes
 Each node needs BGP session to “Master” BGP router

 Master BGP router is configured as a Route Reflector,
reflecting routing information to all parties

 VPLS tunnel information is exchanged using special BGP
attributes

e LDP still used to exchange path information between LSR’s bty



MTU Considerations

Maximum Transmission Unit
 VLAN adds a 4byte “Tag” to each packet
« MPLS adds a 4byte “Label” to each packet

 VPLS adds a 4byte “Label” to each packet
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VLAN, MPLS, VPLS increase required MTU

Standard
Packet
L2 MTU 1500
Vlan Tagged
Packet
12 MTU 1504
MPLS
Packet
- 12 MTU 1504
- MPLS MTU 1504
Ethernet
over VPLS
Packet
- 12 MTU 1508 -
- MPLS MTU 1508 >
VLAN
over VPLS
Packet

- 12 MTU 1526 >
- MPLS MTU 1526 L




Application Example — VPLS for DR

f Production Site \ / Disaster Recovery Site

3 T Laee Seal x - EeEw RouterBOARD 1000
S e RouterBOARD 1000 .
" Party L2 WAN:
PROD BORDER ROUTER DR Firo
E m—  —— S 173 16 2 iy
R PROD MPLS ROUTER DR MPLS ROUTER i R
Tost 1 - 1019.227 254124 MaaoocrErog Mikrodk RB750G INTERNET — X X XX
Tast 2 - 1019228 254124 vianZ26-ath! bridged to VPLS Vian226-eth1 bridged to VPL
Vianz61-sth1 bridged to VPLS e
& vian262-eih1 bridged to VPLS kel ooy
WAN - 10]10 20 6230 Visn1000-06h1 (MGIT) -~ 172.19.10.60/24 vian1000-eth1 (MGMT) -
DR L3 - 10.19.99.530 #1hS (L2 WAN) — 10,99.4.5/30 10.19.202 80124
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VMWare Host1 VMWare Host2 VMWare Host3
VMWare ESXi 4.1 VMWare ESX 4.1 VMWare ESX 4.1
MGMT 172 19,226 244 MGMT 172 19.226 241 MGMT 172.19.226 242
iSCSH - 172.184.11-16 ISCSI1 - 172.18.4.21-26 ISCSI1 -~ 172.19.4.31-36

DR VMWare Host

iSCSI1 - 10.19.1521.2.34
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DR SAN
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Application Example — WISP Backbone
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Application Example — FTTx Deployment
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Questions ?
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Thank-you for staying awake!

e Comments and feedback: andrew.thrift@btqg.co.nz

e Recommended Reading:

Presentation — Janis Megis MPLS from US09 MUM

Mikrotik Wiki - Maximum Transmission Unit on RouterBoards
Mikrotik Wiki — MPLS Overview

Wikipedia - Multiprotocol Label Switching
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