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about us...

about Mike Everest:
IT and Data Networking since 1986
Background in ISP since 1995
MikroTik Enthusiast since 2004
Formed DuxTel in 2007

about DuxTel:

ISP and Public Access Specialist
Data Network Hardware and Software solutions
MikroTik Distributor in Australia and Pacific
Predominantly B2B
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why API?

API = Application Programming Interface:
A mechanism to automate configuration,
management and monitoring tasks.

Examples:

Network of Freenet HotSpot devices based
on advertising campaigns. API can be used
to develop a means of automatically rolling
out a walled garden list to all or selected
hotspots, as well as to set campaign-
specific info such as SSID name.

Serviced Office network resource. API can
be used to develop an automated means to
enable/disable Aps and VirtualAPs, set and
modify WPA encryption, enable/disable
public access and/or authentication.
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a live example...

b DuxTel -> DuxTelReseller help

HotSpot details for MUM-AU-2012 (locationID: 832)

I Device Properties:
"~ Configuration properties:

I

none -~

Geelong Info.Net El
demo set

DuxTel Set 5

et |
e
Rushcutters bay

[
I HotSpot Login Page:
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how It works...

internet
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putting it together...

Stepl:prepare the router

e admin@00:0C:42:96:E7:78 (MikroTik) - WinBox v5.20 on RB411U (mipsbe) - mangy

admin@00:0C: :E7: ikraTik] - WinBox v5.20 on (mips|
dmin@00:0C:42:96:E7:7B (MikroTik] - WinBox v5.20 on RBA11U (mipsbe)
gl ML -

P Y

Safe Mode

Available From

DHCP Server
DNS

Logging
Packages
Password
Ports
Reboot

Resources

Radius Firewall MName: ‘ap«

Scheduler

Tools I* Hotspot Port: (5728

New Teminal IPsac

Scripts
Shutdown

Available From: |10.220.0.0/24

MstaROUTER Neighbars
Make Supout rif Packing

Manual Pool

Stores

Exit Routes
SME
SNMP
Services
Socks

Watchdog

[#][=]

Users Groups. ‘SSHI@,@‘SSHﬁi\rﬂeKe}slml&sl

[

Reset Corfiguration

Routerboard
SNTP Client

Special Login

= —

local telinet ssh fip reboct read write policy
local telnet ssh reboot read test winbox pas
local telnet ssh reboot read wite test winbol

Hide Passwords [l (51

Name: |dwxadmin

Group: [api # [ o - Policies
Jowed Adcress: [10.220.0.0/16 s W= Wi
[ ssh [ ftp

-
192.168.88.0/24 -

[] reboot read
write 1 policy
[ test [ winbox
[] password [] web

[1 sniff [ sensitive:
api

Sn: gt [¥]
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putting it together...
Step2:prepare the web site

install web server software: apache, IS, lighttpd, etc
download & install php (http://php.net)

get the PHP API* class from
http://wiki.mikrotik.com/wiki/APl_PHP_class
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API structure...
Official Docs - http://wiki.mikrotik.com/wiki/Manual:API

Commands

Filters

Attributes
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API structure...
Official Docs - http://wiki.mikrotik.com/wiki/Manual:API

Commands

approximately equivalent to shell, e.g:
Filtédgrterface/vlan/remove
/ip/route/add

use ‘getall’ instead of ‘print’, e.g:
Attrj@gt@ﬁidress/getall
/ppp/secret/getall
/hotspot/active/getall
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API structure...
Official Docs - http://wiki.mikrotik.com/wiki/Manual:API

Commands

filter results of getall, e.g:

/interface/getall
?name=ether3

Filters

Attributes
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API structure...
Official Docs - http://wiki.mikrotik.com/wiki/Manual:API

Commands

Filters

define specific parameters, e.g:

/ip/address/add
=address=192.168.1.1/24
=interface=ether3

Attributes
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sample application...
stepl: read the wireless interfaces and display

API->connect( router_address, uname, passwd )
API->write( command, process=true )
API->read( parse=true )

10
11

<?php
require ('routeros_api.class.php');
ZLFT = new routerod_api():
ZEPT->connect ("192.168.88.1", 'duxtel', 'password'):

LZEPI-»>write('/int/wireless/sgetall', false);

fresults = SAPI->read(true);
print_r($resulta);
2

Always start with API->connect()
There must be 1 and only 1 API->read() for each
API->write()
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sample application...
step2: extract the interface ID, write a change

[name] => wlanl

[mtu] => 1500

[12mtu] => 2280

[mac-address] =>» 00:0C:42:67:FD:49
[arp] => enabled
[interface-type] => Atheros 11N
[mode] => ap-bridge

[s=sid] => MIMAT2012

[fregquency] =»> 2412

[band] => 2ghz-b

[channel-width] =»> 20mh=z
[scan-1list] => default
[wireless-protocol] => unspecified
[wds-mode] =»> disabled
[wd=s-default-bridge] =>» none
[wds-ignore-ssid] => false
[bridge-mode] =» enabled
[default—-authentication] =» true
[default-forwardir =» Lrue
[default-ap-tx-1imit] => 0
[default-client—-tx-1limit] => 0
[hide-=sid] =» false
[security-profile] => default
[compression] =»> false

[running] => false

[disabled] =»> true

[comment] => a comment
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sample application...
step2: extract the interface ID, write a change

1 <?php
2 require ('routeros_gpi.php'):
3
4 (AFI = new routerocs_api():
9
[ FAFPI-»connect("192.168.88.1", 'duxtel', 'password'):
)
i FAPI-»write('/int/wireless/getall', false):
g FAPI-»wWrite (" ?=name=wlanl');
10
11 tresults = SAPI->read(true);
2
13 [echc 'interface id=".&fresulta[0][".id"]: ]
14
15 EAPI-»write ("/int/wireless/set', false);
1a EAPI-»write('=.id=".%resulcs[0]["'.id"], false);
17 EAPI-»write ("=33id=MUMAUZ012"', false);
18 ZAFPI-»wWrite("=disabled=no");
19
20 sresults = SAPI->read(true);
21
22 echo "<pre>';
23 print_r({%results);
24 echo "</pre>";
25
26 EAPI->»disconnect ()
27 >
s T2}
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sample application...
step3: generalise it

1 <?php
2 require ("routeros api.php'):;
3
4 (routeraddress = "192.168.88.1";
5 flogin = "duxtel';
[ fpa3s = 'password':
7
8 fwlanname="wlanl';
9 fwlanssid="MIOM2012";
10 sdigabled="no";
11
12 £AFI = new routeros_api():
a
14 fAFI-»connect (frouteraddress, #login, $pass); -
15
16 SLPI-»write (' /int/wireless/getall', false);
17 SAPI-»write ('"?=name=". Swlanname); -

=
co

19

fresults = SAPI->read(true);

[T ]
|l =]

echo "interface id=".&fresults[0]['.id"']:

[}
B

]

SAPI-»write('/int/wireless/set', false);
SAPI-»write('=.id=".$results[0][".id"], false);

SLPI-»write ('=33id=".5wlanssid, false): :

[ ]
A=

SAPI-»write ('=disakled=".5dizabled);
fregulta = SAPI->read(true);
echa "<pre>';

print_r(sreaults):
echa "</pre>';

k3 =

s

(LPI-»disconnect():
s

oA

(LI L L SU L N L L)
L]

=]
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sample application...
step3: generalise it

<?php
require ("routercs_api.php'):

frouteraddress = & GET["host']:
flogin = &_GET["login']:
fpass = §_GEI['pass'];

fwlanname=%_ GET['interface']:
twlanssid=% GEI["ssid"]:
sdisabled=% GET['disabled"']:

(7= R (= T, B S L

5
B_

[ary
=

I
[ I ]
i
e
=)
fir}

= new routeros_gapi():

L

i
.

SAPI-»connect ((routeraddress, &login, fpasa):

=
[= ]

SAPI-»write ('/int/wireless/getall', false);
SAPI-»write ("?=name=". Swlanname):

i
-1

13

iy
¥ =]

fresults = SAFI->»read(true);

ka B
[l =]

echo "interface id=".$fresults[0]['.id"];

Fa
%]

s

SAPI-»write('/int/wireless/set", falae);
SAPI-»write('=.id=".%results[0][".id"], false);
SAPI-»write ('=331d=".&wlanssid, false);
SRPI-»write ("=disabled=".5disabled):

(&

B R
[

fresults = SAFI->»read(true);

echa "<pre>";
print_r(&results);
echo "</ pre>';

ka =

e

§RPI-»disconnect () ;

(L]

s

LI FUI LI T L R I L)
[£L]

an
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sample application...
step4: AJAX abstraction

[ RouterQS PHP Deme

€& 2 C [ localhost/phpapi/ssid-manage.htm

RouterOS API Demo by Mike Everest of DuxTel
All things Mikrotik: www dtel com

Router IP Address:  192.168.858.1
Admin User:

Admin Password:

Interface:

SS8ID: MUMALZ012

Enabled:
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do it yourself...

— -
# DuxTel Shop - Official Mik \
. o —

C'  [1 shop.duxtel.com.au % =
; meer us at the MUM:

d uxtel Take Control... .,

g n_Sydney Australia
October z4th 2012

Top » Catalog My Account | Cart Contents | Checkout
Categories DuxTel: the MikroTik Wholesale Distributor for Australia and Shopping Cart
Pacific =
DuxTel Systems (8) 0 items

Ubiguiti Systems (3]

Interface Cards and

Adapters (2) RB2011UAS-RM: 2011 Router SFP, 5Fe,
Hikrolik Systeme-= (33) 5GBe, USB, Serial, Rack Mou e

RouterBOARD (19)
Router Cases (14)

m

N Summlics & RB2011UAS-RM: The suped up 2011 router with SFP and 01.NFZMMCX: NFem-
ol ; ; -
cusr=uesies USB! RouterBOARD 2011UAS, in comparison with RE2011L MMCX Pigtail
Accessories-> (19) . ) . . . 02, NfZUFL: NFem-UFL
series, not only has five Gigabit LAN ports and five Fast Bintail

Antennas and Accessories-

Ethernet LAN ports, but also has... 03.RB731U-2HnD;: Scho

= (87) reless AP with 5
Mikerotik Router0s $118.15 - $139.00 os sthernat and USE
Aszembled Kits (3] 'm

Carrier Wirelezs (1) 05.R52Hn: High Power
. SOLE LAY dual band
Cable and Mizc (1) dusl band

802.11a/b/ain
Hardware and miniPCI wireless

cunting (2]
Configuration Library
(FREE! (&)

New Products For October Specials = B
Quick Find
E——— oo e
REZ2011UAS-RM: 2011 Router SFP, RBZ011UAS-TN: 2011 Router with 24POW1S: 24V, 15.2W Switch Mode
5Fe, 5GBe, USE, Serial, Rack Mou SFP, S5Fe, 5GBe, USE, Serial and Plug Pack Powsr Supply SSECT20-DP-E: Dusl
$118.15 - $135.00 $118.15 - $139.00 $17.60 - $15.50 :
Polarity 50° Sector
Antenna with Enclosure
frtes E——— ‘
$110.00
Case Studies e .
- RB2011UAS-2HND-IM: 2011 RB/711UA-SHnD: 71ii router for FB2Z011iL-RM: S5Fe and 3GBe in rack
Product Guides (2] RouterBoard with the |ot! Base Station/AP with dual chain 56 mount case
. . $126.65 - $145.00 0 $97.75 - $115.00
Mikrotik Reviews i
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guestions...?

Mike Everest, DuxTel Pty Ltd
www.duxtel.com.au
shop.duxtel.com.au
support@duxtel.com.au
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