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Reason for security

Remedy unauthorized people to access to the network
Intruder detection purpose
Taking necessary action for fix the issue.

Protect information and infrastructure.
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How to secure our network?

Administrative Users credentials
Winbox default ports
MAC-access restriction

Site restriction

Virus port filtering

Log server
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Administrative Users credentials

Mikrotik r o u t default sisername is n a d mif i is kept to the default
username, it can be assumed very easily. So it is recommended to

change the username and set a strong password for the admin

privileged user.
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Administrative Users credentials

How to change credentials?

Log in Winbox

Click on System

Click on Users

Note: user & Password

(© 2dmin@192.168.1.1 {MikraTik) - WinBox v6.34.2 on hAP lite (smips) =B8] % | (© titas@192.168.1.1 (MikroTik) - WinBox v6.34.2 on hAP fite (smips) a|E| % |
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Winbox default ports

Usually we use Winbox application to log in to MikroTik r o u t aami® manel. Winbox
runs on default port 8291. If the default port is changed to a custom port it would
require the exact port number to browse the admin panel. It will be a secured way

when logging in using IP, username and password.
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Winbox default ports

How to change defaults ports
numbers?

Log in Winbox

Click on IP

Click on Services

@ admin@192.168.1.1:8310 (MikroTik] - WinBox v6.34.2 on hAP lite (smips) | o B

Session  Settings  Dashboard

EI Safe Mode Session:m

A5 Quic Set
7 CAPSMAN
[ Interfaces
1 Wirsless
ﬁ Biidge IP Service List
|

= Switch
“13 Mesh
i |p

58l IPv6
WL
4 Routing
System

|Name / |F'ort |ﬂvai|able From Certflicate
@ api 872
@ api-asl 8779 nane
?fip 21
@ ssh 2
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@ winbox 8310
@ www 80
@ www-ss| 443 nong
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MAC-access restriction

MAC access RouterOS has built-in options for easy management access to network
devices. But the particular services should be shutdown on production networks for

security purpose.
(© admin@6C38:68:18:842D (MikroTik - WinBoxv634.2 on hAP lite (smips) (oo

Session  Settings  Dashboard
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MAC-access restriction

How we can configure it?

Log in Winbox

Click on Tools

Select Winbox Interfaces

Finally disable dAall o

Session Dashboard

-- Safe Mods | Session:|[192.168.1.1:8310]

ﬁ' Quick Set
L CAPsMAN
| Interfaces
1 Wireless
Ef Bridge
=g PPP

== Switch
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=5l IPvE

<7 MPLS
#& Routing
System
Q Queues
[ | Files

L Leg
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% Tools 2
MNew Terminal
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& Manual
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Site restriction

Mikrotik router can be used to prevent access to selected websites if required (i.e.
adult sites, social media, entertainment websites etc.).

How to configure it?
Log in Winbox
Click on IP
Click on Firewall

Click on

- T R
@ titas01717955372@192.168.1.1 (MikroTik) - WinBox v5.18 on x86 (x86)

P

R

Safe Mode

Interfaces
Wireless
Bridge
PPP

aye|

Tools

Mew Terminal
ISDM Channels
KVM

Make Supout rf
Manual

Exit

v 7 7 77
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Firewall L7 Protocol <facebook:
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| ok |

Regexp:
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Site restriction

@ titas01717955372@192.168,1.1 (MikraTik) - WinBox v5.18 on x86 (x36) . Ay ESEE)
@I Hide Passwords [ (=)
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— Chain: " * | Cancel
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Routing 3
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Tools 2
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Connection State: | | =
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Site restriction

titas01717955372@192.168.1.1 (MikroTik) - WinBox v5.18 on x86 (x86) ==

P —T
Interfaces New Firewall Rule
g ] Advenow | sl eaon eae | ok |
Advanced>Layer7 protocol | & * e B ton St oK
| G Src. Address List: | g Cancel
FPF
e Dst. Address List: | R Apply
IP r Layer7 Protocol: leacebook || ¥ | ™ Disable
MPLS P Contert: | -
Routing ¥ Connection Bytes: | | =
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I Log
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L DSCP (TOS}): | -
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Packet Size: | | -
Exit
Random: | |-
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Site restriction

i ™
(© +itas01717955372@192.168.1.1 (MikroTik) - WinBox v5.18 on x86 (x86) B
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S Apply
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Site restriction result

So that if he/she try to visit Facebook now. He/she will not able to visit it.

“~  New Tab x\\ \
X (D www.facebook.com G@*xX @ O O - O :
[ Keepvid EE Bug Task | Keep 4 Drive &3 YouTubeE 16 17 Jan_2018 B Translate » Other bookmarks

What is your main focus for today?.

“Time you enjoy wasting is not wasted time.” Todo 16
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Virus port filtering

Firewalls filter keep outside threats away from sensitive data available inside the
network. Whenever different networks are joined together, there is always a threat that
someone from outside of your network will break into your LAN. MikroTik r o ut

firewall easily filter virus ports and we can drop fit.
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Virus port filtering

How to block all the virus ports in
MikroTik?

Log in Winbox

Click on IP

- Click on Firewall

- Filter rules fA+0

© 2dmin@10.1.1.1 (MikroTik) - WinBox v5.20 on x36 (x86) == |0 = |

Safe Mode Hide Passwords [ (=)

Interfaces
Wireless
Bridge

add chain=virus protocol=tcp dst-port=135-139 action=drop comment="Drop Blaster Worm"
add chain=virus protocol=udp dst-port=135-139 action=drop comment="Drop Messenger Worm”
add chain=virus protocol=tcp dst-port=445 action=drop comment="Drop Blaster Worm"

add chain=virus protocol=udp dst-port=445 action=drop comment="Drop Blaster Worm"

add chain=virus protocol=tcp dst-port=593 action=drop comment=" "
add chain=virus protocol=tcp dst-port=10824-183@ action=drop comment="

vt ; add chain=virus protocol=tcp dst-port=1880 action=drop comment="Drop MyDoom”
~Eis [ Firewal add chain=virus protocol=tcp dst-port=1214 action=drop comment=" "
Routing . | Fiter Rules |NAT Mangle Service Ports Cornections | Address Lists | Layer7 Protocols add chain=virus protocol=tcp dst-port=1363 action=drop comment="ndm requester”
System v | = Feset Courters || 00 Reset Al Courters | Find al [#] add chain=virus protocol=tcp dst-port=1364 action=drop comment="ndm sarver”
Queues # | |Acton |Chan |Src_ Address |Dst. Address |Proto. |Sro Port  |Dst. Port  |In. Inter | Out Int_ | Byted add chain=virus protocol=tcp dst-port=1368 action=drop comment="screen cast"
e add chain=virus protocol=tcp dst-port=1373 action=drop comment="hromgrafx”
=3 add chain=virus protocol=tcp dst-port=1377 action=drop comment="cichlid"
izts S add chain=virus protocol=tcp dst-port=1433-1434 action=drop commant="Worm"
I — add chain=virus protocol=tcp dst-port=2745 action=drop comment="Bagle Virus"
|SDM Charnsls add chain=virus protocol=tcp dst-port=2283 action=drop comment="Drop Dumaru.Y"
KM add chain=virus protocol=tcp dst-port=2535 action=drop comment="Drop Beagle"
Make Supout i add chain=virus protocol=tcp dst-port=2745 action=drop comment="Drop Beagle.C-K"
SEE add chain=virus protocol=tcp dst-port=3127-3128 action=drop comment="Drop MyDoom"
Bt add chain=virus protocol=tcp dst-port=3418 action=drop comment="Drop Backdoor OptixPro”
add chain=virus protocol=tcp dst-port=4444 action=drop comment="Worm"
add chain=virus protocol=udp dst-port=4444 action=drop comment="Worm"

add chain=virus protocol=tcp dst-port=5554 action=drop comment="Drop Sasser”
add chain=virus protocol=tcp dst-port=8866 action=drop comment="Drop Beagle.B"
add protocol=tcp dst-port=2898 action=drop comment="Drop Dabber.A-B"
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Log server

MikroTik RouterOS is capable of logging various system events and status information.
As well, MikroTik r o u t Leggiagsis configured for view who is visiting which website. If
anyone tries to visit any unauthorized site then we can easily track it.

Session  Settings  Dashboard

Session: 192.168.1.1

A Quick Set
. . i CAPsMAN
Log in Winbox 18 terfaces

1 Wireless

Click on System 54 Brdge
=g FPP
I 1 == Switch
Click on Logging -
3 P

Click on Actions —
<7 MPLS
4% Routing Mame: |rernote
System Type: |rernote
g Queues
L] Files

|| Leg
AL Radius Src. Address: |0.0.0.0

How to configure it?

Remote Address: |192.168.1.209

Remote Port: |514

x" Tools [ BSD Syslog
o BT T
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Log server

© 2dmin@192.168.1.1 (MikroTik) - WinBox v6.34.2 on hAP lite (smips) =[5 jS|

Session  Settings Dashboard

Steps: Session: 192.168.1.1 Ia)

A% Quick Set
3 CAPsMANM
|8 Interfaces
L Wireless
Eg Bridge
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==l Switch
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=5 P

%] |Pvb

<7 MPLS

22 Routing
System
g Queues
L] Files

Ll Leg

Y Radius
% Toals 2

Mew Teminal
| b Make Supout ff
ﬂ Manual 4 items {1 SEIEdEd}

& New WinBox

Log in Winbox |

Click on System |

Click on Logging

Rules | Actions

[ #][=] [][%] [7]

|Topics I |

critical Topics: El -

Emor
irfo Prefic: | | 7
waming

Click on Rules

8 Log Rule <emor:

| | S S

Action: |rernute || * |
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Llog servero60s output

Here we are use Kiwi Syslog for view purpose

21



