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Objetivos

» Revisar lo basico a tener cuidado en los
primeros pasos de una configuracion de un
router Mikrotik

» Evitar algunos errores tipicos que vemos
muy a menudo con clientes

» Intercambiar ideas de nuevos trucos y
soluciones
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Error Tipico

» Por defecto el Puerto Eth1 o Puerto 1 No
acepta Conexiones MAC

» Tambien es el POE pero es para WAN
» Solucion Conectarse por otro puerto
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WinBox Como entrar?

Normalmente el Gateway o

Puerta de Enlace asignado por DHCP

= Undo

&= Redo

[= Hide Menu

I ] Hide Passwords

M cafe Mode

Design Skin

End-User License

! Logout

RouterOS vé6.22

» Donde? Abrimos la pagina web con la ip del Router

Estado de Ethernet

Detalles de la conexion de red

Detalles de la conexian de red:

Propiedad

Sufijo DNS especifico p...
Descrpcion

Direccidn fisica
Habiltado para DHCFP
Direccidn |Pvd

Mascara de subred |Pvd
Concesion obtenida

Servidor DNS IPvd
Servidor WINS IPv4

U=hilt=dn m=ars MatDjng

WEl...
sdet ...

You have connected to a router. Administrative access only. If this device is not in your possession,

WebFig Login:
Login: |adr‘r1ir4 I Login
Password: | |

Valor

Realtel: PCle GBE Family Cortroller

00-11-22-33-44-55

Si

152 168.88.180

255.255.255.0

viemes, 07 de noviembre de 2014 11.07
=abado cuiembre de 2014 11:23:

152.168.881
Si
el c98e: 206 bdh &efii12

Winbox elnet

License

B 4

Graphs

Help
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i IMmemaccs

" Wireless

- Wireless - Intemet

OK
s Bridge Metwork Name: | - Port: |Bh-I " * | Cane
[ e

% PPP

Frequency: |a|_rto "; | MHz Address Acquisition:  Automatic ¢ PPPoE © Static
= Switch .
. Band: |2GHzB/G/N [#] IP Address: | | Renew || Release |
2 Mesh
2P P Courtry: |no_cnurrtry_set ||3| Metmask: | |
' MPLS - MAC Address: |4C:5E.0CERE | Gateway: | |
i [* [ ] Use Access List (ACL)
* Rouing MAC Address: |4C:5E:0C:32:7C-ED |
 System v WiFi Password: | LucasCasa2519 | [ Hide - Firewall Router
B Queuss
| Files - Guest Wireless Networlc - Local Metwork:
| Log Guest Network: |invitados | & IP Address: |132.168.85.1 |
. Radius Guest WiFi Password: |resistencia | [] Hide - Netmask: |255255255£i 24) " * |
' v
< Tools " | Limt Download Speed: | | St ieis
B New Teminal DHCP Server Range: |192.168.88.10-132.168.88.254 | &
5 LCD - Wireless Clierts NAT
§ MetaROUTER [MAC Address s |InACL |Last IP \Uptime | |Signal Strength | v UPRP
5 - 00:0B:82:.3C:.0DB:D8  no 192.162.35.246  D0:31:06 62 piuImunnmmEmnn
5 Partiion ECAD:FE:83:39AE  no 192.168.88.234  00:31:11 -47 [INNNNNRNORNNRNINI _VPN
; Make Supout if 24:38:30:B4:9E:54 no 192.168.38.225  D0:31:00 53 slilibssnsnnsllNINN ] VPN Access
AB96:8488.83.47 no 152168882517  00:30:53 67 5
# Manual EB2AEAB5230E  no 152.168.88.194  00:30:36 62 Iy VPN Address: | 467404ab7e7a snmynetname net |
l Exit FO:27:65:1C: 1482 no 192.162.38.249 00:31:13 80 sumsmsmnunsmnnnnnnns
- System
Router |dertity: |CasaL|.|cas |
Check For Updates || Reset Configuration |

|.5igna| Strength:

Copy To ACL || Remove From ACL
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DNS corregir

- % FIrewwall Houter

w - Local Metwark

|P gddress: | 152.163.20.1

Netmask: |255.255.255.0 (/24)
DHCF Server

DHCP Server Rangey | 152.168.20.10-192.168.20.254

w

NAT
UPnP

- VPN DHCP Server
VPN g |[ = T

- System — |Mdr&as ! |Eatmva3r |DI"-.IS Servers |Dﬂmain |"F
. hotspot netwark
Routd | 10.5.50.0/24 10.5.50.1

.+; default configuration ack
152.168.20.0/°24 152.168.20.1 152.168.88.1 E—

=
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Cuidado Con los Puertos’Abiertos
» MANTENER SIEMPRE la regla de bloqueo desde los WAN al Router

add action=drop chain=input comment="default configuration” in-interface=\

ether1-gateway

3 Wacc... input I , D N S
E___ S ehen-.  103KB 1133 O pe n
5 Firewall Rule <= = .
: : isti (52
> ) General | Advanced B Acion Stafistics | | OPEN PROXY
; e 5| [ comea I
;i Drop Src. Address: | |v | o |
; 12
CmmEL e M|
i Acept
1 Protocol: | v | f— | o
oo Acept
12 Src. Port: | v || p— s
13 Aceol Dist. Port: | | - | Remove | 0
14 N _ ,
7 niega ny. Port: | | | ER— |
6 ; PP | | | [ Reset Al Counters | I
In. Interface: |:||e‘ther'l-gatewa:.r " = | -
Out. Interface: | | -
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Wireless con protocolo ANY

» Problema comun de dejar sin especificar correctamente el protocolo Wireless

Ahora mas dificil con el nuevo quickset

8| Interfface <wlan1=

Genersl  Wirsless Data Rates | Advanced HT HTMCS WDS Netreme Te Power Cument T Power Status  Traffic | oK |
Podemos aprovechar para 1 - Rate T Cocal |
4 O idefaut! & configured
limitar conexiones lentas _ Supported Rates B L ey |
1 [ 1Mbps [ 2Mbps (] 5.5Mbps 11Mbps | = |
- Supported Rates A/G | Comment |
. 6Mbps IMbps 12Mbps 18Mbps
24Mbps 3EMbps 48Mbps 54Mbps | Torch |
| - Basic Rates B | Scan |
(] 1Mbps (] 2Mbps ] 5.5Mbps 11Mbps
. | Freq. Usage... |
- Basic Rates A/G
; 6Mbps [] 9Mbps ] 12Mbps ] 18Mbps | Align |
1 [ 24Mbps ] 36Mbps (| 48Mbps | 54Mbps | Sniff. |
| |
on |
|
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Algo mas Complejo
Rutas Dinamicas con NETWACH

Objetivos:

» Poder detectar la perdida de servicio en un
canal WAN

» Aun cuando el Gateway sigua en linea
» Modificar las rutas acorde a estos eventos
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Algo mas Complejo
Rutas Dinamicas con NETWACH

» Pasos Basicos:

» Poner Comentarios a las rutas a Modificar
Route List

Routes | Nexthops Rules VRF

= v % O T

Dst Address - Gateway Distance
= ISP
S P 0.0.0.0/0 10.20.1.1 reachable IvLinks
= 1SP3
S > 0.000/0 192.168.10.1 reachable Eth8AdsILY
- |5P2

A_S !" {]'{]'{]'{]'}'{]' 1{]'2{]'1 :3_ r;a:hable lvLinks
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Ruta Dinamicas con NetWach

» Crear Ruta estatica para servers a monitorear

AL  F 132 106 1u... CINGAASILY reachable

L

mmwm
AS  P20867220.. 192.168.10.1 reachable Eth8AdsILV

S FEGB.E?.E.?_E.... 192.166.10.1
- NETWACHT

AS F20924403 10.20.1.1reachable lvLinks
o NETWACH2

AS F20924404 102013 reachable lvLinks
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Ruta Dinamicas con NetWach

» Crear NetWach a esos server y Acciones Acorde

Routes | Nexthops Rules VRF [#][=] [«][x] Find
E“E' EI 'Host ¢ |Interval | Timeou... Status | Since
- #1020 00:01:00 60000 up MNow/12/2014 20:38:...
Dst Address - |Gateway Distance |R4 192013 00:01:00 60000 up Nov/12/2014 20:33 .
w ISP . 192 168.10.1 00:01:00 60000 up Nov/11/2014 12:51-...
- 1SP3 B 67220 01: 37
s P0000/0 192168101 reachableE.. 4 || #20924404 00:01:15 60000 up Nov/12/2014 20:15:...
L IsSP2
AS P 0.0.0.0/0 10.20.1.3 reachable hvlin... 2
% 00004 N9 244 ) 4
Metwatch Host <209 244 0.3 Metwatch Host <208.67 220 220
Host UP|[}nwn| 0K Host UP|[}m'm|
On Up: Cangd On Up: Cancel
ip route set [find comment="ISP1"] - ip route set [find comment="ISP3"] -
distance=3 IE distance=4 Apply
log info "Volvio servicio ISP1" Disal [leginfo "Volvio servicio Adsl Bolivia" Disable
Cop)
- -
| enabled enabled
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