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Area de trabajo
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Como empesar?

Una historia comun
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Como empesar?

Una historia comun
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Resignarse???....como seguimos?
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* Estabilidad

* Flexibilidad

* Herramientas: )
* Desarrollo continuo
* Compatibilidad -RFC
* Precio/Calidad
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Multiples Seluciones
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| Firewall | ,

Multiples soluciones con Mikrotik  (Conectividad
Completa VPNs, Seguridad, balanceo de carga,
Redundancia, QoS. Esa es potencialidad que tiene
Mikrotik. . .tantos beneficios en una solucion...)




Ahora donde esta MK?
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Mikrotik?
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Mikrotik.. mi primera experiencia
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Security- Mikrotik
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Modelo-OSI
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7 | Aplicacion

' ¢
6 | Presentacion

3 Sesion
4| Transporte | ‘
3 Red »

2 |Enlace de datos |

1 Fisica
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W | Modelo-OS|

-

Seguridad es un proceso continuo y lef‘“: .

administradores deben tener en cuentadé%lé" la

capa fisica hasta la capa de aplicaciones. Aplicacion

. : | 6 | Presentacion
Teniendo como referencia el modelo OSI, la :

seguridad de las capas superiores siempre depende Sesion
de las capas inferiores. Una red segura necesita ‘
) : 4 | Transporte

garantizar, ademas de otras cosas, las"

informaciones coherentes entra la capa 2 (enlace) y 3 Red

la capa 3 (red) \
2 |Enlace de datos |

Existen inimeros ofensores a la disponibilidad de 1 Fisica

la red por ataques de negacion de servicio que I

explotan vulnerabilidades inherentes a la capa II
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Modelo-OSI

Segmento ‘
Paquete s
Bridge
Frame Enlace de datos
- S Stwiching
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Bridging

-------

Prerouting

!

INPUT
INTERFACE

Decryption

IPSec

IPSec

Interface
HTB

Encryption
Local Local
— | tf———
Process IN Process OUT
. — Connection| | || Mangle | | | |Destination Global-In
Prerouting | | == | | HotSpot-In | = Tracking Prerouting ™ NAT B Global-Total
— Mangle L Filter
Input — Input Input
— = -~
— _— ~ Bridge” -~ _ _J| e Mangle Filter !
Forward — \\Dgcisicm//-' TTL=TTL-1| Forward B Forward | Accounting
-~ ~
— _ — ~ Bridge” ~ _ Connection Mangle Filter Routing
Output - \\Dgcisiop// i Tracking | []| Output B Output
N
] ! ( X . — Mangle | L| Global-Out i Source ||| HotSpot
) JINJOON A Postrouting | | =21 | postrouting | [ 1] Global-Total NAT |TT| NaT

!

OUTPUT
INTERFACE
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[Name

! IPort

lAvailabIe From

ICertificate

R4

@ api

@ api-ssl
@ ftp

@ ssh

@ telnet

@ winbox
D Wi

Q@ wiww-ss|

8728
g729
21
22
23
8291
g0
443

Off X

a3

8 items (1 selected)

T

Oct/13/2014 16:35:03
Oct/13/2014 16:35:09
Oct/13/2014 16:35:09
Oct/13/2014 16:35:09
Oct/13/2014 16:35:09
Oct/13/2014 16:35:09
Oct/13/2014 16:35:09
Oct/13/2014 16:35:09
Oct/13/2014 16:35:10
Oct/13/2014 16:35:10
Oct/13/2014 16:35:10
Oct/13/2014 16:35:10
Oct/13/2014 16:35:10
Oct/13/2014 16:35:10
Oct/13/2014 16:35:11
Oct/13/2014 16:35:11
Oct/13/2014 16:35:11
Oct/13/2014 16:35:11
Oct/13/2014 16:35:12
Oct/13/2014 16:35:17
Oct/13/2014 16:35:17
Oct/13/2014 16:35:17
Oct/13/2014 16:35:18
Oct/13/2014 16:35:18
Oct/13/2014 16:35:19
Oct/13/2014 16:35:19
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* Deshabilitar servicios no utilizados
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memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory

system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical

P Y |

login failure For user root from 117.27.158.91 via ssh
login failure For user root from 117.27.158.91 via ssh
login failure For user root from 117.27.158.91 via ssh
login failure For user root from 117.27.158.91 via ssh
login failure For user root from 117.27.158.91 via ssh
login Failure for user root from 117.27,158,91 via ssh
login Failure for user root from 117.27.158.91 via ssh
login Failure for user root from 117.27.158,91 via ssh
login Failure for user root from 117.27.158.91 via ssh
login Failure for user root from 117.27.158,91 via ssh
login failure for user root from 117.27.158.91 via ssh
login Failure for user root from 117.27.158,91 via ssh
login Failure for user root from 117.27.158,91 via ssh
login Failure for user root from 117.27.158.91 via ssh
login Failure for user root from 117.27.158,91 via ssh
login failure for user root from 117.27.158.91 via ssh
login failure for user root from 117.27.158,91 via ssh
login failure for user root from 117.27.158,91 via ssh
login failure for user root from 117.27.158,91 via ssh
login failure for user root from 117.27.158,91 via ssh
login failure for user root from 117.27.158,91 via ssh
login failure for user root from 117.27.158,91 via ssh
login failure for user root from 117.27.158,91 via ssh
login Failure For user root from 117.27.158.91 via ssh
login Failure For user root from 117.27.158.91 via ssh
login Failure For user root from 117.27.158,91 via ssh
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Meighbor List

Meighbor List

Neighbors ’Discovery Interfaces : ;

Neighbors Discovery Interfaces ’

IInterface / IIP Address IMAC Address Ildentity ]Platform IVersion |Board Name l

A& 1ADsL 186.121,209.155 DC:9F:DB:48:67:E9 NanoBridge M5 MBS XM.v5.5.3 ‘Interface y) [

& 1 apsL 186.121,209.154 DC:9F:DB:34:08:80 NanoBridge M5 MBS %M.v5.5.4 A 1aD5L

A Bride Antenas  10.1.10.201 D4:CA:6D:47:C2:81 GABLIZ MikroTik  6.19 RESXTSHPAD ([~ & toproxy

A Bride Antenas  10.1.1.2 D4:CA:6D:FE:B4:D6 1Vent MikroTik  6.16 RE912UAG-5HPAD ’

A Bride Antenas  10.1.1.4 D4:CA:6D:FE:B4:DA 3Lpz MikroTik  6.16 RE912UAG-SHPRD A Bride Antenas

A Bride Antenas  192.168.1.72 00:15:6D:EC:BB:64  UBNT MNSH %M. v5.2 4 etherz

A Bride Antenas  192.168.1.71 00:27:22:00:09:72 UBNT MNSH #M.v5.3.5. 1 ether3

A Bride Antenas  192.168.1.70 D4:CA:6D:D0:12:99 MikroTik MikroTik  5.25 RB SXT SHPAD & etherd

A Bride Antenas  192.168.1.73 00:15:6D:E4:C1:29 roca4 NSH XM.v5.2 4 ethers

A Bride Antenas  10.1.1.191 D4:CA:6D:E2:46:68 MikroTik MikroTik 6.5 RB SXT G-SHPRD r2 & etheré

& Bride Antenas  10.1.1.3 D4:CA6DiF3:71:72 2Rio MkroTk  6.16 RB912UAG-SHPRD ether

A Bride Antenas  10.1.1.5 00:0C:42:D8:F6:ES  4Lpz MikraTik 6.15 RE711UA-SHND -1 ether?

,ﬂ Bride Antenas  10.1.10.254 00:0C:42:C8:9E:72 (Casa-RvR Inova 6.16 RE SXT SHPnD i ether®

A& etherg
A& sfot
13 items
12 items
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Desactivar Descubrimiento Interfaces donde no
necesario. Todas las interfaces que no lo hacen
directamente conectarse a su propia infraestructura.
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Tools / Btest Server

BTest Server Settings

] Cancel

Allocate UDP Ports From: | 2000

| Apply

Max Sessions: l 100

Sessions

Por defecto, el bandwidth test server esta habilitado.
Asegurese soOlo este activo cuando sea necesario

QI =4 o Sy,



Que acciones podemos seguir?
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Manos a la Obra
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Ping Flooding

Mew Firewall Rule

General Advanced Extra lAction Statistics OK
~ ¥ Connection Limit Cancel
~ 4 Limit
Rate: |5 ]j‘[sec HE] Apply
Burst: [5 ] Disable k :

-

Consiste en un volumen aleatorio de de mensajes
ICMP Ping 0:0 y 8:0

Traceroute 11:0y 3:3

Pat MTU Dsicovery 3:4
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MNew Firewall Rule

Port Scan

General Advanced Extra | action Statistics OK
~ ¥ Connection Limit Cancel
% Limit :
- Dst. Limit Apply
¥ Nth Disable
¥ Time
~w— Src, Address Type S
~w- Dst, Address Type Copy
—4a—PpSD

Remove

Weight Threshold: |21

Delay Threshold: |00:00:03 Reset Counters

|

|
Low Port Weight: [3 ] Reset all Counters
High Port Weight: [1 ]

Es una Prueba secuencial buscando puertos abiertos
Puertos bajos 0 al 1023
Puertos altos 1024 al 65535
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DoS Attack

Mew Firewall Rule

General Advanced Extra |Action Statistics oK
~ 4 Connection Limit Cancel
Limit: []/10 |
Apply
Metmask: 32
| |
£
Mew Firewall Rule =] E3
General Advanced Extra Action lStatistics OK
Action: ladd src ko address list ”i] Cancel
Address List: lLista_Negra ]@ Apply
Timeout: |1d 00:00:00 A .
Disable
| |

Un ataque de DoS es consumir los recursos del :

sistema, Usualmente es atacado con paquetes de gy = e = '
..., . __‘_"f‘_'ffs_’f'__’ o DML

requisicion de conexiones TCP/SYN N e
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Modelo-OSI

- Bridge ‘

Stwiching

El Stwich mantiene una tabla con las MAC conectado
a ella relacionandolo con la puerto donde fueron
aprendida, CAM Table es limitado

QI =4 o Sy,



Modelo-OSI

| Bridge‘ :

Stwiching

El Bridge mantiene una tabla con las MAC conectado
a ella relacionandolo con la puerto donde fueron
aprendidos, esos MACs son repasados en la otras
bridges —
Q INIONN - /A



Red en Capa 2

El Gateway de los clientes es el Gateway de borde.
Existe un dominio de Broadcast
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INPUT

INTERFACE

n-interface
Bridge

yes

Bridge
DST-NAT
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Layer - 3

Prerouting
-~

rd
2
L4

Forward

-

7

~

[
]
1
[

OUTPUT

INTERFACE
N 1
|, Interface
HTB

Postrouting

Firewall

yes

Use IP
Firewall

no

Bridge
SRC-NAT

Bridge
Output

no




Atacando L2
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Inundacion de la tablé de Hosts
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Atacando L2

Inanicion de Redes DHCP

(DCHP Starvation)

* El atacante genera numerosos pedidos DHCP y cumple con todas
las fases del proceso hasta obtener un IP

* El atacante genera numerosos pedido de DHCP perno no confirma
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Una historia comun
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Una historia comun

O o 2N



Contactos
Mail: wrojas@inova.com.bo
Web: www.inova.com.bo
Tel: 591-2-2906508
Cel: 591-72540809
Ciudad: La Paz / Santa Cruz - Bolivia




