5 Formas diferentes de configurar
VLANSs em equipamentos da
MikroTik




1 - Apresentagao
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Redes Brosil

Sobre o Autor

Thales Moisés, 27 anos

 |nformatica e Redes desde 2006

* Conheci o RouterOS em 2013

* ISP desde 2016

e MTCNA — Agosto/2018

e MTCRE - Fevereiro/2019 -> MikroTik Official Consultant
 MTCIPV6E - Agosto/2019

e MTCINE — Novembro/2019




Sobre o Autor

Redes Brosil

L @

J

Atualmente na Redes Brasil Servicos
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Redes Brosil




Por que falar sobre VLAN? L

Redes Brosil

Esta presente em diversos cenarios, tais como:
corporativo e ISP;

Novos switchs lancados esse ano;

Provavelmente vocé vai precisar usar VLAN em
algum momento.




1 - Apresentacgao J L E
Sobre a apresentagao Redes Brosil

e Para todos os usuarios, principalmente iniciantes;

* Foco nas particularidades do modo de configurar
VLANS nas principais séries de equipamentos
MikroTik;

* Algumas particularidades de nomenclatura;

e Como obter o melhor desempenho para cada
tipo de equipamento.




1 - Apresentagao

O cronograma

LU

Redes Brosil

* Alguns conceitos essencias;

5 metodos de configurar:

1.

Roteadores SEM uso de Switch Chip;
Roteadores COM uso de Switch Chip;
Série CRS 1xx e 2xx;

Série CRS 3xx;

SwitchOS e a Série CSS.




2 - Conceitos Essenciais J I '

Conceitos importantes Redes Brosil

* Nocoes sobre VLANS;

 CPU? Switch Chip?;

* Bridges e Hardware offloading.




2 — Conceitos Essenciais J '
O que é VLAN? L

Redes Brosil

e Rede virtual utilizada para separar dominios de broadcast;

 Compartilha o mesmo meio fisico porém é logicamente

independente.
VLAN 10 - Rede do Atendimento

VLAN 20 - Rede do Financeiro
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A nomenclatura medesLamsn

PORTA DE ACESSO PORTA DE TRANSPORTE

UNTAGGED TAGGED

ALWAYS STRIP ADD IF MISSING
ACCESS TRUNK
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Como funciona? L

Redes Brosil

* Porta de transporte / TAGGED = Adiciona a VLAN ao frame;}

e Porta de acesso / UNTAGGED = Remove a VLAN do frame.

TAG adicionada na
SAIDA da porta de
transporte (sfpl)

vlan20

etherl

ether2 .
vlan10 TAG removida ether2

vlan20 na SAIDA da vlan10 vlan20
porta de
acesso(etherl)

L ____\= L __\=




2 — Conceitos Essenciais J
] V4 e

Uma breve historia
Redes Brosil

CCR 1036
NN N NN N
o< il -F; MiooTik
260 GS (CSS106)

Clientes




2 — Conceitos Essenciais J E
Sobre VLANS L

Redes Brosil

1. e 13 .'~’Ehc MikroTik

UNTAGGED

etherd

SFP1 = TAGGED
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Redes Brosil )

oria

/7

Uma breve hist

2 — Conceitos Essenciais

CRS 106
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LE

Uma breve historia
Redes Brosil

VLAN10

———

—Bridgel0

Bridge30 = .

VLAN30
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Analisando o equipamento

Redes Brosil )
Switching results
CRS106-1C-5%
1518 nyte 512 byte 64 byte
Mode Configuration
kpps Mhps kpps Mhps kpps Mhps
Switching -n hlocking Laver 2 throughput 487 6 a822.0 1,409.8 7744 39286 4.871.4
Switching Man blocking Layer 2 capacity 487 6 11,8440 1,409.8 11,548.9 39286 91429
Switching Man blacking Layer 1 throughput 487 6 6,000.0 1,409.8 6,000.0 39286 6,000.0
Switching Man blocking Layer 1 capacity 487 6 12,000.0 1,409.8 12,000.0 39286 12,000.0
Ethernet test results
CR5106-1C-55 QCAB511 1G all port test
1518 byte 512 hyte 64 byte
Mode Configuration
kpps Mhbps kpps Mhps kpps Mbps
Bridging - none 48.0 532.9 735 301.1 78.0 39.9
Bridoing 24 bridoe filter rules 26.1 317.a 286 M7 296 162
Routing none 6.5 5647 Ba.T 269.1 11 6.4
Routing 28 simple queues 1445 1761 161 659 16.8 3.6
Routing 28ip filter rules 7.8 947 3.0 328 3.3 4.2
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Pesqwsando um pouco... Redes Brosil D

Manual:Interface//LAN - MikroTik VWiki

https: Meikd mikrotik.com s wikl = WLAMN + Traduzir esta pagina

19 de out. de 20158 - Summary. Sub-menu; finterface vlan. Standards: IEEE 802 10 virtual
Local Area Metwork (WLAN) is 3 Layer 2 method that allows multiple ..

Manual Basic vLAN switching - Manual: LayerZ misconfiguration

Manual:CRS30¢ VLANs with Bonds - MikroTik YViki

https: Mtk mikrotik.com » wiki » Manual CRS3@ V.« Traduzir esta pagina
10 de jan. de 2019 - Summary. This page will show how to configure multiple switches to use
honding interfaces and port based YLANS, it will also show a working ...

Manual:CRS1od2xx series switches examples - MikroTik Wiki

https: il mikrotik com s wikd » Manual CRSTx « Traduzir esta pagina
Ir para VLAN Tunneling (G-in-G) - This example covers typical ¥LAN tunneling use case where
service provider devices add another VAN tag for .

Manual:Basic VLAN switching - MikroTik Wiki

hitps: M bk mikeratilecom » wiki » Manual.Basic_VLA .« Traduzir esta pagina

10 de jan. de 2019 - Introduction. Marny MikroTik devices come with a built-in switch chips that
usually have an option to do YLAN switching on a hardware level, this ..

Introduction - CRS3H series switches - CRS /TR series .

Manual:Switch Router - MikroTik Wiki

https: Ml mikerotike corm » wild » Manual Switch Rou. .« Traduzir esta pagina
Ir para YLAN switehing - /interface ethernet switch vlan add independent-learning=yes
ports=ether2 switch1-cpu switch=switch1 vlan-id=10 add ..
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Redes Brosil

Conceitos importantes

 CPU? Switch Chip?;

* Bridges e Hardware offloading.
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Switch chip x CPU L

Redes Brosil )

 Como os frames sao processados numa
Bridge SEM Hardware Offloading?
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Switch chip x CPU Redes Brosil

 Como os frames sao processados numa Bridge
COM Hardware Offloading?
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O que eu ganho com isso? L
9 5 Redes Brosil

Usando o CPU Usando o Switch Chip

e Firewall * Maior capacidade de
trafego, “Throughput”

* QoS

e Torch




2 — Conceitos Essenciais

Na pratica

L @

Redes Brosil
Switching results
CRS106-1C-55
1518 hyte 512 yte G4 nyte
Mode Configuration
kpps Mhps kpps Mhps kpps Mhps
Switching Fon blocking Layer 2 throughput 487 6 a822.0 1,409.8 7744 39286 4.871.4
Switching Man blocking Layer 2 capacity 487 6 11,8440 1,409.8 11,53 39286 91429
Switching Man blacking Layer 1 throughput 487 6 6,000.0 1,409.8 6,000.0 39286 6,000.0
Switching Man blocking Layer 1 capacity 487 6 12,000.0 1,409.8 12,000.0 12,000.0
Bridge SEM B:dgde com
Ethernet test results Hardware 0f?|Ir “él?re
Offloading: = ;aG::g'
300Mb ! :
CRS106-1C-55%
1518 nte 512 nfte 64 Inte
Mode Configuration
kpps Mhps kpps Mbps
Bridging none 48.0 5829 7348 301 A 8.0 =R
Bridging 25 hridge filter rules 26.1 370 286 1171 296 15.2
Routing none 46.5 5647 Es.7 2691 1A 6.4
Routing 28 simple queues 1445 1761 161 659 16.8 3.6
Routing 28ip filter rules 7.8 947 3.0 328 3.3 4.2
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Sem Hardware Offloading .

L &

es Orosil P

MAC Telnet CE:EF elret CE

[aduin@CRE106] > system routerboard print
routerboard: yes
model: CRS106-1C-55 483 Mega
serial-mumber: 6DE00S4535501
firmware-type: qcadSl3L
factory-firmware: 3.41
current-firmware: 6.45.0
upgrade-firmware: G.45.6
[2duin@CES106] = interface monitor-traffic aggregate [adwin@CRE106] > system routerboard print
rx-packets-per-second: 117 222 routerboard: yes
rx-bits-per-second: 435.8Mbps= model: CR3L06-1C-55
fp-rx-packets-per-second: 95 434 serial-number: 6DEO0OS435501
fp-rx-bits-per-second: 390.8Mbps firmware-type: gcaSSlil
rx-drops-per-second: a factory-firmware: 3.4l
r¥-grrors-per-second: 0 current-firmware: 6.45.6
tx-packets-per-second: 59 785 upgrade-firmware: 6.45.6
tx-bits-per-second: 370.6Mbps [adninBCRS106] = interface bridge port print
fp-tx-packets-per-second: 95 454 Flags: X - disabled, I - inactive, D - dynamic, H - hw-offload
fp-tx-bits-per-second: 390.8Mbps IHTERFACE ERIDGE HW PYID PR PATH-COST IMTEFHA... HORIZOH
tx-drops-per-secaond: a sfpl bridgel no O 10 none
tx-quene-drops-per-second: 5 597 sfp2 bridgel no 14 10 none
CX-errors-per-zecond: i} 2fp3 bridgel no 0x 10 Hone
—- [0 quitID dump|C-=z pause] afpd hridgel no 0 10 Tone
sfps bridgel no 0x 10 none
combol bridgel no 0= 10 none
[adwinfCRS106] = system resource wonitor
cpu-used: 1lO0%
free-memory: 107848KiB
—— [0 quit|D dump|C-z pause]

CPU travada com
100% de
processamento
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Com Hardware Offloading .

L &

es Orosil P

admin@CC b WinBox ¥6.45.6 on CRS106-1C-55 (mipsbhe)
sssion  Setkings  Cashboard

z| Session: H significa que

o Hardware

45 Quick Set . z
A Offloading esta
| Interfaces TG
gg Bridge Bridge E m
=% PRP Bidge Ports | vLANGSMETIs ot MST Overides Filters NAT Hosts MDB
e Cy - 7 -
== Swich [#][=] (g%
“15 Mesh # Interface 4 |Bridge |H0ri20n |Tlusted |F'ril:|lit_l,l [h... |F'ath C. |HOIe |v
lzz5] [P 2 8H 4tcombol bridge1 ri an 10 dezignated port
S MPLS b 0IH 4tz bridge1 o a0 10 dizabled port
< 1IH Atzp? bridge1 o a0 10 dizabled port
& Routir o ridge o izabled part
F4 g ¥ 2IH  itspd bridge1 an 10 dizabled
3IH  Atsbg bridge1 o a0 10 dizabled port
éﬁé System y 4 H 4tsips bridgel no a0 10 dezighated port
g Queues
[ Files .
LJ Log E itemsz [1 zelected] 951 Mega
RaDIUS
‘@ Interface List 1t
S Tools ¥ -
; Interface | Interface List | Ethernet | EclP Turnel | IP Turinel | GRE Turnel | YLAN | YRER
Mew Terminal
¢ Datlx (=)= [ ][]
) LcD [Name #|Tpe |AcalMTU [LZMTU [T« IF [Te|*
R 4tbridgel Bridge 1500 1533 0 bpd 1376 bps
=4 MetaROUTER RS | ##combol  Ethemnet 1500 1588 9512 Mbps 19.7 kbps
"[a Partition 5 4 sfpl Ethernet 1500 1588 0 bps 0 bps
= 5 ##aip2 Etharnet 1500 1585 0 bps 0 bps [2dwin@CR$106] > systen routerboard print
| = Make Supout.if S 4iesfpl Ethernet 1500 1588 0 bps 0 bps routerhoard: yes
& Manual S #iksfpd Ethernet 1500 1588 0bps 0bps nodel: CRS106-1C-58
: RS ##:fph Ethernet 1500 1588 4 9 kbps 951.8 Mbps serial-nmumber: SDE0ODS433501
@ Mew WinBox firmware-type: oqoad5lal
Exit factory-firmware: 3.41
CPU com 20% de current-firmware: 6.45.6
upgrade-firmware: 6.45.6
processamento [adwinfCR3106] > system resource mwonitor
¢| gerado pelo acesso cpu-used: 20
7 itemz free-memory: 107654KiE

do Winbox -- [0 quit|D dump|C-= pause]
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Resumindo
Redes Brosil

 Resumo dos conceitos:

» Os cabecalhos de VLANSs sao inseridos ou
\9 removidos na saida do frame pela interface;

» Com os pacotes sendo processados pelo CPU
podemos utilizar Firewall, QoS e Torch;

» Com os frames processados pelo Switch Chip o
equipamento tera maior capacidade de
trafego.
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Redes Brosil )

Método 1 de configurar VLANS:

Roteadores SEM uso de Switch Chip




3 -Método 1 J u
Onde utilizar esse método? L

Redes Brosil

Vocé pode usar uma
vlan de geréncia
para separar a rede
dos clientes da rede
de geréncia do
equipamento!

I BN B B | GERENCIA DO EQUIPAMENTO
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Como configurar: e

* Crie a VLANSs “dentro” da porta de transporte do
roteador para o equipamento;

e Atribua o IP de geréncia na VLAN;

* Crie a VLAN na interface do equipamento que se
comunica com o roteador;

e Atribua o IP de geréncia na VLAN.




3 - Método 1 J

A configuracao no AP

L

Redes Brosil

/

[=1|E3

A VLAN esta na
interface que se
comunica com o
roteador.

Bridge

Bridge Puorts

YLAN:  MSTIz

Faort MST Overides

Filkers

HAT  Hosts

Interface | |nterface List  Ethemet  EolP Tumnel 1P Tunnel =] ] T E
il =] ||| || Detect Intemet | Fing | \Address ¢ |Metwork |Interface

|Name P |T}'DE |ﬁ.:tualﬂ* r100.02/24 10000  etherl_vlan10-gerencia
R 4tbidge-clientes Bridge 15

4i¥etherl Ethernet 15

Grether!_vlan10-gerencial WLAN 158
4 prr-ling PR 15
HErwlani Wirelezs [Stheros ARA... 15

O IP de
geréncia esta
na VLAN!

tDE

A VLAN nao esta
bridge dos client

+|=] [ T
i | Interface | Bridge ' Marizan |Truste::| |F'ri|:|rit_l,l [h... |F'ath Ciost |Hn:u|e |Fh:u:|t FI"'
0l +3 widan? bridge-clientes no a0 10 dizabled port
1H  4ttethen bridge-clientes no an 10 dezignated port

na
es!




3 - Método 1 J L u
A configuracao no Roteador

Redes Brosil

Interface List

Interface | |nterface List | Ethernet  EalP Tunnel | [P Tunnel | |

=2 T || Detect Intermet |Fmd

|Name ! |T_l,l|:u3 |.-'-‘u:tua|h-1TL| HT
R sjeether-clientes Ethernet 1500

R dfretherl_vlan1O-gerencia WLAM 1500
4i¥ether? Ethernet 1500
4i¥etherd Bthernet 1500
43 pwar-line ah's 1500
A VLAN esta 4 wlani Wirelgs (At 1500 O IP de geréncia
na interface esta na VLAN!
que se
comunica com
0 Ak Address List =l F
+|=| 2% |=] [N y

|.-'f-.|:||:|ress s |Netwnrk |Ir'| arface | il
. | F10.0.01/24 10000  etherl_vlan]0-gerencia

E items




3 — Método 1 J .
Resumindo L

Redes Brosil )

e Resumo do método 1 — Roteadores sem uso de
Switch Chip:
» O trafego ira passar pela CPU;

S’C » Normalmente usado para separar a rede
geréncia da rede dos clientes/usuarios;

» As interfaces fisicas ndo precisam estar em
uma bridge;

» Pode ser usado em redes que ja estao
roteadas.




LE

O cronograma Redes Brosil

g ReteadeFes SE“‘I USo de SM‘i:EEh Ghlp USANDO

| / SWITCH CHIP
2. Roteadores COM uso de Switch Chip;
3. Série CRS 1xx e 2xx;
4. Série CRS 3xx;
5. SwitchOS e a Série CSS.
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3 passos infaliveis para nao errar com switch chip  _cc grosil

\

e Criar a VLAN

e Definir a porta TAGGED

\

e Definir a porta UNTAGGED *

J

* A configuracdo da porta UNTAGGED quase sempre precisa de algum detalhe a mais.
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Redes Brosil )

Método 2 de configurar VLANS:

Roteadores COM uso de Switch Chip




4 — Método 2 J

Onde utilizar esse método?
Redes Brosil

Podemos aumentar o
numero de portas
disponiveis usando um
Ny P
= —~ equipamento que

é um ROTEADOR como

se fosse um SWITCH!

Pode ser atribuida uma
VLAN para cada porta
de acesso/untagged.

RB201 1 AS-RM \
ror e MiroTik — \

{
o - =
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Roteador COM uso de switch chip Redes Brosil

* Alguns roteadores possuem mais de 1 switch chip,
fique atento!;

* Safe Mode é essencial para nao perder o acessol;

e Configure uma VLAN de geréncia sempre que possivel;

e Verifique qual o modelo do seu switch chip e o que ele
suportal.
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Tabela d patibilidad L |
abela de compatibilidade oy grgsil
Feature QCAB337 Atheros8327 Atheros8316  Atheros8227  Atheros7240 [CPlus175D MT7E21 RTLE3&7T Other
Fort Switching WES WES WES WES YES WES WES WES YES
Part Mirraring YES VES VES YES yes VES YES YES no
T lirnit WES YES WES WES YES no no no no
R limit WES WES no no no no no no no
Host table 2048 entries 2048 entries 2048 entries 1024 entrigs 2048 entries no 2048 entries 2048 entries no
Ylan table 4096 entries 4096 entries 4096 entries 4096 entries 16 entries no no no no
Rule table 92 rules 892 rules 32r no no no no no no

Lista completa:
https://wiki.mikrotik.com/wiki/Manual:Switch Chip Features

“VLAN table” é a
configuragao que nos

interessa para usar um
roteador como switch
com segmentagao de

VLANs



https://wiki.mikrotik.com/wiki/Manual:Switch_Chip_Features
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L

Redes Brosil P

Tabela de compatibilidade

Alguns roteadores
que possuem
compatibilidade
com VLAN Table

N3o possuem
compatibilidade
com VLAN Table

Switch Chip QCA8337

RB750GR2 RB750GR3 RB1100AHx4
RB3011 RB760IGS RB4011iGS+
OMNITIK AC

Lista completa:
https://wiki.mikrotik.com/wiki/Manual:Switch Chip Features



https://wiki.mikrotik.com/wiki/Manual:Switch_Chip_Features
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A topologia
P 5 Redes Brosil
hAP Lite
Atheros8227
/i \&
RB 750Gr3 e

MT7621 /s /7

ROTEADOR usado

como SWITCH para
aumentar o nimero A\
de portas disponiveis.
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? L
O que vamos fazer: e

e Adicionar as portas em uma Bridge;

* Criar as VLANSs;

* Escolher a porta TAGGED e UNTAGGED para cada
VLAN no menu Switch > VLAN;

* Configurar o tipo de porta e o “VLAN id” ho menu
Switch > Port.
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Criando a bridge

L @

Redes Brosil )

Bl s e |

O CAPsMAN
| Interfaces

B'idQB|Polts WLAMs MSTls  Port MST Overmides  Fikers NAT  Hosts MDE

[E=] 1] ] (7] [sever ]

Mame [ Type [LzMTU [TH I

3 wWireless

%g Eridge
FFF

hew [nterface

General |STF' VLAN  Status  Traffic | ok

Marne: | Cancel

‘,l Tuvpe: |Bridge | Apply
0items MTL: | | -

Dizable

Crie uma bridge

A Juick st
1 CAPsMAM
|/ |nterfaces

T Wireless

22 Bridge
=g FFF
= Switch
“a Mesh
1225l P

Les| |PvE
< MPLS
& Routing
225 Spatem
Q [ueves
[ Files

|| Log
S RADIUS

x Tools ¥

|| Mesw Teminal

| | | |

| 2 Make Supautrif

& Manual

9 Mew WinBox

[ Esit

Bridge| Pots fwlaMs  MSTIs

Adicione as
portas a bridge

Port MST Overides

Filters

MAT  Hosts

I;lllz@

| Interface i | Bridge

| Harizorn | Truzsted | Priarity [h.

O[]
Gereral | STP WLAN  Status ok, J
Intefage: | aser? = | m]

[=]|E3
General | STP VLN Status
Interface: |ether2 || 3|

[=1E3
General | ST YLAN  Status Ok
Interface: | eferd = Cancel

Mew Bridge Port

Interface:

General ‘STF‘ W0LAM | Status

Bridge: | bridgel
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L
Configurando as VLANs L

Redes Brosil

Switch

Switch | Port | Part [zolation Host

[+] =]

| | 5witch ¢ WLAND TFarts
awitchl a0 etherl, ether3
awitchl 40 etherl, etherd
awitchl 20 ethers, etherl

Switch

Criando as

Switch Fort |P'|:|rtlsu:|lati|:un Host WLAM  Rule

ViETS

Setando porta
TAGGED com

“add if
missing”

Setando porta

UNTAGGED com
“always strip”

|Name £ |Swit|:h |R-"L.-’-‘n.N Mode |WLAM HeadegADefault WLAN D | ngress Aate  |Egress Rate |
etherl amitchl TECUIE add if mizzing 1]

ether2 awitchl SECLIE always ship 20

effner? awitchl FECLIE b alwayz strip 30

effrard awitchl FECUIE | always strip 40

awitch cpu aitchl di . leave az iz n

[LE=TNES

*Esse método serve para RB4xx, RB9xx, RB2011, RB3011, hAP, hEX, cAP e alguns outros dispositivos*




4 — Método 2 J ' L u
Resuiingo Redes Brosil )

e Resumo do método 2 — Roteadores com uso de
Switch Chip:

» 0 trafego nao ird passar pelo CPU;

» Maior trafego suportado utilizando o
SWITCH ao invées de ROTEADOR;

» As interfaces precisam estar numa bridge;

» 0 Hardware Offloading vai ficar ativado.
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Redes Brosil )

Método 3 de configurar VLANS

Série CRS 1xx e CRS 2xx
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A serie 1xx e 2xx T~

Particularidades
e Como usar o Switch chip?
* Alguns modelos:

CRS 106 CRS 212
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Antes de comecar Qec]esLBmsH

* Atencao! Grandes possibilidades de perder o
acesso;

 Ative o SAFE MODE ou
tenha um cabo console de
backup;

e Se possivel faca laboratorios
antes de configurar em
producao.
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O que vamos fazer : e

e Adicione as interfaces em uma bridge;

* Crie a VLAN e adicione as portas de transporte e acesso no
menu Switch > VLAN;

* Configure as portas de acesso no menu
Switch > VLAN > Ingress VLAN Translation;

e Configure a porta de transporte no menu switch > VLAN >
Egress VLAN Tag;

e Ative o filtro de VLANS.
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Configuracao desta série

L U

Redes Brosil )

78 [nterfaces
EE Bridge
=3 PPP

== Switch
“Ia Mesh

8 P
<7 MPLS

4 Routing

io3 Spstem

Q Hueues

[ | Files

|| Log

AL RADIUS

X Tools

|| Mews Terminal
4% Datl

(9] [ CD

= MetaROUTER
P Partition

| o Make Supout.rif

& Marwal

9 New WinBox

it

Bridge |F'|:urts W0iaMs BMSTIz  PortMST Owerides  Filkers  MAT  Hostz | MDE

oElEEELES

: |Mame /| Type L2MTU |Tx
I Mew [nterface
I General | STP WLAN Status Traffic [ ok ]
E M ame: |
Type: |Bridge | Apply
- N
fctual MTU: | |
. L2 MTU: | | I
I nitlems out of 6 MAL Address: | |
ARP: [enabled =]
ARP Tirneout: | | b
Adrmin, MAC Address: | |

Ageing Time: |00:05:00

[ | IGMP Snaoping
[ ] DHCF Snooping

Fazt Forward

Crie a bridge
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Configuracao desta série

L @

Redes Brosil

v

Aa Gluick Set
| Interfaces
Eg Bridge
[=F FPP

== Switch
S8 Mesh
lzzs) |P

o7 MPLS

4 Routing
=0 System
Q Lueues
[ Fileg

| | Log
M RADIUS

X Toolz

| B Mew T erminal

4% Dotl=
= LD

= MetaROUTER

#-. Partition

| 2 Make Supoutrif

& Manual

O NewwinBox

Exit

- | | W | W

Bridge | YWiAMz MSTle  Port MST Overndes  Filters MAT  Hostz MDBE

[=]|E3

LT EIEE

‘|

[ items

General |STF' WLAR

Statuz

Interface: | combo

o |PathC..|Rale |+

Bridge: | bridge1

Harizon:
Learr: | auto

Ik rucar
ke rucmear
Broadcas
[ ] Trusted

Hardware

enabled

General |STF" WLAN | Status

Interface: | et

[
Cancel |

Bridge: | bridge1

Apply |

Harizan:

Learn: |auto
Lnkr
Urkn
Broad
[ Truste

Hard

Mew Bridge Port

General

|nterface: |Fais

STP WLAM | Statuz

Adicione as
interfaces na
bridge

K

Cancel

Bridge: | bridgel

Haorizon: |

Apply

Dizable

Learr: | auto

nknown Unicast Flood
Unknown Multizazt Flood
Broadcast Flood

[ ] Trusted

Comment

Copy

Remowve

feleFip
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Configuracao desta série

Redes Brosil )

L @

< Cluick Set .
& nas interfaces
|78 |nterfaces | d
52 Bridge =| [ 1[5z T utilizando o
=3 PPP WLANID ¢ |Ports 'SWL |54 Leami.. Flaod menu
-':E' . 10 sfpl, comba no yes no “Switch > VLAN”
o 20 combol, zfp2 hio NES ho
o Mesh D 4095 switchl-cpu, sfpl. sfp2, +fp3. sfpd. sfph fio fio o o
s | ¥
7 MPLS [
4 Routing b Switch WLAN <103 O[]
oa Susk ¥ . [ |
; otem WLAN 1D: | Lok VLAN 1D |20 M ox |
Husues . -
1 Files Ports: E w7 Cancel Parts: E = Caricel
Y

ElLes conbot__131¢ | |_eey sz (%)% | [ omy

L] 5wl
S RADIUS ] _ Disahle LISl Dizable
& Toaals 2 54 Leaming 54 Learning

[ | Flond Comment "] Flaod Comment
B Mew Terminal ]
ITI [ Ingress Mirar Copy | Ingress Mirar Copy
4 Dotlx oS Group: |none =] Femave Qo5 Group: | none =]
] LCD Remove
P4 MetaROUTER
’l,.-;" Partiticr Bl enabled

Crie as VLANS
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- = 4 pi L
Configuracao desta série
Redes Brosil
— Configure a Porta
A Quick Set TAGGED
|7 [nterfaces wiaM BEg YLAM Tag Bin WLAM Tran,  Eg WLaM Tran.  1:1 WLAN Switching  RaAl no menu
o -
=3 PPP |"»:"L.&N D s |Tagge::| Parts VLAN Tag
= Switch [ 10 combol
oo 20 combol
s Mesh D 4095
25l [P I" O]
' MPLS I"
< WLAN ID: |10 WLAN |D: |20 |
& Routing I"
&3 System I Tagged Ports: | combol Cancel Tagged Parts: |n:|:|ml:u:|'| || Tl = Cancel
g Clueles Apply Apply
|| Files Dizable Dizable
L
(] —ed Comrmemnt Comment
A RADIUS
x Tools I" bl Copy
| Mew Terminal Remove Remove
¢ DotTx enabled ehabled
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Confi aod |
onfiguracao desta serie .
Redes Brosil )
O S C d
-
POrta
Aar Quick Set
A D NO
| Interfaces
% Bridge YLAN  Eg WLAM Tag| In WLAN Trand e
| PEP ‘
| B e A
bk |F'c|rts : |F'rnloc:u:ul |Service YLAM...[Service VD Cuztarner YLA...| Custamer YD |New Service . [Ne =
“5 Mesh sfpl any any 10 A
s |p |0 sfpl, +fp2, £fp3, ofpd, ofph any any 40395 G
zfp2 ahy any 1] 20

£ MPLS I
& Routing 2 IE”E
o: System ¥ Parts: | sfpl |=]= I k. I
&8 Queues Protocal: | |- Cancel PSS |
[ Files ) = Aol
| Log Service YLAN Laakup Far: | any | =] Service YLAN Lookup For. |any =]
,ﬂ- RADILS Service VID: | | - Dizable Service WID: | | - Dizable
A Tools P Service FCF: | |+ Carment Service PCP: | |- Comment
] Mews Terminal Servics DE: | - Copy Service DEI: | |- Copy
4ip Dot1x Remave

R =
) LD Custarner ¥LAN Lookup For |any ” ;l Cugtorner YLAN Lookup For: |an_l,J || 0|
=4 MetaROUTER Customer VID: [0 |~ Customer YID: |0 |~
# Partition Custamer PCE: | | - Cugztarner PCP: | |v
| J Make Supout.if Customer DEL- | | - Custarmer DEI: | | -
& tanual
9 New 'WinBox Mew Service VIO - MHew Service WID: | | -
Exit Mew Custormer ¥ID: |'ID ” ;| “ | | Mew Customer WID: |20 [[#]~

[ ] PCP Propagation

EL

[] PCP Propagation
54 Learning

54 Learning
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Configuracao desta série

L &

Redes Brosil

v

Safe Mode

Asr Quick Set

| Interfaces

EE Bridge
FFP

=5 Sitch

“1a Mesh

sl |P
7 MPLS

4 Routing
ioo System
e Cueues
[ Files

LJ Log
AL RADIUS

& Toals
Mew Terminal
4 DatTs

=] L.cD

= MetaROUTER

"b' Fartition

| - Make Supaut.nf

Sesgzion; | CC:20:E0:30:6E:EE

ACL
FDB:
Parts
(oS

Settings

WLAN

Gereric  WLAM | Exceptionz | Miror

Crrop If WLAK Mot Set On Ports:

Drop If Invalid YLAN On Ports: [ sfp1 ==
\sfp2 =+
| combal ==

Invalid YLAM Lookup Mode: « WL 6 SWL
Forward lrwalid WLAH

Apply
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Resumindo Redes Brosil

e Resumo do método 3 — Série CRS 1xx e 2xx

» As configuracoes sao feitas no menu de

g;, SWITCH;

» 0 trafego nado ird passar pela CPU,
conseguindo assim um alto desempenho;

» As interfaces precisam estar em uma
bridge.
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Redes Brosil )

Método 4 de configurar VLANS

Série CRS 3xx
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A nova geracao: CRS 3xx Redes Brosi|

Dual boot: RouterQOS e SwitchOS
Melhor desempenho e custo x beneficio
Alguns modelos:

CRS305-1G-4S+IN

CRS317-1G-165+RM
CRS326-245+2Q+RM

CRS312-4C+8XG-RM




A configuracao no RouterOS Gedes Brosi

* Todas as portas em bridge com hardware
offloading ativado;

* Configure as portas de acesso em: Bridge > Ports >
VLAN;

* Por ultimo ative o Bridge VLAN filtering dentro da
interface bridge.
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A configuracao no RouterOS

Lﬂ

Redes Brosil

D admin@B8:6%:F4:72:65: 77 (MikroTik) - WinBox ¥6.45.6 on CR5317-1G-165+ {arm)

Primeiro
passo: crie

uma bridge!

Session Settings  Dashboard
(x| | safeMode | Session|BEEIFAT2ESTT
Asr Quick Set
1 CAP:zbaM @l
|7 Interfaces . - -
Bridge | Portz  WLaMNs  MSTle  Port MST Ovemides  Fikers MAT  Hoste MDOB
0 wireless _
sgowe | (1] (£ [ [semw B 4
= PPP 'Mame /| Type L2 MTU | T« Fix Y |~
=l Switch Mew Interface = E
“Ia Mesh General | STP | %LAM  Status  Traffic
= P ) N
< MPLS I ;
Type: |Er|dge Apply
4 Routing I
MTL: | |- :
ioo Spstem I Dizable
Q Clueues Actual MTL: | | Cornrnert
[ Files ¢ L2 MTU: | |
O'iterns out of 17 g
| Log MALC Address: | |
Femove
AL RADIUS ARF: |enal:u|en:| || $|
Torch
A Tools y ARP Tirmeout: | | i
(B New Terminal tiedmin MAT dddraes | |-
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A configuracao no RouterOS
Redes Brosil )
Asr Duick Set
b 5 S = Em sequéncia
| Interfaces a? ..
T L1g] adicione todas
— # | |Interface |Eridge |H|:uri2|:|n |Trusted |F'riu:urit_l,I [h... |Path Cost
i, Bridge as portas
| PFP

L'ﬂs . dentro da
== St
% M O] bridge!
o v [ Gererd |STF' WLAN  Status - ox |
7 MPLS - Interface: |sfp-sfpplus1 * Cancel
2 Routing 2 Bridge: | bridge? Apply
5oy Systern F
e Queues Harizon: @E
5] Files Learr: | auto General |5TP ""'lli""k'“rlJ Status
| Log nbky § Interface: |mfﬂ-s:-"ppfi:.m? ||3|
A RADIUS UnkiY  Bridge: [brider |3
X Todl N Bros
(| NDD ST ial [ Trus|  Harizon: New Bridge Port
@ Mew Termina
s Dot Hard — D Gereral | STP WLAN  Status
"D" Partition
| o Make Supout.rif W
9 Manual [ Trusted | Horizon: | | | Disable |
9 Mew 'WinBaox —
E. Exi H ardwars Learn: |aut|:| ||+

dnknown Unicast Flood

Unkror Mulbicast Flood

R
enabled Broadcast Flood
I
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A configuracao no RouterOS Redes Brosi| )

A Quick Set = Crie as VLANSs e

3 CAPshAN :
Brnid Farts g .
| Inkerfaces e deﬂna quaIS

0 'Wieless IEHE' @ portaS 550
B prd I |Eri|:|ge |"-.J'L.-'1‘-.N D |Eurrent Tagged
£ fage TAGGED e

FFP
<= Suich — UNTAGGED;
o Mesh Eiridge: ||:uriu:|ge'| ||3|

es
7 MPLS i Tagged: | #fp-sfiootsts |i| - Apply
4 Routing ¥ Urtagged: E = m] E3
@ s} -
g Do Current T agged: | | Bridge: |{siela=)] ]
] Files Current Untagged: | | VLAN IDs: v Eefree]
R T agged: |m‘p-m‘pp;bﬂ$ |i| = Apply
& RADILS _[|Enab|ed Urtagged: | spstooks? [[¥]% |
W L

A Toos 0 items Currert T agged: | | | Comment |
Mew Terrminal

Curment Untagged: | | Copy

45 DatTx

"t" Fartition

i

Femove

| o Make Supout.rif enabled

& tannal
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A configuracao no RouterOS Redes Brosi| )

® admin@B8:69:F4:72:B5:77 {MikroTik) - WinBox ¥6.45.6 on CRS317-1G-165+ (arm)
Session  Settings  Dashboard

E' Sessiun:

As Duick Set
T CAPsMAN

Configure o PVID
nas interfaces
UNTAGGED;

Ports §wLaMs  MSTlz  Paort MST Owverides | Filters | MAT | Hostz  MDE

Brdge

|7 |nterfaces
L -

# | ||nterfa-:e 4 |Briu:|ge |H|:|ri2|:|n |Trusteu:| |F'ri-:|rit_lrl [h... |F'ath Cost |H|:-|e
@ s PM00s 2H  ftsfpsfppluzW  bridge o a0 10 dezignated port
= PPP 0IH 4$twip-sios bridgel yu] a0 10 dizabled port '
S At —= = an 10 dizabled port
== Switch [=1/E3 a0 10 dizabled port
Lo e] H
Lo Mesh General STPR ¥LAM BSiatus a0 10 disabled port
] .
B2 P N ‘ - gg :Ilg g!saE:ej pnr:
; FYID: | sabled por
< MPLS ¥ ‘ an 10 disabled po
. Frame Types:
4 Routing I W Eridge Port <sfp-sfpplus2s
e I [ 1 Ingress Filt
w5 System [ Tag Stack General STP Status
[ueues w
gFiles | D E I | Cancel
Log Frame Types: | admit al = Apply
L
[ | Ingress Filtering
- RADIVE [ ] Tag Stacking |
*
| B Mew Terminal C
opy
45 Datlx
P Partition
| 2 Make Supout.rif
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A configuracao no RouterOS

Redes Brosil

L @

v

2 admin@B8:6%F4:72:B5:77 {MikroTik) - WinBox ¥6.45.6 on CRS317-1G-165+ (arm)
Dashboard

Session Settings

Ative o bridge

Sessinn:

Aa Gluick Set
5 CAPsMAN
| Interfaces

FFPF
2 Siitch
“Ia Mesh
EENE
o MPLS
& Routing
oy Systemn
e Llueues
[ | Files
| | Log
4L RADIUS

X Toolz

| Hew Terminal

- | | |

| Ports  “LaM: MSTle  Port MST Owemides  Filters MAT | Hostz  MDE

“VLAN
filtering” por
ultimo

*| =] [vl[%] o] [7][ seting: |

T ype

L2MTU |Tx

ﬂbridﬁeﬂ IBril:Ige

1532

Interface <bridgel > [=]
General ST Statuz | Traffic
O e | — |
EtherType: | 0x8100 | oy
PYID: |1

Frame Types: |a|:|mit all

[ 1 Ingress Filkering

=

Dizable
Comment
Copy

R emove

Torch
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Um exemplo em producgao: CRS 317

Redes Brosil

L @

J

A <11 CORE] = systen routerboard print
routerboard: wves
model: CRS317-1G-165+
gerial-rnumher: S955E02294141
firmware-type: dx<x3230L
factory-firmware: 6.41
current-firmware: 6.43.14
upgrade-firmware: 6.43.14
[ S =T CORE] = dnterface monitor-traffic aggregate

rx-packets-per-second:
rx-bits-per-second: Z2.5Gbps
fp-rx-packets-per-second:
fp-rx-hits-per-second:
rx-drops-per-second:
rX-errors-per-second:

tx-packets-per-second: 312 6258
tx-bits-per-second: Z.5Gbps

fp-tx-packets-per-second: 73
fp-tx-hits-per-second: 75.8kbps
tx-drops-per-second: 0
tx-ueue-drops-per-second: ]
tM-errors-per-second: u]

—— [Q quit|D dump|C-z pause]

(%]

L]

Terminal

[_SH_EEIRE] » system routerboard print

routerboard:
model:
serial-numher:
firmware-type:
factory-firmware:
current-firmware:
upgrade-firmware:

[ -7 CORE] » sysStem resource monitor

ves
CR3317-1G-165+
Q55E09294141
dx3230L

6.41

6.43.14
6.43.14

cpu-used:

cpu-uzed-per-cpu:

2%
3%, 1%

ZEiE

—-- [Q quit|D dump|C-z pause]

L]
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R ) L
esumindo Redes Brosil

e Resumo do método 4 — CRS 3xx

» A configuracao é feita no menu Bridge;

» Configuracao mais simples se comparado
com a série CRS 1xx e CRS 2xx;

» Switchs de altissimo desempenho.
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Redes Brosil )

Meétodo 5 de configurar VLANS:

SwitchOS




10 - swOS J L E
[ O SwitchOS Redes Brosil

* S.0. MikroTik desenvolvido para Switchs;

e S.0. da série CSS — Cloud Smart Switch;

* Reboot extremamente agil;

* O trafego sempre passa pelo Switch Chip.
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As VLANS

Lﬂ

Redes Brosil

<«

C A MNioseguro | 192.188.88. 1/ndex himlé#vians

MikroTik SwOS

I Link ” SFP ” Port Isolation ” L&G ” Forwarding ” RSTP ” Stats H Errars H Hist H VLA l

O menu VLANSs
é utilizado para
definir quais

portas sao
membro de
determinada
VLAN.

Logaut

[ IGMFP ” SHMP ” ACL ” System ” Health ” Upgrade }

¥LAN ID

Port Isolation

U

Cd

Learning

b

b

Mirror

IGMP Snooping

Members

v

U

Cd

|@ | Insert
|@ | Insert

Pending changes |ﬂppend] | SDr‘tI | Discard Changes] ‘ﬂ«pplv AIII
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TAGGED e UNTAGGED

L ¥

Redes Brosil

/

MiloroTilk SwoS

[ Link ” SFR ” Port Isolation ” LAG ” Forwarding ” RETP ” Stats ” Errars ] Hist

O menu VLAN
é utilizado para

¥LAN Mode

SFP1 optional

v

¥LAM Receive

only untagged ¥

=]
o

2
o

c

=
-
-
»
z
—
=]

SFP2 optional ¥ only untagged ¥
SFP3 | optional ¥ any T 1
SFP4 | optional ¥ any v
SFP5 optional ¥ any v
SFP6 optional ¥ any r
SFP7 | optional ¥ any v
SFP8 optional ¥ any v
SFP9 | optional ¥ any v
SFP10 optional ¥ any v
SFP11 optional ¥ any v
SFP12 | optional ¥ any v
SFP13 optional ¥ any v
SFP14 | optional ¥ any v
SFP15 | optional ¥ any v 1
| SFP16 optional ¥ only tagged ¥ I
optional ¥ any v |1—|

definir quais
portas TAGGED

e UNTAGGED.

Pending changes | Discard Changesl |ﬁpp|y all
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Resumindo
Redes Brosil

e Resumo do método 5 — SwitchQOS

» Configuracao via navegador/web;

» 0 trafego sempre vai utilizar o Switch Chip,

ou seja, o Hardware Offloading vai estar
habilitado.
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3 passos infaliveis para nao errar com switch chip  _cc grosil

\

e Criar a VLAN

e Definir a porta TAGGED

\

e Definir a porta UNTAGGED *

J

* A configuracdo da porta UNTAGGED quase sempre precisa de algum detalhe a mais.
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Conclusao Redes Brosi|

* Primeiro entenda o seu cenario, depois configure
adequadamente.

* Verificar o modelo de equipamento escolhido e a
configuracao ideal para a série.

e RouterOS ou SwitchOS ?

* Sempre tentar habilitar o hardware offloading]!
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[ ] L

Agradecimentos . -5

e A MikroTik;

* Aos palestrantes;

* Aos participantes.




13 - Duvidas

LE

Duvidas e comentarios
Redes Brosil




