OTtKa3soyctonuusbin VPN 2-ro u 3-ro
vpoBHA mexay poyrepom MikroTik
n obopyaosaHmnem Apyrmx
npoussoanTeneun.



060 MmHe

MeHsa 30ByT Anekcen YyauH
OnbIT paboTbl ¢ cetamu novtn 10 net
CeptudmnumpoBaHHbin TpeHep MikroTik

Ceptndpunkartol: MTCNA, MTCRE, MTCWE,
MTCTCE, MTCUME, MTCINE

Microsoft: MCP, MCSA
Cisco: CCNA, CCNP (R&S)



Llenb npe3eHTaumumn

[lOKa3aTb Ha NPaKTUYECKOM npumepe:

e co3aaHue oTkazoyctonymebix VPN ncnonb3sya GRE-
TYHHENW,

* KoHdurypuposaHue Policy Based Routing npu
MCNO/1Ib30BAaHMMN HECKOJIbKMX MPOBANAEPOB,

* N3MEHeHMe NPUOPUTETOB MapPLLPYTOB
* YMEeHblUeHUe BpeMeHU NepeKktoYeHmnsa KaHanos

* CO34aHWE OTKA30YCTONYMBLIX TYHHENEN Ha 2-M
yposHe (EolP)



[loCTaHOBKA 3a4a4u

e [1nA ynpolweHMA Hawero npumepa AonyCcTuUMm, YTo
VY Hac ecTb 1 cTabuabHbIN N HAOEHKHbIU
npoBanaep B rNaBHOM opuce N 2 He OYEeHb
CTabUNbHbIX — Ha YAAa/IEHHOM cKnaae |
Hanpumep, 2 ADSL-npoBangepa ). B rnasHom
oduce y Hac poytep Apyroro npom3BoanTens, Ha
cknagae - MikroTik

* Hawa 3apa4va: obecneymnTb OTKa30yCTONYNBOE
coeanHeHune K UT-pecypcam rnaBHOro opuca co
CKnaga



[loCTaHOBKA 3a4a4u

Head Quarters Branch (warehouse)

LAN
E " MikroTik
Other router
- vendor’s
router
Server Farm
With
Businness-critical
applications
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Ncnonb3oBaHue GRE-TyHHeneu

Ecan mbl ucnonbsyem MikroTik c oaHOM
CTOPOHbI U 060pyaOBaAHMNE APYIOrO
npou3soauTena ¢ Apyron, To Hanbonee NPoOCTou
cnocob opraHunsaumm VPN mexxay HUMmum —
ncnosnb3osaHue GRE-TyHHenen, notomy 4To:

* MHorune npounssoauntenn noaaepxunsatot GRE-
TYHHeNu

 GRE-TyHHENU nogaepusatoT multicast,
NO3TOMY MOXHO ncnosnb3osaTtb OSPF



Co3paHune GRE-TyHHenA

MTU aonxeH Bbite
OAWHAKOBbIM Ha 06ouX
KOHLLAX TYHHENA, €CAU Mbl
ucnonbayem OSPF

|| Intedface dunnel21>

NokaneHbill agpec poyrepa,
C KOTOPOro DyayT yXxoauTh
nakeThl AaHHoro GRE-
TYHHENA

Simple Method to Organize
Branch-VPN Failover between
MikroTik and Other Vendor’s
Router Over WAN

| Concel |
'whrl
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Aleksei Chudin

IP-aapec poyTepa Ha apyrom
KOHLUE TYHHENR




[lobaBneHune 2-x MapLpyToB Mo
VMOYAHUIO

Korga mbl gobasnsem 2 n 6onee mapLpyToB MO YMOAYAHUIO,
TO/IbKO OAUH U3 HUX ByaeT B akTUBHOM COCTOAHUM

9TO O3Ha4aeT, YTo poyTep byaeT oTBeYaTb Ha NaKeTbl (Hanpumep,
MUHTK), NCMONb3YA 3TOT AaKTUBHbIN AeDONTHbIN MapPLUPYT, AaXKe
€CNM NAKeTbl NPULIAN Ha Apyrne nHTepPemncol

Ham e Hago, 4yTobbl poyTep OTBEYA/1 HA HallM 3aNpPOChl C TOFO XKe
nHTepdenca, Ha KOTOPbIN 3TU 3aNPOChI MPULLIU

NHbIMWN chOBamMK, HaM HYXHO NMPUHMMATb pelleHmne 0 Nnepecblsike
NaKeTa UCNONb3yA ero source-agpec, Torga Kak poyTUHr onepupyet
destination-agpecamun naketos



[lobaBneHune 2-x MapLpyToB Mo
VMOYAHUIO

Route List =] E3
Routes | Nexthops Rules VRF
+ = v % a7 |Find __ [{a1 [[%]
/IGateway | Distance IRomngMark anef.Souce ”V
172.16.21.1 reachable ether2 1
_______ 172.16.22 1 reachable etherd =4 -
125.0.0/24 etherl reachable 0 10.125.0.2
DAC P 172.16.21.0/24 ether2 reachable 0 172.16.21.2
DAC P 172.16.22.0/24 ether9 reachable 0 172.16.22.2
DAC P 192.168.21.0/... tunnel21 reachable 0 192.168.21.1
DAC P 192.168.22.0/... tunnel22 reachable 0 152.168.22.1

7 items (1 selected)
—
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PeweHune: ncnono3osaHue Policy
Based Routing (PBR)

+=|[v|x|[al 7 (Find | a1 ]3]
— | Dst. Address—_ / |Gateway |Di Pref. Source || ¥
AS P00.00/0 Y\ 172.16.21.1reachable ether2 121
0000 A 172.16.22.1 reachable ether3 N 122 4 :
1 : ether1 reachable o  10.1250.2
ether?2 reachable 0 172.16.21.2
DAC P 172.16.22.0/24 etherS reachable 0 172.16.22.2
DAC P> 192.168.21.0/... tunnel21 reachable 0 192.168.21.1
DAC P 192.168.22.0/... tunnel22 reachable 0 192.168.22.1
7 items (1 selected)
Simple Method to Organize
Branch-VPN Failover between
MikroTik and Other Vendor’s Aleksei Chudin 11
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PBR: Route Rules

Hout < D x
’ x ? Fl'c":‘d
# | |Src.Address  |Dst.Address  |Routing Mark |Inteface | Action | Table v
0 P17216212 i lookup 21 ;
1 P172.16222 lookup 22
Folicy Routing Rule m) |3 Po | B3
Src. Address: |172.16.22.2 | oK oK
Dst. Address: | v Cancel Cancel
Routing Mark: | v Apply Apply
helface:[ IV Disabl Disabl
Action: |lookup [#| | Comment Comment
2items (1 Table: |22 |# Copy Copy
Remove Remove

lenabled

Simple Method to Organize
Branch-VPN Failover between
MikroTik and Other Vendor’s
Router Over WAN
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banaHCUPOBKA HarpysKu

* BbanaHcMpoBKa Harpy3ku byget pabotaTtb No
YMO/I4aHUIO, NOTOMY YTO MapwpyTbl Yepe3 GRE-
TYHHENN nmetoT oAnHaKoBoe 3HavyeHume distance
He3aBMCUMO OT peasibHOro KayecTBa KaHana

e
ool 002 . | [ cancs
Gateway: Ilunnel22 ”3i Ireachable |¢ Apply

| -—
|tunnel21 |#] |reachable |&
Disable
Check Gateway: | w Comment
Type: |unica st 3 Copy
—— =
Distance: |1 ) |~
e
Scope: |30 I
Target Scope: i10 |
Rotting Mark: | |+
Pref. Source: | | w
lenabled active

Simple Method to Organize
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[lpnopuTeT MapLpyTOB

* OpgHaKo banaHcMpoBKa TpadmKa NO ABYM KaHaNaM He
BCeraa Hy»Ha. Hanpumep, ecnm y Hac BTOPOW KaHan —
GPRS-mogem c orpaHuyeHnem no TpaduKy nam
BOOOLLLE CNYTHUKOBbIN MHTEPHET

* B 3atom cnyyae cxema paboTbl Takaa: OAMH KaHan
OCHOBHOMW, B C/1y4ae ero nageHua Tpaduk nonaet
yepes pe3epBHbIM KaHan

e [lna sToro ncnonb3lyem onuuto route distance;
MapLpPYT C MeHbLINM 3HaYeHmnem distance byaet B
aKTUBHOM COCTOAHUU. ECNM 3TOT KaHan nagaeT, TO
aKTUBHbIM CTaHOBUTCA MapLLPYT € 6bonblnm
3HayeHmnem distance



[lpnopuTeT MapLUIPYTOB

Bl

[Fin ][t ¥

|Distance | Routing Mark _ |Pref. Source || v
P 0.0.0.0/0 172.16.21.1 reachable ether2 121
ony v g 1 92
—
o U 10.125.0.2
P 172.16.21.0/24 ether2 reachable 0 172.16.21.2
DAC P 172.16.22.0/24 etherS reachable 0 172.16.22.2
DAC P 192.168.21.0/... tunnel21 reachable 0 192.168.21.1
DAC P 192.168.22.0/... tunnel22 reachable 0 192.168.22.1
: Route <10.120.0.0/24> =D
: e s
i Dst. Address: | || Cancel
ot E=T
<ivether7 Gateway: [tunne121 HS] |reachable [ i Apply
<ietherd Sitems (1 selected)
R dvetherd - Check Gateway: | | v | | Disable
R 4Ptunnel21 GRE Tunnel —
R tunnel22 GRE Tunnel Type: |unicast [%] | | Comment
L
< Distance: |10 ) ]A
[ — [ Remove |
Scope: |30 |
Target Scope: |1O |
11 items (1 selected)
Routing Mark: | | v
Pref. Source: | |
enabled
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Onumna Keepalive

* Koraa »ke mapLupyT CTaHeT HeaKTUBHbIM? Koraa
nutepdenc GRE ynaet 8 down. Ho GRE-TyHHenu
pa3paboTaHbl KakK stateless, noatomy oHK BCceraa
B up-ctatyce (Running), oHn He npoBepAtoT
CTaTyC ApYyr Apyra. 9TO O3HAYaeT, YTO 1 MapLIpPyT
yepe3 GRE-TYHHenb ocTaHeTCA aKTUBHbIM.

* K cyacTblo, eCcTb pelieHmne 3Ton npobaemol —
aKTUBUPOBAHME N NCNONb30BaHUE ONLNM
keepalive



Onumna Keepalive

Interface <tunnel21> =] E3

General | Traffic

oK
Name: | Cancel
Type: |GRE Tunnel | Apply
MTU: |1400 | T
L2 MTU: |65535 |
Comment
Local Address: |172.16.21.2 | a TR
Remote Address: |10.0.12.2 | | | ‘Remove
e
Keepalive Interval: (00:00:03 D A Torch
DSCP: |0 =]
enabled running

Simple Method to Organize
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Onumna Keepalive

* Onuwua Keepalive ponkHa 6bITb BK/ItOYEHA Ha 060X KOHL,AX
GRE-TyHHeNA!

O I X
Rt |Nochops ks VRE.

+=| vlx Ol 7] (Fina a0 _|3]

[Dst. Address  # |Gateway |Distance | Routing Mark | Pref. Source || |
AS  P000.0/0 172.16.21.1 reachable ether2 121
AS  P0000/0 17216221 reachable etherd 122
1§77 P I012000/24 " hinnel22 unreachable, tunnel2] unrsachable |
P 10.125.0.0/24 0 10.125.0.2
I DAC P 172.1621.0/24 ether2 reachable 0 172.16.212

—pr- 17216222
P 192.168.21.0/... tunnel21 unreachable 152.168.21.1
P 182,168 22.0/... 'tunnel22 unreachable 192.168.22.1

11items {1 selected)

Simple Method to Organize
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Onumna Keepalive

* Ho yto Aenatb, ecamn poytep ApPyroro
NPOU3BOAUTENA HE NOAAEPKUBAET ONUUIO
keepalive B8 GRE-TyHHeNe?

* Mbl moXXem ncnosb3oBaTb Nnpotokon OSPF,
KOTOPbIN NpOoBepPAET CTaTyC UHTepPENCOB
MCNONb3yAa cObCTBEHHbIN MmexaHn3m Hello-
NaKeToB.



ba3zoBaa HacTponka OSPF

OSPF =l E3

Instance eas Area Ranges Vitual Links Neighbors NBMA Neighbors = Sham Links LSA Routes AS Border Routers ...
(= v a v
* [Ona 3anycka npouecca <%...¥’V€Tzs.g,m4 i i
#2192.168.21.0/24  backb
OSPF gocTtaToyHo w

nobaBuTb CETU, KOTOpPbIE
6yayT B HEM y4yacTBOBaTb

* CroumocTb (cost) OSPF-
nHtepdemncos GRE byger
OAMHAKOBasA No 3tems (1 selected
YMO/IT4aHUIO, MO3TOMY
BKOYMTCA
H6anaHCMpPOBKA Harpy3Kku
No ABYM KaHasam. YT1obbl
n3berkatb 6aNaHCMPOBKU
N BbICTAaBUTb NPUOPUTETDI
MapLLPYTOB, MOXKHO
BPYYHYIO NOMEHATb
3HayeHue cost Ha
nHtepdemnce

| Authentic ... | Authenticatio... |Network Type |Instance ¥ |
1 none o broadcast default
O L1 1 T e point to point _ default |

Simple Method to Organize E1 7 2]
. 3 items (1 selected)
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?

CkonbKo BpemeHu notpedbyerca OSPF c
NedoNTHbIMM HACTPOUKaAMM ANA NepeKIYEeHUA
mapupyTa (broadcast network)?



[MpocTtenwinm TroHnHr OSPF

 BakHo! Hello n Dead nHTepBanbl TYHHENbHbIX
MHTEPPENCOB AO/IKHbI cCOBNaAaThb!

OSPF dunnel21> =] E3
General | Status oK
Interface: ItunneIZ1 \E] Cancel
Cost: |20 ] Poply
Priority: |1 | 2
-Dlsable
Authentication: lnone ”;]
Authentication Key: | | v
Authentication Key ID: |1 ]
Network Type: lpoint to point \E
Instance ID: IO l
[ ] Passive
|| Use BFD
Retransmit Interval: l5 ]s
Transmit Delay: |1 Is
—
Hello Interval: {10 N\ s
)
e 2
Simple Method to Organize |enabled { |State: point to point
Branch-VPN Failover between
MikroTik and Other Vendor’s Aleksei Chudin

Router Over WAN



[MpoaBUHYTbLIN TIOHUHT OSPF

Router Over WAN

* CpeactBamun OSPF B MikroTik moXHO COKpaTUTb Bpems
nepeKkItoYeHna 40 2 CeKyHA. A eCnun HYXKHO nepeKknoyaTthb
ewe boicTpee?
* Bobixog ectb! Mcnonbsyem BFD!
ldaﬁwmg " Ter e o) R = B
I s vuataces |G General | Stafus | | =
90ueua Fitters EIE] 2[5 Inteface: |tunnel21 ¥ Cancel
l—jr = Interface . [interval ) [Min R ) |Mukipler | | Pni'::ln : [ roo |
' OSPF <l 0200/ 0.200 5 ! forty: .
. Radius Prefix Lists Authentication: |none | #|
A Tools I~ RIp Authertication Key: | v
{3 New Teminal Authentication Key ID: |1 | =
= MetaROUTER Network Type: |broadcast |#
g Foon Instance ID: |0 |
| J Make Supout rif
& Manual
B & s
s
s
1item Router Dead Interval: |40 |s
Simple Method to Organize enabled | Stats:down
Branch-VPN Failover between
MikroTik and Other Vendor’s Aleksei Chudin 23




BbiBOAbI

NTaK, Mbl pacCMOTpeNn NPoCTble MeToAbl OpraHM3aumnm oTkaszoyctonumsbix VPN
mexay MikroTik n obopyaosaHnem gpyrux npoussoantenen yepes WAN.

Hanbonee Ba)KHbIE 3aKJHOYEHUA:

GRE TyHHenu o4yeHb nosnesHbl ANA AaHHOM 3a4a4u

Mbl moxkem ncnonb3oBaTb PBR gna Toro, 4tobbl HanpaBuTb TPAadUK Karkaoro
TYHHeNA Yyepe3 COOTBETCTBYIOLWErO NpoBanaepa

Mbl moXKem nposepATb cTaTyc GRE-TYHHENA Ha NPOTUBONONOKHOM KOHLLE C
nomolupbto onunm keepalive ( oHa gonkKHa ObITb aKTUBMPOBAHA Ha 060MX KOHLLAX
TYHHensA )

MOHO MCMO0/1b30BaTb 6HaNAaHCUPOBKY HArpPy3KMU MeXay TYHHEeNAMMU, TO ecTb
CYMMUPOBATb NPOMYCKHY CNOCOOHOCTb KaHanoB NpoBanaepos. JIN6o MOMKHO
MCNONb30BaTb OANH TYHHE b KaK OCHOBHOM, a APYroi KaK pe3epBHbIn. enaem 3T1o
npu nomoum distance (static routing), nnbo namenms cost Ha nHtepdemnce (OSPF)

Mpwn ncnonb3zoBaHum OSPF mbl moxxem namenuntb Hello n Dead nHTepBanbl ans
YMEeHbLUEeHUA BPeMEeHMU NnepeKkNtoyeHnA KaHanoB

Mpwn aTom BaxKHO He 3abbiTb, YUTo MTU, Hello u Dead nHtepsanbl Ao0nKHbI bbITb
OAMNHaAKOBbIMK Ha 060MX KOHUAX TYHHeNA



OTKa3oyctonumebin VPN 2-ro ypoBHH
Ha ocHoBe EolP-TyHHennen

Branch (warehouse)

~

g Head Quarters
-4
\ '

\

\[f;
%

_|— MikroTik

router
- MikroTik
Server Farm
With
Businness-critical
applications
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HacTpansaem EolP-TyHHenn

B

Name: leoip-tunneﬂ

Type: |EolP Tunnel

[l el

Clamp TCP MSS

MTU: |1500 | & =
Actual MTU: [1500 I
L2 MTU: |65535 |
Copy
MAC Address: |02:8E:19:83.EE.E2 |
Remove
ARP: |enabled |#
Torch
| &
| - 110.0.14.2 |
[ |
T —
DSCP: |inherit =]
Dont Fragment: [no 3

Interface <eoiptunnel2>

General | Traffic

Name:

Type
MTU

Actual MTU:

LZMTU
MAC Address
ARP

Remote Address
Tunnel ID

=]
X ]

Keepalive Interval: |00:00:01

DSCP: |inherit

Dont Fragment: Ino

Clamp TCP MSS

||| cancel
- [EolP Tunnel I
= E
= '
i |
: [02:59:A0:61:08:BF | =
emove
: Ienabled “ﬂ
Torch
- [10.021.1 |~
- [100232 |
: |2 l
-~
£
[£3

Ienabled |n.|nn|ng

Simple Method to Organize
Branch-VPN Failover between
MikroTik and Other Vendor’s
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[lobaBnaem mapLpyTbl N0 YMOAYAHUIO

Route List =] E3
Routes | Nexthops Rules VRF
+([=] 22152 (=] [ [Find __|ila1[[¥]

[

P 0.0.0.0/0 10.0.21.2 reachable ether3

P> 0.0.0.0/0 10.0.11.2 reachable etherl

DA

TATH J oo QU 100111
DAC P 10.0.13.0/24  brdge1 reachable 0 10.0.13.100
DAC P 10.0.21.0/24 ether3 reachable 0 10.0.21.1

5items

Simple Method to Organize
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[obasnaem Route Rules

d = v % AT

# | |Src.Address  |Dst. Address | Routing Mark | interface | Table v
0T 00T Sl , S| Ry P
1 P10.021.1 2
Src. Address: {10.0.11.1 | a 0K
Dst. Address: | | v Cancel
Routing Mark: | | v Apply
Interface: | ]" Disable
Action: [|ookup ||-§| ‘Comment
Table: |1 |# Copy
Remove
enabled

Simple Method to Organize
Branch-VPN Failover between
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Rotiter Over WAN

Aleksei Chudin

28



[lobaBnaem nHtepdeuncol B bridge

Bridge

Bidge Pots |Fiters NAT Hosts

(=] 2|3 2] |

[=] E3

|Interface / | Bridge | Priority (h... |Path Cost |Horizon |Role |Root Pat... | v
............. Hdeoiptunnell  bridgel 10] backup port 10
4+teoiptunnel2 bridge1 10 designated port
tdetherd bridge 1 10 designated port
3items
Simple Method to Organize
Branch-VPN Failover between . .
MikroTik and Other Vendor’s Aleksel Chudin 29
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Cxema TYHHenewu

Head Quarters

—

LAN

U

Server Farm
With
Businness-critical
applications

MikroTik
router

=
~  MikroTik
router
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Ta Xe cxema Ha 2-M ypoBHe

Head Quarters

—
LAN
-
LAN Switch
Server Farm
With
Businness-critical
applications
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CBounctBa bpumnaxa

Inteface <bridge>

[=1E3

General STP | Status  Traffic
Protocol Mode: ¢ ‘none!  stp

Priority: |8000

0K
=
| hex

Max Message Age: [DD:OO:OB

Disable

Forward Delay: |00:00:15

Transmit Hold Court: |6

Ageing Time: |00:05:00

|
|| [ Comment
|
|

Remove

Torch

enabled running

Simple Method to Organize
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RSTP, Backup port

Head Quarters

LAN

U

Server Farm
With
Businness-critical
applications

LAN Switch

Simple Method to Organiz

e
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RSTP, backup port, port priority

[=] E3

gooed port
designated port

backup port

3items

Simple Method to Organize
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Bonding

New Interface

| Genewl Bonding | Traffic

Slaves: |eoip-tunne|1

[E2ES

leopunnciz ________JK3E"

Mode: |ba|ance m || 3]

Primary |none =l

Link Monitoring: lnone ||$|
Transmit Hash Policy: |layer 2 |+
Down Delay: IO lms

Up Delay: IO |ms

LACP Rate: |30s |

= E3

OK

Disable

Copy

Remove

Torch

enabled

Simple Method to Organize
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Bonding+bridge

Bridge =] E3

Bidge Pors | Fiters NAT Hosts

+ al [v Find
Prioty (... |Path Cost | Horizon |Role Root Pat...| v

deslgnated port

2items (1 selected)
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Bonpochoi?

[MnwunTe Ha training@mikrotik-courses.ru

Aleksei Chudin
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