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lenb Npes3eHTaumnmn

[poAEMOHCTPUPOBATbL CNOCO6 yNpaBAEHUA YCTPOUCTBAMM
RouterOS nocpeactsom MecceHaxepa telegram.



SNMP

* [lpoTOKOAN ANA ynpaB/IEHUA U MOHUTOPMHIa yCTPoUCTBaMu B |P-
ceTax;

* MMoaaep:kmBaeTcs noaaBAAOWMM 601bLUIMHCTBOM
Npou3BoAMTENIEN CETEBOr0 060PYJ0BAHUS;

* [oaaeprkMBaeMble YCTPOMCTBA: MapLUpYyTM3aTOPbl, CEPBEPI,
MPUHTEPDI, Pa3/IMYHbIE M3MEPMUTEIbHbIE NMPUOBOPBI;

« PaboTtaeT yepes oid KoAbl;
« MOXXHO 3anyckaTb CKpMnTbl HAa mikrotik ycTpoucTse;



Hactponka SNMP

SMMP Settings

Zontact Info

Locaktion

Engine ID:

Trap Targek:

Trap Communiky

Trap Version:
Trap Generators:
Trap Interfaces:

Src, Address:

| Enabled oK,

: |_sat@mail.ru | Cancel

- |.°.Imaty| l Apply
| | v Cormmunities
| I

: |public ”EI

SMMP Community <local-network

Marne:

addresses

Securiky

Authentication Protocal

Encryption Protocol

Authentication Passward:

Encryption Password:

| acal-netwark

: [10.0.2.0/24

:|none

Read Access
|| Write Access

: |MDS

. |DES

K.

Cancel

Apply

Copy

Remove
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SNMP oid 3HaueHns

[aduin@MikroTik Almaty] ssystem health> print oid
active-fan: .1.3.6.1.4.1.149858.1.1.3.9.0

voltage: .1.3.6.1.4.1.149358.1.1.3.8.0

current: .l1.3.6.1.4.1.14985.1.1.3.13.
temperature: .1.3.6.1.4.1.149385.1.1.3.10.
cpu-temperature: .l1.3.6.1.4.1.14955.1.1.3.11.
power-consumption: .l1.3.6.1.4.1.149385.1.1.3.12.

[adnin@MikroTik Almaty]

Jinterface> print oid

Flagzs: D - dynamic, X - dizsabled, R - running, §

0 R name=,1.3.6.1.2.1.2.2.1.2.2 actual-mtu=,1.
admin-status=.1l.3.6.1.2.1.2.2.1.7.2 oper-=
packetz-in=.1.3.6.1.2.1.31.1.1.1.7.2 disca
bytes-out=.1.3.6.1.2.1.31.1.1.1.10.2 packe
errors-out=,.1.3.6.1.2. 1.2, 2. 1.20.2

[aduin@MikroTik Almaty] /ssvystem resource> print oid
used-memory: .l1.3.6.1.2.1.25.2,.3.1.6.65536
uptime: .1.3.6.1.2.1.1.3.0

0 build-time: .1.3.6.1.4.1.149585.1.1.7.6.0
0 total-memory: .l1.3.6.1.2.1.25.2.3.1.5.65536
0 cpu-frequency: .1.3.6.1.4.1.149585.1.1.3.14.0
0
- zslave
J.6.1.2.1.2.2.1. 4.2 mac-addrezszs=.1.3.6.1.2.1.2.2.1.6.2
tatus=.1l.3.6.1.2.1.2.2.1.8.2 bytezs-in=.1.3.6.1.2.1.31.1.1.1.6.2
rds-in=.1l.3.6.1.2.1.2.2.1.13.2 errors-in=.1.3.6.1.2.1.2.2.1.14.2
ts-out=,1.3.6.1.2.1.31.1.1.1.11.2 discards-out=,1.3.6.1.2.1.2.2.
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AP

IP Service Lisk
L e ?
* [lo3BonAeT co3naBaTb Name
CO6CTBeHHb|e ﬂporpaMMHble ........... o FEEI-SS| ....................................................................................................................
@ ft
pelleHna Ana ynpaBJieHUS o seh
v @ telne
RouterOS ycTpoMCTBOM; o wanbor
 [lo3BONIE€T UCMO/Ib30BATbCA T
MHTEpdENC KOMAHAHOM CTPOKM
(CLI ) ; IP Service ::api} | =l E3
Mare: | api (0] 4
» PaboTtaeT Ha nopty Ne8728, no cot: T | | o
yMOfILIaHMI'O Bbll'{fll'Oqu; Available From: | |+ Apply
Disable
enabled
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/Icnoib3yemMble MHCTPYMEHTbI Pa3padboTKK

& ] |
MikroTik O
APl, SNMP

Telegram Bot API

n .
o@d ¢
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{ Yarbl Botl;ather @
oT A

| can help you create and
manage Telegram bots. If
you're new to the Bot API,
please see the manual.

You can control me by sending
these commands:

/newbot - create a new bot
/mybots - edit your bots [beta]
/mygames - edit your games
[beta]

Edit Bots
&% [newbot create a new bot 4
7243 /mybots edit your bots [betal] K

24 /mygames edit your games [beta] K

/@ (A

CoznaHne 6oTa

« Haxognm «BotFather» B KoHTakTax Telegram;

* [Mwem unu BolbMpaem, U3 commands,
KOMaHAay «/newbot»

* 3ajaeM MMA 6OTY;
* [lony4yaem Token co3gaHHoOro 60Ta;

const TelegramBot = require('node-telegram-bot-api');
const token '000000000 = XHXXXXXXXX0XBBXXXAXXXXXXXXXXOXXXXOXX ' ;

const bot TelegramBot(token, { polling: true });
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[ogktoueHre K APl mikrotik Mikronode

const MikroNode = require('mikronode');
var config = require('config');

var device_list = config.get('devices');
var devices = Array();

(var device device_list) {

(device_list.hasOwnProperty(device)) {

device = device_list[devicel;

device.device MikroNode( device.ip );

device.query function(query, params, callback){
this.device.connect().then(([login])=>login(this.login, :this.pass)).then(function(conn) {
conn.closeOnDone(true);
var channel = conn.openChannel("channel");

channel.write( query, params)
channel.done.subscribe(function(packet) {
var results = Array();
packet.data.forEach(function(datal){
var parsed-MikroNode.resultsToObj(datal);
results.push(parsed);
});
callback(results);
chan.close();
conn.close();
});
7))
};
devices.push(device);

"devices": {
"router_name": {
"name": "Router_name",
"ip": "192.168.88.1",
"login": "admin",
"pass': "password",
"health": {
"voltage": [22,25],
"temperature": [20,40]
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[ookoueHre K SNMP mikrotik

var snmp = require('snmp-native');
var session snmp.Session({ host: '192.168.88.1', port: 161, community: 'public' });
session.get({ oid: [1,3,6,1,4,1,14988,1,1,3,10,0] }, function (error, varbinds) A{

(error) {

console.log('Fail :(');

{
console.log(varbinds);
console.log(varbinds[@].value);
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NodedS n API mikrotik

devs[i].query('/system/health/print"',Array(), function(data) { });
devs[i].query('/queue/simple/print',{['?=target=192.168.88.254/32"']:"'"'}, function(data) { });
devs[i].query('/queue/simple/set', ['=max-1imit=100000/100000', '=.id=%2BE'],function(data) { });
devs[i].query('/queue/simple/add', ['=max-1imit=100000/100000', '=target=192.168.88.10/32'],function(data) {

devs[i].query('/ip/dhcp-server/lease/print',{['?=.id=%x2BE']:"''}, function(data) { });

devs[i].query('/ping',{address:S('192.168.88.1"').s, kount:3l,function(data) { });
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Telegram Bot Health
Clars et (M (lars  mbot () Cuars  mbot ‘ W

Router name: almaty
Fan-mode: auto
Use-fan: main
~Active-fan: main
Cpu-overtemp-check:

true ‘
m Cpu-overtemp-threshold: |

S /st_art 08:36 W/ 100 \

0 /health Health 74 Cpu-overtemp-startup-
| /h??'th 1240 delay: 1m

@ /1 o N Voltage: 23.8
- BbibepuTte yCTPOUCTBO /54

Current: 690
Temperature: 28
Cpu-temperature: 53

Power-consumption:
v shymkent 16.4

v almaty

112)1314)5]6]7]8]9]0

) ) S .;) W ;.;, ., W .., W .., W ;.;, W .., W ;.;, W

-1/1:0:100) 1R 1&@)" Vv latyrau

N . Y ) . Y | Y ) | S

Fanl-speed: 2471 740 |

8. .- '8 ——
..@_) space - @ CoobLeHue... O @ @ Coo0LueHne... BEE @
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Telegram Bot Health

bot
< damw ! el "Gor &« HacTtparBaem napameTpbl
CUrHaM3aumu;
 boT coobWUT B BUAE
[STAEY Grishor coobLLeHna, ecaum
/health o7.40., NOoKa3aTeJ/in BbIMAYT 3a
[start y;.3 Router name: almaty - FpaHMLI,bI;
il settings
/health 740, fanl-speed: 2865
(500,3500)
Router name: almaty - voltage: 23.8 (22,25)
iet:ings S paes temperature: 28 (20,40)
anl-speed:
(500,3500)

voltage: 23.8 (22,25)

temperature: 28 (20,40)
Health alarm
Router name: almaty
Temperature: 42



Telegram Bot DHCP

< YaTbl mbot

6ot

name: DeLux123-??
name: Left-Bottom

@mikrotbot almaty 12

[Muwem nma 6ota vyepes
CMMBOJ1 @, T.€. Bbi3bIBaeM
60Ta 4yepes inline query;

[lanee nepepaem 60Ty 2
napameTpa, NepBbIX - UMS
YyCTPOMCTBA, BTOPOM TEKCT
NS MOUCKa;

bot mweT no cnncky DHCP
leases, no nonam: ip, mac,
host-name;

He 6onee 50 pesynbTatoB

A Yam mbot
mbot name: Left-Bottom
ﬂ BotFather name: NPIDB1207
a
\ K4
A
o Telegram & name: android-8165978cefc92074

name: Galaxy-J5-2016

name: android-d621b85a7045af45

name: iPhone-Maks

name: SLA-L22

name: android-8165978cefc92074

name: android-d621b85a7045af45

name: Nurlibek-©©

name: iPhone-7-128GB

.) @mikrotbot almaty 12
) a
| @ # P % N & ( )
1 2 3 4 5 6 7 8 9 0
b q w e r t y u i o
s loch a s d f g h j k |
<
z X c v b n m

B I
delets
{ } |
[ ] \
turn
/ shift
123



Telegram Bot DHCP Leases

< Yars oot | S mbot « Mocne BbIGopa lease,
c nomoubio @mikrotbot HaCTpaM BaeM eFO, I'IOCpeﬂ,CTBOM
fstart os:56./ 10.0.2.207 3aJ10XEHHbIX PYHKLUMM;

& nomaiLBio @mikrotbot android-8165978cefc92074

10.0.2.207 A8:9F:BA:91:2F:F5 (5.0 »

android-8165978cefc92074 .

A8:9F:BA:9T:2FF5 4002 « CKopocTb - simple queue;
HacTpoika lease:  Bpemsa noctyna - simple queue;
android-8165978cefc92074 P A Y, .P 9 ’
10.0.2.207 « JlocTyn K cantam - firewall;
A8:9F:BA:91:2F:F5

 [lepeagpecaums - routes;
QWERTYU 1 OFP e CMeHunTb IP- dhcp lease;

» KommeHtapuu - dhcp lease;
« 3a610KkMpoBaThb - firewall;




Telegram Bot DHCP Leases queue

< YaTbl

/Start 08:36

c nomoubio @mikrotbot

10.0.2.207
android-8165978cefc92074

A8:9F:BA:91:2F:F5  (9.02»

Router name:
Ip-address:
Max-limit:

2000000/2000000

almaty
10.0+.2.207

09:10

bt O

( YaTbl

ot (M

[start og:36.»

¢ nomotupbo @mikrotbot
10.0.2.207

android-8165978cefc92074
A8:9F:BA:91:2F:F5

09:02 v/
Router name: almaty
Ip-address: 10.0.2.207
Max-limit:

2200000/1652891 09:10

Z Y

EBreHni Kopukos

Simple Queue <queued 7= =] E3
aeneral ‘ fdvanced  Statistics  Traffic = Total QK
| Cancel
Target: |10.0.2.207 B3 Apply
. w
DSt'l | Disable
Target Upload Target Download Comment
Max Limit: [zz00k | %] [1652891 | ¥ bitsfs Copy
~“~ Burst Remove
Burst Limit: lunlimited “E lunlimited |E| bits)'s
Reset Counters
Burst Threshaold: ‘unlimited HE |unlimited |E| bits/s
Reset all Counters
Burst Time: h ‘IU | 5
i Torch
—¥ Time
’enamed
17




Telegram Bot DHCP Leases firewall

mbot

6ot @

¢ nomotubo @mikrotbot
10.0.2.207

android-8165978cefc92074
A8:9F:BA:91:2F:F5

< YaTbl

09:46 v/

Router name:
Ip-address:

almaty

10.0.2.207
09:49

Firewall L7 Protocal <e.mail.ruz

Name:

=] E3
| O

Regexp: Cancel

~ +(e.mail. ru) ¥g

= T |

Copy

Remove

| /|

Firewall L7 Protocol <ammmyy =

| oK

Regexp: Cancel

¥l ammmyy  com, ¥

= T |

Copy

Remove

|

EBreHni Kopukos

Firewall Rule <=

General Advanced |Extra Action  Statistics

Src. Address List:

Disk, Address List

Laver? Protocal

Content

Connection Bytes
Connection Rate

Per Connection Classifier

Src, MAC address

-

: |e.mail.ru-ex

(=]

: |:||e.mail.ru

8] 4

Cancel

Apply

Enable

Comrment

Copy

Remove

Reset Counters

Reset All Counters
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Telegram Bot MRTG

< Yarbl mbot ¢ Yarsi mbot

60T oot

e

.......

[start pg.36

c nomoubto @mikrotbot

-
<
=]
o
o
@
<
T
-9
2]
e
@

6 8 10 12 14 16 18 20 22 0 2 4 6 8 10 12

a S d f g h J k | 10 12 14 16 18 20:220 il ¢




Telegram Bot MRTG

( YaTbl m,bOt

6ot

10 12 14 16 18 20 22k ¢

(
1
=
L T S PP PP PPN (TP OPOT SR 8
O
@
L e (S R i
o
1 3 : - Q
Jeek 18 Week 19 Week 20 Week 21 Week Z é
(=
1

May Jun Jul Aug Sep Oct Nov Dec Jan ‘Febiﬂar P




/lononHutenbHaa MHPopmMauma:.

nttps: //wiki.mikrotik.com/wiki/Manual:SNMP

nttps: //wiki.mikrotik.com/wiki/Manual:API

nttps://github.com/Trakkasure/mikronode

nttps://core.telegram.org/api

nttps://github.com/yagop/node-telegram-bot-api

nttps://nodejs.org/en/

nttps: //www.npmijs.com/package/snmp-native
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Cnacubo 3a BHMMaHue

EBreHmmn KoprKmKoB
_sat@mail.ru



