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[admin@CAP] > /interface wireless cap set lock-to-caps-man=yes
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[admin@wtp] > /interface wireless cap print

locked-caps-man-common-name: CAPSMAN-000C424C30F3

MILAETT 6 56 R o %4 B|CAPsSMAN 5 e JCommonName , .3 € 225K
#iERR, MW E lock-to-caps-man=no. Xk FHEMEH, WA 0%
3, JHFCAPHIE F| 5 —/NCAPSMAN - J# T 7E 55— 1% Elock-to-caps-
man=no #% H lock-to-caps-man=yes.
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[admin@CM] /caps-man manager> pr

enabled: yes
certificate: auto
ca-certificate: auto

require-peer-certificate: no
generated-certificate: CAPsMAN-000C424C30F3

CAPsMAN-CA-000C424C30F3

generated-ca-certificate:
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Certificate:
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Generated Certificate:

Generated CA Certificate:
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[admin@CM] fcertificate> print

detailFlags: K - private-key, D - dsa, L - crl, C - smart-card-key,

A - authority, 1 - issued, R - revoked, E - expired, T - trusted

0K AT name="CAPsMAN-CA-000C424C30F3" common-name="CAPsMAN-CA-000C424C30F3" key-size=2048

days-valid=24854 trusted=yes
key-usage=digital-signature, key-encipherment,data-encipherment, key-cert-sign,crl-sign
serial-number="1" fingerprint="69d77bbb45c50afd2d6c1 785c2a3d72596b8a5bf6"
invalid-before=jan/01/1970 00:00:01 invalid-after=jan/18/2038 03:14:07

1K I name="CAPsMAN-000C424C30F3" common-name="CAPsMAN-000C424C30F3" key-size=2048
days-valid=24854 trusted=no key-usage=digital-signature key-encipherment
ca=CAPsMAN-CA-000C424C30F3 serial-number="1"
fingerprint="e853ddb9d41fc139083a176ab164331bc24bc5ed”
invalid-before=jan/01/1970 00:00:01 invalid-after=jan/18/2038 03:14:07

[ /j_\‘ g . Certificates
Certificates |SCEF Serwvers SCEF RA  Requests OTF
IEHE' | Import | Card Reinstall Card Verify || Rewole || Create Cert. Request |
Hame |Is... |Key Size Days Valid Trusted |SCEF UEL |CA Fingerprint || v
KAT CAP =MAN-CA-T4CABDSTAOIC 2045 24854 yes ABT4£R01EL. . . {
K CAP =MAN-D4CARDSTANAC 2045 24854 no CAP=MAW-CA. .. 921005859, ..
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[admin@CAP] > /interface wireless cap print...
requested-certificate: cert_2
locked-caps-man-common-name: CAPsMAN-000C424C30F3

[admin@CAP] > /certificate print detail

Flags: K - private-key, D - dsa, L - crl, C - smart-card-key,

A - authority, I - issued, R - revoked, E - expired, T - trusted

i] T name="cert_1" issuer=CN=CAPsMAN-CA-000C424C30F3 common-name="CAPsMAN-CA-000C424C30F3"

key-size=2048 days-valid=24837 trusted=yes
key-usage=digital-signature key-encipherment,data-encipherment, key-cert-sign,crl-sign
serial-number="1" fingerprint="69d77bbb45c50afd2d6c1785c2a3d72596b8as5f6"
invalid-before=jan/01/1970 00:00:01 invalid-after=jan/01/2038 03:14:07

1K T name="cert 2" issuer=CN=CAPsMAN-CA-000C424C30F3 common-name="CAP-000C4200C032"
key-size=2048 days-valid=24837 trusted=yes
key-usage=digital-signature key-encipherment serial-number="2"
fingerprint="2c85bf2fbcofc0832e47cd2773a6f4b6al35ef65"
invalid-before=jan/01/1970 00:00:01 invalid-after=janf01/2038 03:14:07
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interfaces (list of interfaces; Default:empty)
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certificate (certificate name | none;
Default: none)
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Default: empty)
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% E LA FICAPSMAN & BILIRE /caps-manager manager ..
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enabled (yes | no; Default: no)

A% FH 8¢ )5 FHCAPsMAN I g

certificate (auto | certificate WA IEH
name | none; Default: none)
ca-certificate (auto | certificate W CAIETS

name | none; Default: none)

require-peer-certificate (yes |
no; Default: no)
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= YENEZFICAPHITE /caps-manager remote-cap S

[admin@CM] /caps-manager> remote-cap print
= # ADDRESS IDENT STATE RADIOS
0 00:0C:42:00:C0:32/27044  MT-000C4200C032 Run 1

= A
CAP =MAK
Provisioning Configarations Channels Datapaths Security Cfg. | hecess List Bemote CAP  Radio Registration Table

? Prowizion

fddress Tdentity Madel Serial Baze MAC State Badios
D4:Ch:BD0:2E:10:F1 [D4:CA:BD:2E:10:F3] EB951-Fn JSFEOZDTESEE D4 :CA:ED:ZE:10:F3F EBun 1
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[HJCAPSMANIX 73 X EMAE B R AR REE WAL 5E—D
CAPsMANAM R FJMACHE E, H ATCAPSMAN GEY CIEREHCAPS
AL FH L H Y fE/caps-manager radio ..
[admin@CM] /caps-manager> radio print
Flags: L - local, P - provisioned

= # RADIO-MAC INTERFACE REMOTE-AP-IDENT

O P 00:03:7F:48:CC:07 capl MT-000C4200C032

CAP =MAK
7N 3K -
Provisioning Configurations Channels Datapaths Security Cfz.  heccess List Remote CAP ERadio |Regi

? Prowizion

Badia MAC Bemote AP Tdentity |Interface
‘F D4:CABD:ZE:10:F3 [D4:CABD:ZE:10:F3] eap?
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= LA T2 HE T B U C B #E /caps-manager provisioning ..

J& 1% Fk
action (create-disabled | LERAT BRI VT H PA T 3¢ B R 5E SR
create-enabled | create- create-disabled - A ZEHF S OMLLHE. i, %%
dynamic-enabled | none; R R e B2k, B A=#ME, BEREOTF3EH;
Default:none) create-enabled - i HEIEFFASE D . Mi2il, 12485 KL

BB SRS E,
create-dynamic-enabled - @& A H 7 aI&# 0. WEED, %
BV b BT 2R, TRZ L5,

none - fHA#BAMEL, B IFJC4 IS BR S,

master-configuration (; MR EEQENED, RAEHENEEREAX
Default; ) AN B S — AN S A
slave-configurations ; mRZEREEMRNED, REEXNFIRFEIF M
Default; ) B0 RN E A2

radio-mac (MAC address; TLMACHHE#ATILES, ZFHIMAC (00:00:00:00:00:00)
Default:00:00:00:00:00:00) | FR/NILACFTEMACHHE

? (?; Default: ?) (B8 £ W VLA v] BE7ERS SR I RRAS HH $2 438 )
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[admin@CM] /caps-manager provisioning> print
Flags: X - disabled
O radio-mac=00:00:00:00:00:00 action=create-enabled
master-configuration=main-cfg
slave-configurations=virtual-ap-cfg

AT A<, SUVFET AT AC B AR P 2 HE el
5%@w%1%%ﬁ%£

[admin@CM] > caps-manager radio provision O

Zil

[admin@CM] > caps-manager remote-cap provision 0



= CAPsMAN#z [1%E #/caps-manager interface & 5.
= [admin@CM] > /caps-manager interface print
Flags: M - master, D - dynamic, B - bound, X - disabled, I -
Inactive, R - running
# NAME RADIO-MAC MASTER-INTERFACE
OMBRcap2 00:0C:42:1B:4E:F5 none
1 B cap3 00:00:00:00:00:00 cap?2

ml&:

Interfaces |Prowisioning Configurations Channels Datapaths Security Cfg | Access List BRemote CAF ERadio ...
& &= | T Manager A
Hame Tvpe NTU L2 MTU |Tx B Tx Packet (pf=) Ex
NI Hreoapl Interfaces 1500 0 bps 0 bps 0
I 4y cap? Interfaces 1500 0 bps= 0 bps= 0
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bridge -- J3 Hi}, interface THAMF , 1EN—"NWIMrm

bridge-cost -- WX i 1 2 I H s 11 3 s

bridge-horizon -- bridge horizon I’ #r i -1 384 A1 B 45 F
client-to-client-forwarding -- % il 20 5% 42 21|42 [ B Jo £ 25 7 iy 2 [A] B 250 /7 0
- B P Ui R NAZ RVFFE AL AT, i DRe AL CAPHEAT, HIlE
H CAPSMAN#HAT .

local-forwarding -- % & fr 4 il 5 =

openflow-switch -- OpenFlow A2 ¥t H: LN, it A A FH I

vlan-id -- VLAN IDZ3Bcgs 42 H, a0 RVLANEE L VF 8 H VLANTR id

vlan-mode -- VLANFR G,  WER 38 E FIVLANA I N ez f2 1 (8T
gﬁg%igfu FI%dE, DIERIARAVLANSRSS, IFRevFsE i KIS T AR R Efrid

Az
E

FD



A Hu s AR "

= EXMEEAT, XNCAPLZ R I T —A 1k H w5,
25 IEEREIEE K. T8 B2 E IR T
CAPM & #ikk . CAPSMANANEZ 585k, ANeibi
AR IR L), o A i f 1 B EC B A% v ) o< e
=
= ECAPTZ 4 ¥ oA Hlid B N enabled 7, HORZSHI—
HAHCZE (WIMACHEEE, ARP, MTU) ¥ BfE
CAPSMANM#: 1 o 75 B = & B LA R T B ¥ A<
N AT HCAPSMANAMR R SEFR ) #2 O iE &




=  [admin@CAP] /interface wireless> pr
Flags: X - disabled, R - running
0 R;;; managed by CAPsMAN
.;; channel: 5180/20-Ceee/ac, SSID: master, local forwarding
name="wlan2" mtu=1500 mac-address=00:03:7F:48:CC:07 arp=enabled
interface-type=Atheros AR9888 mode=ap-bridge ssid="merlin"
frequency=5240 band=5ghz-a/n channel-width=20/40mhz-eC scan-list=default

o TEAHLEL AR R AP 1K 7R venabled
dynamic JE{U-AP#z 1




[admin@CAP] /interface> pr
Flags: D - dynamic, X - disabled, R - running, S - slave
# NAME TYPE MTU L2MTU MAX-L2MTU

2 RS ;;; managed by CAPsMAN
. channel: 5180/20-Ceeel/ac, SSID: master, local forwarding
wlan2 wlan 1500 1600
3 DRS ;;; managed by CAPsMAN
., SSID: slave, local forwarding
wlan6 wlan 1500 1600

iédmin@CAP] linterface> wireless pr
Flags: X - disabled, R - running

2 R ;;; managed by CAPsMAN
.;; SSID: slave, local forwarding

name="wlan6" mtu=1500 mac-address=00:00:00:00:00:00 arp=enabled
interface-type=virtual-AP master-interface=wlan2

DM L-APE LRI NS, 3052 1 A HCAP_E T HR £ R IR 1
S I L N e WY IR P SR & B

e,
N T TS K E, CAPH LLSM, HREONIERR, M
%APSMANEﬁH Hal AL E . X 7] LA finterface wireless cap 3
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P2, HRIE T4, MCAPSMANEUL 2 203
CAPSMANTI A 52 &3 HIA, FER i - 25 7 i AL
TR K. fECAPLLZE OMIZAR, I HAS 5 M.

1 X ;;; managed by CAPsMAN
;;; channel: 5180/20-Ceee/ac, SSID: master, manager forwarding
name="wlan2" mtu=1500 mac-address=00:03:7F:48:CC:07 arp=enabled

interface-type=Atheros AR9888 mode=ap-bridge ssid="merlin"

o %MAP%Diﬁ%ﬁﬂ}éi?’\j“disabled ", AS E5XTCAPE
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= ECAPsSMAN [a] %1 £ o, ﬁﬁ?ﬁﬁ/ﬁkﬁéﬁz)ﬂlﬁﬁu%
F N CAPSMANFEHUTAIH —DMEFHIFR . 2% imial K
EZ 2| HCAPsSMANTE | FJCAP, CAPiG k¥ K& 3|
CAPSMAN . 1EANVFEMERER—E 459, CAPSMANE i)

522, DI E S P A 15 Nz se A Tz

= H2|VLECAA LT 0] 51 R F AR EE— A — A~ R
Ja AT EVLEC AU ISR o WRAT Bh96 5E 20 i I A2 45 2
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= iR 5 KA B fE/caps-manager access-list HIZEH# . A 1 A FF A
M~ 24

= address - & /i IMACH 1

= mask - H% ) ik AIMACHE IEHERD Sk i3k 47 b s

= interface - RIIER) R O S8 O] EetE, 5B R SR R R R
= time - FLIU VT AC A B ] — K

= signal-range - Julfl, HH& P in(s 5 020008 &0 UL

= action parameter - 8 €3IE, 2% ¥ ULECKE
= accept - B2 K iy

= reject - EALE T Ui
= query-radius - AIHRADIUSHRSS %8, U054 € B2 P I 70 VFIE 4%



= ap-tx-limit - L2 3 TXPRIE 1) 77 1)

= client-tx-limit - /EB B TXEZ R (& T RouterOSH % F i )

= client-to-client-forwarding - 5 & & 15 0 VF iz P LRI 2B 2] [H)
— 4% B HAR P v i A

= private-passphrase - 1R FHPSKIIESE 1, 25 bl FH PSK 4

= radius-accounting - 5 € /& 17 M A FHHRADIUST & 1H 5%, W5
RADIUS 543 56 UE 3R B 2 7 i 56 %

= vlan-mode - VLANFRICHE TR E, WSR2 vk N %15 2 bR il

(FIRAFIEHIE F 0D
= vlan-id - VLAN IDRAEH,  WERZ A VLANKRIC .
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[caps-manager registration-table 3 ..

= [admin@CM] /caps-manager> registration-table print
# INTERFACE MAC-ADDRESS UPTIME RX-SIGNAL
O capl 00:03:7F:48:CC:0B 1h38m9s210ms -36

TN @:
CAP AN =] E3
Prowizioning Configurations Chanmel=s Datapaths Security Cfz.  Access List Remote CAP Radio BRegistration Table |
T
Interface MAC Address Tx Rate |Bx Rate |Tx ... |Bx Signal (Uptime Tx/Bx Packetz Tx/Bx Bytes -
| capd CE:6F:10:DA:BI: AF  SdMbps Sdlbps 1] -4 00:00:46. 02 B35/T53 503.0 EiBf108.5. ..
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s

[] Hide Passwords [

i

i
Ay Huick Set
i CAP=MAN
¥ Interfaces

1 Wireless

EE Bridgze
= FFP
“l5 Mesh
i#25) TF

A MPTS

iE|E| Safe Mode |

ﬁ Ouicl Set I %
= | -
L i CAP=MAN Interfaces |Provizioning Configurations Channels Datapaths Security Cfz.  Aecess Lizt Remote CAF ;
i — ——— — — . p—
| ) ANager Cirnd |
M interteces || #|=] [#]l] @] | 7] [ | L Find |
| 4_ = i- Hame - £ iTFEE ..... T _I'E MU T B Tx Paclw
g Bridge MI dpeapl Liteniaces =tk e kil
W8 PPP iz Aeap? Interfaces 1500 0 bps 0 bps
iz {DISME Hroapd Interfaces 1500 1600 0 bps 0 bps
= Ewiteh |DSE e oapd Interfaces 1500 1600 0 bps 0 bps
L
' 2dmin@192.168.99.66 (MikroTik) - WinBox v6.120n RESS 1. 2n (mipsbe) ==
i - -

[ | Hide Fazswords [

Wirelezz Tables

i

Interfaces |H5+.reme Tual Access List Registration Conmect List ZSecurity Frofiles Chanmels
|+v |:.--.:| | ~{\|I 2| E| T| | CaAP || Scanner || Freq. Usage || Aliznment || Wireless Sniffer |I Wireless Sndq
~ Wame . [Type 1z WTU |Tx B T Pa... |Rx Fac... MAC Address |+
-—— managed by CAFsMAN |
——— channel: 2412/20fz S5ID: master, CAP=MAN forwarding |
(%5 dbwlanl Wirelezs (Atherso. . 1600 0 bps 0 bps ] 0.D4:CABD:ZE: 1. er_u_é:
-—— managed by CAF=MAN |
-—— 55ID: =lawe, CAFsMAW forwarding |
oy g-iwlan? Virtualal 1600 0 bp= 0 bpz 2} 0 DE:CABD:2E: 1 engi
M
p |
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[admin@CM)] /caps-manager security>add name="wpa2psk"
authentication-types=wpa2-psk encryption=aes-ccm

=]/ E3

Configurations Channels Datapaths Security Cfz | jecess List Remote CAP Radio ERegistration Table . ..

= 0 T
Hame Authenticatio. .. |Encryption Group Encryption Passphrase EAF Methods -
wpaspsk WEAZ FSK aes Com

CAP= Security Configuration <wpalpsk:

Remove

futhentication Type: | | WEA FSE [v| WEAZ PSE [ | WEA EAP [ | WPAZ EAP a
Encryption: |+ aes cem tkip -
Group Eneryption: b
Passphrasze: hd
EAP Methods: >




= QEERE CHEFHAPESRTD
= 7R E iR e WPA2% 4H

= (ERCE TR EIEE KR

= [admin@CM] /caps-manager configuration> add name=master-cfg
ssid=master security=wpa2psk
security.passphrase=12345678 channel.frequency=5180
channel.width=20 channel.nand=5ghz-a

Frovisioning Cenfigwations |Channels Datapaths Security Cfg.  Access List  Remote CAP Radio ...
= O T

Hame 5510 Hide 55ID|Channel |Frequenecy Band Datapath Bridge -
master—cfgz master S5180MHz Sghz-a WLAHL

slave—cfs slave WLAHL

CAPs Configuration “master—cfgs

Wirelezs Channel |Datapath Security
Chanmel: | i
Frequency: (5180 MHz &

Width: |20 MHz &

Band: |Sghz-a ¥ | .

Extenzion Channel: -
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. QRIS T AP [
. ERLE PSS A E O WPA2ES 4

= [admin@CM] /caps-manager configuration> add name=slave-
cfg ssid=slave security=wpa2psk
security.passphrase=87654321

G 5 i B DU UG e AT 4R] o 2% B AR F master-cfg Al
slave-cfg 1 22 ) 25 F 1 -

= [admin@CM] /caps-manager provisioning> add action=create-
dynamic-enabled master-configuration=master-cfg

slave-configurations=slave-cfg
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= [admin@CM] /caps-manager interface> print

detail Flags: M - master, D - dynamic, B - bound, X - disabled, I -
inactive, R - running

= 0 MDB name="capl" mtu=1500 I2Zmtu=2300 radio-
mac=00:0C:42:1B:4E:F5 master-interface=none
configuration=master-cfg

= 1 DB name="cap2" mtu=1500 I2Zmtu=2300 radio-

mac=00:00:00:00:00:00 master-interface=cap1
configuration=slave-cfg

CaF=MAN

Interfaces !Prqvisinning Cnnfigura’r.i-:-ns Chanmel=s Datapaths Securit}' Cfg. Aecess List Remote CaAl
+'..--_:: [=2 || 83 |__| ?' | Manager || Ahh |

_ Hame [ Type ImTu 12 mTu Tx i ‘
MI i capl Interfaces 1500 0 bps 0 bps
Iz G oap? Interfaces 1500 0 bps 0 bps
;DSMB dreapll Interfaces 1500 1800 0 bps 0 bps
[DZE droapl? Interfarces 1500 1600 0 bps 0 bps



= CAPSMANEHEIGHE:
= 5 FHCAPsMANZI]fE
» B HCAILEBIGUEThRE

= CAPZ/ HiE:

= A CAPIfRE
= B HCAIERIGUF T fE
= CAPsSMAN£#%E

CAFs Manager

Certificate

ChA Certificate

Generated Certificate:

Generated CA Certificate:

iEnabled

Lo |

: |cert_5

=]~

Cancel

: ||:a_4

e

Require Peer Certificate

Interfaces: |wla.nl—gatewa}'

Certificate:

Discovery Interfaces: | eprp—tunnelf

CAF=MAN Addreszes:

CAF=MAN Hames:

CAP=MAN Certificate Common Hames:

Bridge:

Enabled

|cert_2

[E2E-

| -
-

| =
-

| -
-

|nu:-ne "3|
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= [admin@CM] /caps-manager interface> pr

Flags: M - master, D - dynamic, B - bound, X - disabled, I -
Inactive, R - running

# NAME RADIO-MAC MASTER-INTERFACE

0 MDB ;;; unsupported band or channel
cap3 00:0C:42:1B:4E:FF none

CAE sMAN =] E3
Interfaces |Provisioning Configurations Channels Datapaths Security Ofg. | heocess List  Remote CAR .
& &= | T Manager Al
Hame Type MTU L2 MTU  (Tx Bx Tx Pack. .. |Ex Facket (w
NI peapl Interfaces 1500 0 bps 0 bps ]
I poap? Interfaces 1500 0 bps 0 bps o
——— channel not zupported by hardware
DEMET  frcapd Interfacas 1500 1&00 0 bp= 0 bp= ]
DET g rapd Interfaces 1500 1600 0 bp= 0 bp= o




= JRATT AT DAZE 5 AR 4 11 R0 X N RR IR B TC 26 L A
ANstimaster-cfg Bt B S0

[admin@CM] /caps-manager interface> set cap3
channel.frequency=2142 channel.band=2ghz-b/g

EWE, fF

Provisioning Configurations |Channels Datapaths Security Cfg. | hecess List  Remote CAP Radio ...
= G T
Hame S5ID Hide 551D Channel Fregquency Eand Datapath Bridge
master—cfg master 2412MHz Zghz-b/g WLAHL
slave—cfz slawve WLAN1
S o — TEEMEEE ~ |4
CAF= Configuration “master—cfgr
Wireless Channel |Datapath Security EDCwifi 1-!1“
Chennel: | v MM2G M
Appl - ]
Frequenecy: |241Z2 MHz o master 11
Width: |Z0 MHz = slave oM | =
Band: [2ghe-ble sja | [ v || wirori o L]
] . E =
Exten=zion Chanmel: b STEDCWIFi :ﬂ]
2G-TEST AL
S ]
EDCwifi-hotspot 1.1“
EDCwifi 48
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