& | ] |
Mikror 1k

Mikrotik Ospf & Vpn

e Zhang Wei / sk4E
e 189CSP / LBREA ERRBIRAT]



About me

» Name: Zhang Wei/sK4E

 E-mail: zhangwei@189csp.cn

« Telegram ID: @zhangwehi

« Telegram link: https://telegram.me/zhangwehi
« Mikrotik Forum ID: David007
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About me

« MikroTik Certified Network Administrator (MTCNA)
MikroTik Certified Routing Engineer (MTCRE)
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Topic

* VPN dial-up
« OSPF to implement automatic route switching.
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@ Theory - HOW

Headquarter

Phsycial private line

H san san 2ams



@ Theory - HOW

> How to set up internal channel between branch and headquarter?

VPN dial-up VS Physical private lines

v/ ¢

Cheap Expensive
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@ Theory - HOW

Headquarter
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@ Theory - HOW

» How many VPN dial-up should be created?

w ONE
Redundant No Redundant
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@ Theory - HOW

Which VPN dial-up mode should be choose?

2
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@ Theory - VPN

Types of VPN
& Site to Site
> ISA
> |PSec
¥ Remote Access

> PPTP
« TCP 1723
« |IP protocol ID 47
« PPTP connections may be limited or impossible to setup though a masqueraded/NAT IP
connection.)

> L2TP
« UDP 1701 and other udp port to transfer data
« L2TP can be used with most firewalls and routers (even with NAT) by enabling UDP traffic to be

routed through the firewall or router.)
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@® Theory - VPN

€ Remote Access
> OVPN

Supported
- TCP
« bridging (tap device)
« routing (tun device)
« certificates
« p2p mode (refer to OpenVPN V2.1 manual page)

Unsupported
- UDP
« LZO compression

» SSTP

TCP connection is established from client to server (by default on port 443);

« SSL validates server certificate. If certificate is valid connection is established otherwise connection is torn
down. (But see note below)

« The client sends SSTP control packets within the HTTPS session which establishes the SSTP state machine
on both sides.

« PPP negotiation over SSTP. Client authenticates to the server and binds IP addresses to SSTP interface
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@ Theory - HOW

We choose OVPN & SSTP

15
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@ Theory — What is OSPF

Open Shortest Path First (OSPF) is a routing protocol for Internet Protocol (IP) networks.

It uses a link state routing (LSR) algorithm and falls into the group of interior gateway
protocols (IGPs), operating within a single autonomous system (AS).

It is defined as OSPF Version 2 in RFC 2328 (1998) for IPv4.

The updates for IPv6 are specified as OSPF Version 3 in RFC 5340 (2008).

OSPF supports the Classless Inter-Domain Routing (CIDR) addressing model.
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@ Theory — What is OSPF

€ OSPF is a link-state routing protocol that use bandwidth-based metrics.

€ OSPF adopts the SPF algorithm to calculate the routing, which ensures that there is no routing loop.

€ OSPF maintaining the routing through neighbor relationship avoids the consumption of bandwidth
due to regular update.

€ OSPF routing update efficiency is high, network convergence is fast, suitable for large and medium-
sized networks.

€& OSPF Packets are encapsulated in IP, protocol number 89, and multicast addresses 224.0.0.5 and
224.0.0.6.

€ OSPF The default routing distance is 110, which can be manually modified.
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@ Theory - Benefits vs RIP

OSPF is based on link-state technology that has several advantages over distance-
vector protocols such as RIP:

no hop count limitations;

multicast addressing is used to send routing information updates;
updates are sent only when network topology changes occur;
logical definition of networks where routers are divided into areas
transfers and tags external routes injected into AS.



@ Theory - Configure easy

There are three basic elements of OSPF configuration:
*Enable OSPF instance

*OSPF area configuration

*OSPF network configuration

Instead of typing in each network, you can aggregate networks using appropriate subnet

mask. For example, to aggregate 10.10.1.0/30, 10.10.1.4/30, 10.10.1.8/30 networks, you can
set up following ospf network:

[admin@MikroTikR1] /routing ospf network> add network=10.10.1.0/24 area=backbone
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@ Theory - Information of OSPF

Show OSPF instance information:

[admin@MikroTikR1] /routing ospf instance> print

Flags: X - disabled
0 name="default" router-id=0.0.0.0 distribute-default=never
redistribute-connected=as-type-1 redistribute-static=as-type-1
redistribute-rip=no redistribute-bgp=no redistribute-other-ospf=no
metric-default=1 metric-connected=20 metric-static=20 metric-rip=20
metric-bgp=auto metric-other-ospf=auto in-filter=ospf-in

out-filter=ospf-out

[
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@ Network Topology

Office RouterOS Device

LAN IP:10.3.31/24

Branch

Main VPN Dail oN
OVPN :

Backup VPN Dail:
SSTP

ain HQ RouterOS
Device

ublic IP:
shpopl st com
Public IP:

kup HQ RouterOS
Device

HQ

Cloud Server

3333/24




® LAB 1 -How to Create Branch VPN Dialup

Step 1.1 — Create The Primary VPN Dialer Interface (OVPN)
Awickset G

T CAPAN Interface PPPoE Servers
dInterfaces I"‘* E =
4 Wireless PPP Server

a5 Bridee PPP Client

=Q PPP PPTP Server Binding
== Switch PPTP Client

715 Mesh SSTP Server Binding
& IP ) SSTP Client

& IFvé I L2TP Server Binding
. WPLS ) 2TP Client
# Routing I VPN Server Binding
{3 Systen ) [OVPN Client |
& Quenes PPPoE Server Binding
L Files PPPoE Client
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3 LAB 1-How to Create Branch VPN Dialup

Step 1.2 — Create The Primary VPN Dialer Interface (OVPN)

Uger:

enablad

Gemeral Dial Out Status

Comnect To!
Fort:

Mode:

Fazsword,

Profile:

Certificate;
Auth

Cipher:

Traffic
Ishpnp'l..'_t t:-u-nl
22222
ip k s
l Disable
B

| Copy |

default F
Remov e
none - | Torch |
shai
blowfich 128 >
Add Default Route

FURAI RE Statuz: ocomm ..

T¥er

OVPN Server

PPFPoE 2
Tx Packet I

Comment for Interface {2

imary VPN E nq-

| Cancel |
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® LAB 1-How To Create Branch VPN Dialup

Step 1.3 - Create The Backup VPN Dialer Interface (SSTP)

preewan.
. CAPSMAN Interface PPPoE Servers Secrets |
m{nterfaced <[] — | | ea] [7] | eee
4 Wireless PPP Server l
o Bridee PPP Client
3 PPP PPTP Server Binding
3 Switch PPTP Client
“15 Mesh SSTP Server Binding
38 TPv6 | L2TP Server Binding

- MPLS | L2TP Client
# Routing | OVPN Server Binding

i/ System ' OVPN Client
& Queues PPPoE Server Binding
L Files PPPoE Client

Tas
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® LAB 1-How To Create Branch VPN Dialup

Step 1.4 - Create The Backup VPN Dialer Interface (SSTP)

Nav Intarface

Port,
Froxy.
Froey Fort:
Cortificats

TLS Verszion

Frofile:

Klqullnn Tindout!

Defanlt Rouke Diztance

Allow:

ensbled

General Dial Out States Traffie

Conmect To |ENTTENTRITY

User: E
Pli l'l‘Ord

443 |

443
none
ny
VerifyBerver Certificate

¥ VariflServir Addrarz
4.4

default=encrvption
&l

Dial On Dimand
hdd Defunlt Boute

1

¥ nachap? |¥ machapl
¥ chap Y pap

L

: Dizable ‘

llTl Sunr PPP-{J! Scl]l

Tz Facket (p/s) Re Packe

Mag 0

=l
L Cor |

: Rencva ‘
i Torch |

Careificits

Status:

=B

‘ Cancal .
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3 LAB 2- How to Enable Primary VPN HQ Server Configuration
Step 2.1 - Enable OVPN service configuration on the primary RouterOS devices in the HQ.

Ad Quick Set
L CAPMAN Interface | PPPoE Servers Secrsts Profiles Active Connections L2TP Secrsts
B Interfuces . T | | PPP Soarmar | TrTr S ey i e Tyt S
1 Wireless Hama Type Actual MTU L2 MIV Tx i Tn
FH BTH; OVEN Sarvaer (=1 &3
eifert] Enabled |
% Switch Port: [p2222 — -
- Canoel
o Mezh T |
Mode: |ip ¥F| O 1
as TP ' Apply
Hetmask: (32
w8/ Thvé
MAC Address: |FE:B9:FS:46:B1:CS
MFLS
3 , Maxe MTU: 1500
0 Routing
& System Keapaliva Timeout: &0 -
Qﬂueues Default Frofile: |defanlt *
Fil
s RinER Certificate: |star. 1891lab. cn. pem_ O ¥
Loz Require Client Certificate
“l:?‘ e #duth. : v shal |+ md5
ﬁ Tools [ mall
@ Hew Terminal Cipher: |+ blowfish 128 |+ aes 128
TROGS aes 192 aes 256
mall
__I§¥ui]
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3 LAB 2- How to Enable Backup VPN HQ Server Configuration
Step 2.2 - Enable SSTP service configuration on the Backup RouterOS devices in the HQ.

Ay Quick Set
I CAPMAN FPFoE Servers Secrets Frofiles MActive Commections LZTP Seerets
|8 Interfaces g | |Y | PPP Scanmer | FrIP cePP® | SSTP Server| = L2TP Server
1 Wireless Hame Type hetual MTU L2 Tx Ex
s Brid
#u SSTF Server
= 1373
mmmm S 't ]-'l-
o e Port: 443 ]
©© Mesh | Cancel
= Max MTVU: |1500 ]
55 TP | Apply
: Max MEV. 1500 ;
35 TPv6
WLs f MEEV: o
# Routing [ Eeepalive Timeout: &0 -
§09 System ) Default Profile: |default ¥
9 Queues Authentication: V) mschap? v mschapl
L Files vichap  “ipsp
| Log Certificate: star 1891lab. on pem_0 ¥
S RADIVS TLS Version:  any ¥
A Tools Verify Client Certificate
@ Few Terminal Force AES
TROGES FFS
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3 LAB 3- How To Check The Primary VPN Dialing Status

A Quick Set
1 CAP=MAN
M Interfaces
2 Wireless
iy Bridee

1113

== Switch
22 Mesh
g IF
wi| TPvii
&~ ¥F1S
o Routing
{2 Systenm
Q Auenes
[ Files
Log
A rADIVS
X Tools

Step 3.1 - From The Branch RouterOS device
To Check The Primary VPN Dialing Status

Interface

L

Hame

Type

FFF Scanmer
Actual MIV (L2 MIU |Tx

i: Primary VPN line

E | 4®ovpnroutl

OVPH Client

v+. Dagup VEN
B ¢#sstp—outl

Line
SSTF Client

FFTF Server

1500

Interta. ‘owpm—outl?

Last Link Dewn Tima:
Last Link Up Time:
Link Downs:

Uptime:
Encoding:

MTU:

Local Address:
Remote Address:

S5TF Server

General Dial Out [Stetus] Treffic

FPPoE Servers Secrets Profiles Active Connections LZTF Secrets

v % O 7

0 bps

F10/2019 16:4. ..
MY 1042019 16:4. ..
4

00:00:33
BF-126-CBC/SHAL

1500

LZTF Server
Ex

OVFN Serw

0 bps

Cancel

hpply

| Aeoly |

Dizable

il

Comment

Copy

Torch

]




3 LAB 3- How To Check The Primary VPN Dialing Status

Step 3.2 - From The HQ RouterOS device

o Quick Sat
4 CAPMAN
M Interfaces
1 Wireless
g4 Brid
15 Mesh
a8 TP

< NPLS
# Routing

&) System
’ Quenes
L Files
Log
& RADIVS
X, Tools
B New Terminal
& n.a.

o |B 2

Interface PPPoE Servers Seorets [

To Check The Primary VPN Dialing Status

lActive Connections

L2TF Seors

Name:

Service:
Caller ID:
Encoding:
Address:
Uptime:
Session ID:
Limit Bytes In:

Limit Bytes Out:

BARTIAS

oYpR
114. 141.190.252
BF-128-CBC/SHAL
100, SENEP 159
00:42:34
810073b1 hex

100. 64.223. 169
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3 LAB 4- How To Check The Backup VPN Dialing Status

Step 4.1 - From The Branch RouterOS device
To Check The Backup VPN Dialing Status

A Quick Set
L CAPMAN FPPoE Servers Secrets FProfiles Active Connections L2TP Secrets
M8 Interfaces L v X AO'Y PPP Scanner PPTP Server SSTP Server L2TP Server
1 Wireles Kam Type Actual NIV 12 MTU Tx Rx
" . ii: Pri¥ary VPN line
- R ¥ Client 1500 0 bps
'-'@ 3 Bacup VPN line
% Switeh R | ¢esstp-outl Client 1500 0 bps
“5 Mesh s -
g IP
P IPv6 Last Link Down Tinme: .
s Last Link Up Time: M\r/10/2012 16:35.01
# Routing S
i Systen
QQ‘““‘! Uptine] 00:14:53
b Files Encoding] ERC4
Log
xu: 1
£ ran1US
MRU: 1
M Tools ®
B ¥ev Terminal Local Address: | 100 SUNSENR 65
8069 Remote Address:| 100 64.0.2
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3 LAB 4- How To Check The Backup VPN Dialing Status

Step 4.2 - From The HQ RouterOS device

As Quick Set
4. CAF sMAN

B Interfaces
1 Wireless

s Bridg
"_i FET
“la Mesh
djs IP

< WPLS
& Routing

L System
’Queuts
Ll Filesx
Log
2 raIUS
X Tools
B Fex Terminal

O Dude

To Check The Backup VPN Dialing Status

Interface PPPoE Servers Secrets F

Hame
Service
Caller ID
Encoding
Address
Uptime

Sezzion ID

RADIVS

Active Connections

Address -

0K

100, diNE . 165

01:03:19
81001 7cf hex

Limit Bytes In:

Limit Bytes Out:

: Eemove

Fing

F Se
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3 LAB 5- How To Configure OSPF In Branch RouterOS Device

Step 5.1 — Configure OSPF Router-ID In Branch Router Device

< NPLS ) Interfaces Wetworks Areas Area Ranges Virtual Links Neighbors
Jr'lﬁ-,' Routingl " BFD * = v/ a7

o System ) EGFE Router ID Run. . .
* 10.3.3.1
9 HuER. = Filters OSFF Instance <a>fault?
I Files o ) General Metrics WIS\ Status
...... Log @ Cancel
S rADIUS OSPFv3 Router ID: _"’l
A Tools ) Prefix Licts Redistribute Default Route: never s | Disable
' Redistribute Conmected Routes: mo ¥ I
B New Terminal RIF Comment
RBedistribute Static Routes: mo ¥ [
TROG9 RIPng | Copy
Radi etribmte RTP Rante=z" mao * 1
E LCD



3 LAB 5- How To Configure OSPF In Branch RouterOS Device

Step 5.2 — Configure OSPF Lan Network In Branch Router Device

)

Interfaces Instances Areas Area Ranges Virtual Links Neighbor:

+ = v ® 4A/T
Hetwork ¢/ |Area

Fetwork: J100.64.0.0/16

Ares: |backbone ¥
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3 LAB 5- How To Configure OSPF In Branch RouterOS Device

Step 5.3 — Configure OSPF VPN Network In Branch Router Device

Inter Areas Area Ranges Virtual Links Neighbor
+ = v X 4T
[Network / |Ares

OSPF Network <10.3.3.0/24>

Hetwork: |NEREREZ) -

Ares: |backbone

+|

Cancel

——1 ||bspfLANnetwork
ol L] |

Disable
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3 LAB 6- How To Configure OSPF In HQ RouterOS Device

Step 6.1 — Configure OSPF Router-ID In HQ Primary Router Device

WBLS I' -
- R , \ Inttr‘;:} Hetworks Areas Area Ranges Virtual Links Neighbors
Jf;:l outin l EFD

= * - -1 x a7

“F SFEtem I EGF ; Reuter ID Bunning
' 100.64.0. 1 yas

9 Queues Filters n R
OSFF Inztance <del~nlt>

[0 Files it I -
...... oser ™ e

‘@ RADIUS 0SPFv3 Router ID:§ 100 64, 0.1 [ Apply l

W Tools M| Prefix Lists Redistribute Default Route: |never ¥

. Redistribute Connected Routes: |no * I Comment l

@ Yew Terminal RIP Redistribute Static Routes: |as type 2 ¥ | oo |

TRO6S EIPng Redistribute KIF Routes: |no ¥
E LCD Redistribute BGF Routes: |mo ¥



3 LAB 6- How To Configure OSPF In HQ RouterOS Device

Step 6.2 — Configure OSPF Router-ID In HQ Backup Router Device

~ WPLS I osPr

! ~
d—lRoutingl \ BFD Interfaces| Instances | Hetworks Areas Ares Ranges Virtusl Links Neighbors
| + = f % aly
45 System " BGP
H Bouter ID Bun. . .
9 Hueues Filters * 100.64.0.2 ves

General Metries

e B! OSPF Instance «defanlt
0 Files ..l..r I izt Kt

[0k |
| defaul t Cancal |
S RADIVS OSPFv3 Router 10 [I0.21.0.2] |

A, Tools " Prefix Lists

Redistribute Default Route: never ¥ I Disable
B New Terminal EIF Bedistribute Connected Routes: no ¥ Comment
TROGES RIPng Redistribute Static Routes: as twpe 2 ¥ | e |
E 16D Redistribute RIP Routes: no * | Bemove |



3 LAB 6- How To Configure OSPF In HQ RouterOS Device

Step 6.3 — Configure OSPF VPN Network In HQ Primary Router Device

Interm Areas Area Ranges Virtual Links Neighbors HNEMA Ne

2= [vlx| [@l /7

|Wetwork / | Mrea

OSPF Network <100.64.0. 1/16>

Network: | 100.64.0.0/16 | 0K |

#rea’ backbone

+|

Cancel

Appl
i ospf Primary VPNnetwor)
Disable

-

H =
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3 LAB 6- How To Configure OSPF In Branch RouterOS Device

Step 6.4 — Configure OSPF VPN Network In HQ Backup Router Device

Interfm Areas Area Ranges Virtual Links HNeighbors HNEMA Nei;

[Network

OSFF Network <100.64 J.0/16>

Network: BUNINGTRNFSLE

Area: backbone @El
Apply

[ 3l

Disable

==
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3 LAB 6- How To Configure OSPF In HQ RouterOS Device

Step 6.5 — Configure OSPF VPN Network In HQ Primary and Backup Router Device

Interfaces Instan Areas Area Ranges Virtual Links HNeighbors NEMA Neighbors S

+ = v 8 AT
Hetwork Area

Hew OSPF Hetwork

Area: |backbone N
[=]/E3

ospf_Application Server Network ——m
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® LAB 7-Test Line Connectivity-To Primary line

Step 7.1 - Branch ping HQ application device IP: 3.3.3.3/32

[admin@0£f£fice] > ping 3.3.3.3
SB? HOST SIZE 1‘l_‘L 'l.'IKB STATUS Genaral | htteibates :
0 3.3.3.3 Sé ¢€4 etms -
1 3.3.3.3 S6 64 €ms Dst. Address:|3.3 3 0/24] I —
2 3.3.3.3 S¢ €4 tms Gateway: | [renchable orpo—outl ]
3:3:3:.3.3 5S¢ ©4 oms
4 3.3.3.3 S6 €4 ems Chack Gatewsy:
5:3.35.3.3 56 €4 éms Tume: |umi
ype. |unioast
6 3.3.3.3 56 €4 €ms
sent=7 received=7 packet-loss=0% min-rtt=6ms avg-rtt=6ms max-rtt=6ms I:li:tmr
Seope: 20

[admin@Qffice] > tool tracerocute src-address=10.3.3.1 3.3.3.3 Target Scope: |10

# ADDRESS LOSS SENT LAST AVG BEST WORST Routing Mark-

1 3.3.3.3 0% 3 €.2ms £.2 £.2 £.3 e T

g~ [Q quit|D dump|C-z pause] Fref. Seurge:




3 LAB 7-Test Line Connectivity-To Backup Line

Step 7.2 - Branch ping HQ application device IP: 3.3.3.3/32

[admin@0Office] > ping 3.3.3.3

SEQ HOST SIZE TTL TIME STATUS
0 3.3.3.3 56 64 Tms Genaral | attributes 0K
1l 3.3.3.3 56 64 Tms
23333 6 64 Tma Dst. ﬁ.ﬂdn::.IS.s.:].Df:uI
3 3.3.3.3 56 64 Tms Gateway: |100.64.0.2 reachable sstp—outl
4 3.3.3.3 S€ €4 Tms Remave
P Fedaded 26 €4 Tms Check Gateway:
sent=§ receiveds=é packet-loas=0% min-rrt=Tms avg-rtt=7ms max-rtt=Tms :
Type: w1 cast
[admin@Qffice] > tool tracerocute src-address=10.3.3.1 3.3.3.3 fastance.
# ADDRESS LOSS SENT LAST AVG BEST WORST Seope: 20
1 3.3.3.3 0% 3 6.2ms 6.2 6.2 6.3

F- [Q quit|D dump|C-z pause] Target Scope: |10



@ Summary

By switching the VPN connection between the primary and backup lines, Branch
automatically switches the routes to ensure the normal operation of the production
service of the enterprise.

Moreover, for the enterprise, the switching of the primary and backup lines is completely
transparent, and the service availability is guaranteed for the enterprise.

Key learning content:
1. How do the two networks of the enterprise establish a VPN with the HQ?
2. How to run OSPF routing protocol between two VPN dial-up lines and the HQ

Note:

The points of knowledge used include:
1. manually create a VPN connection
2. configure OSPF
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Questions?
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Thank you

zhangwei@189csp.cn
WeChat ID: lovebantiangishi
My Company Website: http://www.189csp.com




