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Log

Freeze all ¥
Mar/11/2019 10:0... disk system, error, login failure for user admin from 5.22.250.231 wia winbox -:T
Mar/11/2019 10:0... disk system, error, login failure for user admin from 5.22.250.231 wia winbox
Mar/11/2019 10:0... disk system, error, login failure for user admin from 5.22.250.231 wia winbox
Mar/11/2019 10:0... disk system, error, login failure for user admin from 5.22.250.231 wia winbox
Mar/11/2019 10:0... disk system, error, login failure for user admin from 5.22.250.231 wia winbox
Mar/11/2019 10:0... disk system, error, login failure for user admin from 5.22.250.231 wia winbox
Mar/11/2019 10:0... disk system, error, login failure for user admin from 5.22.250.231 wia winbox
Mar/11/2019 10:0... disk system, error, login failure for user admin from 5.22.250.231 wia winbox
Mar/11/2019 10:0... disk system, error, login failure for user admin from 5.22.250.231 wia winbox
Mar/11/2019 10:0... disk system, error, login failure for user adminZ from 5.22.250.231 wia winbox
Mar/11/2019 10:0... disk system, error, login failure for user admina from 5.22.250.231 wia winbox
Mar/11/2019 10:0... disk system, error, login failure for user dircreate from 5.22.250.231 wvia winbox
Mar/11/2019 10:0... disk system, error, login failure for user dircreate from 5.22.250.231 wia winbox
Mar/11/2019 10:0... disk system, error, login failure for user dircreate from 5.22.250.231 wia winbox
Mar/11/2019 10:0... disk system, error, login failure for user dircreate from 5.22.250.231 wia winbox
Mar/11/2019 10:0... disk system, error, login failure for user dircreate from 5.22.250.231 wia winbox
Mar/11/2019 10:0... disk system, error, login failure for user dircreate from 5.22.250.231 wia winbox
Mar/11/2019 10:0... disk system, error, login failure for user dircreate from 5.22.250.231 wia winbox
Mar/11/2019 10:0... disk system, error, login failure for user dircreate from 5.22.250.231 wia winbox
Mar/11/2019 10:0... disk system, error, login failure for user dircreate from 5.22.250.231 wia winbox
Mar/11/2019 10:0... disk system, error, login failure for user dircreate from 5.22.250.231 wia winbox
Mar/11/2019 10:0... disk system, error, login failure for user dude from 5.22.250.231 wia winbox
Mar/11/2019 10:0... disk system, error, login failure for user gzadmin from 5.22.250.231 wia winbox
Mar/11/2019 10:0... disk system, error, login failure for user myth from 5.22.250.231 wvia winbox
Mar/11/2019 10:0... disk system, error, login failure for user root from 5.22.250.231 wia winbox
Mar/11/2019 10:1... disk system, error, login failure for user wol from 5.22.250.231 wia winbox =
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Z 3 Splunk

T #Splunk £ fl: https://www.splunk.com/en_us/download/splunk-enterprise.html

160K B REIEZE S| =[RFI7H500MB/X
Splunk Enterprise 7.2.6

Index 500 MB/Day. Sign up and download now. After 60 days you can convert to a perpetual free license or purchase a Splunk Enterprise
license to continue using the expanded functionality designed for enterprise-scale deployments.

Choose Your Installation Package

5% Windows A Linux # Mac OS

Windows 8.1, and 10 .msi 22713 MB 3 Download Now
Windows Server 2012, 2012 R2, and 2016

Windows 8.1 and 10 .msi 19914 MB 3 Download Now

Release Notes | System Requirements | Older Releases | All Other Downloads
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Splunk

Folder name:
|D:\Program FilesiSplunk)|

sername:

|admin

Password:

Confirm password:

(® Local System

Installs Splunk Enterprise using local system account. Splunk Enterprise can access
all data on or forwarded to this machine, It cannot access data remotely.

Status: Updating component reqgistration

V| Launch browser with Splunk Enterprise
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1% & Splunk

A<#,iAMa): http://localhost:8000
MARNEZENIZSENKSRBRBERRS

1 — r w ::72" http://localhost:8000/z O ~ C ‘ g | Splunk ’ ‘

splunk>enterprise
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4 TCP UDP
w0 514
5l 514

BIERREMES T Wi
L O

UESRE.. MEET %

Tf5l: 101.2.3, Ibadhost.splunk.com, *.splunk.com

UDP
£ UDP im0 LR AZRHE, B4, syslog.
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-1 I 5 2 514
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SRR e syslog
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Logzing

1 Rules Actions

Topics
critical

error

info

= x X X

4 1tems

WArning

jid

; Prefix

:Action

echo

memory
memory
memory

Logzing

ks

ES echo
memoxry

remote

4 1tems

Rules Actions

jid

memox'y
remote

.................................................................................................................

& MikroTIK

:2 Rules ‘Actions
;+..: :

Topics
critical

error

; Prefix

info

* x X X

¥ warning

s DOEL

jid

jAction

echo

memory
memory
memory

2= B (Topics) iz firewall

‘—

&I{E(Action)i%iFE:x

Hew Loz Rule

£ (remote)

| Topics Rk v L
| | ::info ¥ — Cancel
Y Prefix: v Apply
Actiony remote | Disable
‘l Copy
Remove

4 items (1 selected)

4 1tems ‘enabled
Log Action <remote’
Rules Actions | Name: |remote 0K
g = ﬁf d | TYPe::i!MH!EIIIII:;{ Cancel
" |Name /'Type - ES : :
disk disk ||| Remote Addressi{ | 192.168.85. 254 Apply
echo echo [ ‘
Remote Port: 514
memoxry memory shote Do | | Copy
remote remote Src. Address: 0.0.0.0 | & R
. | BSD Syslog
1% B SplunkfR S5 231tk
Syslog Facility: |3 (daemon)
oyslog Severity: v

|default
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1% 5 7R

# Az AR 5558 | P 1z Wi
/system logging action add name=Server1 remote=x.x.x.x remote-port=514
target=remote

# I HERSS 48
/system logging add action=Server1 topics=firewall,info
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SH¥EEFEIP

< HizfEika)P TOP 10

JRIPHELE <
192.162.103.84
193.188.22.137
185.222.211.22
202.55.17.75
40.135.239.2
183.66.235.182
193.188.22.13
123.157.78.171
59.173.19.66

85.93.20.238

Jm4E

& <
11931
7338
3943
1649
1030
1000
726
711
419

414

Sit v

37.

23.

12.

5tk
990766
365706

555326

.250756

.279733

. 184206

.311734

.263971

.334182

.318261
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B2 o =

FEXAHEBRYTINE

# N EXR
/tool fetch mode=https url="https://ros.ac/mum/ps.txt” dst-path=/ps.txt

HEN N AN EH B4 passwordE =
:global password [/file get ps.txt contents|;

#TE1T =

‘put $password

fetch mode=|

global password [
put $password
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/ip firewall address-list

iz 022 itk ) o iy 21 3t 1 B [

add address=www.baidu.com list=BaiDu
/ip firewall filter

s B X i R

add action=reject chain=forward comment="“Drop Baidu” disabled=yes dst-address-list=BaiDu
protocol=tcp reject-with=tcp-reset

O ® (< €] * s %3 baidu.com o @ (h m)

Safari Yl a3 N EEEIZZIARSS
T

Safari w2 FciEFT A
“https://www.baidu.com”, ERNTEEFIERIRS
2% “www.baidu.com”,

18

MUM China © Ali https://ros.ac


https://ros.ac

IR1E/NRIG

Ctrl + C HPHfIR(E
Ctrl + X HAZZIRT

[adminMAC] =
[aduinMdAC] > [Safe Mode taken]
[nafe Mode taken] [Safe Mode released]
[adminMAC] <3AFE- [adnin@aC] »

Ctrl + V i#t \Hotlock 3t (#<¥5Ea5AM)
[admin[dAC] >

[admindaC] -

Ctrl + D FFHRIERNEERHIEFAA L 2R IVE X
Ctrl + K MBS AT B EAE SRS
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MikroTik EEBF}: http://wiki.mikrotik.com

SpunkE M:htttps://www.splunk.com

Mikrotik Log: https://wiki.mikrotik.com/wiki/.../Log

SplunkX 14 : https://docs.splunk.com/Documentation
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