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About Me

e Jesse Liu, Lethbridge
— Over 13 years experience using RouterOS
— Specialization in Wireless, Tunnel and Routing
— MikroTik MTCNA, MTCWE, MTCTCE
— Cisco CCNP, CCDP (R&S)



Summary

e |KEv2 is supported in current RouterOS versions,
and one way to make it work is by using EAP-
MSCHAPv2, which is covered in this presentation.

e How to implement IKEv2 remote access VPN using
RouterOS for Windows, macOS, Linux, iOS/iPadOS,
Android/ChromeQS and BlackBerry clients.

* Clients do not need to import certificates and
special settings just need to create a connection.



|Psec vs. PPP

IKEv2 Other VPN

PPTP
SSTP
L2TP




Public IP

e Static or dynamic public IP.

e This can also be the public IP of a gateway in
front of a downstream router if the upstream
gateway is port forwarding UDP ports 500 and
4500.



DNS

e Static public IP only needs to create a DNS A
record.

 Dynamically tracks IP changes via IP Cloud
DDNS and a DNS CNAME record.

CLoud cId] < DNS Settings leth.top

v i[INS Enabled

0K
DDNS Update Interval: e Canasl @ DNS Server:dns25.hichina.com, dns26.hichina.com
Update Time

Mol
Public Address: Nmseemfs. 30 —

' Add Record Import & Export Query Volume
DHS Hame: |@w@d@dds196. sn mynetname. net Force Update

Use Local Address

lia)

Type Host Line(ISP) Value
updated

CNAME % Default sl 196.5n.mynetname.net




Certificates

e Root CA (root.pem)
e Intermediate CA (intermediate.pem)

e Server certificate (v.leth.top.pem) and
private key (v.leth.top.key)

e Doesn't support wildcard certificates (e.g. *.leth.top)

| Certi1ficates

Certificates |SCEP Servers SCEP RA Requests OTP CRL

g T | Import || Card Reinstall || Card Verify || Revoke || Create Cert. Request | Settings

Hame |Issuer Common Name Subject Alt. Name Key Size ||w
LT intermediate C=US,0=DigiCert ... Encryption Everywhere DV TISCA-G1 2043 i
[T root C=US, 0=DigiCert ... DigiCert Global Root CA 2048
B v It R ONagtet v Lhte ey Lkt e



Correct date/time setting

Time |Manual Time Zone v Enabled

Time: |14:57:32 Mode: unicast

Primary NIP Server: EI 0.0.0

Date: Jul/22/2019
v Time Zone Autodetect ' Secondary NTP Server: 0.0.0.0

Time Zone Name: knuﬁ'hm@u * Server DNS Names: |pool.ntp. org

QUT Offset: |+08:00 QRN ¥ Settines
DST Active Servers:

Dynamic Servers: |




Compatible RADIUS server

e FreeRADIUS
e Windows NPS
e TekRADIUS



FreeRADIUS server

& 'f:;' E__:L'I Tl 0% | 1506 (=&

client LETH {
ipaddr = 192.168.88.1
secret = 123

_

pi@raspberry:~ $ sudo vi /etc/freeradius/3.0/mods—enabled/eap

default eap type = mschapv2

pi@raspberry:~ $ sudo vi /etc/freeradius/3.0/users
"jesse" Cleartext—-Password := "123"
"lulu"™ Cleartext-Password := "123"

Framed-IP-Address = 192.168.77.161

pi@raspberry:~ $ sudo /etc/init.d/freeradius restart
[ ok 1 Restarting freeradius (via systemctl): freeradius.service.

pi@raspberry:~ $§ sudo vi /etc/freeradius/3.0/clients.conf
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IFPsec Group {groupl>

Group and Proposal

IPsec Proposal <proposall>

Auth. Algorithms:

Ener. Algorithms:

Lifetime:
FFS Group:

| I mds v shal
Onull [ she2be

] shab12

| I nall || des

| | 3des aes—128 che
[] aes-192 cbc | aas-256 cbe
I blowfish || twofish

| | camellia—128 | | camellia—192
|| camellia—256 | | aes—128 ctr
| | aes—192 ctr [ | aes—256 ctr
|| aes—128 zom || aes—192 gem
|| aes—256 gem

00:30:00

0K

Cancel

Apply

Disable

Copy

Eemove

| nionie

enabled
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Policy template

IPsec Poliey <0.0.0.0/0:0->0.0.0.0/0:0> =] E3 IPsec Poliey <0.0.0.0/0:0->0.0.0.0/0:0> [=] X

General ‘huticm Status 0K General Action ISttttu 0K

Src. Address: lm Cancel JI Cancel

Sro. Port: [ ,_ Apply IPsec Protocols: esp liJ Apply
Dst. Address: [IJ 0.0.0/0 Proposal: |prop_usall |3|

Disable Disable

Dst. Port: [ "

Protocol: (265 (all) ¥

Comment Comment

Copy Copy

v
¥ Template Remove Remove

Group: |groupl 2
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Pool and Mode config

Name: |pooll |

Addresses: 192.168.77.100-192.168.77.150  +

Hext Pool: none

IPsec Mode Config <cfgl>

Name: I cfzgl 0K
| Responder

Cancel

Address Paol: lpuuj:l_.-_ ¥ E Apply

Address: I
Address Prefix Length: l32

Copy

Remove

Split Include: l
| System DNS

Static DNS: |8.8.8.8




Peer and Identity

w Peor: M| [ ox

Address: |- Canadl Auth. Method: leap radius |E] Cangsl

Fort: Apply Certificate: !'.r. leth top A Apply

Local Address: Disable {intemedi ate I Disable

Comment

Exchange Mode: Folicy Template Group: igroupl |E! Comment
| Passive Notrack Chain: |7 |@ Copy

|| Send INITIAL_CONTACT Remove
My ID Type: !auto

‘respon&er

Remote ID Type: iauto

Match By: remote id

Mode Configuration: lcfgl

Generate FPolicy: iport strict
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RADIUS client

Hew RADIVUS Server

General Status 0K
Service: |;| PPP |;| login Canial
ghutsput |:|wi.relesa
g dhep V| ipsec Apply
| dotlx
Disable
: v
Called ID: | | Comment
L] . v
Domain: ‘ | | i
Address: 192, 168.88.2 |
Remove
Protocol: udp ”a
| Keset Status
Secret: *kx |

Authentication Fort: 1812 l

Accounting Port: ‘1813 |

Timeout: 300 ms




Settings

Add a VPN connection

VPN provider

Connection name

Server name or address

VPN type

Type of sign-in info

User name (optional)

Password (optional)

+/ Remember my sign-in info

indows client

-E' Metwork Connections

T -E* <« Metwork and Internet » Metwork Connections w O
Organize - Start this connection Rename this connection Delete this connection
g vlethtop Properties b L- v._leth.toe
— Disconnected
General Options Securty Metworking  Sharing gz WAN Miniport (IKEv2)
N

This connection uses the following items:

Intemet Protocol Version 6 (TCP/IPvE)
ntemet Protocol Version 4 (TCP/IPv4)
File and Printer Sharing for Microsof

Client for Microsoft Netwarks ‘You can get |P settings assigned automatically i your netwaork
M I? supparts this capability. Otherwise, you need to ask your network
| administrator for the appropriate IP settings.

Internet Protocol Version 4 (TCP/1Pwd) Properties

General

Advanced TCP/IP Settings x

IP Settings  DNS ~ WINS

Install...
G | This checkbox only applies when you are connected to a local - -

Description network and a dial-up network simultaneously. When checked, data

that cannct be sent on the local netwark is forwarded to the dial-up
Transmission Cortral networl.

wide area network p
across diverse interc)

Use default gateway on remote network : :
Digable class based route addition . .

Interface metric:

Search

Automatic metric Advanced. ..
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g Blotith PAN

VPN (IKEv2)

Not Connected

macOS client

Location:

o

Network  Authentication Settings:

Username

Automatic

Username:

Status: Password:

Server Address: v.leth.top
Remote ID: v.leth.top

Local ID:

lulu

Cancel

Authentication Settings...

Connect

Show VPN status in menu bar

Advanced...

Revert

?

Apply
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Linux Mint client

Choose a Connection Type

Select the type of connection you wish to create.

If you are creating a VPN, and the VPN connection you wish to create
does not appear in the list, you may not have the correct VPN plugin

installed.

IPsec/IKEV2 (strongswan)

IPsec with the IKEv2 key exchange protocol.

Cancel

Create...

Editing VPN connection 1
Connection name:
General | VPN | Proxy 1Pv4 Settings
Gateway
Address: v.leth.top
Certificate: | (None)

Client

Authentication: EAP
—

Certificate (None)
Private key: (None)
Username: lulu
Password:

Show password

Options
Request an inner IP address
Enforce UDP encapsulation

Use IP compression

Cipher proposals
Enable custom proposals

IKE:

ESP:

Cancel

al

3l

Save
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i0S/iPadOS client

W= 10:59 AM
Cancel Add Configuration
Type

Description v.leth.top
Server v.leth.top
Remote ID v.leth.top

Local ID

AUTHENTICATION

User Authentication
Username lulu

Password eee

PROXY

92% -

Done

IKEv2

Username

Manual

Auto

[ e i 10:59 AM

£ General VPN

VPN CONFIGURATIONS

Status

~ Vleth.top

Add VPN Configuration...

Connected §

92% =

L/'

s,

N
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Android and ChromeQOS client

https://play.google.com/store/apps/details?id=org.strongswan.android

https://download.strongswan.org/Android/

10:33 Oeidn

€&  Add VPN pr.. SAVE CANCEL

v.leth.top

VPN Type

IKEv2 EAP (Username/Passwor.. -

lulu

Select automatically

D Show advanced settings

=0 ‘widdn

ADD VPN PROFILE  §

Status: Connected
Profile: v.leth.top

DISCONNECT
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https://play.google.com/store/apps/details?id=org.strongswan.android
https://download.strongswan.org/Android/

RouterQOS client

Certificates |sczr Servers SCEP RA Requests OTP CRL

I + = | ? Import Card Reinstall || Card Verify Revoke Create Cert. Request || Settings
_ [ame /[Tsswer  [Common Name ~  [Subject A.. [Key Size [Days Valid [Trusted
T root C=US, 0=DigiCert ... DigiCert Global Root CA 2048 9131 yes

[ . Peer: -’peerl ]I s
Hame: |[listl “-lr -“ i .
Auth. Method: |eap | ¥

Address: |192.168.88.8 Cancel

O] EAF Methods: MS—CHAEvZ [#]%
Fame: !req“est—gnl_y | 0K | Certifioate: 7 73

[ Cancel Remote Certificate: nome ||3 _ M
Src. Address List: Elist] B Hi_ Dsarnane: 1,:1“ |

| Responder

IPsec Peer <peerl> [=1E3N Password: *:m
Name: i.- 1 . —
e [ | Policy Template Group: |default |37
— :
Ad-d:n“:_t"‘ L . Notrack Chain: | |G
Rk | s :
Yook ilBent | |» My ID Typs: |auto =]
Profile: |default ”? r =
. . o Remote ID Type:  auto |
Exchange Mode: ‘IKEZ ”3 i — | —
— ate . remote 1 ¥
| Passive ilidd ¥ | : 3 | ¥
o = -
b e Sand IICFTIAL_EUBTACT i L Mode Configuration: request—only “3 -
:en&bled Generate Folicy: :port strict y ||3
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More information at:
https://wiki.mikrotik.com/wiki/Manual:IP/IPsec

Thank you for participating



	IKEv2 Remote Access VPN
	About Me
	Summary
	IPsec vs. PPP
	Public IP
	DNS
	Certificates
	Correct date/time setting
	Compatible RADIUS server
	FreeRADIUS server
	Group and Proposal
	Policy template
	Pool and Mode config
	Peer and Identity
	RADIUS client
	Windows client
	macOS client
	Linux Mint client
	iOS/iPadOS client
	Android and ChromeOS client
	RouterOS client
	More information at: �https://wiki.mikrotik.com/wiki/Manual:IP/IPsec

