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Sobre Nosotros:

- Emprendimiento Colombiano 100%. °
- Operamos en todo Latinoamérica y Caribe. @ Evangit
- Asesoria y Diseno de Soluciones WISP y Cableadas , @evangit

- Administracion Delegada de Infraestructura IT. www.evangit.com

- Soporte técnico de Redes. Internet para Eventos.
- Zonas WIFI.
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Sobre Mi:

Julian Paez P, Bogotano.

CEO & Founder de EVANGIT.
Ingeniero de Telecomunicaciones (Universidad Piloto de Colombia).
Evangelizador de Mikrotik desde 2011.

Certificado en Mikrotik, y otros Vendors, Itil V.3, ISO 9001, etc.
PARTNER DE YOUTUBE.(Canal de Tutoriales de Networking y Wireless).
Emprendedor.
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QUE ES UN TUNEL?:

Tunnel Endpoints

Transit
It erm etwaork
Head er

.
F ayload \
Transit Internetwork

Tunnel

Tunneled
P avload
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Es un protocolo de comunicaciones que permite el movimiento de datos de una red a otra. Implica
permitir el envio de comunicaciones de redes privadas a través de una red publica (como Internet) a
través de un proceso llamado encapsulacion.

Debido a que la tunelizacion implica volver a empaquetar los datos de trafico en una forma diferente,
tal vez con el cifrado como estandar, puede ocultar la naturaleza del trafico que se ejecuta a través de
un tunel.

Funciona mediante el uso de la porcidon de datos de un paquete (la carga util) para transportar los
paguetes que realmente proporcionan el servicio. La tunelizacion utiliza un modelo de protocolo en
capas, como los del conjunto de protocolos OSI o TCP / IP.
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6to4 TUNNEL

» 6to4 (https://tools.ietf.org/html/rfc3056) es uno de los varios

mecanismos de transicion a IPv6 (4in6 4over6 — ISATAP NAT64 / DNS64 —
Teredo — SIIT- MAPA)

» Este mecanismo permite tener una red local con IPv6 y acceder con
direcciones globalmente ruteables (publicas) a todos aquellos sitios
que tengan IPv6 habilitado por medio de una red IPv4.
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https://tools.ietf.org/html/rfc3056
https://en.wikipedia.org/wiki/4in6
https://en.wikipedia.org/wiki/Lightweight_4over6
https://en.wikipedia.org/wiki/NAT64
https://en.wikipedia.org/wiki/ISATAP
https://en.wikipedia.org/wiki/NAT64
https://en.wikipedia.org/wiki/IPv6_transition_mechanisms#DNS64
https://en.wikipedia.org/wiki/IPv6_transition_mechanisms#Stateless_IP/ICMP_Translation
https://en.wikipedia.org/wiki/Teredo_tunneling
https://en.wikipedia.org/wiki/Mapping_of_Address_and_Port
https://en.wikipedia.org/wiki/IPv6_transition_mechanisms#Stateless_IP/ICMP_Translation
https://en.wikipedia.org/wiki/Mapping_of_Address_and_Port
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6tod IPv6/IPva
router

6tod
router

IPvb
island

2002::16

IPv6 Internet
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Transport Layer Transport Layer Transport Layer
Header Header Header
Payload Encapsulating Payload Decapsulating Payload

IPV6 in IPv4 IPv6 from IPv4
source " destination
IPV6 device in the tunnel IPv6 device
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Dashboard

Safe Mode Session:
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A& Guick Set
1 CAPsMAN
¥ Interfaces
= Virckss [#][=] [<]] [=] [7] =] [¢l[] [=] [7]
22 Bridge |Address + [Network Interface [~ [ Address < [From Pool __|[Interace
=4 PR D Tr192.168021/24 19216800 etherd_WAN DL Trfed0:all:2Fife37 T0e1/64 etherd WAN
97 192.168.10.1/24  192.168.10.0 ether?_LAN oL = -a00: : ether2_LAN no

“I3 Mesh DL PfeBD:all:2Affecd:2a5e/64 ether] no
& P I DL  Pfe80:al0:27f feeb:2534/64 etherd no
gl 1Py 3
<7 MPLS ¥ admin@08:00:27:77:08:E1 (MikroTik_MUM) - WinBox v6.44.5 on %86 (x26)
# Routing ¥ Session  Settings  Dashboard
@ System T %[ ] | Safe Mode | Session:[08:0027.7708E1
® Cuoes
0 Fles A5 Quick Set
Ej = 1 CAPsMAN

q i
£ RADIUS : e [#][=] [«][] [=]

; 5 2items L Wireless [Address + | Network Interface:
A Tooks B Bidge 192.168.0.0 ether3 WAN
New Teminal ; =7 192.168.56.10 192.168.56.10  ether2
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@ Dude 2 o
KVl =
& P P
Q Make Supout rif s b
v
& Manual =
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22 Routing 2
427 System [
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] Files
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% Tools B
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[#[=] [“][=] [=] [¥]

|Address + | From Paal Interface [Adve +
DL Trfe80:al0:2fffed1.c22/64 etherd no
DL Pfed:all:2 A fe52-64e6/64 ether2 no
DL =Pfed:all: 2/ fe72:68a/64 etherl no
DL  rfe80:a00:2Affe77he1/64 etherd_WAN no
+ [T»
4 jtems

12



Mikrotik User Meeting in Bogota, Colombia

Agosto 9-2019

CREAMOS LA INTERFALZ...

@ admin@0&00:27:77:0B:E1 (MikroTik_MUM) - WinBox v6.44.5 on x86 (x86) & 2dmin@08:00:27:5C:27:85 (MUM BOGOTA) - WinBox v6.44.5 on x86 (xB6)

Session Settings Dashboard Session  Settings Dashboard
o Safe Mode | Session:|08:00:27-5C:27-85)
Safe Mode Session: |08:00:27.77.0B:E1 . Iil essn
- A Quick Set
Aa Quick Set T CAPsMAN
T CAPsMAN General | Status  Traffic 48 Irtorfaces
T Wireh
I Interfaces Namg [Rodturnel ), o General | Steus | Trfic
1 Wireless ——l @Ry Hnoge — o ’ |Ne1wark |\meﬁaca ‘
= Type: |Gtod Tunnel =2 PPP Name: (Bto4urnei1) Ll =152.168.0.21/24_ 15216800 etherd WAN
2 Bridge — Address List o/ Mesh Type: |God Taml g 25152 168.10.1/24 192168100 ether2 LAN
=3 PPP : = |p S :
= MTU: | K |-
Actual MTU: [1480 s
Mesh IPvE 2 *
flajiis . |Mdress £ |Network Interface g'y M;LS s Actual MTU: [1480 "
P r L2 MTU: (65535 +* D 5r192.168.0.20/24 __ 192.1680.0 etherd WAN < L2 MTU: [65535 ¥
gl IPvG [\ - o* = 192.168.56.10 192.168.56.10  ether2 #Rotng [ *
2L o | Local Addess: [192.168.0.20 i System r Local Address: [192.168.0.21 |~
2items e Queues Remote Address: - Torch
4 Roumg | | RemoteAddess: HDMBSGANN 0 [e o s [
System "1 ipsec Secrt: | El L= o S|
g Queues 4 reols Keepalive: |
A Toals
ﬁ El,es alve: | New Teminal DSCP- |'HJ
L] teg DSCP: |-”] © Duce r Dont Fragment: |nc ||3 ‘
R RADIUS ESKum Clamp TCP MSS
S Tools | Dont Fragment: [no 3 Make Supout f
) [l Ml TrD WES & Manual
New Terminal @ Now Virex Interface ‘herface list Ethemet EolP Tunnel IP Tunnel GRETumnel VLAN VRRP Bonding LTE
Dude [ Detect |
% - Interface | Interface List Ethemet EolP Tunnel |P Tunnel GRE Tunnel VLAN VRRP Bonding LTE E & EE @ I I I I I
[ Name ——_ ¢ | Type Actual MTU L2 MTU [T Rx Tk Packet (p/s) | Rix Packe
3 Moke Supout st EE E i (@aotunel), o4 Toree 1480 65535 Obps Obps (]
B G emet 1500 Obps Obps o
@ Manual < [Type |Actual MTU L2 MTU [Tx [Rx [T Packet fp/s) | Rx Packd] R dveherd LN Bthemet 1500 24.4kbps 124kbpe 3
@ New WiBox _ o4 Turnd I s o o i 150 obee o 5
Exit ¢ivether? Ethemet 1500 34.1kbps 16.0 kbpe [
l $ivetherd_WAN Ethemet 1500 Obps 1400 bps 0
¢jretherd Ethemet 1500 Dbps Obps 0
e®®0,
.o L] o
: ¥ % o
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Ping entre WAN:s...

admin@08:00:27:5C:27:85 (MUM BOGOTA] - WinBox vb.44.5 on xB6 (xB6)
Dazhboard

e e B e

] Session;

Ping (Running)

General | Advanced

0]
e

Start
Ping To: | [FERITI0EN | e
Interface: | | R Close
| ARP Fing Mew Window
Packet Court: | | R
Timeout: |'|ﬂ'ﬂ'|]' | ms
|Seq # + |Host Tme  |Reply Size |TTL |Status |
0 192.168.0.20 Oms 50 64
1192.168.0.20 Oms 50 64
2 192.168.0.20 Oms 50 64
3 192.168.0.20 Oms 50 64
4192.168.0.20 Oms 50 64
5 192.168.0.20 Oms 50 64
6 192.168.0.20 Oms 50 64

dmin@08:00:27:708:E1 (MikroTik_MUM) - WinBox vB.44.5 on x86 (x86)
ion  Settings Dashboard sion Settings
Safe Mode Session: |08:00:27:77.0B8:E1
45 Quick Set Ping {Running) O ﬁ Quick Set
[T CAPSMAN Generl | Advanced [ sa | = CAPsMAN
@8 Interfaces Stop 8 Intedaces
|1 Wireless Fr—
e Interface: | | - Close 1 Wireless
ge Bd ns
R [] ARF Fing - g Dridge
Eﬁ PPP Mew Window iy
o Packet Count: | | w7 Ea PRP
la Mesh i Mesh
=R I Timeout: |'Iﬂ'[|'|} |m5 ‘o 1€
i sl IP
<l IPv6 ¥ P
L i W
MPLS I = upLs
4 Routing I3 @
5 |Seq#+ [Host Tme | Reply Size |TTL |Status \ #2 Routing
o System 0 152.168.0.21 Oms 50 64 o
B Queues 1192.168.0.21 Oms 50 64 %3 ystem
2 192.168.0.21 Om 50 64
) Fies 5 g Gueues
3192168.0.21 Oms 50 64 =
Log 4192.168.0.21 Oms 50 64 Files
5 192.168.0.21 Oms 50 B4 Log
o RADIUS 6 192.168.0.21 Oms 50 64 =
[ Tools 3 7 192.168.0.21 Oms 50 64 2 RADIUS
. 8 192.168.0.21 Oms 50 64 & Tools
New Teminal 9 192.168.0.21 Oms 50 64 A .
Dude I3 10 192.168.0.21 Oms 50 64 | New Teminal
5 KM 11 152.168.0.21 Oms 50 &4 @ Dude
| Make Supout rif

O
53970
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“TRADUCIENDO” DE IPv4 a IPv6:

& C @ Noseguro | gestioip.net/cgi-bin/subnet_calculator.cgi

-~

Importado de Inter... li Inicio & Apple & Google

Aplicaciones ( Célculoycalculado.. G gmail

IPv4 '® IPv6
1P sdaes ({63600 {
BM 24 (255255 255.0 - 254 hosts) v calculate

IP address 192.168.0.20
class c
type PRIVATE (For Use in a private network. Not routable in the Internet [xrfcl918])
network 192.168.0.0
bitmask 24
netmask 255.255.255.0
wildcardmask 0.0.0.255

192.168.0.1-
LSS R 192.168.0.254

broadcast address 192.168.0.255
total IP addresses 254

short 192.168.0.20

integer ID 3232235540

hexadecimal ID I 0xc0a80014

hexadecimal ID II 3139322e3136382e302e3230
binary ID 110000001010100000000000000

in-addr.arpa format 20.0.168.192.in-ad

mapped IPvé address EEEISSESOSSSO0TEN

étoé prefix

0.
o o"o

IPv4 '® [Pv6
&
IP address 192 168.0.21
BM | 24 (255 255 255.0 - 254 hosts) v calculate
IP address 192.165.0.21
class Cc
type PRIVATE (For Use in a priwvate network. Not routable in the Internet [rf
network 192.168.0.0
bitmask 24
netmask 255.255.255.0
wildecardmask 0.0.0.255
192.168.0.1-
MESE ZEEEE 192.168.0.254

broadcast address 182.168.0.255
total IFP addresses 254

short 182.168.0.21

integer ID 3232235541

hexadecimal ID I 0xc0aB0015

hexadecimal ID ITI 313832223136382e302e3231
binary ID 1100000010101000000000Q00
in-addr.arpa format 21.0.168.1%2.in-add
mapped IPv4 addregg ::f£fff:c028:0015

6to4 prefix 2002:c0aB:0015::/486
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IPv4 address

Decimal

Hexadecimal

|IPv6 address

(with embedded IPv4 address)

O
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193.88.99.46

/ /NN

193 88 99 46

VoL

63 2e

\\ //

2002:¢c158:632e:0001::1

6to4 prefix 80 bit
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PECUTA) - WinBox v6.44.5 o

Session: | 08:00:27:5C:27:B5

+ = v a7

|| Address _/ [From Pool __[Interface

G  9°2002:c0a8:15/48 ‘ v Gtodtunnell

G  92002:c0a8:380a ., ether2_LAN no
DL rfe80:3:c0a8:15/64 *. Gtodtunnell no
DL =Pfe80::a00:27% fe37:70e1/64 * ether3 WAN  no
DL rfe80::a00:27 feSc:27b5/64 . ether2_LAN no
DL Pfe80::a00:27 fecd:2a5e/64 I ether no

°fe80::a00:27f feeb:2534/64 N

IPv6 Address <2002::c0a8:15/48>
Address:
From Pool:
Interface: |Gtod+4unnell

EUI64
Advertise
| No DAD

oo EVANGIT
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Box vb.44.5 on x86 (x80

:108:00:27:77-:0B:E1

+ = v Ay

Address 7 |From Pool
P 2002::c0a8:14/48 -
qrfe80::3:c0a8:14/64 .,
fe80:a002F fed1c22/64 T &

DL Pfe80-a00 27 fe5264e6/64 o
DL Pfe80::a00:27 fe 72:68¢a/64 .
DL  PfeB0:-a00-27 fe77be1/64 S

*

Address: | USSR EE]
From Pool:
Interfface: | 6Gto4+tunnell
EUI64
Advertise
No DAD

IPv6 Address <2002::c0a8:14/48> = E3

Gtod+unnell
etherd
ether2
etherl
ether3_WAN

Mikrotik User Meeting in Bogota, Colombia

| Advertise

no
no
no
no
no
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Q 2dmin@02:00:27:77:08:E1 (MikroTik_MUM] - WinBox v6.44.5 on x85 (x56) - O x @ 23min@08:00:27:5C:27:85 (MUM BOGOTZ Box v6.44.3
Session Settings Dashboard Session Settings Dashboard
0 [s|  SdeMode | Sesson:020027.7708E1 BE 72O O SdeMode Sesson 0800275C 2785
A Ouick Set
3 CAPsMAN
8 rredaces
3 Wireless ==
SF e $ieB0 3c0=8 15/64 o
e DL $ie80 20027 ie37 70e1/64 stherd WAN mo
== PPP b Rt DL  %=ied0 20027 e5c 2564 she? LAN o
“2 Mash Generd | Athibndes DL ieS0 20027 fecd 225¢/64 etherl no
— , DL Sriedl 20027 jecb 2534/64 stherd no
SEwP i & 2002-c0a8 3802 o
= Pv6
Gateway: 2002 =815
Check Gateway: |
Type: uncast
Digtance: 1
Scope: '30
Target Scope: 10
Recewed Fom:
enzbied

o....,o
5i070 EVANGIT
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PROS - CONS

v’ resolvid la desventaja de que la técnica de tunel 6in4 no es
escalable. Un proveedor podria usarlo para implementar
la implementacion de IPv6 en una gran base de clientes

v’ puede causar latencias inaceptablemente largas, lo que resulta
en experiencias negativas para el usuario (arriba de los 300ms)
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