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Reguerimientos para MESH

* RouterOS v3.x - v4.x - v5.Xx — v6.X enabled
package Wireless.

* Una o dos wireless cards chipset Atheros
r52hn.

« Antennas (Omni, sector, directional) Para
la Banda — 2.4Ghz - 5Ghz.

 RouterBoard 435GC.
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Wireless Mesh Network WDS HWMP

Mesh Network es una topologia que permite
tener conectividad bidireccional completa
entre sus nodos .

En este modo, todos los nodos de la red (
son punto de acceso).

En Mesh tienen algunos modos como ( Full
Mesh , Mesh parcial o Hybird Mesh).
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La Redes Mesh Tienen alguna ventaja como:
capacidad Roaming, cobertura total ,
redundancia y tolerancia a fallos entre algunos
enlaces etc ...

En Router Mikrotik aconsejo gue se puede
configurar en dos modelos :

Modelo 1 : MESH WDS inalambrico con MESH
Interface

Modelo 2 : MESH WDS inalambrico con
BRIDGE Interface
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Modelo 1

En este modelo tenemos que configurar la
red inalambrica de todos nuestros
RouterBoard , con los mismos parametros (
Modo, banda , frecuencia, seguridad , ...)
Mi RouterBoard tiene esta configuracion :

Modo: Ap -Bridge

Band : 2 Ghz - So6lo N
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Ancho de canal : 20 Mhz
SSID: UNIVISA

Frecuencia: 2474

Modo WDS : Acoplamiento dindmico Mesh
WDS Puente defecto: Mesh -Interface

Mesh : Mesh -Interface

Mesh puerto: Etherl - Wlanl - Wlan2
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Mesh Network HWMP

® admin@00:0C:42:E3: 7F:64 (AP 1) - WinBox v5.10 on RB751U-2HnD (mipsbe)
Lo »O' Safe Mode

Interfaces Interface <wlanl> =B
Wireless General ‘Wireless DataRates Advanced HT HT MCS WDS Nstreme NV2 TxPower Curent Tx Power Status Traffic
Switch . r —
Channel Width: | 20MHz ¥ =
Fi ;2412 ¥ MH
P ) R :
IPYE r SSID: |Reza-Moghadam -
Torch
Routing I Scan List: iw
System ) Wireless Protocol: | any 3 ﬂl
Qiisues Security Profile: :Qe[ault |+ |
e
Log Frequency Mode: | manual txpower ¥
| ,
Radius Country: |no_country_set 2
Tools ) Antenna Gain: |0 | dBi
New Terminal = Simple Mode
MetaROUTER DFS Mode:  none |+
Make Supout.rif Proprietary Extensions: | post-2.9.25 *
Manual WM Support: | disabled ¥
Exit Bridge Mode: | enabled 3
Default AP Tx Rate: | | ¥ bps
Default Client Tx Rate: | ¥ bps

[v| Default Authenticate
v!| Default Forward
Hide SSID

enabled /funning unhing ap

‘4 Start @ admin@00:0C:42:E3:... | LY Wireless WDS Mesh H... i untitled - Paint En R 2P L9 @ 06:34 b
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Mesh Network HWMP

® admin@00:0C:42:E3:7F:64 (AP 1) - WinBox v5.10 on RB751U-2HnD (mipsbe)

e Safe Mode v| Hide Passwords [l

Interfaces Interface <wlanl>
Wireless General ‘Wireless DataRates Advanced HT HTMCS WDS  Nstteme NV2 TxPower Curent TxPower Status Traffic
Bridge WDS Mode: | dynamic mesh 2
EER WDS Default Bridge:  Mesh-Interface I3
Switch
Mesh WDS Default Cost: 100
P | WDS CostRange: (55150
IPvB )
MPLS I
Rosng I
Ls

=
Radius
New Terminal Simple Made
MetaROUTER
Make Supout.rif
tManual
Exit

enabled runnhing runnhing ap

——————— = L 2 ’
‘4 Start @ admin@00:0C T wireless WDS Mesh M... | 1§ untitled - Paint EN ® )!! D)5 B @ 06:34 6.0
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Mesh Network HWMP

® admin@00:0C:42:E3:7F:64 (AP 1) - WinBox v5.10 on RB7 2HnD (mipsbe)

L) v (e ] Safe Mode v/| Hide Passwords [ ()
Interfaces = EI
Wireless Mesh | Ports FDB
Bridge (o] mm] | &2l 9¢| | | V| | Mesh Traceroute ‘ L
PPP I WNa‘me ~ /Type L2MTU [T« S| R - Ter’ac.:,:‘Rx F'ac,.'Tx Ijrops;F{x Dropsr‘_]'ernor_s: Rx EnorgiMA’C_Add[evss o V
Switch B <PMeshinterface  Mesh Obps 0bps 0 o o 1] 0 0 00:0C:42:E3:7F:65 |
Mesh
IP )

Interface <Mesh-Interface>
IPv6 ) = I
enera i
Routing ) Name: |Mesh-Interface
Queues MTU: | 1500 '
|
Files L2 MTU:
MAC Address: | 00:0C:42:E3:7F:65 |
ARP:  enabled |+
: Admin. MAC Address: v
New Terminal 4
MetaROUTER
Make Supout.rif
tManual
Exit
enabled runﬁing

1 item out of 11 (1 selected)

4 Start @ admin@00:0C:42:E3: ... T wireless WDS Mesh ... i 4 - Paint En &R )!! L% B @ 0635k
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Mesh Network HWMP

Mesh
IP ¥
Routing [

D Do 3

System [
Queues

Files

Log

Radius

Tools [
New Teminal
Make Supout rf
Manual

Exit

[ TN

2013

4tbridge1 Bndge 342 kbps 820.0 kbps 7] 83 0 0
4ivethert Ethemet 1598 502.0 kbps 41.3kbps 90 78 0 0
4ipether1 Ethemet 1600 107 5 kbps 22 0 kbps 64 33 0 0
¢ivether? Ethemet 1598 Obps Obps 0 0 0 0
m][E3)

| New Interfac

General  HWMP | Trafic

.......................................................

..................

Default Hoplimit: !32

PREQ Watting Time: |4

PREQ Retries: 2

| Disable

[v| PREQ Destination Only

PREQ Reply and Forward

PREP Lifetime: |00:05:00

| Remove

RANN Interval: |00:00:10

RANN Propagation Delay: |500

Ims | [ MeshTra

okt

RANN Lifetime: |00:00:22

[ Reoptimize Paths

¥
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Mesh Network HWMP

Client
& Client2

AP-Client 2.4Ghz link
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Mesh Network HWMP
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Mesh Network HWMP

— /L—

AP-Client 2.4Ghz link

— /L

AP-AP 5Ghz link

— /L

AP-AP 2.4Ghz link

2013

Client

AP1

Client2

AP2

AP4
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Mesh Network HWMP

® admin@00:0C:42:E3: 7F:64 (AP 1) - WinBox v5.10 on RB751U-2HnD (mipsbe)

| Safe Mode v Hide Passwords M (5
Interfaces El
Wireless Mesh Ports FDB
Bridge -|-‘ - v % 4O T »

PPP i V‘I'r)!e(face / Mesh - 1 V

Switch etherS Mesh-Interface |
wds1 Mesh-Interface

Mesh wids2 Mesh-Interface

P ) wds3 Mesh-Interface

IPYE 3 wdsd Mesh-Interface

MPLS [

Routing r

Mesh Port <eth

System ) :
Queues Interface: | ether5 =]
Files Mesh: | Mesh-nterface | 3

Leg Path Cost. |10

Radius = :
i Hello Interval: |10 s

Tools ¥ . !

New Terminal ort 1ype: | auto [ #]

MetaROUTER DR Address: |00:00:00:00:00:00 |

Make Supout.rif
Manual enabled Active Type: ethernet bridge
Exit

5 items (1 selected)

p—— = - p— - : 3 = 2
‘4 Start @ admin@00:0C:42:E3:... T ‘Wireless WDS Mesh H... i untitled - Paint EN Q)fn‘ L% B @ 06:355.0
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Mesh Network HWMP

® admin@00:0C:42:E3:7F: 64 (AP 1) - WinBox v5.10 on RB751U-2HnD (mipsbe)

SiEllEE v/ Hide Passwords [ (7

Interfaces

Wireless Interfaces | Nstreme Dual AccessList Registration  Connect List  Security Profiles
Bridge | drv| = ‘ D R Scanner || Freq. Usage || Alignment || ‘Wireless Sniffer || ‘Wireless Snooper | Find ‘
EER TNa,m,e,, |Type ;LZ MIU,,?TR Fx : miTx'F'ac.,lF!x Pac... Tz 5rop§1ﬁx Drops,forError,sizle Errors,'MACAcltjrersis, ‘AR,F' ,,,,,;,MQF‘E ,.Ea'?d j!:hgng.jfreqqen.. i§st - \\V\
Switch H 4P wlani Wireless [Atheros 11N) 2290 0bps 0bps 0 00:0C:42.E3:7F:65 enabled apbri.. 2GHz-.. 20MHz 2412 Reza-Mo... |

|IDRA  ¢-owdsl WwDS 2290 0bps 0bps
Mesh |DRA  <dwds2 WS 2230 Obps  Obps
P [ ||DRA  4-®wds3 WwDS 2290 0bps 0bps
1PyE 3 | DR& $->wdsd wDS 22390 0bps 0bps

MPLS M
Routing I

0 0 00:0C:42E3:7F:65 enabled

0 0 00:0C:42.E3:7F:65 enabled I
0 0 00:0C:42.E3:7F:65 enabled I
1] 0 00:0C:42.E3:7F:65 enabled |

coooo
oo0oo0ooo

0
0
0
0

oo0oo0oo0o

System )
Queues

Files

Log

Radius

Tools )
New Terminal
MetaROUTER
Make Supout.rif
tManual

Exit

5 items out of 11

r -3 s
‘5 Start @ admin@00:0C:42:E3:... T wireless WDS Mesh M. .. EN & L)W 06335
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Mesh Network HWMP

® admin@00:0C:42:E3:7F:64 (AP 1) - WinBox v5.10 on RB751U-2HnD (mipsbe)
o[ o | safeMade
Interfaces Wireless Tables
Wireless Interfaces  Nstreme Dual Access List  Registration | Connect List  Security Profiles
EBridge [ | ? | &= Reset | Find
PPP :‘Bra}:rli;:urNjame MACAddress o Llrg'lrlrerr:frace ;Upfimg 7AP ;W“’.iLastAgt'i}{i!;.r.LTg/le Signal \T:-:/‘Elx Fiarleri V\
Switch 4P 2 00:0C:42:E2:23:60 wlan1 00:03:23 yes yes 3.180 -6 11.0Mbps... |
AP 3 00:0C:42:E1:49:15 wlanl 00:27:11 yes yes 3170 -9/-20 48.0Mbps...

Mesh 4paP 4 00:0C:42:E1:74:74 wlanl 00:27:06 yes yes 3.180 -15/-16 54.0Mbps... |
P [* 4PAPS 00:0C:42:E4:71:2D wlan1 00:27:11 yes yes 3.180 -17/-20 54.0Mbps... |

IPvE I
MPLS [
Routing )
System )
Queues

Files

Log

Radius

Tools f
New Terminal
MetaROUTER
Make Supout.rif
tanual

Exit

4 items

e :
‘s start @ sdmin@00:0C:42:E3:... | O Wireless WDS Mesh b, | 1§ untitled - Paint EN R LY e 06336
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Mesh Network HWMP

® admin@00:0C:42:E2:23:5F (AP 2) - WinBox v5.10 on RB751U

5]

2013

4 Safe Mode v/| Hide Passwords M (%)
Interfaces E
Wireless Neighbors | Discovery Interfaces &g
Bridge v ;
=P = . ‘ . HTMCS WDS | Nsteme NV2 TxPower ‘
|Interface 7 |IP Address |MAC Address ~ Identity | Platform | Version BoardNa... IPvE  |Age(s) : § hd|
Switch A Meshintefface 192168684  00.0C:42E1:7A74 AP 4 MikioTik 510 RB751U-.. yes 43 WDS Moade: | dynamic mesh s
& Meshinterface  192.168.88.3 00:0C:42:E1:43:15 AP 3 MikroTik 510 RB751U-.. yes 43 ; - —
Mesh & Meshinterface 192168885 00:0C42E471:2D APS MikioTik ~ 5.10 RB7S1U-.. yes 3 WDS Defaul Bridge: | Meshinterface 2
P ) A Meshinterface  192.168.88.1 00:0C:42.E3.7F65  AP1 MikraTik 510 REB751U-... yes 32
o x A ethers 1111 00:00:00:00:00:00 no 136 WDS Default Cost: | 100
S Nl TIh| | WDS Cost Range: [50-150
Routing I"| Interfaces | Nstreme Dual AccessList Registration Connect List Security Profiles || WDS Ignare S5ID
System ) gev v % al Y| | Scanner | Freq Usage | Alignment || wWireless Sniffer || Wireless Shooper ‘
Queues Name | Type L2MTU | Tx Ry |Tx Pac... RxPac...| T Drops Rx D_rops_‘ TxEnc v
Files R <Pwlanl Wireless [Atheros 11N) 2290  592bps  592bps 1 1 o 0 a 2
= DRA  <dudsT wDS 2290 Obps  Obps 0 0 0 0 0
9 DRA  ¢-Swds2 WwDS 2230 592 bps 592 bps 1 1 1] 0 0 =
Radius DR&  <¢>wds3 WwDS 2290 Obps Obps a 0 0 0 a
4>
Tools I | DRA wdsd wDS 2290 Obps Obps 0 1] 0 1] 0
New Terminal -
MetaROUTER @‘Z‘ Ping (Funning)
Make Supout.rif 4+ = | T ||| Mesh |Pots  FDE General | Advanced
Manual [Address ¢ |Network Interface RalliES = || | Mesh Traceroute Ping To: |(EEREEEE
: 2132168822/, 192168880  Meshinterface . : R L s
Exit _ |Name Type L2MTU [ Tx |Rx | T= P Iterface:
R 4PMeshinterface Mesh 512 bps 512 bps
ARP Ping
Packet Count:
Timeout: | 1000
[seq#t [Host Time | Reply Size |TTL
0 192.168.885 8ms 50 E
1192168.885 Sms 50 E
2152168.885 Sms 50 E
3 1592.168.885 Sms 50 E
1 item E 4 192.168.885 7ms 50 €
oo ‘ 5 192.168.885 4ms 50 E

@ sdmin@00:0C:42:E2:...

[ untitled - Paint

[ 2 wireless WDS Mesh ...
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WDS + RSPT

Modelo 2

Este modo es similar al MESH , pero tienen una diferencia , la diferencia es
gue en este modelo utilizamos BRIDGE de interfaz en lugar de MESH de
interfaz , y también utilizar STP ( Spanning Tree Protocol ) tales como (
STP,RSTP).

STP, RSTP Protocolo que evita los Loop de ruta libre en la capa de red 2,
en esta modalidad a cada RouterBoard le da una prioridad para Actuar
como bridge root En la capa 2 de red , el cual permite analizar y supervisar
la red de capa 2 con envio y recepcion BPDU ( Bridge Protocolo Datos
Unidad) .

Si él ve algunas BPDU en lared , Envia un comando para Bloguear a esa
ruta ( a otra AP ) evitando los Loop.
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WDS + RSPT

He configurado mi RouterBoard con esta configuracion :
Modo: Ap -Bridge

Band : 2 Ghz - Solo N

Ancho de canal : 20 Mhz

SSID: - UNIVISA

Frecuencia: 2474

Perfil de seguridad: por defecto
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WDS + RSPT

 Modo WDS : Acoplamiento dinamico
 WDS Puente defecto: BRIDGE - Interface
 BRIDGE : BRIDGE - Interface

« BRIDGE Modo STP : Modo RSTP

« BRIDGE - PORT : Etherl - Wlanl - Wlan2
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AP-AP communication

Ethernet Ethernet

S

Clientl

2013

WDS link
AP1 AP2

Mode=ap-bridge
Band=2.4ghz-b/g
Fregency=2437Mhz
SSID=MESH
Wds-mode=dynamic
Wds-default-
bridge=bridgel
Bridge=Ethernet,Wireless

MikroTik MUM ECUADOR
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SIMPLE MESH

AP-Client link AP-Client link

WDS link

Clientl Client2

AP1 AP2

Mode=ap-bridge
Band=2.4ghz-b/g
Freqency=2437Mhz
SSID=MESH
Wds-mode=dynamic
Wds-default-bridge=bridgel
Bridge=Wireless
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DUAL BAND MESH

AP-Client link

WDS link

Clientl

Mode=ap-bridge

AP1 AP2

Band=2.4ghz-b/g
Freqency=2437Mhz
SSID=MESH

2013

Mode=ap-bridge
Band=5ghz
Fregency=5600Mhz
SSID=MESH
Wds-mode=dynamic
Wds-default-bridge=bridgel
Bridge=Wireless,Wireless

MikroTik MUM ECUADOR

AP-Client link

Client2
Mode=ap-bridge
Band=2.4ghz-b/g

Fregency=2437Mhz

SSID=MESH



WDS + RSPT

Client

+ Client2

AP2

AP1

Path
% AP3
AP-Client 2.4Ghz link
% AP4
AP-AP 5Ghz link Client3
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WDS + RSPT

2013

Lo | [ ) Safe Mode

Interfaces
Wireless
Bridge

PPP

Switch

Mesh

IP

IPvE

MPLS
Routing
System
Queues

Files

Log

Radius

Tools

New Terminal
MetaROUTER
Make Supout.rif
Manual

Exit

¢4 Start

v Hide Passwords [l

General Wieless | DataRates Advanced HT HTMCS WDS Nsteme NV2 TxPower CurentTxPower Status Traffic

Mode:

Band:

Channel Width:
Frequency:
SSID:

Radio Name:

Scan List:

Wireless Protocol:

Security Profile:

Frequency Mode:
Country:

Antenna Gain:

DFS Mode:
Proprietary Extensions:
WM Support:

Bridge Mode:

Default AP Tx Rate:

Default Client Tx Rate:

enabled

@ admin@00:0¢

v!| Default Authenticate

v Default Forward

Hide SSID

| T wireless WDS Mesh ...

/lunning

(7

untitled - Paint

MikroTik MUM ECUADOR

ap Eridge | s Cancel
2HzonyN = Apely
20MH ¥
z |
2412 | ¥ MHz
'

Reza-Moghadam A

Scan...
oy ] Freq. Usage...
manual tapower ¥

v Snooper...
no_country_set [
0 d4Bi Reset Configuration
= Simple Mode
hoe | ®
post-2.9.25 I3
| disabled =]
enabled s
| ¥ bps
v bps

unning ap

.
EN RS LY S @ 063k




WDS + RSPT

Lolie] Safe Mode v Hide Passwords [l

Interfaces

Wireless General ‘Wireless DataRates Advanced HT HTMCS WDS  Nsteme NV2 TxPower CurentTxPower Status Traffic

Bridge WDS Mode: | dynamic mesh | 3

EER: WDS Default Bridge: | Bridge-Interface ¥

Switch

Mesh WDS Default Cost: [100
P I | WDS CostRange: 50150
IPv6 !

MPLS [

i | | sen. |
Leg Snooper...
Radius

I
New Terminal Simple Mode
MetaROUTER

Make Supout.rif

Manual

Exit

‘enabled /tunning unning ap

‘4 Start T Wireless WDS Mesh ... | [ Untitled - Notepad & My Pictures @ admin@00:( ... | ¥ untitled - Paint N & )E"’:'! 1|8 07:30 6,
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WDS + RSPT

@ admin@00:0C:42:E3: 7F:64 (AP 1) - WinBox v5.10 on RB751U-2HnD (mipsbe)

odle Safe Mode v Hide Passwords
Interfaces
Wireless Bridge Ports Filters NAT Hosts
Bridge || - v % O Y | Settings L
PPP L "Navpe} V‘EJP&, § LZMTUTK S| R - TirPac,:zjinPac..V.A Txbropsiﬂi Drops Terr!ovgjiFix'Enorrs;N{A’CAddless - ‘I';frotoco...; v
Switch 'R 4tBridge-Interface Bridge 2290 Obps Obps 0 0 0 0 0 0 00:0C:42E37F65  rstp |
Mesh
IP )
IPv6 )

MPLS ! General STP | Status Traffic

Fouting ! | Protocol Mode: ¢ P C ostp @ oqsip
pren ) Priority: | 8000 hex
Queues

Files Max Message Age: | 00:00:20

Log Forward Delay: | 00:00:15

Radius Transmit Hold Count: |6

Tools ! Ageing Time: |00:05:00

New Terminal

MetaROUTER

Make Supout.rif

Manual

Exit

enabled [unning

1 item out of 11 (1 selected)

e o
/4 Start T Wireless WDS Mesh M., | [ Untitled - Notepad & My Pictures @ admin@00:0 EN & )E'”:‘ 1|8y 07
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WDS + RSPT

@ admin@00:0C:42:E3: 7F:64 (AP 1) - WinBox v5.10 on RB751U-2HnD (mipsbe)

"0‘ | | SafeMode v Hide Passwords [l

Interfaces
Wireless Bridge Ports | Fiters NAT Hosts
Bridge "+ = v % 3 | T [Find
i ‘7 '_‘Inlerf;n:ve | Bridge 'iP(i'o'rily Ithalh Cost V_I:Iarirzon jﬁo}e . VRoo'trPat.., V
Switch it 1t etherz Bridge-Interface 80 10 disabled port
Wah | 4t wlant Bridge-Interface 80 10 designated port |
sl
IP !
IPvE !
MPLS o
Routing f
System ) General | Status
Queues T
7 Interface: |wlanl
Files = =
fog Bridge: |Bridge-Interface
Fisdus | Priority: |80

! =
Loz Path Cost: |10
New Terminal

Horizon:

MetaROUTER |
Make Supoutrif | Edge: |auto
sl Point To Point: | auto
Exit

External FDB: :éulg

;enabled

2 items (1 selected)

i
/4 Start T Wireless WDS Mesh M., | [ Untitled - Notepad = My Pictures i a-Paint N & )’."1!! 1'% o7
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PREGUNTAS

SKYPE cbajanal980
Emall cbajanal980@gmail.com
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