Mikro Tik User Mee‘ring in Ecuador

November 15 - 16, 2013

l ' ..........................
...........................
...........................

....... eoe
...................
...................
...................
....... soe
........................
........................
......................

IRELESS SPECIALISTS




Mikro Tik User Meeﬁng in Ecuador

November 15 - 16, 2013

Ventajas competitivas de |a
implementacion de PPPoE
Server / Client sobre MikroTik




Implementaciones comunes para control de acceso:

- HOTSPOT

* Administracion y control de trafico centralizado.
* Trafico de Broadcast.
* Vulnerabilidad media.

* Multidifusion sobre capa 2.

- TABLA ARP

* Administracion y control de trafico centralizado TEDIOSO
* Trafico de Broadcast.

* Muy vulnerable.

* Control de ancho de banda manual

* Multidifusion sobre capa 2.



Caracteristicas PPPOE: (Point-to-Point Protocol over Ethernet - RFC 2516)

* Administracion y control de trafico flexible.

* Es posible realizar implementaciones con enrutamiento OSPF y MPLS sobre PPoE
* Trafico encapsulado de paquetes sobre Capa3, cero broadcast.

* Vulnerabilidad nula.

* No existe multidifusion, IP/32

* Conectividad multiple y simultanea para servicios diferenciados.

* Soporta autentificacidon asociada a External Radius Server y User Manager

* Control y administracion personalizada sobre el equipo del usuario. (MikroTik)

* Preparado para IPV6

* Encriptacion MPPE 40bit y MPPE 128bit RSA.
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Funcionamiento Logico:
- PPPoOE Server
- e ——— PADI PPPoE Active Discovery Initialization
P PADO  PPPoE Active Discovery Offer
PADR PADR PPPoE Active Discovery Request
ﬁ . . . . .
PADS PADS PPPoE Active Discovery Session confirmation
<T WORK AND OPERATION
(/—) PDAT PPPoE Active Discovery Terminate
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Esqguema topologico: (mixto)
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Ventajas competitivas PPPoE Server / Client:

1. Implementacion de reglas a todo nivel, muy personalizadas sobre el equipo
cliente.

2. Facilidad de implementacion de reglas sin afectar a TODOS los usuarios por un

requerimiento especifico.

Uso de protocolo NV2 vy las ventajas que este involucra.

Eliminacion total de trafico de broadcast y propagacion de contenido no

deseado sobre la LAN

5. Por las caracteristicas técnicas de los CPE MikroTik, enlaces eficientes, estables y
seguros a distancias muy considerables.

6. Flexibilidad de administracion por la compatibilidad con Radius Server, User

manager, enrutamiento MPLS y OSPF.

Liberacion de carga de procesamiento al Router Core.

Ahorro en mantenimiento, consultoria y/o “desastres involuntarios”.

Capacidad de crecimiento seguro, flexible y ordenado.
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Configuracion PPPoE Server: (Acceso a Internet

* |P de acceso a internet sobre la interface WAN, IP’s DNS Server del proveedor, Gateway. (IP route), NAT .

(] admin@D4:CA:6D:B2:73:7E (MikroTik) - WinBox v6.6 on RB951Ui-2HnD (mipsbe)
Safe Mode |
A Quick Set [@llx]
I Interfaces Interface |E1hemel EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE
T Wireless
< Eind
2 Bridge +|[=] E @ [ Fing | . .
=3 PPP Name [ Type [L2mT._[Tx |Rx | Tx Packet (pfs) RxPacket (p/s) | [ *
SWN S 1598 06ss 060s 0 o -> rFirewall-> cnmascaramiento
=2 Switch ather? Ethamet 1598 0bps 0bps 0 0
o2 Mesh “etherd Ethemet 1598 0bps 0bps 0 0
= : otherd Ethemet 1598 Obps 0bps 0 0 = = [ .
s : :
] R ;-;etlher{fv Evme‘mei - 1598 6255::05 1553 g“ 3 (2] Genersl | Advanced  Exva Acion Stasics Lo ] Gonsral Advanced Exra Acton | Sttstcs
IPvE I wlan ireless (Atheros 2290 DS DS
= = ) [ e I 5| e
< MPLS [ =E =IE] Enaors| o Aoply [y ]
OpenFlow Dst Address: | v Disable Disable
& [#[=] [=][5] Servers: (20048225130 s+ [0k | e Fe— —
# Roding 1 Address + [Netwark [Interface |+ Aezh| I~ c Copy
3 Cancel o= L Coy |
@ System T 19045231 19045238 WAA 20048225146 s | ‘ o) Remove
® Oueues o= DynemicSemers: [ | | Aeply | " " [ s canes |
5 Files = .ot | I* | Remmcomen | [ResetAlCounrs |
Log Address: (19045231529 | [ oK | Allow Remote Requests tatic In. rface. } }v
[} Out Interface: v
e Nework 19045238 |~ | Gancel || || MaxUDP PacketSze: [ Cache | . :
acket -
ATools 1l inerface: [an [5] [epy | CachoSie: 245 |kB \ -
|m New Terminal Cache Used: Routing Mark: | v
55 MetaROUTER T | -
#% Partition Connection Type: | |+
|, Make Supout rif T ‘ Nexthops | Rules VRF i
Manual
gt #][=] (][]
Dst Address + |Gatewa Distance [Routing M_ | Pref Source ||+
¥ q
DC P 19045238 WAN unreachable 255 1904523.15
New Route
enabled enabled

General ‘Amibmgs

Gateway 190452316

Check Gateway: ‘ |'
Comment
Type: [unicast [=]
Copy
Distance: ‘ |' Remove
Scope: ‘3{] ‘

Target Scope: ‘10 ‘

Routing Mark: ‘ |v

Pref Source: ‘ |v
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Implementacion de PPPoE Server:

ad|

€
Safe Mode

adn

A Quick Set

| Interfaces

~ Wireless Interface  PPPoE Servers ‘Secreis Profiles Active Connections

Jt

sepiage (¥ [7][=] [7]

=4 PPP J_Soervic... ¢|Intefface [MaxM.. MaxM..[MRRU |DefaultP... |Authentication

w0 Sitch servic... wianl 1480 1480 default pap chap msc...

=

©12 Mesh PPPoE Service <service1>

= ’ Service Name: |service1 | | 0K |

s IPv6 ¥

: MPLS N Interface: |Man)‘ || ¥ | Cancel

& OpenFlow MaxMTU: |1480 L Apply |

# Routing | Max MRU: 1480 | | Disable |

gz"ﬂem P MRRU: ~ | copy
ueues

= s Keepalve Tmeout 10 |4 | Remove |

|| Log Default Profile: |defau|t || ¥ |

L Radius 1itg [] One Session PerHost

A Tools P Max Sessions: |:| v

@ New Terminal - Authentication

74 MetaROUTER pap chap

#5 Partition mschapl mschap?2

| J Make Supout rif

@ Manual enabled

[ Exi

&

A Quick Set
= Interfaces
1 Wireless
52 Bridge
=z PPP

== Switch
°2 Mesh

255 IP

[zsl IPvE

< MPLS

/7 OpenFlow
4 Routing
i2: System
& Queues
| Files

] Log

L Radius
A Tools

I3

| New Terminal

=5 MetaROUTER

#% Partition

| 4 Make Supoutrif

& Manual

[ Exit

Interface PPPoE Servers Secrets ‘Pmﬁles Active Connections

EIEI @ | PPP Authentication & Accounting |

Name + |Password |Service |CallerID |Profile |Local Addr_. |Remote Ad
usuario clave pppoe default-e... 1.1.1.1 1112

PPP Secret <usuario>

Name: |usuario | | OK |
Password: |c|ave |A Im‘
Service: |pppoe || ¥ | | Apply |
Caller ID: | '~ | Disable |

|| ¥ | Comment

Profile: |defau|t—encryp'rjon

Local Address: |1.1.1.1 |«
Remowve
| Remote Address: |1.1.1.2 |A I
| Remote IPv6 Prefix | R S—
Routes: | |v
Limit Bytes In: | s
Limit Bytes Out | R

LastLogged Out | |

enabled
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Implementacion de PPPoE Server: (Profiles y pool add.

LS admin@D4:CA:6D:B2:73:7E (MikroTik) - WinBox v6.6 o
Safe Mode
Ay Quick Set [=I[ES]
| Interfaces
= Wircless Interface  PPPoE Servers Secrets Profiles ‘AcﬁveCunnecﬁum
<
2 Bridge [+][=]
=% PPP Name + |Local Addre . |Remote Add..|Bridge  |Rate Li_. [Only One| |-
s Switch * @ default default
= oW * @ defaulten default
°15 Mesh o Lt =]E3|
g IP " ol |UsedAddmsses General ‘Plotocols Limits Queue ’T‘
15zl IPvB 3
- MPLS I lE“E‘ Name: ‘pruﬁlﬂ ‘ ‘ Cancel ‘
> OpenFlow Name / |Addresses [Next Pool 152 Local Address: |192.16811 Apply
poall 192.168.1.2-192.166.1.254 none

% Routing L Remote Address: |pooll \i‘ - Comment

5 System I
%0 Ojlx] Remote IPv6 Prefix Pool:
& Queves

5 Files Name: |pooll L[ ok ] DHCPv6PDPook | |v || Remove

[ Log Addresses: [8.12-192168125 ¢ | Cancel | -

48 Radius Bidge | I~

XToos 1 ||| MeaPock bore _TE] e

|| New Terminal Bridge Path Cost l:l -

=4 MetsROUTER

| 4 Make Supoutrif Outgoing Filter: l:l &
Titem

= PPP Secret <usuario =B
Name ‘ | 0K | h
L O —

Password: |c\ave ‘A | Cancel |

- Change TCP MSS
& default © no © yes

Service: |pppoe

CallerID- | |~ [ Disable |

Profile: |pmﬁ|e1 " ¥ ‘ | Comment |
Local Address: | |-
Remate Address: | ‘v
Remote IPv6 Prefix | |~
Routes: | |-
Limit Bytes In- | |-
Limit Bytes Out: | |-
LastLogged Qut | ‘

‘anablad
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’ Interface <wlan1>
General Wireless |Data Rates Advanced HT | .. Advanced HT |WDS Nstreme NV2 TxPower Nstreme NV2 ‘Tx Power Current TxPower Status ...
Made: [ap bridge [=] HT TxChains: # chaind ¥ chain TDMA Period Size: [2 | ms Cancel
HT RxChains.  chaind < {chah] [ ey ]
Band: |2GHz—B " = | Apply ains: v chain AL Apply Cell Radius |3{} |km Apply
Channel Width: [20MHz [=] Disable HT AMSDU Limit 8192 | Disable Security
Frequency: |2427 [+ MHz Comment HT AMSDU Threshold: [8192 | Comment Preshared Key: | |
SSID: |MikroTik PPPoE |- Torch I | Queus Count |2 ‘
RadoName: [D4CACDBZ7STF | e | E . [ =
Scan List |default =] Freq. Usage.. i Freq Usage.. || Freq. Usage...
Wireless Protocol: |n\Q || £ | Align... _‘ I
Security Profile: |defau|t || ¥ ILI i I
Frequency Mode: |manua|—mpower || ¥ | -
= Reset Configuration Reset Configuration Reset Configuration
Country: |no_country_set || * |
| | Simple Mod
DFS Mode: |none || ¥ |
Proprietary Extensions: |post—2.9.25 || ¥ |
Bridge Mode: |enab|ed || * |
Default AP TxRate: | |+ bps | |
Default Client Tx Rate: | |v bps
Default Authenticate
[iDefault Forward ;
Multicast Helper: |default || * |
enabled searching fo... :
g enabled searching fo... enabled searching fo
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Interface <wlani=

General Wireless | Data Rates Advanced HT WDS .. Advanced HT |WDS Nsteme NV2 TxPower Nstreme NV2 | TxPower CurrentTxPower Status
Mode: TN - | HT Tx Chains: 4 chaind ¥ chaini Secuty
Band- |2GHZ—B " 5 | Apply HT Rx Chains: #l chain0 hai Apply Preshared Key: | | Apply
Channel Width: [20MHz [ Disable HT AMSDU Limit (8192 | Disable
Frequency: [2427 | # | MHz Comment HT AMSDU Threshold: 8192 | Comment
Radio Name: [D4CAGDB2737F | Scan.. I |
Scan List |defau|t || = |¢ Freq. Usage... i Freq Usage.. I Freq. Usage...
Wirsless Protocal: [nv2 =] i |
Security Profile: |default " ¥ | &I
oo
Frequency Mode: |manualfb(power " ¥ | -
Reset Configuration Reset Configuration Reset Configuration
Country: |no_country_set " ¥ |
- - Supsiia EE—
Antenna Gain: |{]| | dBi p imple Mode Simple Mode
DFS Mode: |none || ¥
Proprietary Extensions: |post-2.9.25 " ¥ |
Bridge Mode: |enab|ed " ¥ |
Default AP Tx Rate: | |+ bps I |
Default Client Tx Rate- | |+ bps
Default Authenticate
[ Default Forward
Multicast Helper: |defau|t " ¥ |
enabled running ap enabled searching fo... I|enab|ed running ap
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Configuracion del PPPoE client. (Interface

admin@D4:CA:6D:AF:AQ:1E (MikroTik) - WinBox v6.6 on RB351Ui-2HNnD (mipsbe)

| safe Mode
A Quick Set (= E3 | =]
falbiciaces General | Dial Out| Status | Traffic oK Interface | PPPGE Servers | Secrets | Profiles | Active Connactions
i Wireless —
3£ Bridge Name: [pppos-outl | Cancel -|-le| [%] ||E| [ PPP Scalnner i lPPTP server || SSlTP Server || L2TP |Server I[ OVPN|SeNer I[ PPPﬂI|EScan | [Fina |
Apply Name < | Type L2 MT...| Tx Rx Tx Packet (p/s) |RxPacket(p/s) -
=g PPP Type: [PPPoE Client | R <®pppoe-outl PPPoE Client Obos Obps [0 0
== Switch L2MTU: | || [ Disable |
Mesh
= MaxMTU: 1480 | Comment
& IP r
2 IPVG |l MaxMRU: [1480 | Copy
<2 MPLS b MRRU: | |~ Remove
sEEr | —
5 Interfaces: |wlan1 =
3 Routing : 7 | [ PPPoE Scan
i System 3
& Queues
] Files
Log
;. Radius 1item outof 7 (1 selected)
& Tools 3 . § ¥ " N 5 I
[ Now Torminal @ . admin@D4.CA6D:AFAD:1E (MikroTik) - WinBox v6.6 on RBI51Ui-2HnD (mipsbe)
=4 MetaROUTER 9| SafeMode
= Partition =
'f Make S i enabled |runnmg Status: connected /& Quick Set
[ 2 Make Supoutri = nieraces )
& Manual Wireless Tables 3 Wireless General Dial Ot Staus Trafic
B Exit Interfaces |Nslreme Dual Accesslist Registration Connectlist Security Profiles Channels 52 Brdge Senvice: - al
+-| =] | Scanner || Freq Usage | Alignment || Wireless Sniffer || Wireless Snooper | d “iPPP ACName: v [ L Aenly R T T R T e Distance Rouing.._Pref Source i |
[Name s [ Type [L2MT. [Tx [Rx | Tx Packet (p/s) |Rx Packet (p/s) [MAC Address _ [ARP _ |[Mode [Band [Chan..[Frequ.. [SSID = Switch Disble || DAC P19216811 popoeoutireachable 0 19216812
R #wlanl Wireless (Atheros... 2290 O bos O bps 0 0 D4.CABDAFA.. enabl. station 2GH.. 20M.. 2427 MikroTi... o Mesh User. |usuario —
]
=P P Password: |clave
23 b Proie: | defa
ZWLS b )
alive [ Imeol
OperFiow Keepalive Timeout |50
< Openl
4 Rouing | "I Dizl On Demand PPPOEScan
o System 1 " Use Peer DNS
8 Oueues ¥ Add Default Route
B Flles Defaut Route Distance: |1
o Log
£ Radus - Alow 2items
1item outof 7 % Touls | ®pap ¥ chap
@ New Terminal ¥l mschapl ' mschap?
4 MeaROUTER
5 Pariiion
- Make Supoutsi nunning Status: connected
2 Ma! up
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Configuracion del PPPoE client. (Nat Masquerade

R New NAT Rule 0] ] New NAT Rule =E
| General |Advanced Extra Action Statistics General Advanced Extra Action |Staﬁsﬁcs
_ Chain E Acton: [ETEVERS 5]
1:' Src. Address: | |v Apply Apply
1:' Dst Address: | |v Disable
-
Pratocol: | |'
] Src. Port | |' L
|
1 Dst Port | |'
-
] Any. Port: | |'
Reset All Counters Reset All Counters
In. Interface: | |'
Out Interface: | |'
Packet Mark: | |'
1 Connection Mark: | |'
] Routing Mark: | |'
Routing Table: | |'
1 Connection Type: | |v
|

-| enabled

enabled
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Implementacion de la LAN para el cliente:

admin@D4:CA:6D:B2:73:7E (MikroTik) - Wir

C

A5 Quick Set [O][x] [O][x]
'HL?ETCES IE”EI DHCP |Ne1works Leases Options Option Sets Alers

1 Wireless

25 Bridge |p$$§;§155..23.1..f|1N95{}?:;r;3.3 ||$;TCE N (LS | DHCP Confg || DHCP S |
=4 PPP F19216821/. 19216820  ethers ‘Name /| Interface Relay Lease Time |AddressP.. |Ad|w

= Switch

= ot Dl DHCP Setup Of x|
la .

Address: |192.1ﬁ&.21}'3{]' | OK Selectinterface to run DHCP server on

= P I
55 IPv6 | Nework (19216820 |4 | Cance DHCP Server Inerface:
7 MPLS o | Interface: | ether2 |+ ] EAREIE TD|
< OpenFlow -Disable = - =
4 Routing I3

i System I"

& Queues

[ |Files

. Log

M Radius |E”E’b|‘3‘:I

¥ Tnnls [
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http://wiki.mikrotik.com/wiki/Manual:IPv6_PD over PPP
http://wiki.mikrotik.com/wiki/User _Manager/4/PPP_Setup
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