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APl en MikroTik
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MKE Solutions




Presentacion Personal

v Nombre: Arias, Juan Pablo.

v Profesion: Estudiante de Analista de Sistemas
v Rio Cuarto, Cordoba, Argentina.

v @ - paschiavi@mkesolutions.net

N

v &) - Juaarias
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Presentacion de la Empresa
¥ Inicio de Actividades: 2008

v Entrenamientos / Capacitaciones a
BEEOIO de Froyectos

v Soluciones llave en mano Academ'a
v Soporte / OutSourcing N

v Venta de Hardware / Licencias

v @ - info@mkesolutions.net M (E
v L= - @mkesolutions I

v — facebook.com/mkesolutions

SOLUCIONES A MEDIDA, REALIZADAS POR EXPERTOS...
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Objetivos

Y Interactuar con API.

v Mostrar que se puede realizar una solucion a medida.

¥ Demostrar la versatiidad en cuanto a eleccion dé
lenguaje, en este caso, PHP

v Observar en el MikroTik lo ejecutado en la solucion.

K MISStrafslassoran . utilidac _aun __SinSSCONSEIRNEN
avanzados.
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;Que es API?

v Application Programming Interface

v Permite soluciones a medida

v Disponible desde RouterOS v3.x

v Por defecto, desactivada.
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Habilitar el Servicio API

PPP
Switch
v 8 T
Mesh
Name Port Available From Certificate
P L ARP % ® 3 3728
IPvE Accounting @ ftp 21
e i @ ssh 22
_ (ES5Es IP Service <api> [=] E3
Routing DHCP Client _
System DHCP Relay PR T 0K |
Bz DHCP Server Port: 8728 | Cancel |
Files DNS Avallable From:  0.0.0.0/0 a | Apply
Log Firewall ‘ |
. 4 Enable

Radius Hotspot |
Tools IPsec disabled
New Terminal Neighbors
MetaROUTER Packing 7 items (1 selected)
Make Supout.rif Pool
M anual Routes
E xit SMB

SNMP

Services 2

Socks i

UM
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Crear Grupo API

mui

PPP
Switch

Mesh

IP

IPvE

MPLS

Routing

System 1
Queues

Files

Log

Radius

Tools

New Terminal
MetaROUTER
Make Supout.rif

Manual

Exit

Auto Uparade
Certificates
Clock
Console
Drivers
Health
History
Identity
LEDs
License
Loaging
Packages
Password
Ports
Reboot

Reset Configuration

Resources
Routerboard
SNTP Client
Scheduler
Scripts
Shutdown
Special Login
Stores

Users 2

\watchdog

+|3

Name
S Aful
S & read
S & wiite
3 items

I'f

Users Groups SS5H Keys SSH Private Keys  Active Users

New Group =] E3
MName: groupl oK
Policies Cancel
local telnet
ssh ftp Apply
reboot read T —
write policy
test winbox Copy
password web Remove
shiff sensitive
api
4
Skin:  default *

Minimas politicas:

v read

v write

v apl
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Crear Usuario API

UM

Switch

Mesh

IP

IPvE

MPLS

Routing
System 1
Queues

Files

Log

Radius

Tools

New Terminal
MetaROUTER
Make Supout.rif
Manual

E =it

Auto Uparade
Certificates
Clock
Console
Drivers
Health
History
|dentity

LEDs
License
Loagging
Packages
Password
Ports

Reboot
Reset Configuration
Resources
Routerboard
SNTP Client
Scheduler
Scripts
Shutdown
Special Login
Stores

Users
Wiatrhdnn

Users Groups SSH Keys SSH Private Keys  Active Users

eh 3 = | T A,
MName Group  Allowed Address
.2 system default user
& admin  full
New User
Name: userl
Group:  read L2
Allowed Address: —

Password:

Confirm Password:

enhabled

oK

Cancel
Apply
Disable
Comment

Copy

Remove
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Puerto

I Rcietfecto: [ CP 8/28 y TCP 8729 (55L)

Ui

v (% | T
Mame Port A ailable From _erkificate
@ api 0720
@ api-ssl g729 none
m| kAl | IP Service <api-ssl> =] E3
Mame: |api ] 4 Mame: |api-ssl K
Port: |8728 Cancel Port: | sErss Cancel
fAvailable From: v Apply fvailable From: v Apply
_ Cerkificate: |none | # | & _
Disable Disable
enabled enabled
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Lenguajes soportados

PP v Flash Actionscript 3
v Delphi v Ruby on ralls
v C Y S BSE

v C usando Winsock v Java

A S v Node|S

v CH v Python3
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Ventajas

BEceso desde cualquier lugar del mundo, siempPrEREES

este ruteado.

v Acceso a través de cualquier dispositivo con browser

(laptop, PDA tablet, smartphone, etc.)

v Solucion personalizada.

v Econdmica.

v Satisfaccion personal.
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Modo TLS

v Conexion segura.

v Servicio API/SSL

B NequUiere de un certificado SSL.

4

Disponibles desde RouterOS v6

v Modos i:Conexic’m segura.
SEFVICIo AR HESIL

v Una vez establecida la conexion segura, se usa el mismo

protocolo que para el APl
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;Como funciona?

v Incluimos AP|

("./share/database config.php");

('./share/funciones api.php');
(‘api mt include2.php');
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;Como funciona!’

v Conexion / Desconexion

$API routeros api();
$API->debug = false;
($API->connect($ip, $User, $Pass, $puerto)) {

}
$API->disconnect();
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Ejemplo Sencillo

v Mostrar la identidad (PHP)

<?

| (‘api mt include2.php');

$API routeros api();

$API - >debug = false;
($API->connect('10.200.200.xx"' , 'user' , 'pass',6 8728)) {
$conectada=true;

}

($conectada) {

$API->write("/system/ident/getall”,true);
$READ = $API->read(false);
$ARRAY = $API->parse response($READ);
$name = $ARRAY[O]["name"];

}

echo $name;
7>
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Ejemplo Sencillo

v Mostrar la identidad (Browser)

Syskem

Queues

Files

Log

Radius

Tools

Mew Terminal
MetaROLTER.
Make Supout. rif

| Manual

UM

10.233.233.248

MikroTik juaarias

Auko Upgrade
Certificates
Clock,

Console
Crivers
Health
Hiskory
Identity

LEDs

License

Identity

Idenkiky:

MikroTik juaarias

804

Cancel

Apply

L
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Ejemplo Sencillo

v Ver el LOG

Log

Freeze
Janf02/1970 01:13:10  memoary syskem, info, account  user admin logged in via winbox
Jan/0z2/197001:13:42  memary syskem, info, account  wser admin logged in from 10,233.235.9 via winbox
Jan/0z2/1970 01:14:52 mematy syskem, info, account  user APIuser logged in from 192,168,858, 253 via api
Jan/02/1970 01:14:52 memary syskem, info, account  user APIuser logged out From 192, 168,83.253 via api
Jan/0z2/1970 01:15:06  memary syskem, info, account  user APIuser logged in from 192, 168.88.253 via api
Jan/0z2/1970 01:15:06  mematy syskem, info, account  user APIuser logged out From 192, 168,585.253 via api
Janf02f1970 01122 memary syskem, info, account  user APIuser logged in From 10,233.233.248 via api
Janf02/1970 011922 memary syskem, info, account  user APIuser logged out From 10,233,233, 248 via api
Jan/0z2/1970 01:19:35  memary syskem, info, account  user APIuser logged in from 10,233,233, 248 via api
Jan/0z2/1970 01:19:35  memary syskem, info, account  user APIuser logged out From 10.233.233.248 via api
Janf02/1970 01:19:53  memoary syskem, info, account  user APIuser logged in from 10,233.233.248 via api
Jan/0z2/1970 01:19:53 memary syskem, info, account  user APIuser logged out From 10.233.233.2438 via api
Jan/0z2/1970 01: 156 memary syskem, info, account  user APIuser logged in from 10,233,233, 248 via api
Janf02/1970 01:19:57 memoary syskem, info, account  user APIuser logged out From 10,233.233.248 via api
Jan/0z2/1970 01:20:28  memary syskem, info, account  user APIuser logged in from 10,233,233, 248 via api
Jan/0z2/1970 01:20:29  memary syskem, info ppp secret <mumz > added by APIuser
Jan/02/1970 01:20:29  mematy syskem, info, account  user APIuser logged out From 10.233.233.248 via api
Janf02/1970 01:20:32  memary sysker, info, account  user APIuser logged in From 10,233.233.248 via api
Jan/0z2/1970 01:20:32  memary syskem, info, account  user APIuser logged out From 10.233.233.2438 via api

UM
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WorkShop

ENRformacion del Router

v Listado de Clientes actuales

v Alta de cliente

v Pasarlo a deudor

v Deshabllitarlo
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Capturas Ejemplo

p 1

g
PPP P :
! Add New | PPP Authentication&Accounting
Mesh
IP - 2 items
MPLS =5
Local
Routing I ¥ Name Password Service Caller ID Profile e
System * | ... clep prueba2
Queues -| D] mclep *EXKER any deudor
Files ;;; jparias prueba
Log ~-| D] jparias XXX any profilel
Radius
Tools >
‘\, <
S/ <
Usuario Perfil Actual Editar Eliminar Estado Estado $
mclep default-encryption % -I = m
jparias profile1 % - m
2\ 7
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Lecturas Recomendadas

v http://wiki.mikrotik.com/wiki/Manual:AP]

BECElmentacion completa, detallando cada uno CEHEIES

parametros a utilizar.

v http://forum.mikrotik.com > Scripting

Muchisimos ejemplos, tutoriales, correcciones y demas en

varios lenguajes.

v http://www.tech-nico.com/blog/
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1. ¢iPREGUNTAS???
MUCHAS GRACIAS!

Por: Juan Pablo Arias

MKE Solutions
~
MKE Academia
solutions
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