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~Agradecimiento -




Dedicatoria =




Trayectoria

- NOCTELECOM
- Servicios de Infraestructura
- Certificacion en Mikrotik




AGENDA DE CHARLA

- 30 min Charla
- 10 min Explicacion de Taller
- 5 min Preguntas




Publico Objetivo

- Personal Infraestructura de Redes
- (Diseno y Acceso)

- Quien desee conocer coma. utlllzar
esta tecnologla | L




Objetivo

- Conocer que es VPLS

% Se pueda segun su requerlmlento usar de
manera eficiente VPLS

- Ejemplo: Como puede ayudar a Ios SVA
(PROVEEDOR DE SERVICIOS DE INTERNET)

- Ejemplo: UN SOLO BRIDGE SVA (PPPoE)




_http://mikrotiklab.net/vpls/




OSPF

- Protocolo de Ruteo Dinamico

- Algoritmo Dijkstra

- Estado Enlace ‘ .
- IGP (Protocolo de Pasarela Interlor)
- Lo que une (glue)




MPLS

Multi Protocol Label Switching (mecanismo) -
Conmutacion de Etiqueta Multiprotocolo

--Porque no lo escuché o lo use antes?

Hardware Costoso (Jumper CISCO METRO
Switch) . ,

- Mikrotik Tecnologla Dlsruptlva
Etliquetas
- Capa 2.5
LDP (LABEL DISTRIBUTION PROTOCOL)
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Label Distribution Protocol

By Source, Fair use, -
https://en.wikipedia.org/w/index.php?curid=27371286 11




VPLS

- Virtual Private Lan Service _
- (Servicio de Red Local Privada Vlrtual)
- Portal (Pseudo Cable)

- Dominio de BroadCast
(Ethernet) W
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BRIDGE TO VPLS

- Se utiliza para unir l6gicamente una
interfaz vpls y una interfaz fisica.
- Se pueden asignar cualquier tipo de
servicio que soporte una interfaz normal
"~ Es un tunel directo hacia el otro extremo
 de lanube MPLS
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PROS

S \[o cNerhead(Ache)

- Se puede mover en toda la mfraestructura
MPLS

- Leased Lines
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CONS

- Controlar Broadcast
- Loop e
- Mayor Conocimiento
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Problemas Comunes

- No se utilizo la direccion de LoopBack
- NAT en algun lugar
- Conexion Inestable (wireless)
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. CASO'DE EXITO




TALLER

THINKS AGAIN

http://mikrotikléb.net/vpls/lab/' i




Requisitos
- Conocimientos previos de RouterOS

(MTCNA deseable)

- Router Mikrotik con Interfaz
ereless (Halete 951) (Router
~ Principal y Cllente) -

b Version RouterOS 6.39.2 (ultlmo)

- BONUS Cliente. WAP!




Que se realizaré?

Interconexmn entre Routers (Cable o
- Wireless) =

- Protocolo de Ruteo (Pega)
- LDP
T NPES W
- Bridge (Interfaz-Tunel)
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DIAGRAMA LABORATORIO VPLS

Andres Genovez

NOCTELECOM

Internet

LDP neighbors
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i

Cleinte XX




- Direccionamiento

=D

IDENTITY| GATEWAY |  WVLAN LO _|VPLS:ID|WIRELESS_VLAN
R1  [10.0.1.0/30 [10.0.1.1/30 [10.0.1.2/30 [1.1.1.1 | 2:1 L
R2  [10.0.2.0/30 [10.0.2.1/30 - [10.0.2.2/30 1.1.1.2 | 21 102
R3  [10.0.3.0/30 [10.0.3.1/30 [10.0.3.2/30 1.1.1.3 | 21 103
R4~ [10.0.4.0/30 [10.0.4.1/30 [10:0.4.2/30 [1.1.1.4 | 2:1 104
R5  [10.0.5.0/30 " [10.0.5.1/30 |10.0.5.2/30 [1.1.1.5 | 2:1 105
R6 . [10.0.6.0/30 [10.0.6.1/30. ,/10.0:6.2/30" |1.1.1.6" | 2: 106
R7 . [10.0.7.0/30 [10.0.7.1/304 [10.0.7:2/30 '1.1.1.7 | 24 107
R8  [10.0.8,0/30 110.0.8.1/30 [10.0.8.2/30° [1.1.1.8 | 2:, 108
RO  [10.0.9.0/30 [10.0.9.1/30 [10.0.9:2/30 [1.1.1.9 | 21 - 109
R10  [10,0.10.0/30 [10.0.10.1/30 10.0.10.2/30 [1.1.1.10 | = 2:1 110

R11_ [10.0.11.0/30 [10.0.11.1/30 [10.0.11.2/30 [1.1.1.11 | = 2:1 111
R12  [10.0.12.0/30 |10.0.12.1/30 |10.0.12.2/30 [1.1.1.12 | 2:1 112
R13  [10.0.13.0/30 [10.0.13.1/30 [10.0.13.2/30 [1.1.1.13 | 2:1 113
R14  [10.0.14.0/30 |10.0.14.1/30 |10.0.14.2/30 [1.1.1.14| 2:1 114
R15 ~ |10.0.15.0/30 [10.0.15.1/30 |10.0.15.2/30 [1.1.1,15 | 2:1 115
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Ejemplo de Configuracion

linterface bridge

add name=lo,

add name=publicas

linterface wireless

set [ find default-name=wlan1 ] disabled=no

mode=station-bridge ssid=\

- MikroTikLab

linterface vpls .

add disabled=no I2Zmtu=1500 name=vpls-101\
remote-peer=1.0.0.1 vpls-id=2:1

linterface vlan

add interface=wlan1 name=vlan101 vian-id=101 .

¥ linterface wireless security-profiles

set [ find default=yes ] authentication-types=wpa- ;

psk,wpa2-psk group-ciphers=\
tkip,aes-ccm mode=dynamic-keys supplicant-
identity=MikroTik\ | .
unicast-ciphers=tkip,aes-ccm wpa-pre-shared-
key=MikroTik \
wpaz2-pre-shared-key=MikroTik
linterface bridge port
add bridge=publicas.interface=ether3
add bridge=publicas interface=vpls-101
lip address
add address=10.0.1.2/30 interface=vian101
add address=1.1.1.1 interface=lo network=1.1.1.1

ACCESO
INTERFACE
DIRECCIONAMIENTO
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Ejemplo de Configuracion

Irouting ospf instance \ .
set [ find default=yes ] redistribute-
~connected=as-type-1 router-id=1.1.1.1

implsdp.. - . , RUTEO DINAMICO
set enabled=yes Isr-id=1.1.1. 1 transport- ., Y MPLS/LDP/VPLS

address=1.1.1.1

Impls Idp interface

add interface=vian101

/routing ospf network

‘add area=backbone network=10.0.1.0/30
Isystem identity

- set name=R1

A




~ LOPRIMERO"




- Cambiar ‘admin’! y Actualizar!

~ HakKer Kitty... |

~ Domumessiwith'him




PASOS




1. SOFT O HARD RESET DEL
~ ROUTER(SIN DEFAULTS) Ap
Principal Y Clientes. -

2. Importar Configen APy
CONECTARSE A LA RED WIRELESS
'(MIKROTIKLAB), con cliente

3. CONFIGURAR VLAN ASIGNADA EN
INTERFAZ WLAN

4. ANADIR IP EN INTERFAZ VLAN DE
~ WIRELESS
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5. AGREGAR INTERFAZ
LOOPBACK (LO)

6. CONFIGURAR
‘ DIRECCIONAMIENTO INTERFAZ
WIRELESS VLAN

7. CONFIGURAR ' |
" DIRECCIONAMIENTO INTERFAZ
~ LOOPBACK
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8. CONFIGURAR RUTEO
DINAMICO (OSPF) _
v INSTANCIA (DIRECCION LO)

v REDISTRIBUIR RUTAS
. CONECTADAS w

v AGRERARRED
(OSPF -> NETWORKS)

- v VERIFICAR ESTADO “FULL”
EN NEIGHBORS

9. CONFIGURAR “LDP”

KV




9. CONFIGURAR “MPLSILDP”

%

v

LDP

INTERFACES -> SETTINGS

LSR ID:
(DIRECCION DE LOOPBACK)

TRANSPORT ADDRESS

(DIRECCION DE LOOPBACK)

- SE AGREGA INTERFAZ

“WIRELESS VLAN” ‘
SE VERIFICA LDP NEIGHBORS
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10. CONFIGURAR *VPLS”
v" - AGREGAR INTERFAZ VPLS

v CONFIGURAR REMOTE PEER
(LOOP BACK DE ROUTER ¥
ACCESO: 1.0.0.1)

v" CONFIGURAR VPLS ID: 2: 1
“11. UNIR LOGICAMENTE VPLS Y
- INTERFAZ FISICA (BRIDGE)

v AGREGAMOS BRIDGE

v ASOCIAMOS AMBAS
" INTERFACES VPLS Y INTERAZ
FISICA
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12.Conectar a Interfaz Fisica
unida al VPLS (ether3)

Verificar IP (DHCP)
Ping (Gateway)
Traceroute 8.8.8.8 .
- Ping www. google com

0 e BN el
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Check List

Se ha conectado correctamente a la red inalambrica.
Se ha asignado la VLAN Sobre la Interfaz WLAN
Se ha generado la interfaz de LoopBack
Se han configurado las Direcciones IP
Se ha configurado OSPF

“ Correctamente configurada la Instancia (LoopBack)

“ Correctamente agregada la red en el backbone - ;

% Verificado estado de FULL en Neighbors: -

v Se procedio a configurar LDP R
" & LSRID

<+ Transport Address

020 Se verifica LDP Neighbors
‘Se agrego Interfaz VPLS

Probar Conectividad Capa2 sobre Tunel VPLS (Mac Telnet)
Se agrego Bridge

++» Se unieron interfaz VPLS con Interfaz Fisica

RGN K

NN S
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~ BONUS




1 Ejecutar Cliente con Laboratorio
~ +de Regalo (WAP)

(uso por primera vez, conectar por Wireless y dejar router en Default!)
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_ http://mikrotiklab.net/vpls/lab/R1/R1-wAP.rsc
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@ Wine Window % B @ YV <> W Vie9:38am. agenovez Q =
& @ admin@BC:3B:6B:A2:3B:C4 (R1) - WinBox v6.39.2 on wAP (mipsbe)
Sessicn  Settings  Dashbeard
KD || Safe Mode Session: | #C:36:6E:A 2:3E6:C4 |
A Quick Sat (%]
= CAPSMAN [adnin@MikraTik] Finterface wplss> -
== [adinin@MikraTik] Jinterface wplsr add disabled=no lZmtu=1500 name=vpls-101 %
8 Interfaces A
1 Wireless \..._ .mm*.:,e—pe«_ar 1.0.0.1 wple-id=2:1
[adminBMikraTik] sinterface wpls:
2, Bridge [adiminBMikiraTik] finterface wpls> finterface wlan
= ppp [admin@MikraTik] sinterface wlan:
= [adnin@MikraTik] Finterface wlan> add interface=wlanl namse=vlanl0l vlan-id=101
== Switch [admingMikeaTik] /interface wlan>
9129 Mash [adnin@MikraTik] Finterface wlan> finterface wireless ascuy @E
: [adinin@MikraTik] Finterface wireless security-profiles»>
==Rly [admin@MikraTik] sinterface wireless security-profiles: sef General | advanced Start iphers=h
MPLS AN
S tkip, aes-com node=dynamnic-key grnlicant idantit Ding Tre (1041 1 =,
2 Routing - 1 =5 |
5 .
i System Keighbors | Discovery Interfaces @E
& queues Interface |Interface List Ethernet EcIP Tunnel I T
|| Files
= || % O |T Interface 1P Address MAC Addrass Identi Platform  |Wersicn  |Board Ma... |IPwG| ¥
L
o = TH =M = [ T
Mame Type Act & =therl 168.204.176.76 000000 no FP Tx Packet (pfs} | FP Rx Packat (pfs} -
L Radius R 4lather] Ethernat & publicas 1911.57,133.1 D2:50:FB:AB:ASI57  AP_LABORATORIO_VPLS MikioTik 6392 (st CRSI-. ¥&5 || kips 17 17
° Tools Rtz Eridge A vlan1m 1411 4C:5EIIADIIE33 AP_LABORATORIO_VPLS MikreTik  &.3%.2 (st.. CRS109-., vyes 0 bps o o
75 R ftpublicas Eridge A wlani ACEECIA G633 AP_LABORATORIO_VPLS MikroTik 6392 (st.. CRS109-., yes ot bps iy &
] Mew Terminal RS bvpls-1td YPLS @ bps o o
= MataROUTER R 4pwlanl Wirsless (Atheros AR... P4 bps ° 3
P » R $pvlanitl WLAN + Ho bps & 1
¥~ Partition
| Maks Supout. rif
& Manual
9 Hew WinEox MR ML KK ITTTITIITIT HEK
. L MMM MMM ITT KKK KKK RRRERER COD00C ITT IIT HEK HEE
@ Bxit M MM MMM ITT  REKEE RERER RRR GGG COC ITT IIT HEEEE
+ LAt MMM IIT HERK HEE RERRER GO O0o ITT IIT HEEK KEE »
4items (1sel RO MMM ITI KKK KEE RRR RRR COQOCCC ITT IIT HEM KKK
4 items (1 salected}
MikroTik RouterCsS §.39.2 (o) 1999-2017 http: /v mikrotik, con/
[adinin®MikraTik] Fupls ldp>
[adnin@MikraTik] suwpls ldp> fopls ldp interface [7] Giwes the list of available commands
[adwin@MikraTik] fupls ldp interface> command [?] Giwes help an the command and list of apgquents
[adnin@MikraTik] supla ldp interface> add interfad
[admingMikraTik] fupls ldp interfaces [Tab] Completes the command/word, I the input iz ambiguous,
[adinin®MikraTik] Fupls ldp interfaces frouting osy a second [Tab] giwves possible aptians
[adnin@MikraTik] frouting ospf network:
[adinin@MikraTik] Frouting ospf networks add area=H/s Maws up to bass lewel
[adnin@MikraTik] frouting aspf network> . Mowe up ons level
[admin@ikeoTik] Jrouting ospf network:> Savaten id/commnand Use command at the base lewel
[adminBMikraTik] ssystem idantitys
[adinin@MikraTik] fsysten identity> set name=Rl [adiingRP LMECRRTORTC VELI] » *
[adnin@R1] /systen identity>




[adimin@®Rl] ssystem identitys>

& Wine Window % T @ 1) <7 @ Vie9:43am. agenovez Q =
® [ ] admin@BC:3B:6B:A2:3B:C4 (R1) - WinBox v6.39.2 on wAP (mipsbe)
Session  Settings  Dashboard
K[ Safe Mode Session: [#Ci3BeE A2 36T
A Quick Sat
= CAPSMAN [adnin@MikroTik] finterface wplss> -
= [admin@MikeoTik] Jinterface wplas add disabled=no lZmtu=1500 name=vpls-101 %
i Interfacas L
T Wireless \.... .remof_:.e—pe?.r 1.0.0.1 wpls-id=2:1
[adnin@MikraTik] Finterface wplss
i, Bridgs [admin@MikraTik] finterface wpls> finterface wlan
=4 ppp [adnind@MikraTik] sinterface vlan:
== [adnin@MikroTik] finterface wlan> add interface=wlanl nawe=vlanl0l vlan-id=101
=2 Switch ladmingMikraTik] /interface vlan>
912 Mash [adnin@MikraTik] Sinterface wlan> finterface wirelsss sscud @E
: [adimin@MikeoTik] Finterface wireless security-profilsszy>
= IP [adnin@MikraTik] sinterface wireless security-prafiless set General | advanced iphera=h
MPLS A
L tkip,ass-com node=dynanic-key g licant idantit Dinn Tre 103411 =,
@ Routing L @E
5: System Lieinhbars | e Totocf. Elm
General | Saty
@Quaues us @E
[] Files Bridge Ports | Filters MAT  Hosts Interface: |4 *
Lag | = % o T Bridge: |publicas - Apply
(1] i
A Radius Interface Bridge Pricrity (... |Path Cost |Horizen |Rels Rod . - Eoahl bl
Pricrity: 8 1=+ 8 Engon
i, Tools
B8] Mew Terminal Atpls-101 5 ) 1t designated port Path Cost: |10
. MetaROUTER Harizon: e
# Partition _
Edge: |auto *
. Make Supout.rif
@ Manual b . | _t L d | -t Paint Tz Peint: |autz ¥
e | HADIlItAr uego ae Importar | eemimsfomwe |5
I-_hﬁl; Bxit Aute Isclate
dizabled inactive
2 items (1 selected)
[adnInBMikeaTik] Jopls 1dp> Jupls 1dp loterface [7] Gives the list of available commands
e [adnin@ikraTik] Jopls ldp interface> command [7] Gives help on the command and list of apguinents
(8] [adnin@MikraTik] Jopla ldp interface> add interfad
':2 [adnin@MikraTik] Jopls ldp interfaces [Tab] Cowpletez the command /word, I the iaput is awmbiguous,
[adnin@MikraTik] Jopla ldp interface> frouting osy a second [Tab] gives passible aptians
= [adnin@MikroTik] frouting ospf networks
0 [adimin@MikeoTik] Sfrouting ospf network> add area=H/ Move up to base lewel
O [adnin@MikraTik] frouting o3pf netwarks . Move up one lewel
:;.'I-' [adininBMikooTik] Jrouting ospf networkr» Savsten idfcommand Use command at the base lewel
o+ [adnin@MikraTik] /Fsystam identitys
| 6‘ [adiminBMikeoTik] Seysten identity> st nawe=Rl [admin@hP IMRECRRTCRIC VELS] » *
o




. PREGUNTAS




Muchas Gracias

i sware 2 tel the troof

o I o g T o e
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