Seguridad Perimetral con MikroTik

y B
Pt

2

MUM EGUADOR 2019
QUIO, AUGUST 12

José Miguel Ojeda Flores — CEO Home Capacity LATAM




MUM ECUADOR 2019 Home Capacity LATAM

JOSE MIGUEL OJEDA FLORES

» Ingeniero en Sistemas con mencidn en Telematica.

Magister en Administracion de Empresas con especialidad en Gestion de Proyectos.
Fundadory CEO de Home Capacity LATAM

Experiencia con MikroTik desde 2009

Instructor Certificado MikroTik desde 2011

v V. V VY V

Certificaciones MikroTik: MTCNA, MTCTCE, MTCWE, MTCUME, MTCRE, MTCINE,
MTCIPv6E, MTCSE.
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HOME CAPACITY LATINOAMERICA

>
>

Establecida en el 2013 — Guayaquil — Ecuador

Asesorias y Consultorias en Telecomunicaciones.

Soporte Técnico Especializado.

>

>
>
>

Soporte por Horas.
Soporte Mensual — 8x5 vy 24x7.
Revisidon y Mejoras en tu red.

Implementaciones bajo requerimientos.

Entrenamientos Oficiales en MikroTik y otras marcas

&

Home Capacity LATAM

HOMECAPACITY S.A.

Training & Consulting

soporte@home-capacity.com

curssos@home-capacity.com

n /HomeCapacity/
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Entrenamientos Oficiales Publicosy Privados

Contactanos: miguel.ojeda@home-capacity.com
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Fiter Rules |NAT Mangle Raw Service Ports Connections Address Lists Layer? Protocols

IE”EI |00 Reset Counters ”oo Reset All Counters |

#l lAction IChain ISrc. Address ]Dst. Address IProtocol lSrc. Port let. Port lln. Inte...lOut. T ISrc. Address List Ithes IPackets IComment
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Fier Rules | NAT | Mangle | Raw | Service Ports | Connections | Address Lists | Layer? Protocols |

E”E‘ |00 Reset Counters || 00 Reset All Counters | | Find | | al "3

# | IAction |Chain ISrc... let. |Protoco| |Sr... IDsl:. Port |In. Int... | lln. Int... | ISrc. A... |Dst. A... |Bytes IPackets lComment IV
0 HKdrop input 6 (tcp) 842.7KB 21569 IN - DEESCARTA PORT SCAN
1 HKdrop input 6 {tcp) 2222 Ataqu... 18.6 KiB 335 IN - DESCARTA LISTA DE ATAQUE SSH
2 t add src to address list  input 6 {tcp) 2222 SSH_IL... 444 B 9 IN - AGREGA IP A LISTA DE ATAQUE SSH
3 t add src to address list  input 6 {tcp) 2222 SSH_L... 945 B 19 IN - SSH INTENTO 3
4 t add src to address list  input 6 {tcp) 2222 SSH_L... 2012B 40 IN - SSH INTENTO 2
3 t add src to address list  input 6 {tcp) 2222 13.9KiB 286 IN - SSH INTENTO 1
6 o accept input 1 (icmp) 3099.6KB 50520 IN - REVISION ICMP FLOOD
7 o accept input 39.0 MiB 543 766 IN - PERMITE CONEXIONES ESTABLECIDAS ¥ RELACIONADE
3 o accept input 39 (ospf) S.9ME 56353 IN - PERMITE OSPF
9 o accept input 6 {tcp) 179 6.4 KiB 155 IN - PERMITE BGP
10 o accept input 47 (gre) 9.9MB 116 266 IN - PERMITE GRE Y EOIP
11 o accept input 6 (tcp) 1723 1004 B 25 IN - PERMITE PPTP
12 o accept input 6 {tcp) 8728 18.5KiB 317 IN - PERMITE API SONAR
13 o accept input 6 (tcp) 5291 660 B 12 IN - PERMITE WINBOX ADMIN
14 5 log input 12.3KiB 111 IN - LOG DE TODO LO DEMAS
15 HKdrop input 12.0KiB 108 IN - DESCARTA TODO LO DEMAS
16 o accept forward 870.7 GiB 1252 97... FW - PERMITE CONEXIOMNES ESTABLECIDAS Y RELACIONAD
17 o accept forward 6 (tcp) 653.0MiB 13 427 964 FW - PERMITE TRAFICO TCP
18 o accept forward 6 {tcp) 0B 0 FW - PERMITE TRAFICO BGP
19 o accept forward 47 (gre) 4614.9 KiB 53 680 FW - PERMITE TRAFICO GRE
20 o accept forward 50 {ipsec-esp) 407.5KiB 3213 FW - PERMITE TRAFICO IPSEC
21 o accept forward 17 (udp) 7.1 GiB 38 544 360 FW - PERMITE TRAFICO UDP
22 o accept forward 1 {icmp) 163.6 MiB 2 668 819 FW - PERMITE TRAFICO ICMP
23 L log forward 0B 0 IN - LOG DE TODO LO DEMAS
24 HKdrop forward 0B 0 IN - DESCARTA TODO LO DEMAS
25 o accept ICMP 1 (icrp) 0B 0 ICMP - PERMITE 8:0
26 o accept ICMP 1 {icmp) 0B 0 ICMP - PERMITE 0:0
27 o accept ICMP 1 {icmp) 0B 0 ICMP - PERMITE 11:0
28 o accept ICMP 1 {icmp) 0B 0 ICMP - PERMITE 3:3
29 o accept ICMP 1 (icmp) 0B 0 ICMP - PERMITE 3:4
30 HKdrop ICMP 1 {icmp) 0B 0 ICMP - DESCARTE RESTO ICMP
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Sabias que...

El origen de los riesgos de seguridad pueden ser:
» Internos: Cerca del 70% de ataques reportados provienen de las redes locales.

» Externos:Seguridad Perimetral (Prevenir accesos no autorizados desde el Internet).

Las vulnerabilidades atacadas son...

> Protocolos
> Software
» Configuracion
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Credenciales por defecto - RouterOS

User List
Users |Groups  SSH

@)= [7][x] fm
Name . |Group ' A

Abowed Address | |$
1

1em (1 selected) ‘
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Servicios por defecto - RouterOS

IP Service Lisk IP Service Liskt
158 | T [Fing ] <128 [T
|Name ? IPort |Avai|able From |Certificate l |V |Name / IPort |Avai|ab|e From |Certificate I |V
@ api 8728 % | @ api 8728
@ api-ssl 8729 none % | @ api-ss| 8729 none
@ ftp 21 ¥ | ®Fftp 21
@ ssh 22 @ ssh gz2z2z
@ telnet 23 % | ®telnet 23
@ winbox 8291 @ winbox 8291
D www 80 D Wiy 8280 192,168.30.0/24
x| & ww-ss| 443 none % @ wy-ss| 443 none

8 items 8 items
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Implementacion Comun

A pesar de ser extremadamente simple, es posible ver que para que el trafico entre
o salga de la red protegida, es obligatorio pasar por el firewall. Esta topologia ofrece
nada mas que una capa de seguridad real, por lo que es necesario evaluar con
atencion los escenarios donde se recomienda el uso de esta topologia.

Una vez que el firewall se ha comprometido, no hay ningun impedimento para que
atacante pueda acceder a la red protegida

Rede
r F
. ---l /—\

Firewall
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Seguridad Perimetral

La seguridad perimetral es un método de defensa de la red, que se basa en el
establecimiento de recursos de seguridad en el perimetro de la red y en diferentes
niveles, permitiendo definir niveles de confianza, el acceso a usuarios internos o
externos a determinados servicios y denegando cualquier tipo de acceso a otros.

NG NN o (T USPN

Firewall Firewall 1 Firewall 2
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Objetivos

v’ Rechazar conexiones a servicios comprometidos.
v’ Permitir sélo ciertos tipos de trafico.
v’ Proporcionar un Unico punto de conexion al exterior.

v’ Ocultar servicios vulnerables que no son faciles de proteger.

v’ Auditar el trafico entre el exteriory el interior de la red.
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Elementos de Seguridad Perimetral

v" Routers de Frontera
v’ Firewalls

v IDS.

v’ Zonas Desmilitarizadas

v' Redes Privadas Virtuales

Router a Red
Firewall de Externa
3-Zonas
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Qué debemos proteger? .... Cual es el activo mas importante?

Confidencialidad:  asegurar que |Ia
informacion no es divulgada a personas no
autorizadas, procesos o dispositivos.

DATOS
Integridad: asegurar la autenticidad de la Confichielalidac \
informacién (que no hayasido alterada). : AN
Integridad [‘;

Disponibilidad: refiriéndonos al acceso
oportuno y confiable a datos y servicios de
informacion para usuarios autorizados.

f Disponibilidad
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Amenazas Comunes

Ataque / Amenaza —

Fuente: MikroTik MTCSE

Los ataques de red pueden ser tan variados como los sistemas a los que intentan
penetrar. Algunos ataques son complejos mientras que otros son realizados por el
desconocimiento de los usuarios.
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Ataques DoS

Es el mas conocido de los ataquesy a
su vez el mas dificil de eliminar
completamente. Son faciles de
realizar. No intentan acceder a
nuestra red sino lograr que uno o
mas servicios no este disponible.

TCYSYN FLOOD

La técnica fundamental detras de un
ataque DoS es hacer que el sistema
objetivo esté ocupado, este tipo de
atague aprovecha el “three-way
handshake” para establecer la
comunicacion TCP.

Sender Receiver

SYN

SYN-ACK
<

ACK

Healthy TCP Handshake

Attacker Target
SYN
1 >
2 >
3 >
1
SYN-ACK 2
<« 3
<
(

Spoofed ACK
>
>

Spoofed SYN Flood Handshake
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Firewall

Fiter Rules NAT Mangle Raw Service Pots Connections | Address Lists  Layer7 Protocols |

Home Capacity LATAM

— v e Resources =] E3
| [Src. Address 7 |Dst. Address [Proto... |Connecti... |Timeout | TCP State |Orig./Repl. Rate Uptime: [02:42:18 oK
C 1.1.196.241:29889  192.168.1.1:80 6 tcp) 00:00:00 syn sent 0 bps/0 bps ' -

c 1121314831538 192.168.1.1-80 6 ttep) 00:00:00 syn sert |0 bps/0 bps Free Memory: |225.1 MB | | |
c 163310436289 192.168.1.1:80 6 ticp) 00:00:02 synsent 0 bps/0bps Total Memory: [1010.9 MiB |
C 1613218764285  192.168.1.1:80 6 cp) 00:00:00 synsent  Obps/0bps

C 1.6.175.4:42657 192.168.1.1:80 6 tcp) 00:00:04 synsent  0bps/0bps CPU: [Intel(R) |
C 1.8.165.191:5503 152.168.1.1:80 6 {tcp) 00:00:01 synsent  Obps/0bps R ot [ |
C 1817346:62682  192.168.1.1:80 6 tcp) 00:00:00 synsent | 0 bps/0bps
[ 1.8.244152:36349  192.168.1.1:80 6 ftcp) 00:00:00 synsent  Obps/0bps CPU Frequency: |2294 MHz |

C 1921287:40970  192.168.1.1:80 6 tcp) 00:00:00 synsent | 0 bps/0bps CPU Load: [100% | | Hordware |
C 1.10.67.244:57955 152.168.1.1:80 6 {tcp) 00:00:00 synsent  Obps/0bps

C 1.10.102.91:5321 192.168.1.1:80 6 tcp) 00:00:00 synsent  0bps/0bps Free HDD Space: |74 MiB |

C 11367211:9280  192.168.1.1:80 6 icp) 00:00:00 synsent 0 bps/0bps ‘

C 1.13.189.198:14185  192.168.1.1:80 6 tcp) 00:00:01 synsent  0bps/0bps Total HDD Size: |56.5 MiB |

C 1.16.48.178:25762 152.168.1.1:80 6 {tcp) 00:00:00 synsent  Obps/0bps ;

C 118.139.155:61426  192.168.1.1:80 6 tcp) 00:00:00 synsent  0bps/0bps Sector Wites Since Reboot: |476 |

C 1.19.155.158:13113  192.168.1.1:80 6 cp) 00:00:03 synsent 0 bps/0bps Total Sector Wites: [476 |

C 1.15.2059.175:32379  152.168.1.1:80 6 {tcp) 00:00:03 synsent  Obps/0bps

C 121.42131:47210  192.168.1.1:80 6 ftcp) 00:00:01 synsent  0bps/0bps Architecture Name: [x86

48601 items out of 300864 |Max Entries: 1048576 Board Name: [x86

Version: |6.42.5 (stable)
Build Time: |Jun/26/2018 12:12:08
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Firewall

Filter Rules INAT | Mangle | Raw | Service Ports | Connections | Address Lists | Layer7 Protocols |

IE”EI |00 Reset Counters ||oo Reset All Counters |

| Find | Iall ||i|
# | |Action |Chain ISrc. Address |Dst. Address IProt. 0 |Src. Port |Dst. Port |In. Interface |0ut. T IBytes |Packets IComment | | v
0 Ajump input 6 (tcp) 8.9 KB 174 IN - Verificacion TCP SYN |
1 Ajump forward 6 (tcp) 83.9KiB 1 463 FW - Yerificacion TCP SYN
2 o accept ataque-syn 6 (tcp) 92.4 KiB 1 630 SYN - Limita TCP SYN
3 o accept ataque-syn 6 (tcp) 4208

7 SYN - Descarta TCP SYN Excesivo

“De nada nos sirve que blogqueemos estos accesos en nuestro
router si yan han “llenado” nuestro ancho de banda”.

Medida Anti-DoS:

Configurar los FW vy routers para que limiten el maximo de conexiones que un sistema
puede tener abiertas al mismo tiempo.
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Servidor Socks +|[=] [«][s2 T
# | ISrc. Address |Src Port IDst. Address Dst. Port Action Comment ||V
0 22 accept
1 5291 accepk
53 accepk
Socks Settings [=](E3
Enabled oK
Port: |1080 | —
Connection Idle Timeout: |00:02:00 |
Apply
Max Connections: |20lJ |
Access
Connections

SOCKS es un servidor proxy que permite que los datos de las aplicaciones basadas en TCP
se transmitan a través del firewall, incluso si el firewall bloqueara los paquetes.
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Bloqueo de Solicitudes DNS (DNS DoS)

Firewall

Filter Rules |NnT Mangle I Raw I Service Ports | Connections l Address Lists | Layer7 Protocols |

IEHEI |00 Reset Counters ||00 Reset All Counters |

Find I IaII ||ﬂ
# I |Action lChain |Src. Address |Dst. Address lProtocoI |Src. Port |Dst. Port lIn. Interface |0ut. T lBytes IPackets |Comment | |v
0 K drop input 6 {tcp) 53 ether1 0B 0
1 HKdrop input 17 {udp) 53 ether1 0B 1]
Firewall

Filter Rules |NAT Mangle I Raw | Service Ports I Connections I Address Lists | Layer7 Protocols |

E”El |00 Reset Counters || 00 Reset All Counters | [ Fing | ]al |#

# | [Action IChain ISrc. Address IDst. Address IProtocoI [Src. Port |Dst. Port IIn. Inte...[Out. oo [Src. Address List [LimitIRate Bytes IPackets [gpﬁwnent IV
0 o accept input 6 (kcp) 53 lether1 100/sec 0B
1 o accept input 17 {udp) 53 lether1 100/sec 0B

Firewall

Filter Rules l MNAT l Mangle Raw |Service Ports | Connections | Address Lists | Layer? Protocols l

EHEI |00 Reset Counters ||oo Reset All Counters | IF-"-'?C-" | Ia" ";

# | |Action |Chain |Src. Address IDst. Address |Protoco| |Src. Port IDst. Port Iln. Int... IOut. oo IBytes |Packets |Comment |v
0 HKdrop prerouting 6 (tcp) 53 etherl 0B 0 RAW - Descarta DNS TCP
1 K drop prerouting 17 (udp) 53 etherl 0B 0 RAW - Descarta DNS UDP
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Flujo Basico de Firewall

> Filter
Forward
it Filter Filter
Decisio Input Output

1

Conntrack Conntrack

( INPUT  Loca ocal Y [ OUTPUT Y
\(NTERFACE) \Process-In erocess-Ouj \(NTERFACE)
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Por qué RAW TABLE

| =

| |

[fesmoume]] —

HOTSPOT-N —)iknmmsaoumo!-—b i e [P osTwar
e B e o
[ [ [ > i || ol [ e
[omn | = /s, [ rowoureur |—»] comeern wer | P e/
posRournG ||  srewar | —3»| worsporour (omt:%%) —>|  Queues
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Ataques de Fuerza Bruta

Freeze :

Firew
Fiter Rules  NAT Mangle Raw Service Ports Connections Address Lists | Layer? Protocols |

wall

#[[=] [7][E] (=] [¥]

Augf12/2019 11:06:48
Augf12/2019 11:06:48
Augf12/2019 11:06:48
Augf12/2019 11:06:48
Augf12/2019 11:30:03
Augf12/2019 11:30:29
Augf12/2019 11:30:30
Augf12/2019 11:30:30
Augf12/2019 11:30:30
Augf12/2019 11:30:30
Augf12/2019 11:30:30
Augf12/2019 11:30:31
Augf12/2019 11:30:31
Augf12/2019 11:30:31
Augf12/2019 11:30:31
Augf12/2019 11:30:31
Augf12/2019 11:30:31
Augf12/2019 11:30:31
Augf12/2019 11:30:31
Augf12/2019 11:30:31
Augf12/2019 11:30:31
Augf12/2019 11:30:31
Augf12/2019 11:30:31
Augf12/2019 11:30:31
Augf12/2019 11:30:31
Augf12/2019 11:30:31

memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory
memory

system, info

system, info

system, info

system, info

system, info

system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical
system, error, critical

filter rule removed by mikeojeda

filter rule removed by mikeojeda

filter rule removed by mikeojeda

filter rule removed by mikeojeda

ip service changed by mikeojeda

login Failure for user admin from 190,108.67.155 via telnet
login Failure for user admin from 190,108.67.155 via telnet
login Failure For user admin from 190,108.67.155 via telnet
login Failure For user admin from 190,108.67.155 via telnet
login Failure For user admin from 190,108.67.155 via telnet
login Failure for user admin from 190,108.67.155 via telnet
login Failure for user admin from 190,108.67.155 via telnet
login Failure For user admin from 190,108.67.155 via telnet
login Failure For user admin from 190,108.67.155 via telnet
login Failure For user admin from 190,108.67.155 via telnet
login Failure for user admin from 190,108.67.155 via telnet
login Failure For user admin from 190,108.67.155 via telnet
login Failure For user admin from 190,108.67.155 via telnet
login Failure For user admin from 190,108.67.155 via telnet
login Failure For user admin from 190,108.67.155 via telnet
login Failure for user admin from 190,108.67.155 via telnet
login Failure for user admin from 190,108.67.155 via telnet
login Failure For user admin from 190,108.67.155 via telnet
login Failure For user admin from 190,108.67.155 via telnet
login Failure For user admin from 190,108.67.155 via telnet
login Failure for user admin from 190,108.67.155 via telnet

O00O000O0O0O0O0O0O00000000000000O0O0O

|Name |Address |Timeout ICreation Time \'ICom
@ 55H_Intentol 185.145.24,123 00:00:45 Augf12/2019 11:51:21
@ 55H_Intentol 93.158.203.43 00:00:41 Augf12/2019 11:51:17
@ 55H_Intentol 139.59.59.157 00:00:38 Augf12/2019 11:51:15
@ 5S5H_Intentol 37.252.14.72 00:00:34 Augf12/2019 11:51:11
@ 55H_Intentol 5.61.51.196 00:00:32 Augf12/2019 11:51:08
@ 55H_Intentol 103.196.241.134 00:00:32 Augf12/2019 11:51:08
@ S5H_Intentol 185.234.114.39 00:00:18 Augf12/2019 11:50:54
@ S5H_Intentol 185.236.79.148 00:00:13 Augf12/2019 11:50:49
@ 55H_Intentol 103.196.241.119 00:00:08 Augf12/2019 11:50:44
@ S5H_Intentol 46.249,36.196 00:00:07 Augf12/2019 11:50:43
@ 55H_Intentol 5.45.72.32 00:00:06 Augf12/2019 11:50:42
@ S5H_Intentol 103.196.241.201 00:00:06 Augf12/2019 11:50:42
@ 55H_Intentol 103.196.241.124 00:00:06 Augf12/2019 11:50:42
@ 55H_Intentol 103.196.241.151 00:00:04 Augf12/2019 11:50:41
@ 55H_Intentol 185.161.208.197 00:00:04 Augf12/2019 11:50:39

@ Ataque_SSH
@ Ataque_SSH
@ Ataque_SSH
@ Ataque_SSH
@ Ataque_SSH
@ Ataque_SSH
@ Ataque_SSH
@ Ataque_SSH
@ Ataque_SSH
@ Ataque_SSH
@ Ataque_SSH
@ Ataque_SSH

93.158.216.142
178.21.23.191
185.145.27.112
37.1.203.210
185.56.144.106
185.89.132.51
185.129.101.187
46.249.47.155
93.158.201.162
91.201.124.50
91.201.124.189
185.8.175.141

Aug/12/2019 09:59:42
Augf12/2019 09:58:36
Augf12/2019 09:47:51
Augf12/2019 09:40:05
Augf12/2019 09:38:41
Augf12/2019 09:38:17
Augf12/2019 07:01:59
Augf12/2019 06:46:21
Augf12/2019 06:46:19
Augf12/2019 06:45:56
Augf12/2019 06:45:28
Augf12/2019 06:45:24
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Limitar intentos de conexion SSH

Firewall

Filter Rules |NAT | Mangle | Raw l Service Ports | Connections | Address Lists | Layer7 Protocols |

EE‘ |00 Reset Counters ” 00 Reset all Counters | Find

# I IAction IChain ISrc. Address IDst. Address IProtocoI |Src. Port IDst. Port |In. Interface IOut. oo IBytes IPackets |Comment
0 ct add src to address list  input 6 (tcp) 22 0B 0 IN - SSH Intento 1
1 ct add src to address list  input 6 (tcp) 22 0B 0 IN - SSH Intento 2
2 t add src to address list  input 6 (tcp) 22 0B 0 IN - SSH Intento 3
3 ct add src to address list  input 6 (tcp) 22 0B 0 IN - Lista Negra SSH
4 HKdrop input 6 (tcp) 22 0B 0 IN - Descartar Lista Negra SSH

Firewall

Filter Rules |NA.T | Mangle | Raw l Service Ports | Connections | Address Lists | Layer7 Protacols |

IEHEI |00 Reset Counters ” 00 Reset All Counters | Find | | al " il

# I IAction IChain ISrc. Address IDst. Address IProtocoI |Src. Port IDst. Port |In. Interface |0ut. Haac |Bytes |Packets |Comment | v
0 HKdrop input 6 (tcp) 22 0B 0 IN - Descartar Lista Negra SSH
1 t add src to address list  input 6 (tcp) 22 0B 0 IN - Lista Megra SSH /
2 cf add src to address list  input 6 (tcp) 22 0B 0 IN - SSH Intento 3
3 t add src to address list  input 6 (tcp) 22 0B 0 IN - SSH Intento 2
4 ct add src to address list  input 6 (tcp) 22 0B 0 IM - SSH Intento 1




MUM ECUADOR 2019 Home Capacity LATAM

Port Knocking

Firewall

Filter Rules |NAT | Mangle | Raw | Service Ports | Connections | Address Lists I Layer7 Protocols |

E”EI |00 Reset Counters ”00 Reset all Counters | ’ Find ] ’all " i‘

# | lAction |Chain |Src. Address IDst. Address |Protocol |Src. Port |Dst. Port  |In. Inte...|Out. I... |Src. Address List |Bytes IPackets |Commen|: IV
0 o accept input 6 (tcp) 22,8291 IP-Permitidas 0B 0 IN - Conexidn SSH v Winbox IP-Permitidas

Firewall

Filter Rules |MM | Manale | Raw | Service Ports | Connections | Address Lists I Layer7 Protocols |

EIEI |00 Reset Counters ||oo Reset all Counters | Find | Ia" “;

# | IAction |Chain |Src. Address IDst. Address IProtocoI ISrc. Port IDst. Port |In. Inte... IOut. Moo ISrc. Address List |Bytes IPackets IComment Iv
0 o accept input 6 (tcp) 22,8291 IP-Permitidas 0B 0 IN - Descartar Lista Negra SSH
1 t add src to address list  input 6 (tcp) 3000 Knockz 0B 0 IN - Knocking 3
2 ct add src to address list  input 6 (tcp) 2000 Knock1 0B 0 IN - Knocking 2
3 t add src to address list  input 6 (tcp) 1000 0B 0 IN - Knocking 1
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Bloqueo SpamHaus

Scheduler

*(=| ||| 2] |T

Home Capacity LATAM

|Name 4 |Start Date |Start Time llnterval |0wner lRun Count |Next Run
DownloadSpamhausList Janf01/1970 20:54:09 3d 00:00:00 mikeojeda 0 Augf12zfa(
InstallSpamhausList Jan/01/1970 20:59:09 3d 00:00:00 mikeojeda 0 Augfizfal

[#][=]
|Name 4 |0wner |Last Time Started IRun Count IComment |v
DownloadSpamhaus mikeojeda 0
ReplaceSpamhaus mikeojeda 0

2i
« [»
2 items

Fiter Rules NAT Mangle Raw ServicePorts Connections Address Lists | Layer? Protocols |

[#[=] [][] [=] [v]

|Name 4 |Address |Tirneoul: ICreation Time |Cornrnent
@ blacklist 1.10.16.0/20 Augf12/2019 15:37:03 SpamHaus
@ blacklist 1.19.0.0/16 Augf12/2019 15:37:03 SpamHaus
@ blacklist 1.32.128.0{18 Augf12/2019 15:37:03 SpamHaus
@ blacklist 2.56.255.0{24 Augf12/2019 15:37:03 SpamHaus
@ blacklist 2.58.92.0/22 Augf12f2019 15:37:03 SpamHaus
@ blacklist 2.59.151.0/24 Augf12{2019 15:37:03 SpamHaus
@ blacklist 2.59.248.0/22 Augf12{2019 15:37:03 SpamHaus
@ blacklist 2.59.252.0/22 Augf12{2019 15:37:03 SpamHaus
@ blacklist 5.8.37.0/24 Augf12{2019 15:37:03 SpamHaus
@ blacklist 5.101.221.0/24 Augf12/2019 15:37:03 SpamHaus
@ blacklist 5.134.128.0{19 Augf12/2019 15:37:03 SpamHaus
@ blacklist 5.188.10.0/23 Augf12f2019 15:37:03 SpamHaus
@ blacklist 5.253.56.0/22 Augf12{2019 15:37:03 SpamHaus
@ blacklist 23.226.48.0{20 Augf12{2019 15:37:03 SpamHaus
@ blacklist 24,233.0.0{19 Augf12{2019 15:37:03 SpamHaus
@ blacklist 27.126.160.0{20 Augf12{2019 15:37:03 SpamHaus
@ blacklist 27.146.0.0{16 Augf12/2019 15:37:03 SpamHaus
@ blacklist 31.11.43.0/24 Augf12/2019 15:37:03 SpamHaus
@ blacklist 31.222.200.0§21 Augf12f2019 15:37:03 SpamHaus
@ blacklist 36.0.8.0/21 Augf12{2019 15:37:03 SpamHaus
@ blacklist 36.37.48.0/20 Augf12{2019 15:37:03 SpamHaus
@ blacklist 36.93.0.0{16 Augf12{2019 15:37:03 SpamHaus
@ blacklist 36.116.0.0{16 Augf12/2019 15:37:03 SpamHaus
@ blacklist 36.119.0.0/16 Augf12f2019 15:37:03 SpamHaus
@ blacklist 37.44.228.0/22 Augf12/2019 15:37:03 SpamHaus
@ blacklist 37.139.128.0{22 Augf12{2019 15:37:03 SpamHaus
@ blacklist 37.148.216.0§21 Augf12/2019 15:37:03 SpamHaus
@ blacklist 37.246.0.0{16 Augf12{2019 15:37:03 SpamHaus
@ blacklist 42.0.32.0{19 Augf12{2019 15:37:03 SpamHaus
@ blacklist 42.1.128.0{17 Augf12/2019 15:37:03 SpamHaus
@ blacklist 42.96.0.0{18 Augf12/2019 15:37:03 SpamHaus
@ blacklist 42.128.0.0{12 Augf12{2019 15:37:03 SpamHaus
@ blacklist 42.160.0.0{12 Augf12/2019 15:37:03 SpamHaus
@ blacklist 42.194.12.0{22 Augf12f2019 15:37:03 SpamHaus
@ blacklist 42,194.128.0{17 Augf12{2019 15:37:03 SpamHaus
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http://ijoshaven.com/resources/tricks/mikrotik-automatically-updated-address-list/




MUM ECUADOR 2019 Home Capacity LATAM

Preguntas?

Muchas Gracias !!!

José Miguel Ojeda Flores
miguel.ojeda@home-capacity.com

miguel.ojeda@mikrotiksolutions.com
(+593)992629181
Skype: ojedamiguel



