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[MoLoc slpait

BSc in Computer Information Systems
2TOV XWPOo TNC nAnpodoplknc armo to 1990

Aoxolovpual pe diktva, VolP, epapluoyEc
SLIKTUWV Kol UE

Xpnotporoww Mikrotik arto to 2005

E€Oikevon og Hot Spots, Long Range Wifi
Links, Firewalls, vpns,
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[MoLoc slpait

Miotonownoelc amo tnv Mikrotik :

MTCNA - MikroTik Certified Network Associate
MTCWE - MikroTik Certified Wireless Engineer

MTCTCE - MikroTik Certified Traffic Control Engineer

MikroTik MIKroTik ‘ MikroTik
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Auvvatotntec we Vpn

PPP (Advanced PPP features MLPPP, BCP)

Point to Point Tunnels :
PPPoE

PPtP

L2TP

SSTP

OpenVPN

IPSec Tunnel & Transport

Simple Tunnels :
IPIP
EolP
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Avvatotntec w¢ Vpn Client

e ESapetika amAn pubuwon

EE Bridge
=F PPP
=2 Switch
“12 Mesh
sl |P

<" MPLS
22 Routing
425 System
Q Queues
] Files
Lo Leg
L Radius
& Tools

|| New Teminal
=3 MetaROUTER
#% Partition

| & Make Supout rif
& Manual

B et

—= | = | = =

Interface |FPF‘0ES&N&|'B Secrets  Profiles  Active Connections

v E @ | PPP Scanner || PPTF Server || SSTF

PPP Server

PPP Client

PPTP Server Binding

PPTP Client

S5TP Server Binding

SSTP Client

LZTP Server Binding

L2TP Client

OVPN Server Binding
OVPN Client

PPPoE Server Binding
PPPoE Client

[L2MTU [T=

T
L

3378

e e e - e -

9items out of 19

New Interface

General Dial Out |Sftatus Traffic
Connect To: m | Cancel
User: | |
Password: | |V
Profile: |default-enc:'yption || il
Keepalive Timeout: |GD | -
["] Dial On Demand
|| Add Defautt Route Tarch
Defautt Route Distance: [1 |
- Allow
pap chap
mschapl mschap2
enabled |Status:

‘netspot
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Avvatotntec w¢ Vpn Client

* [MANpn ocvpBatotnta pe allouc vendors, Tty

Cisco =

U

Polcies Peers Remote Peers Proposals Installed SAs  Keys
B Y| | Statistics
Scc. Address / Sec. Pot|Dst. Address | Dst. Port Proto...
\ .. SEAT VOLKSWAGEN GERMANY
10.99.252 024 10.112.0.0/16 255
i SEAT TEXNOKAR
10.99.252.0/24 10.99.99.0/28 255(
... FORD GLOBAL NETWORK
6238 19.0.0.0/8 255 (..
6238 152.28.100.0.. 255(
62.38 136.1.1.51 255(.
6238 I 192.28.103.131 255(
.o disabled 7
6238 136.8.0.0/13 255(..
62.38.. 136.1.16.0/20 255(..
62.38 136.1.32.019 255(.
6238 136.1.64.019 255(.
62.38 136.1.106.112 255(
6238 136.1.106.113 255(
6238 136.1.106.123 255(.
15 tems
|

]

el

BRREEEE 388 4 ¢

[=1E3
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Avvatotntec w¢ Vpn Server

* ALaPOPETIKA TIPWTOKOAAA YL OLAPOPETIKEC XPNOELC

Mikrotik
version

connecting
L3 1500 TCP yes PtP no >2.9 subnets cross
intranet

IP tunnel (Iplp) [¥] 1480 TCP no PtP no >2.9

for connecting
L2 1420 GRE, TCP yes (BCP) PtMP yes >2.9 clients to

central server

for connecting
L2 1420 uDP yes (BCP) PtMP yes >2.9 clients to

central server

for connecting
L2 1500 TCP yes (BCP) PtMP yes >5.0 clients to

central server

“"netspot
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Simple Tunnels

Iplp,
ocUudwva e to RFC 2003
Xpnotuo yo

a) ouvdeon (bridge) intranets peoa armo to vtepvet

B) yia eldkn petaxeipnon kot armoduyn source routing

Aev apExeL encryption
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http://tools.ietf.org/html/rfc2003
http://tools.ietf.org/html/rfc2003

Simple Tunnels

EolP,
Propriety tnc Mikrotik pe to GRE & RFC 1701

XpNOLUOo L

a) ouvdeon (bridge) LANs pEoa armo To VTEPVET

B) ouvbeon (bridge) subnets péoa oto intranet

y) ouvdeon (bridge) LANs peoa amo encrypted tunnels

8) ouvdeon (bridge) LANs mavw amo ad-hoc wireless networks

Mowpvouv oAa ta Sedopéva peca amo avto (TCP,UDP, kAm)

Aev TtOPEXEL encryption
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http://tools.ietf.org/html/rfc1701

IP Sec

AodoAn petadopa dedopevwy peca aro to Internet
Otiaypevo armo 1o Internet Engineering Task Force

3 KUpLa HEPN :
Authentication Header (AH) RFC 4302
Encapsulating Security Payload (ESP) RFC 4303

Internet Key Exchange (IKE) protocols. Dynamically generates
and distributes cryptographic keys for AH and ESP.
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http://tools.ietf.org/html/rfc4302
http://tools.ietf.org/html/rfc4303

IP Sec

Authentication Header (AH)

AH mpwtokoAAo yla to authentication 6Aou ] HEpouC Twv
TAKETWY, avaloya LE Tov Tpormo petadopac (tunnel ;h
transport mode).

H Umtapén tou AH €TUTPETIEL TOV EAEYXO YLOL TNV EYKUPOTNTA

TOU pNvUpotog aAAd Sev to kwdikomolel. AvtiBeta to ESP
TIAPEXEL KaL encyption

Yriapxouv duo dlaBgaoipol adyopuBpuot yia to AH:
SHA1
MD5
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IP Sec

Encapsulating Security Payload (ESP)

MpwTtokoAAo TTou Xpnotlpomolel potpalopevo kKAedi (shared
key) yLat To encryption

‘ExeL 610 tou authentication aAAd pmopet va Aettoupyet Kalt
uoll pe to AH

Xwpiletal os tpla pepn, ESP Header, ESP Trailer, ESP
Authentication Data

Yriapxouv duo StaBgaipol alyopuBpoL Kot TtaAL :
SHA1
MD5
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IP Sec

Encryption algorithms

DES - 56-bit DES-CBC encryption algorithm;

3DES - 168-bit DES encryption algorithm;

AES - 128, 192 and 256-bit key AES-CBC encryption algorithm;
Blowfish - added since v4.5

Twofish - added since v4.5

Camellia - 128, 192 and 256-bit key Camellia encryption
algorithm added since v4.5
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IP Sec

Hardware Encryption
RB1000
RB1000AHx2

Cloud Core Routers

Internet Key Exchange (IKE)

MpwtokoAAo ou mtapexel authentication keying ywa
to Internet Security Association and Key Management
Protocol (ISAKMP) framework. (Security Associations —SA)

Phase 1 & Phase 2
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IP Sec

Security Associations (Sas)

Policies Peers Femote Peers Proposals  Installed Shs |Keys

5P

/ |Src. Address | Dst. Address | Auth. Algorithm | Encr. Algorithm |Cumrert B... -
E Th45d26 194215, . 6238 sha des 0
E cfidi5c 194218 6238, sha 3des i
E 80fb956F 6238, . 1942197 . shal des 0
E  87c%33 6238 194219 . shal des 0

|Psec SA <62 38. -=194 219,

General |Er1c:yp¢.iur1 Expirez

SPI: | B0FS58F

Src. Address: |62.38.

Dst. Address: | 194.219.

Replay: |4

|mature

“"netspot
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IP Sec

* AnAwvoupe ta subnet mou B€Aouv va EMKOWVWVHOOULV,
KaOw¢ Kot T (Mpayuatikec) Ips Twv AKpwv

Mew IPsec Policy [m]

Mew |Psec Policy

General | Action General Action
Src. Address: | TGN Action: [T +
Src. Part: - Level: |require *
Dst. Address: |0.0.0.0/0 IPsec Protocols: |esp ¥

Dist. Port: - Tunnel
Protocal: | 255 () 3 SA 5rc. Address: (0.0.0.0
S5A Dst. Address: (0.0.0.0
Template Proposal: |default *

Priorty: |0
enabled enabled
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Point to point tunneling

PPTP
To 1o Stadedopevo npwtokoAo, cuudpwva pe to RFC 2637

Xpnotuorotel to PPP and MPPE (Microsoft Point to Point
Encryption) yia va dnuwoupyet encrypted links

Xpnotuorotel Multilink PPP (MP) divovtag tnv duvatotnta
yia MRRU (Maximum Received Reconstructed Unit)
npoodEpovtac TNV Suvatotnta va petadepou e maketa 1500
mtu aAAQ Kol peyaAUTEPQL.

Encryption pe MPPE 40bit RC4 and MPPE 128bit RC4
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http://tools.ietf.org/html/rfc2637
http://tools.ietf.org/html/rfc2637

Point to point tunneling

* PPTP
NephapBavel PPP authentication kat accounting yla kaBe pptp

ouvdeon, elte Tomka ite pe xpnon radius

i ppp

+

Interface PPPoE Servers Secrets | Profiles  Active Connections
(=| || | PPP Authentication & Accourting
Name Password Service  |Caller ID Prafile
& 750test any default
. Denthelei vpn
PHDouvh pptp default
& PHaggeh pptp default
& PHaigina pptp default
@ PHamfiloxiou pptp default
& PHathanasiou pptp default
& PHdimitrakopoulou pptp default
& PHoerakiou pptp default
& PHoewrgiou pptp default
& PHokikas pptp default
& PHicakonikos pptp default
@ PHianakh pptp default
& PHiomes pptp default
& PHiouvaris pptp default
1 ksirounatas:
PHeesiel 5] PPP Authentication & Accounting @
& PHigrial
PHmpan illze Radius oK
& PHmpat ¥| Accourting
& PHnoda
FHpetal = . -
@PHool Interim Update:
& PHsamg
& PHsofias pptp default
& PHspyropoulos pptp default
PHstamatiou pptp default
@ PHstayrianakos pptp default
o PHVT442
& PHverigos pptp default
& USepitropou pptp default
& USnodara pptp default
@ |Sverinns nntny defalt

Local Address
192.168.254.1

192.168.254.1
192.168.254.1
192.168.254.1
192.168.254.1
192.168.254.1
192.168.254.1
192.168.254.1
192.168.254.1
192.168.254.1
192.168.254.1
192.168.254.1
192.168.254.1
192.168.254.1

192.168.254.1

152.168.254.1
192.168.254.1
152.168.254.1
152.168.254.1
152.168.254.1
152.168.254 1

192.168.254.1
192.168.254.1
192.168.254.1
182 1RR 7h4 1

Remote Address
192.168.254.1...

192.168.254.14
152.168.254.10
192.168.254.95
192.168.254.13
192.168.254.8

192.168.254.22
192.168.254.12
192.168.254. 21
192.168.254.13
192.168.2546

192.168.254.23
192.168.254.24
192.168.254.16

192.168.254.27
192.168.254.17
192.168.254.18
192.168.254.30
192.168.254.20
192.168.254.28

152.168.254.9

192.168.254 4
192.168.254.1..
192.168.254.1..
157 1RR 2R4 1
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Point to point tunneling

L2TP
YUpdwva pe 1o RFC 2661
16Lec Suvatotnteg pe to PPtP

Mpoodepel Layer 2 emikolvwvio LETAEY TWV TEPUATIKWY OE
eva packet-switched diktuo, dnuloupyovtac evalocal Access
Concentrator — LAC (modem bank, ADSL DSLAM kArm) to omotio
nPowoOel ta makeTa peow touveA og eva Network Access
Server - NAS.

Xpnotuoroleite ouxva we L2TP over IPsec (standard tpomog
vAormoinoelc tng Microsoft)
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http://tools.ietf.org/html/rfc2661
http://tools.ietf.org/html/rfc2661

Point to point tunneling

Secure Socket Tunneling Protocol (SSTP)

MpwtokoAAo tn¢ Microsoft

MNopopolec Suvatotntec pe to PPtP

YupuBatotnta pe Windows kat Linux (clients yia vista, 7,8)
Anuovpyetl eva PPP Tunnel emdavw amo eva kavaAl TLS 1.0

XpnoLUoToLeL TNV topta 443, OMIOTE MEPVAEL ATTO TA GUVHAON
firewalls ko proxies !

Xpnowuorolel Certificates me 472bits RSA Keys
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Point to point tunneling

OpenVPN (OVPN)

Open Source epappoyn, kKupilwc yiae DD-WRT
MNopopolec Suvatotntec pe to PPtP
YupBatotnta pe Linux

Xpnowuomnolet Certificates, Pre-Shared Keys, i amAd
username/password

Xpnotuornotel OpenSSL encryption, SSLv3/TLSv1

spof
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Point to point tunneling

Point to Point Protocol over Ethernet (PPPoE)
Xpnoluomoleite Kuplwg armo ISPs

Multilink PPP (MLPPP);

MLPPP over single link (ability to transmit full-sized frames);

BCP (Bridge Control Protocol) support - allows sending of raw
Ethernet frames over PPP links;

MPPE 40bit and MPPE 128bit RSA encryption;
pap, chap, mschap v1/v2 authentication;
Yriootpen RADIUS yia client authentication & accounting
Méyioto MTU 1492
spof
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Xpnowuomowwvtog PPtP

Napapetponoinon o€ 4 + 1 pépn
* PPTP Server

* PPP Secret
Tormuika ) o€ Radius

* PPP Profiles
* Routing

* ‘EAeyyoc kivnonc peow Firewall
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1)

2)

3)

4)

Napapetponioinon PPtP Server

Evepyormoinon

Ertthoyn Méytotov MTU/MRU
ErttAoyn yia MRRU

Default PPP Profile

Tpornot authentication

i PPTP Server =] E3

= Cancel

-
| Keepalive Timeout: |30 s
¥

Inteface | PPPoE Servers  Secrets | Profiles  Active Connections
g t=1| |57 | | PPP Scanner || PPTP Server

MName Type LZMTU |Tx

| iEnabled

Mae MTL: | 1460
Mz MEL: | 1460

Hi

Apply
MRRU:

Default Profile: |default-encryption
Authentication
pap chap

v mschapl v mschap?
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Napapetpornoinon PPP Profile

PPP Profile <default> FPF Profile <default>

General General Protocols ||Jm'rts Cueus

Protocols — Limits  Queue

IH
-

Name: |defauft | Cancel - Use MPLS Cancel

\—‘ g d i & ono O yes & required
Local Address: |192.168.0.1 ¥ |
| " _ - Use Compression Apply
Remote Address: |pool EIR &~ defauk ¢ no © yes
L - Use V. Compression
Bridge: | |~ @ defaut O no O yes
e ot Prry. | - e e
Bridge Path Cost: | |v @ defaut © no O yes O required
Incoming Fitter: | | - L
Outgaing Fiter: | | - PPP Profile <defautt:
Address List: | - Eeeelene] Lmes |[}ueue
Session Timeout: | |- Cancel |
DNS Server. | |¢ Idle Timeout: | |""r Apphy |
WINS Server: | | &
- Change TCP M55 Rate Limit (o) | |w | | Comment
 defaut " no O yes Only O Copy |
- Only One
o defaut © no O yes
default
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MNapapetponioinon PPP Profile

e Auvatotnta ONULOUPYELAC AUTOUOTNG OUPOLC

(Queue)

* Emtloyn tumou queue
* EmAoyn apxLlKNC queue

PPFP Profile <default>

General Protocols  Limits Gueus

Insert CQueus Before:
Parent Gueue:
Clueue Type:

default

default-small

default

default-small
ethemet-default
hotspot-default
multi-queue-sthemet -default
onhy-hardware-gueue
pcg-upload-default
synchronous-default
wireless-default

EEEEE

)of
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Napapetpornoinon PPP Profile

Erttdoyn user/pass

'
Turmtov PPP i i
5 - X

PP Profile i st

Local Address: -
P Avoewv SN .
eploplopov traffic s .

asyTIc Last Logged Out:

|2t

ovpn enabled

Pppoc

pptp

sstp
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Napapetporntoinon PPP Routing

e Ye meplmTwon mov 6gv kavoupue bridging Ba
MPETEL VAL EEPpOUV TaL OiKTU O TWC Bal
ETILKOWVWVOUV

* PPP Secret > Routes

[l va EEPEL O server w¢ Ba tnyaiveLl oto
subnet Tou reAatn

e 310 PPtP Client, Ba nipemel va mpooBETOUE TO
kataAAnAo route oto Ip>Route
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Napapetpornoinon PPP

* Na IpoTLUATE TNV Xpnon pool wote va
opiletal yia dtadopeTika subnets,
SdtadpopeTikouc kawvovecg oto firewall

e EAg€te TNV Klvnon ava IP aAAQ KAl TLC TTIOPTEC
TToU XpeLlaleTal.
[y :
SQL: TCP 135, 1433,1434,443, 445, 4022 kATt
Voip : TCP 5060, UDP 10000-20000 KAm
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Napapetpornoinon PPP

* Mpoooyn ta Windows PC €xouv tnv taon va
Byaivouv oto internet armo to vpn cogc |

Firewall

Fiter Rules | NAT Mangle Service Ports  Connections = Address Lists | Layer7 Protocaols
gk || ==| & 8 |O| T |00 ResstCounters || 00 Reset All Courters

H Action  |Chain Src. Address Dist. Address Proto... |Src. Port |Dst. Port  |In. Inter...|Out. Int... | Bytes Packets

-0 3 reject input 10.10.50.11 0B 0
. accept traffic from vpn connection to intranet
1 «f acc... forward 192.168.75.0/°24 152.168.0.0.16 15221 MEB 22155952
2 «f acc... forward 195.168.75.0/°24 172.16.0.01¢& 0B 0
.;; drop traffic to intemet from vpn clients
3 wf acc... Forward 192.163.75.201 0.0.0.0/0 0B 0
4 3 reject Forward 152.168.75.0/24 0.0.0.0/0 24 4 MiB 355 386
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MPLS & VPN

MultiProtocol Label Switching

Auvvatotnta ylio SpopoAoynon Twv NOKETWV
oL Baoel Twv header Twv MakeTwy, aAAQ HLE
eTIKeTEC (labels) mou tomobetel 0TO MAKETO.

YupPatotnta pe linux & cisco

[Mpoodepel ypnyopotepn SpoUoAOynon o€
neplmtwon noAAamAwyv router.
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[Meploplopot Licence

Level
number

Price

Initial
Config
Support
Wireless
AP
Wireless
Client and
Bridge
RIP, OSPF,
BGP
protocols
EolP
tunnels
PPPoE
tunnels
PPTP
tunnels
L21P
tunnels
OVPN
tunnels
VLAN
interfaces
HotSpot
active
users
RADIUS
client
Queues
Web
proxy
User
manager
active
sessions
Number
of KVM
guests

0 (Trial
mode)

no key

24h trial

24h trial

24h trial

24h trial

24h trial

24h trial

24h trial

24h trial

24h trial

24h trial

24h trial
24h trial

24h trial

24h trial

none

1 (Free
Demo)

registratio
n required

3 (WISP
CPE)

yes

yes(*)

unlimited

200

200

200

200

unlimited

yes
unlimited

yes

10

Unlimited

4(WISP)

$45

15 days

yes

yes

unlimited

200

200

200

200

unlimited

200

yes
unlimited

yes

20

Unlimited

5 (WISP)

$95

30 days

yes

yes

unlimited

500

500

500

unlimited

unlimited

500

yes
unlimited

yes

50

Unlimited

6
(Controlle

r)

$250

30 days

yes

yes

unlimited

unlimited

unlimited

unlimited

unlimited

unlimited

unlimited

yes
unlimited

yes

Unlimited

Unlimited
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