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IXETIKA UE HEVQL

MikroTik
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* Adprewa 1 wpa
* EAdyiovoc Babuoc 60%
* O kaBévag éxe Sladopetikéc EPWTNOELS

I_l'd) pvoq Apv U p l.6 r] q 553‘22‘2‘:5”““ ané éva eupy paojia mbaviy

E€eraon pe avowtd BBAia
ZUMHETEXOVTEC TTOU Bev EXOUV TN UNTPIKN TOUG YAWOoQ
Ta AYYAKa pUropouv va pwricouy yua Sieukpvnoeig

* ZuvbeBeite oto Aoyapiaousd oag oto MikroTik.com
Avalntriote to Greece/Thessaloniki MTCNA Training
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* Exw epyaotel amno 1o 2006 wc:
» ITSP Consultant / Voice Engineer
» Systems / Network Administrator
» Internet Security Consultant
> ISP / WISP Consultant

MUM GR2015 Athens Georgios Argyrides - george@argyrides.gr

=TT Budapest

7 az Va4 lo
Romania Opeca

i © ~ :

\ ’,‘Serbla“v Bucuresti Black Sea e W
| A - Punrapus s Jséron;

| Bulgaria Geort

E Q
istanbul Ankara

V. TSR “ Tiirkiye

Turkey ‘
Jogal
An(glya ‘ Masul
i o
™) ll)g.:../ |
“Rliryy Syria

Vlediterranean Se n I).QJ
’wfl,b GREECE A, uSE vl Iraq
| Tripoli )

Alexangrialsrael’ =" <,
C y oy
Co)ml.a.ll Jordan
Cairo Y :
Libya Egypt



ZXETIKA LE LEVAL

kroTik Training events and institutions around the world:

e 1°¢ MikroTik Certified Consultant
otnv EAAada amo to 2011
[MTCRE,MTCWE,MTCTCE,MTCINE]

e MikroTik Certified Trainer
otnv EAAGSa amo to 2012

 Cyberoam Certified Network & Security Professional (CCNSP)
 BSc (Hon) Applied Computing, Sheffield Hallam University(UK)
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ZXETIKA LE LEVAL

e [Mopexw e€elOIKELUEVN UTTOOTAPLEN AN KoL
oupBouléc(Consultancy) On-site 1 amopakpLOUEVA
» Avad TO TTYKOO Lo
» 2tnv EAAada & Ztn Kompo

v' ALle€Ayw TILOTOTIOLNMEVEC EMIONUEC EKTTOULOEVOELC
MikroTik otnv EAAada kol ot EAAAVLIKA o€
ouvepyoaoia pe to NaAatotepo Mikrotik Distributor
¢ EANadac Linkshop.gr(HellasCom)
ouvnOwc otnv ABniva-MNepatd

» Emopevo MTCNA Training otig 19-21 louviou (Mepatag)

e [leplocotepec MANPOPOPLEC KOl OTOLXELOL ETILKOLVWVLOC OTO TEAOG
QUTNC TNG TTapouciaong
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2 KOTTOC OUTNC TNC ITapouciaonG

* Na napouvotaocw to CAPsMAN Baoclopévo oe IP ,akoun Ko
YLOL TOUC VEOUC XPNOTEC TwV Ttpoiovtwv MikroTik

— Xpnouomotlovtag Eva ortAo «SetUP»

* Eva pkpo «Routed» Alktuo

— Ta CAPs emikowvwvouv pe 1o CAPsMAN pe
TIOAAQTIAEC/eVOANAKTIKEC OUVOETELC (TO MPWTOKOAAO
SdpopoAloyong Ba ppovtioel avtr) Tn Asttoupyia)

* MapakoAouBion twv CAPs

— Mapte elbomoinon otav KATOLO «EE0DOVIOTELY



Auvvatotntec tov CAPsMAN

Ketpikn Staxeiplon twv RouterOS APs
Yrniootnpilet Dual Band AP
Provisioning twv APs

Ertikowvwvid MAC ko IP pe tor APs

Xpnowuomotlovtag certificate pmopou e va aocpaAicoupe tnv

ETUKOLVWVLA LLE Ta APS
Full kat Local data forwarding mode

RADIUS MAC authentication

Yriootnpén “Custom configuration”



Opwopol

?CAP?? CAPs? CAPsMAN? AP? Router?

CAPsMAN CAP

e Controlled Access Point e Controlled Access Point

system Manager

» CAPsMAN = €vac MikroTik » CAP = évag MikroTik router
router > CAPs = toA\ot Mikrotik routers



ATTOULTNCELC

CAPsMAN CAPs
1. x86 or RouterBOARD 1. X86 or RouterBOARD
based device based device
2. RouterOS v6.11+ 2. RouterOS v6.11+
version (Use Latest!) version(Use Latest!)
3. Wireless-fp package 3. Atheros chipset

installed and enabled (a/b/g/n/ac) wireless card

4. Wireless-fp package

installed and enabled

5. At least Level4 RouterOS

license



CAPsMAN v1 & v2(Kawoupro)

s Ao tnv £€kdoon v.6.23+ tou RouterOS pnopol e va
xpnotpomnownooupe 1o CAPSMAN v2
* BeATlwoeLC
MepLKEC VEEC HUVATOTNTEC

** To CAPsMAN v1 eival otaBepo Kkal xpnolpomnoteitatl nén oe dtadopeg
EVKOTOOTAOELG

® Mpoooxn: Taa CAPsMAN/CAP v1 AEN sivat cupfoatd pe ooo TpEXOUV
Tnv v2!
» AvapaBuiote 6Ao 1o diktuo og v2 1) umoPBaBuiote to og vl

¢ Apxwkd dokipdote 1o CAPsMAN v2 og SOKLUOOTLKO TiepLBAAAOV

J/

s BonBnote pac va BeATlwoou e TNV v2 ,avadEPOVTOC HaC TUXOV opaApato Kot
napaAnPeLg



CAPsMAN EUkoAn puOuwon

Internet

CAPsMAN

OfficeNet

OfficeNet

OfficeNet /\ OfficeNet

I — J'ujj ' . — JJJJ

i ]
i JJ 3 J)J
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CAPsMAN EUkoAn puOpuuon

Evepyomnownote tnv uninpecioc CAPsMAN
Anuoupynote eva Bridge interface
MpoocBeote puBuioelc IP oto Bridge interface
Anuouvpynote « CAPsMAN Configuration»

Anuoupynote kavova «Provisioning»

Evepyomoinote tn Asttoupyia CAP ota APs



CAPsMAN EUkoAn puOuwon

* Evepyomouwnote tnv untnpeciac CAPsMAN

i Quick Set

i Interfaces
1 Wireless
@ Dndge
=3 PPP

“ls Mesh

MUM GR2015 Athens

3 CAPsMAM

s B e

Itefaces | Provisioning Configurations Channels Datapaths  Secu

+ o) =]

MName Type MTL L2 MTL

CAPs Manager =] E3
“ v| Enabled 0K

Cerificate: -
srEate Cancel

Apply

CA Cerificate: -

Require Peer Cerificate

(3enerated Certificate:

Zenerated CA Cerificate:

Georgios Argyrides - george@argyrides.gr
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A Quick Set
31 CAPsMAN

/¥ Interfaces
Wireless

/7~ MPLS ¥
#2 Routing h
i System X

& Queues
|| Files
.. Leg
. Radius

_ A Tools B

* Anuoupynote €va Bridge Interface

CAPsMAN EUkoAn puOuwon

i

Bridge | Ports Fiters NAT Hosts

Name

ﬂ ? Settings |
Ty ’ [L2MTU |7

New Interface =] E3 ’

/ | Type

General | STP | Status  Traffic

“ Name:

Type:

MTU:

L2 MTU: |
MAC Address: |
ARP:

OfficeNet
Bﬂdge
1500

enabled

Admin. MAC Address: |

Georgios Argyrides - george@argyrides.gr

.l

OK

Cancel

Apply

Disable

Comment

Copy

Remove

Torch
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CAPsMAN EUkoAn puOuwon

A Quick Set
3 CAPsMAN
¥ Interfaces

1 Wireless

MpoocBeote
|P address

2% Bridge
w3 PPP
=32 Switch

Mesh

[MpoocBeote
DHCP Server

MpooBeote
NAT rule

New Teminal
¥4 MetaROUTER
#5 Partition
| & Make Supout rif
& Manual

B &t

[=1E3
=10
'Address |Interface DHCP jNetworks Leases Options Option Sets  Alerts
O} ([4][=] [<][s] [7 DHCPCortfig

Address: [10.10.10.1/24 [ ok ||| Neme /[iteince R eeeel
Network: v @E
Inteface: |OfficeNet K3 | Select interface to run DHCP server on

DHCP Server Interface: |OfficeNet ¥

Back | Cancel 7

Copy

[ # | ;VAction

Filter Rules angle Service Pots Connections Address Lists Layer7 Protocols

i 00 Reset All Counters
Chain [Src. Address [Dst. Address [Proto...[Src. Port  [Dst. Port [In. inter...[Out. Int... |Bytes

Reset Counters

| New NAT Rule
General Advanced Bdra Action | Statistics

General | Advanced Edra Action Statistics
Chain: |srcnat
Src. Address: [1(10.10.10.0/24
Dst. Address:

Georgios Argyrides - george@argyrides.gr 15



CAPsMAN EUkoAn puOuwon

* [pooBeote veo « CAPsMAN Configuration»

Interfaces Provisioningannels Datapaths Securty Cfg. Access List Remote CAP  Radio Registration Table
o B
|Name / |SSID |Hide SSID |Load Bal... |Country  |Channel |Frequency Band | Datapat ¥ |
| New CAPs Corfiguration
annel Datapath Securty | Wireless Channel Security Wireless Channel Datapath
Name: |OfficeNet Datapath: | Security: | R4
Mode: .
Bridge: |OfficeNet Authertication Type: v/ WPAPSK (v WPA2PSK || WPAEAP | | WPA2EAP a
SSID: |Office |
Bridge Cost: Encryption: |v| aes ccm tkip -
Hide SSID: —
Bridge Horizon: Group Encryption: |aes ccm ¥ A
Load Balancing Group: : -
Passphrase: |OfficeNet | -

Local Forwarding:

Country: |united states ‘ EAP Methods:
Client To Client Forwarding: e

4

Max Station Count:
VLAN Mode:

Multicast Helper:
VLAN ID:

HT Tx Chains:

HT Rx Chains:

HT Guard Interval:
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Ermukowvwvia CAP pe CAPsMAN
Baocwopevn o€ IP

IP (UDP) Layer3

» To CAP enkowvwvel pe to CAPsMAN
xpnotpomotovtac to IP mpwtokoAAo
v' Mrnopel va. ouvVEPYOOTEL HE

NAT otav anatteitol
H ouvbeon Staxeiptong petaéu CAP kal
CAPsMAN aocdaAiletol pe DTLS

H kivnon 6edopévwy tou meAatn
tou CAP bev eival aodaAlopEvn

» Av amnatteital
KpuTttoypAdnon Umopelte

va xpnotlpormnotroste IPSec
ylo mapadslypa

MUM GR2015 Athens Georgios Argyrides - ge

[ 4
AnAwote oto The CAP
Interfaces | Metreme Dual Access List  Registration Connect List  Securty Profiles C
L i ¢ Scanner || Freq. Uzage || Alignmer
Mame Type L2 MTU | Tx Fax
o) v b —
. = | s
ﬁ Interfaces: | wian7 ¥ | 5 Cance]
Cerificate: |none ¥
Apply
Discovery Interfaces: =
Lock To CAPsMARN
@l C:PsiiAN Addresses: 105,125 1 =
CAPsMAN MNames: =
CAPsMAN Certificate Common Names: =
Bridge: |none ¥
Requested Cerfficate:
Locked CAPsMAMN Comman Mame:
orge@argyrides.gr 17



CAPsMAN kot CAP oto 160 «board»

 Mnnwc o router movu tpexel to CAPsMAN tou diktuou
EXEL KOL YL AoV pUOTN KAPTO;;

v' Evepyormnotiote 1o « CAP» KoLt CUVOEOTE TO HE TOV EQUTO
Tou (127.0.0.1) yia kevtpkn dlaxeiplon

Interfaces | Nstreme Dual Access List  Registration  Connect List  Sect
L A4 =T Scanner Freq. Usa
MName Type L2ZMTU | Tx
ﬁ v EraRE
“ Interfaces: |wiEn T ¥
Certfficate: [none ¥
Discove ry Interfaces: =
Lock To CAPzMAM

“CA.PSM.AN Addresses: |127.0.0.1

CAPzMAN MNames:

CAPsMAN Certfficate Common Names:

A LR L | 2

Bridge: |none

Requested Certfficate:

Locked CAPsMAN Common Mame:
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CAPsMAN EUkoAn puOuwon

* [lpooBeote veo Provisioning rule

Irrterfacesnﬁgumtinns Channels Datapaths Seo

&= T
H | Radio MAC Action Master Configurati... | Slave (
Radio MAC: |00:00:00:00:00:00 oK
Action: |create dynamic enabled | # Cancel
Master Configuration: |CfficeMet * Apphy
Slave Configuration: - Disable
Mame Prefic: |Office AP . Comment
Copy
Remave

enabled
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CAPsMAN EUkoAn puOuwon

e EAgyéte TnV kataotaon twv “Interface” ota:

CAPsMAN CAP

Wireless Tables

Access List Registration Connect List  Security

Interfaces | Provisioning Corfigurations Channels Datapaths Security Interfaces | Nstreme Dual
g | = (=1 | W | | Manager AAA - = | T CAP Scanner || Freq. Usage
Mame Type MTU L2 MTU | Mame Type L2 MTU | Tx
DSMB  <-OfficeAP1 Interfaces 1500 1600 — managed by CAPsMAN
(30dBm), 551D: Office, CAPsMAN forwarding

Interface <OfficeAP1: — channel: 2427/20Ce/gn
X 4pwlani

General Wireless Channel Datapath Securty Status | Traffic

_ =T -
ee (Mheroz ARG 16
Co R P AL R | I B R U

1]
[4i]

Cument State: running-ap
Cument Channel: |2427/20-Ce/gn(30dBm)
Cument Rate Set: |CCK:1-11 OFDM:6-54 BW: 1x-2x HT:0-7

Curment Basic Rate Set: |(OFDM:& BW:1x HT:0-7

MUM GR2015 Athens Georgios Argyrides - george@argyrides.gr 20



CAPsMAN Registration table

Inteffaces Provisioning Configurations Channels Datapaths Securty Cfg.  Access List Femote CAP  Radio |j Registration Table
=T

Interface  + |MAC Address TxRate |RxRate |TxSional |Rx Signal |Uptime | Tx/Rx Packets | To/Fx Bytes |
OfficeAP3  18:34:51:41.75C0  65Mbps-.. 65Mbps-.. 0 44 00:03:17... 31395/33212  29.3 MiB/29.5 MiB

CAPs AP Client <18:34:51:41:75:C0

Interface: |Dﬁ‘|ce.|“-.F'3 | oK
MAC Address: |18:34:51:41:75.CD | S
Tx Rate: |65Mbps-20MHz/15 ' [ Copyto Acoess List

Rx Rate: |65Mbps-20MHz/15 |

Tx Rate Set: |CCK:1-11 OFDM:6-54 BW:1x HT:0-7 |

Tx Signal: |D |

Rx Signal: |-44 |

Uptime: |00:03:17.70 |

To/Fx Packets: |31395/33 212 |

Tw/Fix Bytes: |29.8 MiB/29.5 MiB |

MUM GR2015 Athens Georgios Argyrides - george@argyrides.gr
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Manual Provisioning

* AMadlovtac touc Kavovec Provisioning 6ev
entnpealovpe ta NN pubulopeva CAPs, xelpokivnto
Provisioning amnatteital ¢’avtn tn nepimtwon:

" Adaipeote to CAP interface
* [lpokaAeote okormuo Provision yia to CAP

CAPsMAN

Intefaces  Provisioning Corfigurations Channels Datapaths Securty Cfg.  Access List  Remote CAP J§ Radio

g

Radio MALC Remote CAP Mame | Remote CAPId... - |Interface
......... ACBENCEC:63:28 | [ACSECHLE3:28]  Roomd
P 4C:5E0C:6C.63:2B [4C:5E:0C:6C:63.2B] Room3 CficeAFRT
P 4C:5E:0C:6C.63:4C [4C:5E:0C:6C:63:4C] Room1 Cfficedrs
P 4C:5E0C:6C.63.3A [4C:5E:0C:6C:63.3A] RoomZ CfficeAR3

MUM GR2015 Athens Georgios Argyrides - george@argyrides.gr



Avayvwpion CAP

e MAC/IP address

e RouterBoard model

e Jelplakoc AplBuoc(Serial) Tou

Board

 Exkdoon RouterOS (version)

e System ldentity

e Main wireless MAC

Kataotaon(State) tou
CAP

 AplBuoc AcUpuatwy

kaptwVv(Radio count)

CAPsMAN

Y | | Provision

Address MName
 ACEC6C:63:26 _[ACSE:C.6C:63:28]
4C-HE:0C-6C63:29 [4C:5E:0C:6C:63:2B]
AC-HE:0C-6C:63:38 [4C:HE:0C:6C:63:3A]
AC:HEOC-6C63:4A [4C:5E:0C:6C:63:4C]
ffff:10.5.125.172 [D4:CA6D:AZ:85:60]

MUM GR2015 Athens

Interfaces Provisioning Configurations Channels

Board

RBmAPZn
RBmAPZn
RBmAPZn
RBmAPZn
RBmAPZn

Serial Version
he 760434DCE4 €15
h276046C5DA3 615
he7604345E6A €19
h27604010504 €15
he7e02055F22 €15

Datapaths Securnty Cfg.  Access List

|dertity

Georgios Argyrides - george@argyrides.gr

Base MALC State

4C-5E:0C:6C:63:28 Run
4C-5E:0C-6C:63:2B Run
4C-5E:0C-6C:63:3A Run
4C:5E:0C:6C:63:4C Run
D4:CABD:AZ:85:60 Run

Remote CAP BRadic  Registration Table

Radios

23



CAPsMAN static CAP interface

To ovopa tou Interface kat ot puBuicelc 6ev aA\alouv pPETA
TNV EMAVEKKLVNON
MNopakauPpeTe CUYKEKPLUEVECG pUBLLOELG

Avtiypate to SuvapLko interface yia vo SnULOUPYNOETE
static interface

O[]
Inlefacas  Provisioning  Corfiguraions  Channels  Dafapaths Securty (fg.  Access Lig  Remcte CAP  Rado  Regstration Table
& = T | | Managar AAA
Iame Typ MTU L2 MTU T
D5MB  4OfficeAPS Interfaces 1500 1600

Radio MAL: |D4:CAG0-AZ.B5:60 Radio MAL: | D4:CAG0-AZ.E5:60

o Master Intesface: nona ¥ Master Interface: |nona

MUM GR2015 Athens Georgios Argyrides - george@argyrides.gr 24



CAPsMAN Virtual AP

Internet

CAPsMAN

/\ OfficeNe

| GuestNet

| OfficeNet

| GuestNet
" /

| OfficeNet _ | OfficeNet _

{
| GuestNet | GuestNet _

<

MUM GR2015 Athens Georgios Argyrides - george@argyrides.gr 25



PUOuon twv VirtualAP oto CAPsMAN

Anuwoupynote veo Bridge interface kat puButioelg IP
ywa ta VirtualAPs

» 'Hxpnolwuomotwnote to ibLo bridge interface

TTOU XpNoLuoTmoleital yia to Master AP

Anuoupynote eva veo configuration yia to VirtualAP

Oplote to véo configuration wc «Slave Configuration»
OTOUC KAVOVEC «Provisioning»

Adaipeote oAa ta CAP interfaces

MpokaAeote Manual Provisioning yia oAa ta CAPs



PUOuon twv VirtualAP oto CAPsMAN

©1 SEI

Mame S50

CificeMet Cifice

Hide 5510 |Load Bal... |Country Channel
united sta...

Mame:
Mode:
S5ID:
Hide S5ID:

Load Balancing Group:

Country:

Max Station Count:

Multicast Helper:

HT Tu Chains:
HT R Chains:
HT Guard Interval:

MUM GR2015 Athens

annel Datapath Secunty | Wireless Channel

Guest Met

Guest

MNew CAPs Corfiguration

Datapath:

Bridge: |GuestMet
Bridge Cost:

Bridge Horizon:

Local Forwarding:

Client To Client Forwarding:

YLAN Mode:
WLAN 1D:

Georgios Argyrides - george@argyrides.gr

Frequency

Band

Interfaces  Provisioning annels Datapaths Securty Cfg.  Access List Remote CAP | Radio  Reagistration Table

|

27



PuOuion twv VirtualAP oto CAPsMAN

Interfaces -mﬁgumtiuns Channelz Datapaths Sec
Interfaces | Provisioning Corfigurstions Channels Datapaths
d = v ® O T
# | |Radio MAC Action Master Corfigurati... | Slave ( + =] T Manager AAA
0  (0:00:00:00:00:00 create dy... CfficeMet N T MTU 1
ame ype
S S B DSMB  &OfficeAPT Interfaces 1500
Radio MAC: |00:00:00:00:00:00 DSE O0ficeAP1-1  Interfaces 1500
Action: |create dynamic enabled ||+ DSMEB @DHICEAPE Interfaces 1500
Master Confiquration: |G = OSE G OfficeAP2-1  Interfaces 1500
guration: | Office Net * Apply .
DSME  4#OfficeAP2 Interfaces 1500
Slave Corfiguration: |GuestMet F A - DSE $Office AP Interfaces 1500
DSMB  4CfficeAP4 Interfaces 1500
Mame Prefic: |Office AP - 0SB G OfficeAP4-1  Interfaces 1500
SME @ RoomBAP Interfaces 1500
enabled

CAPsMAM
Intefaces Provisioning Configurations Channels Datapaths Securty Cfg.  Access List Remote CAPJ Radio

=]

[ e e

] hl_ b o LI e ]
4C.5E:0C.6C63:2EB [4C:5E:0C-6C:63:...

4C.5E:0C:6C-63:3A [4C-5E:0C-6C-63:. ..
4C-5E:0C:6C63:4C [4C-5E:0C-6C.63:. ..
D4:CA6D:AZ:85:60

MUM GR2015 Athens Georgios Argyrides - george@argyrides.gr



CAPsMAN static VirtualAP

Interfaces Q'Provisioning Configurations Channel

E)- (v % (ol [¥] [t

'DSMB
DSB
DSMB
DSB
'DSMB
'DSB
DSMB
DSB
SMB

 Name

4 Office AP

¢ | Type
Interfaces

4pOfficeAP1-1  Interfaces

4 Office AP2

Interfaces

4pOfficeAP2-1 Interfaces

4pOffice AP3

Interfaces

4pOfficeAP3-1  Interfaces

4P Office AP4

Interfaces

4pOfficeAP4-1  Interfaces

4> Room5AP

Interfaces

ireless Channel Datapath Securty

Name:
Type:
MTU:

ARP:

Radio MAC:

Master Interface:

Room5VAP

:'Intrerfaces
11500

L2 MTU: |

MAC Address: |00:00:00:00:00:00

enabled

00:00:00:00:00:00

; Room5AP

MUM GR2015 Athens

Datapaths Securty Cfg. Access List Remote CAP Radio Registration Table

[MTU

1500
1500
1500
1500
1500
1500
1500
1500
1500

[2MTU [Tx
1600
1600
1600
1600
1600
1600
1600
1600
1600

New Interfface

Channel Datapath Security Status  Traffic
Configuration: |GuestNet

General

Load Balancing Group:

Max Station Count: |

Georgios Argyrides - george@argyrides.gr

Mode:
SSID: |GuestAP
Hide SSID: |

Country:

0 bps
0 bps
Obps
0 bps
0 bps
0 bps
Obps
0 bps

R
0 bps

0 bps
0 bps
0 bps
Obps
0 bps
0 bps
0 bps
Obps
0 bps

| Tx Packet {p/s)

etl

L= I e e e Y e Y e e e e

| Rx Packet (p/s)

OK

Cancel

Apply

Disable

Comment

Copy

Remove

Torch

29



Xoapaktnplotika tnc Access List tou

CAPsMAN
MAC Authentication

Radius Query support
MAC Mask support
Signal Range

Time

Private Passphrase

VLAN ID assighment



CAPsMAN Access List

 EnupePte ot cuokevecg Apple va cuvdeBouv

 Adnote to RADIUS server va amodaoioel yla TL¢ UTTOAOUTEC CUOKEVEG

Imterffaces  Prowvisioning Corfigurations  Channels Datapaths  Securty Ug.emute CAP Radio Registration Table
=T
H MAC Address MALC Mask Interface Signal Ra...| Action Client To Clie... |VLAMN Mo...|VLAN ID
IE”E' New CAPs Access Rule =l E3
MAC Address: |18:34:51:00:00:00 | & MAC Address: |
MAC Mask: |FF-FFFF.000000 | MAC Mask: -
Interface: - Interface: -
Signal Range: - Signal Range: -
Dizable Dizable
- Time ¥ Time
Action: |accept LS Copy Action: |gquery radius | .~ Copy
AP Tx Limit: - AP Tx Limit: -
Client Tx Limit: - Client Tx Limit: -
] Private Passphrase: - Private Passphrase: -
Client To Client Forwarding: - Client To Client Forwarding: -
RADIUS Accounting: - RADIUS Accounting: -
VLAM Mode: - VLAN Mode: -
VLAM 1D: - VLAM 1D: -
enabled enabled

MUM GR2015 Athens
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Napakapyn puOuicewv oto CAPsMAN

Mew CAPs Channel =] E3

 OLpuBuioelc otn e o
Kaptéxa Frequency: 2412 MHz & Cancel

Width: b Apphy

«Configuration» Now CPs eyt

Wireless Channel | Datapath | Security

T[CXPCXK('X}J.T[TOUV TG Chanrel: 2R
pueuioe l_q Gtr] KapTéAa Frequency: 2437 MHz

Width: b

«Channel»

General Wireless Channel | Datapath  Securty Status  Traffic
® Ol_ pU euice Lq th Gﬁannelj channel1 ¥ | a
kapTEAQ «Interface» - ]

Intefface <capl:=

TIOLPOLKOLUTITOUV OLUTEG | ot vices oot coomt Sommy 5o 7t
Tr]q «Channel» KOLL '[r]q Cument: State: |running-ap

Current Channel: | 2462/20-eC/an{30dBm)

(( CO nfig u rati O n )) Cument Rate Set: |CCK:1-11 OFDM:G-54 BW: Tw-2e HT:0-7

Curmrert Basic Rate Set: [OFDM:6 BW: 12 HT:.0-7
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CAPsMAN Auto Certificate

* Evepyornowote to Certificate katL to CA Certificate
oto CAPsMAN

Interfaces | Provisioning Corfigurations Channels Datapaths  Secu Interfaces | Provisioning Corfigurations Channels Datapaths  Security Cfe
+ =) | ¥ AMA % =] [¥ AAA
MName Type MTU L2 MTL MName Type MTU L2 MTU |Tx
CAPs Manager =] E3 CAP= Manager =] E3
v iEnabled ; 0K v iEnabled i 0K
Cerificate: |auto ¥ | Cerificate: |auto ¥ |
Cancel Cancel
CA Cerdificate: |auto ¥ | CA Cerfficate: |auto ¥ |
Apply Apply
Require Peer Certificate Require Peer Certificate
Generated Cerdificate: Generated Cerfficate: |CAPsMAMN-DACAGDESS0A0
Generated CA Cerdificate: Generated CA Cerfficate: |CAPsMAMN-CA-DACAGDESR0AD
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CAPsMAN Auto Certificate

* Evepyornownote tnv entthoyn «Request Certificate»
oto CAP

Intefaces  Nstreme Dual Access List  Registration  Connect List  Secusity Pr
L I Scanner | Freq. Usage L 2 =l St:anr're'f Freq. Usage

interfaces | Nstreme Dual Access List Registration Connect List Secusity Pn

MName Type L2MTU |Tx MName Type L2MTU |Tx
CAP of x] (=l
v {Enabled oK v Enabled oK
7 R rterf - wianl ¥l wg [~ 1
rtefaces: ndan; L pr— aces: |w tiw Cancel
i : ¥ Cestificate: Les ¥
Cerficate: request Roply req Aol
Discovery Intedaces. stherl L Discovery Interfaces:  ather] ¥ 5
Lock To CAPsMAN Lock To CAPsMAN
CAPsMAN Addregses: — CAPsMAN Addresses: —
CAP=MAN Names: — CAPsMAN MNames: —
CAPsMAM Cedificate Common Names: = CAPsMAN Cerificate Common Mames -
Bridge: bndgelocal * Bridge: brdgelocal ¥
] Reguested Carificate 1 Requested Cetificate: CAP-4CSEOCECEILA
Locked CAPsMAN Common Mame Locked CAPsMAN Commaon Name
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CAPsMAN Auto Certificate

* Emutpete cuvdeoelg povo amo CAPs mou
gxouv €ykupo certificate

Iterfaces | Provisioning Corfigurations Channels Datapaths  Security Cfg

. Sl =2

Mame Type MTU L2 MTU |Tx
W] ENBDIEA. ... 0K
Cerificate: auto * |~ Cancel

+|
»

CA Cerficate: |auto

Apply

v Reqguire Peer Certfficate

Generated Certificate: CAPsMAN-DACARDESH0A0
Generated CA Cerfficate: CAPsMAMN-CA-DACASDESS0AD
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CAPsMAN Antenna Gain
(Kavoviopoi Xwpoc)

 H Tty tou Antenna-gain
AapBavetat ano to CAP
interface

* [lpemneLva puBuotel oto AP
NMPWTOU EVEPYOTIOLNOETE TNV
Aettoupyia CAP otnv
aoUPUOTN KAPTA

intefaces | Provisioning Corfigurations Channels Datapaths Securty Cfg.  Access Lis

b = v % O T | Manager AAA

Name Type MTU  L2MTU Tx
MB_ 4pcap] Interfaces 1500 1600

Nopadsiypa
» Antenna-gain: 6dBi
> EIRP: 30dB

MUM GR2015 Athens Georgios Argyrides -

interfaces  Nstreme Dual Access List Registration Connect List  Security Profiles  Che
e~ v % O T CAP Scanner | Freq. Usage = Alignment

Interface <capl>

General Wisless Channel Datapath Secuity Status  Traffic

Cument State: |nnning-ap

Cument Channel: |2442/20-Ca./gn(30dBm)

Cument Rate Set: (CCK:1-11 QFDM:6-54 BW: Tx-2x HT-0-15
Cument Basic Rate Set: (OFDM-6 BW: 1x HT:0-7

george@argyrides.gr 36



AntA0 «Routed» CAPs Aiktuo
(ne moAAanAEC ouvOEDELC)

".__\_(-'_‘-\-f""_"")'—. '-\L
— T T Ck‘\_)_)) —T T
C&.\_/—)) Network X Ck«_/-)}
Internet : Network Y

:\i rew e

CAP1 CAP2 CAP3 CAP (N) CAP (N+1)
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ATtAO «Routed» CAPs Ailktuo

(ne moAAanAEC ouvOEDELC)
CAPsMAN

Ethernet2

* Ethernetl: ZUvbeon oto Internet
* Ethernet2: 20vbeon pe CAP1
* Ethernet3: 20vbeon pe CAP2



AntA0 «Routed» CAPs Aiktuo
(ne moAAanAEC ouvOEDELC)

CAPsMAN . ey
?_A__/J) < & T

Internet Address MNetwork Intefface -

EthernEtl Mew Address =E

Address: [192.168] oK
Metwarl:: - C |

Interfface: |afher? ¥ Bophy

EEEEE

enabled

* TpoocBéote IP SleuBuvoelg yla emkovwvia M=
tou CAPsMAN <-> CAP1 & CAP3

— CAPsMAN Ethernet2(nipoc CAP1 Ethernetl): 192.168.100.1/30
— CAPsMAN Ethernet3(nipog CAP3 Ethernet2): 192.168.100.14/30

 Anuwoupynote €va Bridge interface kat mpooBeote tnv IP dteuBuvon
192.168.200.1/32 ¢’ auto

— Ao twpa kat oto £€N¢ Ba tnv ovopdlovpe loopback IP tou CAPsMAN



AntA0 «Routed» CAPs Aiktuo
(ne moAAanAEC ouvOEDELC)

CAPsMAN -
Instances Metworks | Areas  Area Ranges  Virual Links ...
— Ty
y ) + &) | T
.H_M_})
Metwark Area hd
Intermet
Ethernetl New OSPF Network = E3
Metwork: |192.168.200.1/22| OK
Area: | backbone *

EEEEE

enabled

1 tem

e Evepyormoliote to mMpwTOKoAAo dpopoloyiong OSPF
(MpooBeote ta networks)
— 192.168.100.0/30
— 192.168.100.12/30
— 192.168.200.1/32
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ATtAO «Routed» CAPs Ailktuo

(ne moAAanAEC ouvOEDELC)

Opoiwc puOuilovpe to CAP1
* [pocBeate IP SleuBUVOoELC

— CAP1 Ethernetl(mpoc CAPsMAN Ethernet2): 192.168.100.2/30
— CAP1 Ethernet2(ntpoc CAP2 Ethernetl): 192.168.100.5/30

* [pooBeote loopback interface(veo bridge) kat tnv IP tebBuvon
192.168.101.1/32 ¢’ autod

e Evepyomoliote to mMpwTOKoAAo dpopoloyiong OSPF

(MpocBaote ta networks) Y

— 192.168.100.0/30 I
e TN

— 192.168.100.4/30

CAPZ CAP3

— 192.168.101.1/32 9 \



ATtAO «Routed» CAPs Ailktuo

(ne moAAanAEC ouvOEDELC)

Opoiwc puOuilovpe to CAP2
* [pooBeote IP SlevBUvoEelg

— CAP2 Ethernetl(rmpoc CAP1 Ethernet2): 192.168.100.6/30
— CAP2 Ethernet2(ntpoc CAP3 Ethernetl): 192.168.100.9/30

* [pooBeote loopback interface(veo bridge) kat tnv IP tebBuvon
192.168.101.2/32 ¢’ autod

e Evepyomoliote to mMpwTOKoAAo dpopoloyiong OSPF

(MpocBéate ta networks) Y

— 192.168.100.4/30 I
o oy

— 192.168.100.8/30

— 192.168.101.2/32 / \



ATtAO «Routed» CAPs Ailktuo

(ne moAAanAEC ouvOEDELC)

Opoiwc puOuilovpe to CAP3
* [pocBeate IP SleuBUVOoELC

— CAP3 Ethernetl(ntpog CAP2 Ethernet2): 192.168.100.10/30
— CAP3 Ethernet2(npoc CAPsMAN Ethernet3): 192.168.100.13/30

* [pooBeote loopback interface(veo bridge) kat tnv IP tebBuvon
192.168.101.3/32 ¢’ auto

» Evepyornoujote to mpwtékoAlo SpopoAdyiong OSPF <>
(MpooBeote T networks) |
— 192.168.100.8/30

— 192.168.100.12/30 / \
— 192.168.101.3/32 Y — _



NapakoAouOnon CAPs

e AdBete elbomnowoeilc otav ta Controlled Access Points «mmtécouv»

— AnwAewa Tpododooiag Peupatog ) BAaBn oto Tpodpodotiko

— BAaBn oto Board

— Omnowodnmnote aAlo Aoyo!

» XPNOLUOTIOLNOTE TN
SdlevBuvon loopback

Tou KaBe CAP wc «host»

MUM GR2015 Athens

El Radius Email

A Tooks y Floed Fing

|| Mew Teminal Graphing

=4 MetaROUTER IP Scan

% Partition MAC Server

| & Make Supout rif Netwatch

New WinBox Packet Sniffer

& Manual Ping

@‘ Bt Ping Speed
Profile
SMS5
Telnet
Torch
Traceroute
Traffic Generatar
Traffic: Monitar

Georgios Argyrides - george@argyrides.gr

[Cl[x]
+ = v A T
Host Irterval Timeout {ms) | Status -
i CAP1
w2y 101.02 00:01:00 1000 down

MNetwatch Host <10.1.0.2

Host: [[TRIGHE]
Interval: [00:01:00
Timeout: | 1000 ms

Disable

Status: |[down

Since: |Nov/16/2014 17-19:41
enabled

44



NapakoAouOnon CAPs

> MIOpELTe va XpnOLULOTIOL|GETE T =
10 EpyaAeio sms N to email ot e Toes ) 5t .
10102 00:01:00 1000 down
Metwatch Host <10.1.0.2=
Suggestion/idea for B Do
MikroTik Development Team - 05 prope e IR
(maybe in CAPsMAN v2) -
d Option to Enable Monitoring S
for IP Managed CAPs(one/a group/all) :mw
[ Every time “Monitoring” is enabled for i
an I[P CAP ,a Dynamic rule could be e

created on Netwatch
 Dynamic Rule will be remove if monitoring option is disabled
* The same option/tab can configure the Up/Down Scripts
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>YOALla; EpwtnoELc;

>oc Evyoplrotw!

AmmoAavoTe To unmtoAoimmo MUM

Xpewaleote BonOeia; Eva aflonioto cuvepyatn; Emikowvwviote padi pov yua:

©)

©)
©)
®)

Enionuec Eknatdévoetc MikroTik (EAANVIKA & AyyAka)

JupPBouAéc & Avoelg yia veouc N udLotapevouc for ISPs/WISPs
AUoelc TnAedwviog-VolP (Xovtpikeg/Alavikeg/CallingCard)

Muia mpocapoopEVn untnpeoia n AVon AKTUwv/TNAETKOWWVLWY

f Georgios Argyrides
+357-22-030212
+1-561-853-0199
>< george@argyrides.gr



Live Demo!



>ac Evyaplotw!

AmmoAauoTe 1O uttoAoimmo MIUM

2ac apeoouv ta MikroTik; OéAete va pdBete mepLoocotepQL;

2€ ouvepyaoia LE ToV MaAQLOTEPO

Enepyxopeva Public Trainings: Mikrotik Distributor otnv EAAGSa

O

O O O O

MTCNA & Introduction : June 19-21, Greece, Athens
MTCNA & Introduction : October 19-21, Greece, Athens
MTCTCE : October 23-25, Greece, Athens

MTCWE & SXT Workshop : November 02-04, Greece, Athens
MTCRE : November 06-07, Greece, Athens

MnAnwc o€ kanowo aAAo péEpoc; Aradopetikec Huepounvieg; Private
Trainings ywa tTnv etaipia oag;

Just Contact me ©

f Georgios Argyrides
+357-22-030212
+1-561-853-0199

>< george@argyrides.gr
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